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2GesturePIN: a secure PIN-based authentication for
smartwatches

Meriem Guerar, Luca Verderame, Mauro Migliardi, Francesco Palmieri, and Alessio Merlo

Abstract—Smartwatches are becoming increasingly ubiquitous,
they offer new capabilities to develop sophisticated applications
that make daily life easier and more convenient for consumers.
The services provided include applications for mobile payment,
ticketing, identification, access control, etc. While this makes
modern smartwatches very powerful devices, it also makes them
very attractive targets for attackers. PINs and Pattern Lock
have been widely used in smartwatches for user authentication.
However, those types of passwords are not robust against various
forms of attacks, such as side channel, phishing, smudge, shoulder
surfing and video recording attacks even when the TEE is used.
Thus, the user’s security and privacy are in risks without a
strong authentication scheme in place. In this work, we propose
2GesturePIN, a new authentication method that allows users
to authenticate securely to their smartwatches and sensitive
services through solely two gestures. It leverage the rotating
bezel or crown which are the most intuitive ways to interact
with a smartwatch. 2GesturePIN enhances the resilience of the
regular PIN to common attacks while maintaining a high level
of usability.

Index Terms—Smartwatch, Authentication, TrustZone, NFC
services, PIN, Bezel.

I. INTRODUCTION

In recent years, the market for smartwatches has been
steadily growing. From being merely an extension of a
smartphone, these devices became more independent, and a
lot of sensitive information is now stored on them. Besides
health and fitness tracking, smartwatches can be used for
making payments, identification, ticketing, and controlling
access to critical services and infrastructures. This trend is
amplified by the introduction of Near-Field Communication
(NFC) technology which allows devices to act as a smart card.
As such, the protection of smartwatches sensitive data became
of paramount importance.

One solution to protect user’s sensitive data from malware
is through Trusted Execution Environment (TEE) because it
ensures that data is stored, processed and protected within a
totally trusted environment that malware cannot tamper with.

TEE has been widely deployed in many smartphones and,
recently, it has been ported also on smartwatches. For example,
Samsung Gear S2 and S3 contain Knox which is a mobile
security platform that provides a trusted execution environment
based on the ARM TrustZone technology [1].
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Unfortunately, the adoption of TEE comes with a security
drawback, namely the access to sensitive data stored in the
TrustZone is the weakest link for the security of NFC trans-
actions. This is due to the usage of PIN codes to enable the
access to sensitive information: such mechanism is vulnerable
to several attacks (e.g, side channel, phishing, shoulder surfing
and video recording attacks) and can be easily bypassed [2],
[3], [4]. Therefore, such mechanism is currently too unreliable
for security-sensitive operations (e.g, Payment using Samsung
pay, Apple pay and Android pay) on smartwatches. The
adoption of pattern locks as an alternative to PIN does not
provide stronger security guarantees [2], [5].

Although TEE offers a trusted user interface (UI) which
ensures that malware running on the device cannot steal data
displayed or typed on the screen, this is not sufficient to
prevent data leakage from other components of the device
that interact with the TEE (e.g., accelerometer, gyroscope, and
orientation sensors), as they allow to carry out side channel
attacks [6]. Another security issue is that although the TEE
locks the screen whenever a trusted application wants to use
it, the user cannot understand which app is displaying the
PIN pad (i.e., if they are prompted by a trusted application
in the TEE or from a malware app in the untrusted part
of the OS that mimics the trusted one). This is due to the
fact that the screen is shared among all apps installed on
the smartwatch, independently from being hosted in the TEE
or not. Furthermore, the input of the user’s PIN code on
smartwatches generates usability concerns, as a smartwatch
screen is far smaller than a smartphone one. Thus, the design
of an authentication method for smartwatches requires to deal
with both security and usability concerns.

In this paper we propose an authentication framework
(2GesturePIN) able to enhance both the security and the
usability of PIN input on smartwatches. The novelty of 2Ges-
turePIN is to leverage the bezel of the smartwatch as a secure
hardware (i.e., the bezel is controlled by the TEE) to input
four-PIN digits through solely two gestures. In this way, the
user is not required to tap on small-size touch screens. This
does not only improve the usability, but it also enhances the
security of the regular PIN code against shoulder surfing, video
recording, phishing and motion-based side channel attacks, as
we show later in the paper. Hence, the 2GesturePIN framework
can be used as an authentication mechanism for security
critical NFC-based operations on smartwatches.

A typical usage scenario would be using 2GesturePIN to
secure the access to an e-wallet that allows the user to open
her house, car and office doors as well as making payment in
store, paying parking and public transport tickets, just to cite
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Fig. 1. 2GesturePIN user interface.

a few. In such a scenario, the user has to authenticate to the
smartwatch and then she can perform any operation by simply
tapping her smartwatch on NFC devices, without the need to
carry multiple cards and keys or look for her smartphone in
her pocket each time she wants to perform a transaction. At
the same time, while a stolen card can be automatically used
by the thief to impersonate the user (e.g., access a building or
small-value payment), the stolen smartwatch cannot be used
unless the thief has the owner’s PIN as well.

The rest of this paper is structured as follows: In section
2 we introduce 2GesturePIN framework; in Section 3 we
describe the smart lock access control use case; in Section
4 we present threat model and perform a security analysis of
our scheme; in Section 5 we present related work. Finally,
section 6 concludes this paper.

II. INTRODUCING THE 2GESTUREPIN FRAMEWORK

The 2GesturePIN authentication framework is a user-centric
security solution for smartwatch-based sensitive applications
such as payment and access control. 2GesturePIN leverages
smartwatches TEE security features and a novel authentication
mechanism in order to enhance i) the usability of the authen-
tication process and ii) the resiliency against a wide range of
security threats.

In this section we will provide: i) a brief description of
TEE security features, ii) a description of the 2GesturePIN
authentication process from the user perspective (Section
II-B), iii) a description of the architecture of the 2GesturePIN
Framework (Section II-C), iv) a detailed discussion of the
whole authentication flow (Section II-D) and, finally, v) a
description of a prototype implementation for Tizen OS and
SierraTEE enabled smartwatches (Section II-E).

A. Trusted Execution Environment

The concept of Trusted Execution Environment (TEE) has
been standardized by GlobalPlatform in 2011 [7]. A TEE
is a separated execution environment that runs alongside the
normal operating system, called Rich Execution Environment
(REE), and provides security services to that rich environment.
The TEE combines both hardware (e.g. dedicated storage,
dual mode CPUs) and software (e.g. secure kernel, separated
drivers) facilities in order to enhance the security of the mobile

device. Moreover, the TEE has dedicated resources that are
accessible only to the TEE (e.g., secure storage and biometric
sensors) along with other resources shared with the REE (e.g.,
screen and sensors) which are locked by the TEE when a
trusted application wants to use them. Hence, communication
between the shared resources and the TEE is secure and
confidential. Each TEE holds its own cryptographic resources,
e.g. its private key and certificate, hardwired in a read-only
memory.

Vasudevan et al. [8] summarize the security requirements
that a TEE has to fulfill:

• Isolated Execution ensuring that applications that resides
in the TEE (called Trusted Applications - TA) execute
completely isolated from and unhindered by any other
application.

• Secure Storage protecting persistently stored data (e.g.
cryptographic keys).

• Remote Attestation enabling remote parties to ascertain
that they are dealing with a given trusted application on
a specific TEE-device.

• Secure Provisioning enabling communication by remote
parties with a specific trusted application, thereby pro-
tecting integrity and confidentiality of transmitted data.

• Trusted Path, i.e. a channel allowing i) the user to send
data to the TEE and ii) the TEE to send back data to
the user; the channel protects against eavesdropping and
tampering.

The most used implementation of TEE for mobile devices,
called TrustZone, has been deployed by ARM [1] for the ARM
Cortex Processor family. Other TEE implementations includes
Intel Trusted Execution Technology [9] and Texas Instrument
MShield [10].

B. 2GesturePIN User Authentication

Differently from a traditional PIN-input interface that uses a
digital keypad, the 2GesturePIN UI consists of two concentric
wheels with ten equally sized sectors as shown in Figure 1.
The outer wheel contains numbers from 0 to 9 in a fixed
order while the inner wheel is numbered randomly from 0 to
9 at each session and step. Furthermore, the inner wheel can
rotate according to a TEE dedicated hardware movement, e.g.
the movement of bezel or crown.

In order to authenticate, the user is required to rotate the
inner wheel so that the first digit of his PIN matches the second
one. In the same way, in the second step of the authentication
process, the user rotates again a new randomly-generated inner
wheel to match the third PIN digit with the fourth PIN digit.
This implies that, thanks to the 2GesturePIN authentication
method, the user is able to input his four-PIN digits with solely
two simple gestures (i.e rotating the wheel through the bezel)
instead of typing it in small sized touch screen.

An example of authentication process using the 2Gesture-
PIN Framework is shown in Figure 2 in the hypothesis that
the user’s PIN code is 7340.

In the first gesture, the user uses the bezel to rotate the
first PIN digit (7) in the inner wheel in order to match the
second PIN digit (3) of the outer wheel. Then, 2GesturePIN
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Fig. 2. 2GesturePIN authentication method.

Fig. 3. 2GesturePIN Framework Architecture.

computes a second screen with a novel inner wheel with a
random arrangement of the numbers. In the second gesture,
the same process is repeated with the third and fourth PIN
digits, the user rotates the the number 4 to match number 0.

C. 2GesturePIN Architecture
The 2GesturePIN Framework is composed by two main

modules: the AuthLibrary and the AuthEngine as depicted in
Figure 3.

The AuthLibrary is the bridge for the authorization pro-
cedure between the REE application and the AuthEngine
embedded in the corresponding Trusted Application. The Auth-
Library provides a comprehensive set of APIs to i) perform
authentication requests (step 1 in Figure 3), ii) render the
authentication interface according to the inputs provided by
the AuthEngine and iii) notify the user about successful/denied
authentications (step 4 in Figure 3) .

The AuthEngine contains the core of the 2GesturePIN
authentication process. The engine is embedded in the TA that
resides in the TEE of the smartwatch and is entirely separated
from the REE. The only interaction with the engine is by the
means of the AuthLibrary.

The core fuctionalities of the AuthEngine are:
• 2GesturePIN Authentication Management. The engine

enforces the authentication flow described in the Section

II-B, manages the session’s lifecycle and is able to unlock
the TA in case of successfull authentication (step 5a in
Figure 3). For a detailed description of the authentication
steps please refer to Section II-D;

• Trusted Input Management. The AuthEngine handles the
Trusted Path to the dedicated hardware, e.g. the bezel of
the smartwatch, in order to obtain the user input (step 3
in Figure 3). In this paper, we leverage the bezel as the
preferred input method but the rotating crown can be used
as well if the smartwatch is not enabled with a rotating
bezel.

• Storage of User Credentials. The AuthEngine stores the
credential information of the user (e.g. the PIN or the
access token). This functionality relies on the secure
storage features of the TEE, sealing the information with
a secret key Ka derived from the device-specific private
key and the ID of the application, computed using the
hash of its source code. To compute hash values, the
device D relies on embedded TrustZone crypto libraries,
using a 512 bit SHA-2 algorithm [11]. Since Ka is per-
application and per-device, the AuthEngine ensures that
each stored information will only be accessible to the
corresponding application for the specific device.

In order to benefit from 2GesturePIN’s features, an applica-
tion needs to import the AuthLibrary inside the REE Applica-
tion and the AuthEngine in the corresponding TA Application.
The choice of developing the 2GesturePIN Framework as a
set of libraries allows the seamless integration into existing
applications without requiring OS modifications or bending of
the application’s logic.

D. 2GesturePIN Authentication Flow

Figure 4 depicts the authentication process of implemented
in the 2GesturePIN framework. For this description, we se-
lected the smartwatch bezel as the dedicated hardware to
exploit the trusted path to the TEE. Furthermore the user (U)
has installed on his smartwatch an application that requires
the 2GesturePIN authentication mechanism. The application
is composed by the Application UI (A) that resides in the
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Fig. 4. 2GesturePIN authentication flow.

REE and contains the 2GesturePIN Library (AuthLib) and the
corresponding trusted part (TA), placed in the TEE, with the
2GesturePIN Engine embedded inside (AuthEngine).

Once U taps on the application A icon (step 1), an au-
thentication request is sent to the AuthLib (step 2) and then
dispatched to the AuthEngine (step 3).

At this point the AuthEngine computes the first random
sequence of the wheel’s numbers that will be used to retrieve
the first pair of digits of the user’s PIN (step 4). The sequence
is then sent to AuthLib that renders the interface, as showed
in Figure 2, and displayed it to U (steps 5 and 6).

Once the authentication screen is displayed, U rotates the
bezel of the smartwatch in order to match the first pair of
digits of his PIN and confirms its choice with the side button.
After the confirmation, the Bezel driver (BezelD), that resides
in the TEE, gets the rotation degree of the bezel and sends
this information to the AuthEngine (steps 7 and 8).

The AuthEngine computes the second random sequence of
the wheel’s numbers (step 9) necessary for the input of the
second pair of PIN digits (steps 10 to 13). After the second
interaction with U, the AuthEngine is able to check if the input
provided matches the User’s PIN (step 14).

At the end of the process, a notification - either success or
failure - is sent to the TA (step 14) and to the user through
the smartwatch interface (steps 15 and 16).

E. 2GesturePIN Implementation

One potential implementation of 2GesturePIN framework
is through SierraTEE [12] which provides an open source
implementation of TEE environment compatible with Global
Platform standards and ARM TrustZone. SierraTEE supports

multiple operating systems including any 64-bit platform
utilizing ARM Cortex-A53 processors which are used by
Samsung Gear S3 smartwatches. However, the actual presence
of the TEE that is required to make the solution secure is
meaningless from the usability point of view. Therefore, for
usability test purpose, we implemented the 2GesturePIN on
Tizen OS 2.3.2 as well as on Android Wear OS 2.0 with no
dependencies to the TEE.

We developed the applications using Tizen Studio 3.0 and
Android Studio 3.1 respectively. The test equipment consisted
of the Samsung Gear S3 Frontier LTE smartwatch from
Samsung, which is based on Tizen 2.3.2 and fitted out with
a hardware rotating bezel, a 360x360 pixels screen, a Dual-
core 1.0 GHz, 768MB RAM and 4GB internal memory. For
Android Wear, we used the LG Watch Style W270 smartwatch.
Released at the beginning of 2017, it runs Android wear 2.0
and it features a Quad-Core 1.1 GHz Qualcomm Snapdragon
Wear 2100 CPU, with 512 MB of RAM and 4 GB of internal
memory and 360x360 pixels screen. Instead of the rotating
bezel, this smartwatch is equipped with a rotating crown on
the side.

As shown in the figure 5, 2GesturePIN app has two modes,
training and test, where the first mode allows participants
to get familiar with the concept and the latter may be used
for usability tests, in which we record the input time and
the error rate on ten consecutive attempts. The application
menu features also a settings button where we can update
the PIN, along with other settings such as toggling the colors
use, this option displays different colors on the wheel portions
where each digit has always the same color. We noticed that
using fixed colors on the wheel helps the users quickly locate
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Fig. 5. 2GesturePIN screenshots in Tizen emulator

numbers and therefore authenticate faster.

III. THREAT MODEL AND SECURITY ANALYSIS

A. Assumptions and threat model.

In this paper, we suggest the 2GesturePIN framework for
smartwatches which enables user-friendly authentication be-
tween end users and trusted applications that reside in the
TEE of those devices.

We assume that 2GesturePIN framework leverages the
same TEE security features (e.g Trusted User Interface) used
currently by sensitive applications to protect PIN entry. As
mentioned above, although TEE protects PIN entry from
malware that try to record the screen or touch events during
authentication by providing a trusted path to the screen, the
PIN code or Pattern lock still vulnerable to the following
attacks:

Side Channel attacks. In many recent studies, researchers
have considered smartwatches as a side channel to infer secrets
entered on external devices such as smartphones [13], [14] and
ATMs [15], [16] thus not taking into account the smartwatch as
a venue for authentication; on the contrary, in [2], authors show
the feasibility of inferring the user’s password entered into the
smartwatch itself through touch screen. Since the malware is
not able to record the screen and touch events during the users
PIN input, another kind of attack has been emerged which
leverage the other shared resources between the REE and the
TEE (e.g., accelerometer [6], the camera and the microphone
[17], and the Gyroscope [18], [19]) to infer the users input. The
idea behind this attack is that the devices micro-movements
caused by the user’s tap on the touchscreen are quite different
depending on the tap’ location. Therefore, using trusted path
to the screen is not enough to protect the regular PIN input
against these attacks. In this work, we assume that the user
installs on his smartwatch “Snoopy”[2], a fitness or gaming
app which is in fact a Trojan app that eavesdrop motion data
when users type or swipe their passwords on smartwatches.
Snoopy periodically upload the extracted motion data to the
cloud, where it leverages deep neural networks trained with
crowd-sourced data to infer the user’s passwords.

Phishing attacks. An open issue shared by many TEEs
implementations, including ARM Trustzone, is how the users
can be sure that they are dealing with the trusted application
when both trusted and untrusted applications share the same
display [20]. It is considered a severe problem because nothing
prevents the malicious application in the REE from displaying

a UI with content similar to a trusted application (e.g,. Payment
app) to trick the user to input his PIN or Pattern.

To mitigate this attack, the TEE has to provide local
attestation. Local attestation should enable the user to check
whether the UI displayed on the screen is actually from a
trusted application in the TEE or from some phishing app in
the REE. One potential solution is to use a LED as secure
hardware to indicate to the user that the device is operating in
trusted mode [21]. However, unlike smartphones, the current
smartwatches in the market are not equipped with a LED.
Therefore, implementing this mechanism on smartwatches re-
quires additional hardware. In order to show how our security
mechanism deal with this issue, we assume that the smartwatch
is infected by a malicious application that pretends to be
2GesturePIN.

Guessing attacks. In order to evaluate the security of
2GesturePIN against Guessing attack, we assume that an
attacker is able to get the physical access to the smartwatch
and she will try to guess the correct four-PIN digits to gain
access.

Shoulder surfing and recording attacks. Performing au-
thentication using the PIN or Pattern Lock in public environ-
ments (i.e. coffee shop, library, bus, class) exposes the user
to shoulder surfing attack. Usually, if an attacker observes the
user over her shoulder when she is entering her PIN or Pattern,
she would be able to reveal the user’s secret from the first
attempt because both of these methods use direct input.

In order to evaluate the security of 2GesturePIN against
this attack, we assume that the user types her PIN code
using 2GesturePIN in a public space where the risk of being
observed by someone is high. The observation can be made
once or multiple times. In addition, we assume that the
shoulder surfer is reasonably close to the user and she is able
to observe the entire authentication session.

In the video-recording attack scenario, we assume that an
attacker records the entire 2GesturePIN authentication session
using her smartphone camera to watch it later and to try
identifying the user’s PIN.

B. 2GesturePIN Security Analysis

In the following section, we discuss how 2GesturePIN pro-
vides enhanced security against the attacks mentioned earlier
by exploiting a non-invasive configuration of the TEE, to
ensure a trusted path to the bezel, and the novel authentication
mechanism.

a) Side channel attack: As described above, smart-
watches could be infected by a malicious software masked
as a legitimate application (e.g fitness or gaming app) that
leverages motion sensors as side-channel to infer the PIN typed
on the touch screen. 2GesturePIN provides adequate protection
against this kind of attack by using the bezel rather than the
touch screen as a new way of PIN input. In addition, The
bezel driver resides in the TEE which prevents the malicious
software from reading the bezel input. Since 2GesturePIN is
the first work that uses the bezel for smartwatch authentication,
there is not any work in the literature that aim to detect the
bezel movement through sensors as side channel. However,
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Fig. 6. 2GesturePIN applications.

even in that case, 2GesturePIN is designed in such a way that
the correct PIN digits as well as all the other nine numbers
on the wheel turn with the same degree according to the
bezel movement and this degree is different at each step and
authentication session due to the randomization of the wheel
numbers position. Hence, 2GesturePIN provides indirect input
that does not reveal any useful information related to the PIN
digits and thus it is resilient to any kind of sensor-based side-
channel attacks.

Although stealing the PIN through smartwatch when the
users authenticate to their smartphones [13], [14] or ATM
machines [15], [16] is out the scope of this paper, we wanted
to mention that using 2GesturePIN on these devices provides
protection against this category of side-channel attacks as
well. As shown in Figure 6, to authenticate the user to his
smartphone or ATM account using 2GesturePIN, the user has
to slide the seekbar to rotate the Wheel. However, since the
user input is different each time the user authenticate due the
randomization of wheel numbers positions, the smartwatch
couldnt reveal any useful information about the users PIN.
The same thing holds for smart door lock: using 2GesturePIN
instead of keypad lock provides enhanced security against this
category of side channel attacks, in fact the degree of rotation
of the knob is different for each authentication session. It
is important to mention that unlocking the smart lock using
the smartwatch as described in the use case provides two
factor authentication and thus it is more secure than using
2GesturePIN directly in smart lock.

b) Phishing attack: As mentioned above, a malicious
application in the REE can pretend to be 2GesturePIN to
trick the user into entering his PIN digits. Using a Trusted
User Interface does not provide a protection against this attack
because the screen is shared between REE and TEE and thus,
the user can not make difference between UI displayed by
REE or TEE. However, 2GesturePIN framework enables the
user to figure out that this application is fake easily by noticing
that the wheel is not moving according to the bezel movement
or not moving at all. This is due to the fact that the access to
the bezel is granted only to the trusted applications and thus
prevents the malicious application in REE from acquiring any
data about the bezel movement. Hence, the phishing app can
not trick the user by pretending to be a trusted application that
requires 2GesturePIN authentication. Therefore, 2GesturePIN
is resilient to phishing attacks.

c) Brute force attack: A Brute Force Attack is a pass-
word cracking method that uses an automated process to try all
possible character combinations until the password is found.
It is important to indicate that we didn’t mention this attack in
the threat model because using a trusted path to screen protects
the regular PIN from this attack. However, 2GesturePIN uses
a different way of input (i.e bezel). Therefore, we added this
section in the security analysis to highlight how 2GesturePIN
resists this attack. Since, 2GesturePIN framework leverages
the bezel as means of PIN input and ensures that the bezel
could be accessible only to the TEE, it prevents any automated
process from performing a brute force attack. This is due to
the fact that malicious codes in REE is unable to physically
rotate the bezel required for the PIN input or simulate the
bezel movement by manipulating the bezel driver which makes
2GesturePIN resilient to this attack.

d) Guessing attack: The chance that a guessing attack
succeeds depends on the size of the password space. 2Ges-
turePIN uses the standard four-PIN digits in such a way the
ten numbers in the wheel can be matched to ten numbers
in two different input steps, therefore there are 100 possible
combinations for each step. Hence, the number of possible
password combination is 10000. Similar to the regular PIN,
the probability of guessing successfully the users PIN in three
attempts using 2GesturePIN is 0.0003.

e) Shoulder surfing attack: In order to enhance the
security of the PIN method against shoulder surfing attack,
2GesturePIN provides an indirect input of the user’s PIN
through the smartwatch bezel. During the authentication, the
user is required to rotate the bezel to match two PIN digits
for each of the two steps. However, turning the wheel in fact
match two sets of ten numbers including the two PIN digits.
There is not any indication of which combination among them
represents the correct part of the four-PIN digits. In addition,
the randomization of the wheel numbers prevents shoulder
surfer from successfully input the PIN by turning the wheel
at the same observed position in the previous session without
knowledge of the PIN digits. Hence, observing the user during
2GesturePIN authentication process is not enough to reveal
the PIN digits. Thus, 2GesturePIN enhances the security of
the regular PIN against shoulder surfing attack.

f) Video-recording attack: An even more serious threat
than looking over someone shoulder is using an external
recording device such as a smartphone to record the entire
authentication session. However, in real world scenario, it is
not always easy to perform such an attack without the user’s
awareness. The best recording of 2GesturePIN authentication
session gives an attacker two sets of ten combinations of
numbers in which she can derive a list of 100 possible
combinations, including the correct four-PIN digits. Hence,
the probability that an attacker successfully guess the user’s
PIN is 0.01. It is important to notice that 2GesturePIN is more
resilient against this type of attacks with respect to regular PIN
and pattern lock, where, in the same conditions, the recording
will reveal the user’s PIN or the users pattern with certainty.
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Fig. 7. Use case:smart lock access control.

C. Comparison of 2GesturePIN security strength to regular
PIN

Since the regular PIN authentication method is the most
predominant method of user authentication and both this
method and 2GesturePIN use a four-PIN digits as a secret,
it is important to highlight why using 2GesturePIN to protect
sensitive applications on smartwatch is better than the regular
PIN.

As mentioned above, TEE provides a Trusted UI to protect
the regular PIN against brute force, touch-logger and spyware-
based screen recording attacks. Nevertheless, it still vulnerable
to side channel, phishing, shoulder surfing and video-recording
attacks which motivates us to suggest 2GesturePIN as an
alternative. As shown in the Table I, 2GesturePIN is resilient
against phishing, side channel and shoulder surfing attacks
and it provides enhanced level of security to video-recording
attack comparing to the regular PIN (i.e., the probability that
the attacker reveal the PIN successfully with 2GesturePIN
is 0.01 instead of 1 using the regular PIN). In addition, it
provides the same security level as the regular PIN against
brute force and guessing attack. Hence, 2GesturePIN is a good
alternative to regular PIN for protecting the sensitive services
on smartwatch.

IV. USE CASE SCENARIO: SMART LOCK ACCESS CONTROL

Nowadays, NFC-enabled smartwatches are capable of re-
placing all users smart cards that they have on their wallet
as well as their physical keys. In addition, they provide
numerous advantages comparing to both smartphones and

TABLE I
COMPARISON OF THE SECURITY STRENGTH

2GesturePIN The regular PIN
Brute force attacks Strong Strong
Phishing attacks Strong Weak
Side-channel attacks Strong Weak
Shoulder surfing attacks Strong Weak
Video-recording attacks Medium Weak
Gessing attacks Same Same

smart cards especially in potentially crowded places such as in
public transportation or hospitals. For example, the users save
times by using their smartwatch rather than looking for their
smartphones or keys on their pockets. On the other hand, using
smartwatches enable a two factor authentication comparing to
smart cards (i.e., access control and small-amount payment
use cases) and physical keys. If someone lost his car key in
a parking, this key can be used directly to gain unauthorised
access to the car, while in the case of the smartwatch, the
access to the key is protected by an authentication method.

Access control systems are promising use cases of NFC
technology. Therefore, we consider the case of using the smart-
watch as a key to unlock any door’s smart lock (e.g., home,
office, car, etc). While this makes these devices very attractive
by facilitating the user’s daily life, it also exposes them to
high security risk. This is why usually, access permission
occurs after touching the smartwatch to an NFC reader and
authentication of the user. Unlike the PIN and Pattern lock,
2GesturePIN provides an enhanced level of security against
common attacks and user friendly authentication method for
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sensitive services. The rest of this section will present how
the 2GesturePIN framework can be used to unlock a door’s
smart lock. First, the user install a smart lock of a specific
service provider. Then, she register herself the first time to the
SP portal and enroll the smartwatch though installing a TA
of the same SP which offers 2GesturePIN framework. After
a successful login using 2GesturePIN, this application allows
the user to lock or unlock the door. Figure 7 depicts the overall
scenario.

A. Smartwatch Enrollment

In order to initiate the registration process, the user visits
the website of service provider (SP) through his smartphone or
personal computer and starts the registration process. During
this phase, the user enters his information (e.g name, surname,
phone number) as well as the smart lock ID (step 1).

SP receives the data (step 2) and transmits to the user
a security code (e.g One Time Password) that allows the
enrollment and initialization of the Smartwatch application
(step 3).

The user downloads the wearable application that contains
the 2GesturePIN Framework from SP on his smartwatch
(D) and enter the OTP using the same input mechanism of
2GesturePIN described in Section II-D (step 4).

The wearable application sends the OTP to the SP (step
5). If the OTP verification succeeds, SP generates the Ac-
cess Token (Token) for the user (step 6) and sends it to
the smartwatch (step 7). Although we do not need specific
assumptions on the token generation procedure, we suggest the
usage of Random Number Generator algorithms for creating
token values as described in [22].

The user then selects a four-PIN digits in 2GesturePIN
settings to protect the access to this token (step 8(a)). The
PIN initialization is performed as follow: the user uses the
first number of the OTP as an indicator to input all the PIN
digits sequentially. Thus, in contrast to the authentication, the
PIN initialization requires four gestures.

For this protocol, the smartwatch and the SP need to rely
on a secure communication channel. To do so, the AuthEngine
implements the enrollment protocol defined in [23] that allows
mutual authentication between the server and the device and
secrecy of the exchanged payload. At the end of this reg-
istration process, the User’s PIN, the first number of OTP
and the Access Token are securely stored in the TEE by the
AuthEngine.

B. Smart Lock Authentication

After the enrollment phase of Section IV-A, the user authen-
ticates using 2GesturePIN as described in Section II-D (step
8(b)). Now, the smartwatch is ready to be used to unlock the
desired smart locks.

When the user taps his smartwatch on the smart lock, the
TA, by the means of the AuthEngine library, computes the
access proof for the smart lock in the form of:

Msgauth : EncSP {CertD, SgnD{U,D, SL, Token, Td}}
The entire message, encrypted with the public key of SP ,

is composed by the certificate of the smartwatch (CertD)

and a payload signed with the private key of the smartwatch
(SgnD). The payload generated by the device is composed by
the access token (Token), the identities of the user (U ), the
device (D) and the smart lock (SL) along with a timestamp
Td in order ensure message freshness and resiliency against
replay attacks. Since the certificate of the device is included
in the encrypted part of the message, this exchange is resistant
to Public Key Substitution UKS attack, described in [24].
Msgauth is then sent to the smart lock through the NFC

interface of the device (step 9).
The smart lock forwards Msgauth as well as its ID to the

service provider (step 10). SP decrypts the message and checks
the signature of the smartwatch, the freshness of the message
and whether the specific device D, associated with the user U
is authorized to access the smart lock SL with that specific
Token (step 11).

Finally, the SP sends an allow or deny access response to
the smart lock (step 12) according to the verification process.

In case of the session expiration, the smartwatch prompts
the user a new request for authentication (step 8b).

V. RELATED WORK

Authentication on smartwatches is mainly used to set a lock
screen to prevent unauthorized access to the device, and it is
usually disabled by default. It is, however, required if the user
wants to take advantage of mobile payment systems (e.g Apple
Pay, Google Pay or Samsung Pay) or controlling access to
critical services and infrastructures (e.g smart home Locker,
smart cars locker, smart health services and infrastructures)
in order to further tighten security around these systems.
Although the known security and usability issues of the regular
PIN and Pattern lock on smartwatches [2], [25], they are the
predominant types of authentication mechanism today.

A. Behavioral-biometrics based authentication methods

This last motivated many researchers to take advantage of
smartwatches rich sensing capabilities to design behavioral-
biometrics based authentication methods as an alternative.

For instance, [26], [27] designed a motion-based authen-
tication method able to authenticate a user by performing a
gestures with a wrist worn device or smartwatch, after building
the user’s behavioural profile by collecting data from device
sensors. A similar approach has been taken by SnapAuth [28],
where the authentication is performed by a finger-snapping
gesture. This system achieved 82.34% True Acceptance Rate
(TAR) at 34.12% False Accept Rate (FAR) using one-class
MLP as the classifier, on very limited training samples (i.e.,
15). Johnston and Weiss [29] studied the feasibility of using
smartwatches for gait-based biometrics . Their study shows
that gait is not sufficient to be used as a sole means of
identification of individuals; instead, it is seen as a poten-
tially valuable component in a multimodal biometric system.
Authors have also pointed out some limitations of their work:
for instance, users data were collected the same day, thus not
representing a real world scenario, and their preliminary works
showed that results degrade significantly when data are col-
lected on different days. A gait-based approach for continuous
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authentication has been investigated by [30]. Authors pointed
out that gait recognition is highly efficient and recommended
to authenticate users in a transparent and continuous manner.
Results are positive, however gait recognition and authen-
tication were performed only in a controlled environment,
thus results may differ in a real life scenario. None of these
studies discuss the case where the user is not recognized by
his walk or is not walking. A different approach has been
taken by [31]: TapMeIn let the user authenticate by tapping a
specific rhythm on the smartwatchs touchscreen. Results are
significantly promising, with an accuracy of 98.7%, however
tests were performed in a lab with a limited dataset, which
may favour the classification process. All works presented
above are related to a specific behavior of a human while
performing some tasks, such as hand movement, gait, and
rhythmic tapping, which may present some limitations [32].
For example, Multiple users may have the same hand waving
patterns. Wearing an outfit, such as a trench coat or a footwear,
may change a persons walking style and persons typing
behavior changes considerably throughout a day with different
states of mind such as excited, tired, etc. These limitations
related to human behavior nature among others might be the
main barriers to solely rely on a behavioral system.

B. Knowledge based authentication methods

Other researchers instead worked on increasing security
around the current authentication methods: PIN and pattern
lock. Research has focused on smartphones (e.g. [33], [34],
[35], [36], [37], [38], [39]), ATM (e.g. [40], [41], [42],
[43]) and recently smartwatches, where the small screen size
introduces usability concerns.

A novel PIN based authentication method is Personal Iden-
tification Chord (PIC) [44], where the user can enter ten
different inputs using only four big on-screen buttons. The
recall study shows that both PIN and PIC achieve high recall
rates and input accuracy, however the usability study shows
PIC as slightly slower and more error prone than PIN. Further-
more, PIC is not resilient to side-channel and shoulder-surfing
attacks. In [45], authors introduced a two factor authentication
method, called Draw- a-PIN. To authenticate, the user is
required to draw his PIN digits sequentially on the touchscreen
instead of typing it. Beside the correctness of the PIN, Draw-
a-PIN uses the drawing behavior of the user as an additional
security layer. While Draw-a-PIN provides some advantages
with respect to shoulder-surfing resilience, the usability study
of its implementation on a smartwatch [25] showed that it
is not usable to unlock the smartwatch due to its high error
rate and long authentication time (i.e Overall Average Error
rate 20.65% , Overall Average authentication time 7356 ms).
Analogous method to TapMeIn [31] is Beat-PIN [46], where
a PIN is represented by a sequence of beats recorded when
the user taps on the smartwatch touchscreen (i.e, a beat is
the time between the instance the user touches the screen and
the instance the user lifts his finger from the screen). However,
Beat-PIN does not use the user’s typing behavior and thus it is
less robust against shoulder surfing attack. Beat-PIN achieved
an Equal Error Rate of 7.2% with an authentication time of

1.7 seconds. A sensors-based authentication is given by [47].
The variations of the lights values read by the ambient light
sensor are used to build sequences representing particular User
Interface (UI) events, such as single-click, double-click, 1-
sec-hold, etc. These events are used to enter the PIN (e.g.
a three events PIN could be single-click 1-sec-hold single-
click). Besides its vulnerability to brute force and side channel
attacks, this method is not usable because the input of solely
a three events long PIN requires approximately between 9 and
10 seconds. In addition, using the ambient light sensor for the
PIN input makes the input impossible in dark environment.

Similar to 2GesturePIN, VibraInput [48] and DialA [49]
utilize two concentric wheels with ten equally sized sectors
as a user interface for PIN authentication on smartphones.
However, in contrast to 2GesturePIN, the outer wheel in
DialA contains ten different letters and in VibraInput contains
four repetitive letters while, each letter represents a vibration
pattern. In addition to the four-PIN digits, the user has to
remember four vibrations pattern and their corresponding
letters. When the user touch the screen, the vibration starts
and the user has to remember the letter that correspond to this
vibration pattern in order to use it as an indicator to input
the PIN digit. The vibration stops as soon as the user left his
finger. Since the outer wheel contains multiple occurrences of
this indicator, another round is required to identify the PIN
digit. Thus, beside the overhead of memorizing an additional
secret, VibraInput requires eight gestures to input four PIN
digits. In DialA [49], the user has to use the letter that he
heard through an earphones as an indicator to input the four-
PIN digits. The rotation and commitment are conducted via
another small scroll wheel at the bottom of the smartphone
screen in order to prevent a direct input. However this method
is not suitable for smartwatches for two reasons. First because
the user is required to wear an earphones and connect it to
the smartwatch through bluetooth (i.e., if it is not connected)
which is impractical and take a long time. Second, because
using another small wheel is not suitable for small-size screen
such as smartwatches and rotating the wheel directly makes
the user susceptible to side channel, shoulder surfing and video
recording attacks. In addition, unlike 2GesturePIN, DialA
requires four gestures.

VI. CONCLUSION

Nowadays, wearable transactions are becoming very pop-
ular due to the facilities provided by the NFC technology.
However, the authentication step is often considered as the
weakest link in the security of these transactions due to the
increase of security threats. This paper introduced a novel
PIN-based authentication method for smartwatches through
two bezel rotation gestures. The security analysis showed that
the proposed scheme is resilient against brute force, phishing
attacks, side channel, shoulder surfing and video-recording
attacks. In future work, in order to have a complete assessment
of 2GesturePIN usability, we intend to carry on a study with a
significant number of participants testing both the bezel based
implementation and the crown based one.
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