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1 | NTRODUCTDN

The prom hence of depbying infom ation and com m unication technolgy i the traditionalpow er system ntegrated w ith D istrdouted Energy
Resources D ERs) such as solr, w ind, energy storage, etc, has gradually revolitionized this imfrastructure into a m uch m ore advanced cyber—
physical system , called sm art grid. Such transform ation offers various benefits to the task of system m onioring and m anagem ent w hich is
undertaken by the EnergyM anagem ent System s EM Ss).kalso ntroducesm any new kindsofcyber-threatsto the system .The core partofanEM S
isthe State Estin ation GE),w hich is assigned to do m ulipk tasks, ncluding collecting and processing m easurem ents, rem oving inadequate data,
and solving an optin ization probkm to yield a setofstate variabksthat cbsely reflect the statusofthe system .Asthew hok process hvolvesdata
tranam ission overcom m unication netw orks,problem sofm easurem entdatabeing com prom ised are em erging and gettingm ore andm ore attention
nthefied.

Am ong allkinds ofthreats,a new type called False D ata lhction €D I) attack is considered extrem ely dangerous as i is com pktely stealthy
underexam hation by the State Estin ation,as shown 1n Lin et alt and Hugetal? .FD Iattacksain directly atthe set ofm easurem entsby 1 gcting
m anijpulkted data, thus driving the system ‘sbehavior n am akvokntw ay.From the view point ofthe adversaries,thism an-in-the-m iddk type of
attack is an effective m ethod to m iskad the operatorsat the controlcenter.For instance,an FD Iattack m ight kad the SE to indicate som e surges
ofpow erflow on lines,which could m ake the operators to think about the m alfunctioning ofthe autom atic relay protection system .As a resul,
the operatorsm Ightestablish an em ergency protective m echanism to trip dow n the suspected lines,w hichm ightpossbly bring outpow eroutages.
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Since,the disconthhuiy ofpow ersupply isa severe ncidentdue to isconsequences, it isapparentthatFD Iattack can Inflictdam age to the physical
system asw ell. Th another situation,an FD Iattack m Ight help hackers to take advantage by changihg pow er consum ption at som e specitic nodes,
w hich w illresut in signficanterrors n bad forecasting and generation planning.

M ost ofexisting research w orks in thisfield are based on the sin plfied DC m odelL e g,Li1 etall,Bobbaetall,and Anwaretald .However, it
is In portant for researchers and industrialprofessionals to understand the FD T's stealthy capability under the AC-based practicalsettingm odel,
w hich hasbeen w idely deployed in the lndustry.Ih thispaper,a com prehensive FD Iattack design schem e ispresented to exam ine itseffectiveness
using fully nonlnearAC pow erflow m odelThus,iism uchm ore challenghgthanm ostofthe previousw orksw hich w ere purely based on sin plfied
Iinearized D C-based m odels.The proposed FD Iattack schem e hasbeen tested on a case study to assess is capability to penetrate a comm ercial-
EvelAC based SE package, Pow erFactory 2017 SP4 from D GSILEN T2 .A s dem onstrated by the experin entalresuls, our proposed m ethod of
FD Iattack has successfully exploited a criticalvuherability in the state-ofthe-artBadD ata D etector BD D ) and plhusibiliy checking.A sboth the
existing detection m ethods w ih electrical (for plausibility checking) and stochastic frbad data rem oving) basis have failed to accom plish their
m issions,new FD Iattack detection m echanism sare needed.Unfortunately there exist no realistic AC-based FD Iattack datasetpublicly avaibblk,
w hich hasgreatly hindered the rekvant technology developm ent in term sofdesigningnew FD Iattack detection m echanism sand theirevaluation.
Ih orderto provide a practicaltoolto evaliate FD Idetecting techniques, a cyberphysicaldataset is constructed and rekased publicly.Unlke the
case ofpure cyberspace environm ent w hich has severaldatasets for testing design theoris (or instance KDD £,DARPAZ,ADFA-ID £2,NG D S-
D 510,etc),to thebest ofourknow kedge,ourFD Idataset isthe firsteverAC-based FD Idataset.khasbeen created w ith highly realistic settihgsasa
resul ofa com bhation ofthe use ofan industry-standard com m ercialtlkevelpackage Pow erfactory)asthe testplatfom ,a trusted source of input
data Australian Energy M arket O perator),and a sophisticated attack design process presented in this paper.W e also provide som e prelin nary
analyses in orderto dem onstrate the cause forthe failire ofBD D equipped w ith this SE package.

The prin ary contrbutions from thispapercan be sum m arized as follbow s:

1. Providing an evaluation, using a com m ercialSE package, of the perform ance ofD C-based FD Iattack m odelagannst an AC-based system .
N ote thatm ost ofthe FD Idetection schem es are based on D C-based FD Iattack m odeland have been evaliated 1 a sin plfied sin ulation
setting .t is in portantand also nteresting to observe the behaviorofthe system in com m ercialscak settingsthatare used i realsystem s.

2. Proposing a system atic AC-based FD Iattack design schem e.An experin entalcase study is provided,w hich show s the success ofperfectly
bypassihgaBDD in com m erciallevelSE package.

3. Generating the first cyberphysicalFD Iattack dataset forpublic research purpose.
4. Providihgprelin hary analysesto explin the failure ofthe state-ofthe-art BDD againstourproposed attack schem e.

The organization ofthis paper nclides six sections w ih the current section being the introduction ofthe research problkm .Secton[2] review s
various related w ork and also provides an assessm ent of som e popularD C-based attack schem es against AC-based SE .Sect:bn@presents acom —
prehensive attack design schem e based on the AC m odelofpow erflow s.Based on the proposed design schem e,a large-scak cyberphysicalFD I
attack dataset isgenerated w hich isdescribed in Sect:bnE.SectjonEprovjdespreJin hary analysis from both ekectricaland stochastic perspectives
In orderto highlight the stealth quality ofthe generated FD Idataset.C onclision and som e future researchesare given n Sectjon@.

2 | PREVDUSW ORK

D ue to the advent ofthe pioneering w ork by Lii et all , there have been m yriads ofpublications on the FD Iattack agaist SE in pow er system .Li1
etald com prehensively categorized aln ostevery type ofFD Iattack .0 ne lin itation ofthisw ork isthat the lnearized D C-based pow erflow m odel
isdeplbyed to test the attacks.D espite the authors’clain to expand their future research lnto the field ofnonlinearAC-basedm odel,m ostof, ifnot
all, blbow ingw orks stillapplied the D Cbased m odelL.A ccording to the review in Liang etalt?, fpointed outthat in the field ofFD Iattack research
ncluding types, in pactsand defense strategies,D C-based publications stilldom hate the literature.

Sharing the sam e foundation ofD C pow erflow m odel], Yang et al*? proposed an optin ized w ay to attack w th m inin um effort,and Rahm an et
alt3 confim ed thatan attack w ithout com plete know kedge about the system ispossble.Sin iarto the w ork of Yu etalt? w here a proposed attack
schem e w asbased on the P rincipalC om ponent Analysis to ain at creating a blind FD Iattack,Esm alifalak et al.t® assum ed bads are variant and
then fm ed an attack based on the lhdependent C om ponentAnalysis for stealthy purpose .Lii et alt® ntroduced a strategy to determ e optin al
attack region given the lin ired netw ork nfom ation M eanw hik,Adnanetal? tried to constructan attack bybuiding up ow ~rank orighalm easure—
m entm atrix from observedm easurem entm atrix.Kin etalt! introduced a variantofFD Iattack nam ed D ata Fram ingw hich isunabl to com pletely
bypassthe BDD but is sophisticated enough to deceive the Bad D ata dentfication BD I),thusm iskad the SE to produce hcorrect system ’s states.
D uring thisperiod, severalresearch groups also published varibusdefense strategiesagainstFD Iattack,incliding heuristict® ,protecting right from
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the m easurem ent3, Sparse O ptin izationi? , using sequentialdetector?® or adaptive CUSUM test?! and even a graphicalm ethod?? .A llofthese
defense schem es are planned w ith great details and som e even m ention the financialconsequences?? .These results have greatly contrbuted to
the advancem ent in thisfield .H ow ever,w hetherornot such w orksare applicabk forthe AC-m odelbased realistic system s isan open question.
Foris sin plicity, there isno doubt thatthe D C-basedm odelisa good startingpoint forFD Iresearch.W ih the developm entofcom puting tech—
nolgy,the problkm ofcom putationalcost or convergence issue can no bongerhinderthe in plem entation ofAC-based SE in the EM S.By rem oving
severalsin plffied assum ptions,AC-basedm odelcan provide a betterestin ated setofresuls.This fact can be easily confirm ed once w e investigate

the fundam entalpow erflow equationsandm easurem entm odelforeach type:

) 0,—0;
e DC pow erflow equation:P; = —— .
ij

e DC measurementmodel:z = Hx + €.
® AC pow erflow equation:Pj; = f(Vi, V], gij, bij, 6, 6;)
e AC measurem entm odel:z = H(x) + ¢

The difference betw een these tw om odels isquite signficantasthe AC m odelalso takes into account the equation for reactive pow erflow s.C onse—
quently, it ishighk possbk thatany designated technigue forD C-basedm odelw illnotw ork w ellw ith an AC-based SE .For illistration purpose,w e
conducted a testw ith the W SCC’s 9-bus system follow Ing the prin iive attack m ethod agaist the SE package in Pow erfactory 2017 .Asclained
by Adnan et al??,a random contam ated vector € in conjinction w ith the system Jacobian m atrix H w hose elem ents are partialderivatives of
pow erflow equations,w illbe enough to produce an attack vectora = Hc that could successfully bypassBDD in an SE.Assum Ing the H m atrix has
already been acquired, w e random Iy generated 100 different vectors Cto create 100 sets of corrupted m easurem ents accordingly.A fter feeding
m easurem entvalues respectively nto the Pow erfactory’s SE,w e achieved tw o typesofoutcom es:4 6 cases failed to converge w hilke 54 cases con—
verged successfully butnone hasbeen abk to com pktely bypassthe BDD asexpected .M oreover,the existence ofm anjpulated m easurem entsalso
resulted in the false alarm ofsom e othergood m easurem ents.From these experin entalresults,designing FD Iattack derived from D C pow erflow
m odelisunlikely to possess is stealthy characteristicagainst an industry-standard AC-based SE .Such failires ofD C-based design w ere also recog—
nized in Hugetal? M anandharetal?®,Chaojin etal?®,Liangetal?’ and Rahm an etal? asvariousm ethodsw ere proposed to produce corrupted
AC pow erflow m odelm easurem entvalies.A s these w orks did not state explicitly the exam ation environm ent to test theirdesigns, the first tar—
getthathas hspired ourw ork isdesigning an attack to com petelybypassthem ore realisticnonlnearAC m odelbased BD D .Th addition, it isequally
in portantto generate the first FD Idatasetasabenchm arking toolfor conducting research in evaliating theirproposed FD Idetection solutions.

3 | DESIGN SCHEM EAND EXPERM ENTALRESUILT OF AN FDIATTACK AGANSTAC STATEESTM ATON N
POW ER SYSTEM

31 | Designprincipk

Technically, the transm ission system for SE research is particularly considered as a quasistaticm odelw hose variabkes are constantly yet sw Iy
changing.The task of system m onitoring is conducted in a discrete m annerby the m eans ofgathering data about the system , then buiding up a
snapshot that reflects the current state.This process is repeated after an interval, generally about 5 to 10 m inutes.From an attacker’spontof
view ,the process to generate an FD Iattack lncludes tw o m ain stages: 67) C ollecting data about the current state ofthe system (ra subsystem
of nterest); &2)D esigning the m alicibusm easurem ent values and then i cting them into the data acquisition system .The second stage can be
divided Into five tasks,corresponding to :dentifying A rea ofA ttack, fom ing constraintequations, dentifying changeabk state variabls,hiializhg
adjistm ent and solving equations, and com puting w ith the corrupted m easurem ents.Ifthe attackers already have enough inform ation about the
configuration ofthe system or subsystem ,ie. 67) isdone, tw illtake aln ostno tim e to design a com pktely stealthy attack &2)w ith our proposed
attack design schem e.Th thispaper,w e w illfocus on the m ission of system atically calculating the m anjpulated values ofm easurem ents &2,w hose
sub-stagesare shown nFig 1) n orderto com plktely bypassthe existhngBDD 2.

Since this w ork m ainly concentrates on the design process ofm alicibus values, severalassum ptions are m ade in this study.F irstly, attackers
can collect the data relevant to one state ofthe system s pra subsystem of interest), hcluding topology, status ofthe breakers and transform er
taps, state variabks oltage m agnimdes, volage angks),pow erflow sm easurem ents poth active and reactive pow ers) on branches, and pow er
Ingction m easurem ents at nodes.Secondly, the attackers are abk to notonly retrieve data from the system butalso overw rite the values sentby
m easurem ent devices to the controlcenter.h addition, allthe m easurem ent devices are considered having the sam e accuracy and w eight.Such
a siuation can arise w hen ettherthe w orking com puter orw orking account ofthe operator is com prom ised.Such assum ptionshave been used in

m ost ofFD Ibased applications?2227
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STEP 1: Identifying Area of
Attack

|

STEP 2: Forming physical
constraint equations

}

STEP 3: Identifying changeable
state variables

|

STEP 4: Initializing an
adjustment. Solving the set of
constraint equations for the set of
compromised state variables

|

STEP 5: Calculating malicious
measurements

FIGURE 1D etailsofStage &2) in the FD Iattack design schem e to generate an FD Iattack —D esign the m alicibousm easurem ents.

311 | AttackArea

From the viw point of state estin ation, the state ofbeing nected by an FD Iattack is equivalent to a new steady state, w hich consists ofboth
genuine aswellasm anjpulated m easurem ent values.h otherw oxds, FD Iattack w illreplace a set of system ‘sm easurem ents by another set that
containseitheronlym anjpulatedm easurem entvalues orboth unchanged and corrupted values.h fact, it is reasonabk forthe attackerto only ain
atadijisting a set of values In a subsystem ora sub-grid ratherthan taking risk of probably being detected due to attacking on a w ide area.The
sm allerthe affected area is, the higherthe chance thatthe attack ishidden .The affected orattack area here isdefined asa region that consistsofall
branchesw hose pow erflow sare altered.Thus,the boundary ofthis region is form ed by a set ofnodesthatare ntersectionsofat kast one affected
branch to one orseveralbranchesw ith no corrupted pow erflow s.

The first and forem ost task ; ddentifying the area of attack is finding its boundary.A ccording to Hug et al?, the condition fra stealthy FD I
attack ispartly satisfied ifthe area ofattack has the boundary ofallpow er-in fction nodes.U nlke the traditionalw ay to categorize buses n oad
flow calulation,the FD Iattack design process only separatesbus type into tw o groups: B1)bus with power injection either incom ing or outgoing)
and By ) bus with no power injection.The reason that the area ofattack m ustbe enclsed by only B1)buses is due to the fact that an FD Iattack
alersthem easurem entvaluesatboth endsofevery branch w ithin the range ofattack .Since,atevery B;)bus,the K ichhoff'sCurrentLaw m ustbe
satisfied, thiskind ofbusw illforce at kast one connected branch’s pow erflow sto be changed.C onsequently, the existence of B2 )busw illresulin
the expansion ofarea ofattack .Such expansion w illbe continued tillthere isno bus on the boundary belonging to B) type .For nstance,consider
tw o connected branches @-b)and @—c)w ith a comm on term nalabeingof B2)type .Any change ofpow erflow happenson @-b)w illresult in at keast
anothercoupXk ofchangesonbranch @-c) shce the algebraicsum ofpow erflow satnode am ustbe equalto zero .In ordertom ake these changesto
be reasonablk, the term malc ofthe latterbranch m usthave pow er n £ction there .An illustrative exam ple about this statem ent isprovided in Hug
etal?.

T thisw ork,the process of dentifying FD Iattack area is conducted by using an extended admittance matrix Yy,s .The extended Y},,s foran nbus
system isam atrix that has size ofn X (n + 1).%s fom ation isbased on the horizontalconcatenation ofthe traditionaladm ittance m atrix Ypys
w ith an additionalcolim n,w hich hasthe mform ation about the type ofthe node .Em ents ofthe additionalcolum n have valiesofeiher0 or+1,
depending upon w hetherabus is ofno-in gction orpow er in ction type .The bus thathaspow er in gction is furtherdistinguished by a sign n order
to supportthe process ofautom atic design attack,w ith +1 denoting a oad and -1 denoting a busw ith pow er going out.The A yorithm mpresem-s
the area ofattack identification process.
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A gorithm 1 dentifyingArea ofAttack
Thput: Extended Yy, ,Centralnode /

O utput: Area ofAttack Qa
1: <1> Look frith colim n ofthe extended Ypys
2:<2>0btan ; = {jlei # 0}

3: <3> Scannihgprocess:

4:whik § € Qj)do

5 if Wj(ny1) # 0)then

6: if Lastof€2;)then

7 — Jum p to <4>

8 else

9: JH+

10: end if

11: else

12: Do<1>-<3>wihnew centralnodej @nd is list);)
13: end if

14: endwhik
15: <4>Addup all; + Q... to obtan the Area ofAttack Qa

312 | ConstraintEquationsand Changeablk State Variabks

The next step in the attack design process is setting up the setofphysicalconstraintequationsby the use ofA gorithm [2l. ;s solution isthe essential
resource for com puting the m anipulated m easurem ents, w hich, n tum, w illeffectively bypass the BDD ofAC-based SE.The num ber ofthe con—
straint equations depend on the configuration ofthe system orthe subsystem ,particularly, the num ber ofno-ingction nodes w thin the area of
attack .The fom ation ofthe constraint equations orighates from the Law ofConservation ofEnergy22,w hich offers a sm ooth transition from a
steady state ofoperation the genuine one)to anothersteady state ofoperation the corrupted one),thus,guaranteeing the stealthy characteristic
ofthe attack .Since the state ofbeingattacked by FD Itechnigue isessentially a counterfeir steady state,irm ustsatisfy the follow lngtw o constraints:

e The sum s of active and reactive pow er flow s at any no—hn#ction node m ust be equalto zero.Thus, for any no—ngction Bus j, we have:

ZJ'ij:O& szijO.

e Allthe changes in pow er hctions poth active and reactive) atnodes asw ellaspow er bsses poth active and reactive) on branchesm ust
add to zero .Therefore w e have the constraintas:> , APy + Y APLoss =0& >, AQiny + Y. AQross = 0.

A Igorithm 2 Form ingphysicalconstraintequations

Thput: Extended Yp,s,Centralnode /,Area ofAttack Qp
O utput: The setofconstraintequations S
1:whik (§ € Qa)and Nij # 0))do

2: jf(Yj(n+1) = 0)then

3 W rite} Py =0

4 Write} ; Qk =0

5 else

6: W rjt,ezj AP\ny + zjk AP1pss =0
7 W rite 37 AQingy + 20 AQuLoss =0
8 end if

9 J+
10: endwhile

A fter constructing allthe constraint equations, the next w ork is to identify which state variabk w illbe changed, w hich is presented in the
A gorithm [Bl.The num berofchangeabk state variablkesw ithin an area ofattack dependson the type ofnode, such as slack bus,PV bus,or bad bus,
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w thi i.Therefore, ifthe area ofattack w ith Nnodes containsa skhck bus,w hich alv ayshasfixed value forboth the voltage m agniude and volage
angk, i is apparent that the setofchangeab’k state variabksw illbe (2 X n — 2) .Lkew ise, forthe existence ofa PV bus in an area ofattack w th n
nodes, the setofchangeabk state variabesw illbe (2 X n — 1) .Since the set ofconstraint equations isnonlinear,an terative num ericaltechnique
and approxin ate solutionsare expected .Forthat reason,the relationshi betw een the num berofequationsand the num berofunknow n orchange—
ablk state variabks is in portant.Forthe sake ofsin plicitty n thisw ork,w e ain atadesigningprocessw ith the num berofconstrantequationsbeing
equalto the num berofunknow ns.Thus, ifthe num ber ofchangeabk state variabls In the area ofattack is greaterthan the num berofconstraint
equations,notevery value ofstate variablk w illbe m anjpulated during the attack design process.

A Igorithm 3 Mentifyihg changeablk state variabls

Thput: Area ofAttack Qpa
O utput: The setofchangeabk state variabl SV
1: No.ofSV n « 2 x Sizeof(Q2a)

2: 8V = {V[;,6]j € Qa}

3:whik § € Qa)do

4 if type ofnode )= Slck)then
5: n=n-2

6 Rem ove |V|j and 6

7 else if type ofnode §)=PV)then
8 n=n-1

9: Rem ove |V

10: else

11: J+

12: end if

13: endwhike

Assoon asthe solution forthe setofthe constraintequations isobtained,allthem alicibusm easurem entvalues are ready to be com puted using
the traditional bad flow form ulas.Then, the com pkte set ofm easurem ents, or in other w ords the put data for the SE package, is form ed by
com bining the setofvalid m easurem entsw ith the set ofm alicibusm easurem ents.The w hok design process is illustrated w ih a case study ofthe
W SCC’s9-ous system 2 in the nextsection.

32 | Casestudy -TheW SCC’s9-busPow erSystem

TheW SCC’s 9-buspow ersystem 32 in Fig Rlissekcted asthe case study due to severalreasons.W ih niebranches,three sourcesand three bads,
it is large enough to representa typicalinterconnected pow ersystem M ore in portantly,tsdatasheetprovidesusw ih adequate mfom ation about
allgenerators.Som e w elbknow n IEEE benchm arking system such as EEE 14-bus,EEE 30-bus, EEE 57-bus,etc,are alllacking ofsuch data.h the
current SE-oriented w ork,48 m easurem ents,w ith 24 active pow erm easurem entsand 24 reactive pow erm easurem ents,w illbe deplyed.Am ong
24 m easurem entsofeach type, 18 are depbyed tom oniorpow erflow sateach end ofbranchesand 6 are used to acquire data ofpow er n fctions
atnodes.

The design schem e presented in the previous section isfirstapplied here to illustrate the algorithm in finding the attack area.The extended Yy,
forthisnihe-bussystem isgiven nFig E.Forjnstance,an FD Iattack is launched by choosingBus5 asthe mitihhlpont.The detailked process isvisually
illustrated in Figﬂ,resulthg inthe area ofattack mcludngbus {5,4,7,1,6,8,2 }.Assum Ing thatthisresult isalso the sm alestpossbk area ofattack,
then w e canm ove to the nextphase ofthe design process.

Forthe nihe-bus system ,given the area ofattack as dentfied above, the set of constrant equationsw illbe form ed as folbw s.Shce there are
tw 0 no-inction nodes w ithin the area ofattack,Bus 4 and Bus 7, the first constraint w illrender four equations In total, P4 = O,ZQ4j =0,
2 P7j = 0,and XQy; = 0.1 addition, the second constraintalv ays renders tw o equations regardlessofthe configuration ofthe system ,thusthe set
ofconstraintshas six equations in total. The com pkxity ofthe tw o equationsbased on the second constraint depends upon the num ber of oads,
sources and branchesw ithin the area ofattack.In this case, there are sixbranches, ncluding both transform erbranchesand Ines,asw ellasthree
Jadsand tw o sources.Inh total, there are eleven tem s in each equation from the second constraint.The detailed fom ation ofeach equation from
the setofconstraints ispresented asbelw .
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FIGURE 2 The nine-bus system and is badflow resulk.
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(@)

Central node

Subcentral node

== Scanning column
Checking node type

Returning to subcentral node

FIGURE 3 The extended Y},,s m atrix forthe nine-bus system and the processofdentifying area ofattack w ith centralnode isBus5.

1) Thefirstconstraint forthe sum sofactive pow erand reactive pow eratno-ingction Bus4 andBus 7

Py1 + Pys + Pys =0

Q41+ Qa5 + Qa6 =0

Pro+ Prs + Prg =0

Qr2+ Qw5 +Qrs =0

@

@)

8)

@)
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2) Partsofthe second constraint forthe sum ofallchanges in active and reactive pow er n ctionsw ihin the attack area Equation E) ana Equation
@)) and forthe sum ofallchanges i active and reactive pow er osses ofallbranchesw ithin the attack area Equation @ and Equation ))

SAPNs= Y, (P — PP 6)
i=1,2,5,6,8
SAQiNs = Y, (@Y - Q¢ ©)
i=1,2,5,6,8
YAPross = Z Pz{new - Pz{old) @
ij=14,27,45,46,57,78
EAQross = Z Q7 new = QL o1a) 8)

ij=14,27,45,46,57,78

Th the currentexam pk ofthe nine-bus system ,the area ofattack w ith six equationshasalready been dentfied .Am ongallnodesw ithin the area
ofattack {1,2,4,5,6,7,8 },nodes 6 and 8 are the nodesw ith pow erin £ction atthe boundary.h orderto Iim i the affected range to reach no further
than the boundary,w e w ant to keep their state variabkesunchanged poth the volage m agniudesand the voltage angks).From the restofthe set
{1,2,4,5,7}node 1 isthe slack busand node 2 isa PV node.C onsequently, there are seven ad jistabk state variablsw ithin the area ofattack 2,
04,05,07,V4,Vs,V7}.M eanw hik, the current principle ofattack design is about first choosing one state variabk asan mitalpoint ofattack then
soling the set ofconstraint equations form anipulted state variablks,w hich, inh tum,w illbe used to caltulate the m aliclbusm easurem ent values.
Thus, the requirem ent forthe num ber ofchangeabk state variablks is, in fact,one unim ore than the num ber ofthe constrant equations. the
currentexam pk,Bus 5 ischosen asan nitlalpontby arbirarily ad jisting s anglk by an am ountof0 5 degree.The next task isto sole the setof
sixnonlnearequations Equation [@),Equation Bl),Equation Bl),Equation @), B + @)= 0, @) + Bl = 0} o rthe sk unknowns 5,604,607,V ,Vs,V7 1.

T order to evaliate the result of the above design schem e, SE package ofPow erFactory is em pyed.This package is equipped w ith allcri—
ical features that an industry-standard State Estin ation package requires, ncluding but not Iin ited to receiving hput/m easurem ent data from
Rem ote Tekem etry Unis RTU s),checking plusbility, solving an optin ization problem to find estin ated valuesofstate variabks,checking observ—
ability, m arking redundant data asw ellasbad data, etc.Forthe purpose oftesting our design theory,eight different cases of attack are prepared
orresponding to the change ofBus 5 voktage angke of+0 5,4+1,%1 5,42 degrees).

Allthe elght attack schem es successfully bypassed BDD ofthe SE m oduk in the Pow erFactory package w thout being detected even jist one
falsem easurem ent.Forthe casew ith an miial+0 5 degreesad jistm entatBus5 voltage angk,34 outof4 8 m easurem entsw ere intervened fn arked
by the cellw ith gray shade) n Fig [4l.0 eviation ofeachm anipulated m easurem ent from is steady-state value is signficant, how ever, i is stillablk
to avoid being discovered, due to the extrem ely sm alldifference betw een the fed-in data and the caltulted valies by the SE (just around the
orderof10~° percent) .These sm allvalues ofdifference greatly contrbute to convincing the package forthe authenticiy, thus easily bypassing
the BD D, even ifthe changes of badsatBus 5,6 and 8 through each case are signficant.W ithout an additionalm easurem ent for detecting bad
m easurem ents,neitherthe system operatornorthe program isabk to revealthe existence ofm anjpulted data.hform ation about alleight cases
ofattack is sum m arized in Tab]em.

Pij_New (MW) Pij_Old (MW) Qij_New (MVAr) Qij_OId (MVAr)
B4-6 3347893259  30.69265634  (0.249026218 0547461261
864  -33.28619209 -30.52789584  -15.64282316  -16.09137671
845 3353196620  40.9585565 2286656222 2261451707
854 -33.32718521 -40.70274178  -39.13807828  -38.44247158
B69  -50.47209936  -59.47209%05  -13.9085818  -13.90862011
B89-6 60.82255604  60.82255575  -17.72588189  -17.72592219
857  -82.02405566 -84.29724349  -12.08205662 -1155752151
875 8419410879  86.59234546  -8331567484  -821157004
87-8 8345420488  76.41573908  -1579743124  -1.185429188
887 828806037  -75.9413277  -9.198677067  -10.35698807
B89  -24.05865046  -24.0586504  -24.64314987  -24.64301092
B89-8 201472375 2414723789 3412330256 3412473933
841  -67.01089907 -71.65121285  -23.11558813  -23.16197832
814 67.01089907  71.65121285  25.86317896  26.26333532
872 -167.6484037 -163.0080845  9.911310755  9.397000424
827 1676484037  163.0080845 6808859593 6408750792
8O3 -84.96079147 -84.96979349  14.31344839 1431344916
839 846979147 8496979349  -10.24308685  -10.24308752

FISURE 4 Com parison betw een them anipulated and the steady-state m easurem entvalieson branches.
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TABLE 1 Resulks from eightdifferent attack cases.

Case +65(°) P lausbility Check 0 bservability BadD ata
1 +05 0/48 Yes 0/34
2 05 0/48 Yes 0/34
3 +10 0/48 Yes 0/34
4 10 0/48 Yes 0/34
5 +15 0/48 Yes 0/34
6 -15 0/48 Yes 0/34
7 +20 0/48 Yes 0/34
8 20 0/48 Yes 0/34

4 | FDIDATA GENERATION PRO CESSES

A s dem onstrated In the above experin entalresuls, our attack design can com pktely bypass the existing sophisticated BDD ofan SE package.
From thisbasis,w em ove forw ard to build up the first cyberphysicalAC-based FD Idataset in pow ersystem ,particularly,the transm ission system ’s
datasetofstate estin ation fiam ek, TSE-D S).The obctofthistask isstillthe W ECC ‘snineous system 22 . It is com plicated enough to be represen—
tative,yet sin pk enough to build up the dataset.h addition, its bading profik isgenerated w ith the avaibbl dem and data ofTasm ania @n island
state of Australia) that can be easily collected from Australian Energy M arket O perator REM O )3 .The TSE-D S consists ofa set ofnom aldata,
w hich reflects the resulsachived from nputting the SE w ih genuine m easurem entvalies,and a set ofattack data,w hich hasbeen collected by
running the State Estin ation w ith data containing corrupted values.The processofgenerating this TSE-D S isdescribed below .

41 | Nom alsteady-state dataset

Sin ilarto various sam pk system s,the nine-bus system under investigation hasonly one bading data,corresponding to one steady state ofopera-
tion .Forthis reason,a realistic dem and data w illbe used to renderdifferent statesofoperation forthis system .Am ong the availabk dem and data
from AEM O, it is the system ofTasm ania State that shares a ot of sin ilhritiesw ith the nine-bus system .Therefore, the historic dem and data for
Tasm ania 1 2018 isem plyed to construct various bbading scenarios forthe W ECC nihe-bus system through aprocessofscalingdown.

A fter collecting enough data about bad dem ands for the system where 52558 values ofdem and w ere created, the next task w as generating
genuhem easurem entvalues,w hich in tum w illbecom e the inputdata forthe SE process.A though thisw ork seem sto be sin ple w ith the load flow
calculation ofPow erfactory, t tumsout to be extrem ely tediousdue to the large volum e of inputdata.The scripting feature ofPow erfactory,DPL

0 SILEN T P rogram m ing Language32) isused to autom ate the w hok process.C orrespondingto 52558 setsofload dem ands,there are 52558 sets
of bad flow resuls,thus the SE produced 52558 spreadsheets of SE result.Forthe sake ofm anagem ent, sheets are grouped nnto filesw ith 432
sheetsperfil,which are equivalent to the datam oniored in three consecutive days.Each spreadsheet contains the com prehensive SE resultsof
48 m easurem ents In the nine-bus system .The orderofm easurem ents and the detailed nfom ation about each attribute in a spreadsheet can be
found h Readm e xtfik ofthe dataset.Forevery m easurem ent,nine relevant attrbbutes w ere recorded w here the m ost in portantfields are the
calculated m easurem entvaliesand the BDD indication.h conclusion,there are 122 fils contaning different load dem ands, bad flow resulsand
state estin ation resuls in the nom aldataset.From the pointofview ofthe Intrusion detection researchers,the hbelforeachm easurem ent n this

setis "nom al".

42 | FalseD ata Iniction Attack dataset

The procedure ofgenerating attack data ispartly sin ilarto the nom aldata generation except tem pbyed badflow resultsasingredientto produce
the attack vectors the corrupted m easurem ents) before ncting nto the SE.The stage of attack design is described i details n the previous
section w ith the illustrated exam plk usihg only one set of steady-state values to produce eight different sets of attack m easurem ents.A rhough
the num berofattack cases can be generated asm any asw e w ant, forevery steady state corresponding to a set of bad dem ands, tw o scenariosof
attack are enough to create a huge volum e yet com plicated attack data.This dataset has sin ilar form at to the nom aldataset,w hich containsall
relevant hfom ation about every m easurem ent In the system asw ellasthe resuls from the SE.H ow ever, the SE outputs do not inclide explicitly
any hfom ation about the attack since the proposed attack design process is abl to com plktely bypass the BDD ofthe Pow erfactory.There are

casesthatthe wholk set0f48 m easurem entsw ere m anjpulated w hike there are cases that only part ofthe setw ere attacked.H ow ever, i can be
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confim ed that every spreadsheet in the folder "Attack TA S" contains data about attack on the SE . conclusion,the am ount ofattack records is
tw ice asm uch asthe am ountofnom aldata.A briefofsum m arization aboutthe TSE-D S datasetisshown In Tab]e@.

TABLE 2 Summ ary ofthe TSE-D S dataset.

D escription Values
N um berofrecords/spreadsheets 157674
Num berofnom alrecords 52558
N um berofattack records 105116
N um berofattrbutes 9

N um berofm easurem entspersheet 48

N um berofactive pow erm easurem entspersheet 24

N um berofreactive pow erm easurem entspersheet 24

Num berofBadD ata in nom alrecords 0

Num berofBadD ata in attack records 34-48
Num berofBadD ata detected i attack records 0

5 | PRELM NARYANAIYSISOF THE GENERATED DATASET

I thispart,som e prelin lnary analysesare carried on to exam ine the sin ilarity betw een the nom aldata and attack data.Sihce the processofState
Estin ation nvolvesboth physicallaw sofelctricalsystem asw ellasthe stochastic optin ization,the sam plksofdataset pne random record in each
file ofnom aldata and is corresponding record from the attack data) are lmspected underboth perspectives.The hspection resuls dem onstrate
causes forthe failire ofthe BDD in revealing hcted bad m easurem ents.

51 | Electricalperspective

Asstated above, the FD Iattack fundam entally setsup a counterfei steady state ofoperation based on collected data from a genuine state.There—
fore,the deceifulstate m ust satisfy allthe physicalconstraints ofa steady state n pow er system .Firstly, the pow erbalance m ustbe guaranteed.
Em eansthat the totalam ount ofactive and reactive pow er consum ed by bbads plusthe sum ofallpow er bsses on branchesm ustbe equalto the
generated active and reactie pow er, respectively. n addiion, status of the nodes w ith no pow er ingcted m ust be m aintained.For exam pk, an
assessm entbased on physicalsystem criteria for Sheet 285t offile N orm a1122" and its corresponding attack data is conducted .From the assess—
m entresultsofthe no-ingctionbus,the absolutem axin um errorforthe sum ofactive pow erisaround the orderofl0~ 8w hik the error orreactive
pow er iseven signficantly sm aller,around the orderof10~13 . m eansthat the largesterrorisas large as0 01W forsuch calculation.h addition,
the observed results in plied no difference betw een attack data and nom aldata.The second assessm ent resuls related to the m ism atch betw een
consum Ing and generating is jistaround the orderof10~7,which isonly equivalentto 0 1W .0 nce agai,the difference betw een nom aland attack
state is am allenough and this boksthe lkel reason forthe success h bypassingthe BDD .

52 | Statisticalanalysisperspective

The probkem ofestin ating state variabks is soed conthuously w hik the bad data, ifexists,w illbe gradually excluded from the setofiputdata.
This process is repeated untilthe set of nput data contains only suitable data, not jist correct data.This is a bopholk that attackers can explbit to
design m anjpulated m easurem ents to bypass the BDD in the SE package.M ore speciically, as ong as the m anjpulted values are system atically
designed to be asclose aspossbk to the appropriate values from the pointofview ofthe package,the BDD w illconsider asthe nom aldata.The
key ofthis issue orighates from them echanism ofthe BDD .

W hen i com esto them easurem entvalues, it isapparent that they contain errorsdue to various reasons:configuration oftransducers,w irmgor

tranam iting issues,etc.kis in possbk to acquire the exactvaluesofbothm easurem entand the corresponding errors.H ow ever,w e usually assum e
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that the acquired valies are close to the true valie w ith only a sm alldifference oferrore asbelw 33 :

Zmeas = Ltrue + € O)

The values ofe are unknow n but assum ed to have a nom alprobability density fiinction w ith zerom ean.Therefore, the residualJ ) n Equation
m)m usthave the probability density fiinction as chisquare distrbution34 ,x2 K)w ith K isthe degree of freedom , calculated by Equation [aTh.

N,
= (Z — Zeare)?
J(m) _ Z [ measo—'2 calC] o)
=1 ?
K = Ny — Ns t1)

w here
e j:Standard deviation ofm easurem entith .
® Np, :Numberofm easurem ents in the system .
e Ns:Numberofstates,equalto (2n — 1) w ith N isthe num berofnodes in the system .

Them echanism ofBDD is sin ply by com paring the valie of residualJ ) w ith the value ofthe chisquare distrbution for certain valie ofK ata
signficance kevelThe chosen valie ofsignficance kevelin pliesthe false alam occurrence created by the processofhypothesistesting3? .Lkew ise,
asigniicance value of0 005m eansonly 0 5 percentcasesraise a false alarm .D GSILEN T doesnotrevealthe exactvalie ofsignficance kvelin their
SE package .Thus,h orderto reduce the false alam rate n a hrge data volum e environm ent, n com panion w ith the param etersofourcurrentw ork
Nm =48 andNs =17,a signficance velof0 005 w aschosen,resuling in the threshold to dentifybad databeing 53 67 .km eansthatw hicheverset
of nputdata that can bring out the residualofgreaterthan 53 67 w illbe suspected to contain bad data and vice versa.The com putation ofJ ) for
generated data w as conducted on the sam e sam ples from the electricalperspective .For nstance,w ith data from Sheet 285t offile N om a1122"
and its corresponding attack data,both J) values forattack & 0.00224)and nom aldata & 2.21 X 10~8)are am allenough to avoid beingm arked
assuspected,w hich is farbelw the threshold 0£53 67 .The sam e calculation procedure is conducted forone random record n eachfiksofnom al
data and its corresponding record from the attack data,yling the valie ofresidualfluctuated around the orderof10~3 to0 108 .These m hiscuk
valuesm aking the set ofattack data having the fiullreputation asbeing the nom aldata.Therefore,the failure ofthe BDD is neviablk due to the
sin flarities in both physicaland statisticalaspectsoftw o typesofdataset.

6 | CONCLUSDN AND FUTUREW ORK

h thispaper,an AC m odelbased FD Iattack design schem e isproposed.A case study w ith industrialstandard AC-based SE isused to dem onstrate
the schem e.The BD D ,w hich is speciically equipped forthe purpose ofdetecting and elin lnating any happropriate data,com pktely failed to notice
the existence ofm anipulated m easurem ents in the setof nputdata,even w hen theym ake up am aprity ofthe data.Thisw ork distinguished iself
from variousw orksaboutD C-based SE,w hich isonly a sin plfied Inearized version ofthe AC counterpart.Severalw orks in Sectin[2]also brought
outthe poorperfom ance ofD C-based SE system s.W e have show n thatthe D C-based FD Iattackm odelw herem ostofexistingw orksarebased on
isunlkely successfiilin passing the AC-based comm ercialscak BDD m echanism .

Traditionally,State Estin ation isdeplyed forthe transm ission system only.H ow ever,asthe mtegration ofD istrbuted Energy Resourcesquickly
spreadsout in recent years,the in plem entation ofSE in the distrdoution system is indispensabl.The new I em erged distrbution system w illthen
have a m uch m ore sophisticated structure w ith bidirectionalpow erflow s.Subsequently, the system m onioring w ork w illbe m ore com plicated
than in the classicaldistribution system w ith radialfeederonly.Thus,the security considerations in distrdoution system sare ndispensablk forfiture
w ork.Shce the structure ofdistrbution system is getting closerand closer to the tranam ission system f eshed,various lbads and sources, etc.),
there existsan expectation that ourproposed attack design is applicabk to active distrbution asw ellasundetectabk w ith the existingcom m ercial
BDD m echanism s.Therefore, our cyberphysicaldataset w illbe a valuabl resource for the purpose of conducting research on system ’s defense
strategies.The FD Idataset TSE-D S can be acquired by sending em ailto the corresponding authorProf.Jiankun Hu at JHu@ adfaedu au.
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