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ABSTRACT Multimedia transmissions require a high quantity of resources to ensure their quality. In the last years, some 
technologies that provide a better resource management have appeared. Software defined networks (SDNs) are presented as a 
solution to improve this management. Furthermore, combining SDN with artificial intelligence (AI) techniques, networks are able 
to provide a higher performance using the same resources. In this paper, a redefinition of reinforcement learning is proposed. This 
model is focused on multimedia transmission in a SDN environment. Moreover, the architecture needed and the algorithm of the 
reinforcement learning are described. Using the Openflow protocol, several sample actions are defined in the system. Results 
show that using the system users perceive an increase in the image quality three times better. Moreover, the loss rate is reduced 
more than half the value of losses recorded when the algorithm is not applied. Regarding bandwidth, the maximum throughput 
increases from 987.16 kbps to 24.73 Mbps while the average bandwidth improves from 412.42 kbps to 7.83 Mbps. 

 

KEYWORDS Software Defined Network (SDN); Machine Learning; Reinforcement Learning; Artificial 
Intelligence (AI), Routing; Multimedia; Openflow; Protocol. 

I. INTRODUCTION 
Multimedia content has different network resource 
requirements than other types of content. Ensuring Quality of 
Service (QoS) and Quality of Experience (QoE) is one of the 
main concerns of researchers that look for novel ways to 
guarantee good quality video transmission. Software Defined 
Networks (SDNs) are presented as a solution to improve the 
resource allocation management and to provide fairness 
among users of multimedia streaming adaptive applications 
[1][2]. SDNs present several advantages over traditional 
networks that place them as an excellent solution for the 
challenges of multimedia video streaming. The programing 
interface in SDN allows a better control over the network, 
providing an improved performance and more configuration 
options of the network architecture [3][4]. Furthermore, SDN 
allows reconfiguring the network flows according to the needs 
of the users without the actual need of independently 
configuring all devices. As SDNs are logically centralized, the 
SDN controller has a global view of the state of the network 
supporting the dynamic optimization of data flows and the 
available resources [5][6]. Moreover, QoS can be assigned 
according to the flow or application in an easy manner 
selecting a priority according to QoS parameters such as 
bandwidth, jitter, delay, and packet loss.  

Numerous applications such as VoIP, video conferencing, 
video on demand and gaming require the transmission of 
multimedia content through the network. These multimedia 
applications that require a high QoS are increasing throughout 
the years resulting in diverse challenges. Few or non-existing 
packet loss must be ensured as well as steady network 
resources and the delay required by the application [5]. 
Therefore, the type of multimedia application or content must 
be considered in order to optimize the resources of the 
network. Possible changes in the network must be considered 
as well determining the capacity of the routes as well as the 
path length so as to decide the best route. Server load 
balancing is another factor to consider so as to avoid distortion 
and delay when servers are overloaded. Furthermore, different 
scenarios may present different challenges to address. Satellite 
communications must maintain the service of other users 
while providing QoS to multimedia applications as well as 
integrating the SDN to the standards of the available satellite 
networks such as 4G and 5G [7].  

Artificial intelligence (AI) is being utilized in countless 
areas. The centralized control over the network provided by 
SDNs allows applying AI to analyze and predict the need of 
network resources and to provide differentiated QoS to users 
and applications. Reinforcement learning is one of the types of 
machine learning. It is based on performing different actions 
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as a function of the state of the system to maximize the output. 
It is then, a valid approach to provide SDN controllers with the 
tools to optimize routing tasks and the quality of the video 
content transmitted through the network. However, 
reinforcement learning has not been deeply studied as a way 
to increase QoS in SDNs. And, although it has been proposed 
by Shih-Chun Lin et al. in [8], there is no a concrete definition 
of states or actions. Furthermore, there is no explanation on 
how the controller can implement the proposal and the 
experiments could be performed as mathematical simulations.  

In this paper, a reinforcement learning algorithm for 
multimedia traffic transmission over SDN is presented. 
OpenFlow [9] is utilized to implement the SDN controller 
communication and to perform the actions proposed. 
Furthermore, the actions that the SDN controller can execute 
according to the metrics of the network and to ensure QoS are 
depicted. Several tests have been performed considering 
different scenarios. The proposal is finally tested by emulating 
it on Mininet. Mininet has been proved to present similar 
performance that the one obtained in a real SDN [10]. 

The rest of the paper is organized as follows. Section 2 
presents the related work on SDN-based solutions for 
multimedia content transmission. The proposal is depicted in 
Section 3. Section 4 analyzes the proposed reinforcement 
learning algorithm. The obtained results are discussed in 
Section 5. Finally, the conclusion and future work is presented 
in Section 6. 

II. RELATED WORK 
Multimedia traffic has been the object of study of numerous 
researches that looked for increasing QoS and QoE utilizing 
SDNs for resource allocation. O. Awobuluyi et al. presented 
in [11] an SDN controller for scalable video encoded over 
H.265. The information on the scalability of the multimedia 
streams and network capabilities was known by the controller 
that made the decisions to ensure QoS and QoE over 5G 
networks. The proposed architecture was comprised of a 
Video Quality Assurance Manager (VQAM) that gathered 
information on the topology and video metrics to decide the 
routing and video adaptation. It included an SDN Video 
Quality Orchestrator (SDN-VQO) as well as to manage 
multimedia flows and to ensure fairness. J. Castillo et al. 
proposed in [12] a modification of the Entity Title 
Architecture (ETArch) employing OpenFlow and the QoS 
control method from SMART (Support of Mobile Sessions 
with High Transport Network Resource Demand). It provides 
coordination over dynamic and admission control of super-
dimensioned resources in order to provide QoS and QoE to 
multimedia flows. Tests were performed on a real testbed 
obtaining the admission of all the sessions with a network 
saturation up to 170%, reaching a 27% of SSIM improvements 
over legacy ETArch and reducing the signaling load of legacy 
ETArch in a 251%. An Network Function Virtualization 
(NFV) architecture for managing and controlling multimedia 
applications over 5G with SDN and considering QoE 

requirements was introduced by A. A. Barakabitze et al. in 
[13]. NVF and SDN is utilized to reach the Key Performance 
Requirements/Indicators (KPR/I) of 5G. Different Virtual 
Machines (VMs) were utilized to address different network 
requirements of resources of the multimedia applications. The 
QoE was assessed utilizing the QoE-sdnFlow manager and the 
QoE-sdnFlow Monitor. The type of multimedia applications 
was considered to provide the specific resources required by 
the user. H. Nam et al. presented in [14] an SDN application 
to monitor the network and assign routing paths to video 
content utilizing Multi-Protocol Label Switching (MPLS) in 
order to ensure QoE. The Junos Space SDN platform was 
utilized to implement the proposal. Tests were performed in 
different scenarios employing a simulation tool. Results 
showed an improvement of de viewing experience of 55.9% 
in peak hours. Lastly, T.-N. Lin et al. presented in [15] a meter-
based multicast method to provide end-to-end QoS for 
multimedia services called OpenE2EQoS. The designed 
algorithm utilizes a learning mechanism to allocate the 
available bandwidth for the multimedia flows in order to 
guarantee QoS. The congestion problem in links is addressed 
by forwarding low priority packets among N different routes. 
Therefore, the problem of forwarding the multimedia flows to 
other routes is prevented. Tests were performed in a real SDN 
environment were the effectiveness of their proposal is 
demonstrated.  

Optimization has been utilized as well as a tool for 
increasing QoS and QoE. A. Kassler et al. presented in [16] an 
SDN-based QoE-driven centralized multi-user path 
optimization for multimedia services. It maximized QoE 
considering link capacities, delay, network topology and 
service utility functions. The user was able to select video 
quality over audio quality and vice versa. Therefore, video 
quality may be degraded while audio quality is maintained 
high enough when the resource availability of the network 
decreases. OpenFlow was utilized to determine the paths 
according to the results of the optimization. A new OpenFlow 
controller called OpenQoS was introduced by H. E. Egilmez 
et al. in [17]. OpenQoS was intended for multimedia delivery 
and QoS support. The paths of the multimedia flows are 
optimized so as to ensure QoS. The performance of the 
proposed controller was compared to the exiting HTTP-based 
multimedia adaptive streaming. Results showed that 
OpenQoS outperformed HTTP-based multimedia adaptive 
streaming, guaranteeing seamless video delivery in UDP and 
full video quality in TCP. Á L. Valdivieso et al. proposed in 
[18] an SDN-based framework to optimize multimedia 
routing. The framework utilizes NFV and OpenFlow in order 
to test the routing algorithms. The effectiveness of the 
framework is determined by the QoS routing algorithm and 
network performance modules. The parameters analyzed were 
Peak Signal-to-Noise Ratio (PSNR), Structural Similarity 
Index (SSIM) and Mean Opinion Score (MOS) from both 
best-effort and optimized routing. Results showed an 
improvement in terms of QoS of the proposed framework 
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compared to the best-effort approach. Finally, E. Grigoriou et 
al. presented in [19] an SDN-based resource management 
mechanism for multimedia services that optimizes the QoE of 
end users. In order to do so, the service was divided into 
different tasks assigned to the neighbor nodes taking into 
consideration the final quality. Authors stressed the 
enhancement of QoE management, resource allocation and 
video quality that SDN/NFV provided. Tests were performed 
with the OpenDaylight controller and the Mininet network 
emulator. Results showed an improvement in video quality. 

Although the improvement of QoS through SDNs has been 
addressed by other researches employing different 
methodologies, in this paper, reinforcement learning is utilized 
to address the QoS requirements in multimedia traffic. 

III. A PROPOSED ARCHITECTURE OF 
MULTIMEDIA TRANSMISSION OVER SDN 
This section presents the proposed architecture as well as an 
overview of the system goals.  

A. ARQUITECHTURE 

The scenario used in this proposal is a SDN entirely managed 
by a single controller. This controller must not only decide the 
path each packet has to follow but also has to take actions to 
prevent transmission problems. In order to achieve this, the 
controller is composed by several modules. These modules are 
shown in Fig.1.  

As Fig. 1 shows, the communication module provides the 
message exchanging between the controller and the network 
nodes, i.e., the switches. The communication is entirely based 
on the Openflow standard [9]. Therefore, the network nodes 
must be Openflow-enabled devices. By using Openflow 
messages, the controller gathers data about the capabilities of 
the Openflow-based network nodes. Then, this 
communication with Openflow messages allows the controller 
to generate orders with the actions the nodes should perform.  

The routing module is in charge of detecting the network 
topology and creating paths. Moreover, it analyzes the nodes 
characteristics. 

The third module on the SDN controller is the Statistic 
Analyzer which analyzes the statistics sent by the network 
nodes to the SDN controller. These statistics are provided by 
the communication module. The analysis is performed in 
order to detect the different problems during the multimedia 
transmission. Although, this is not the main focus of this 
paper, the module will numerically communicate the 
transmission problems of QoS degradation. Furthermore, it is 
the module that notifies changes in the transmission status. 
These states are defined in the next section.  

The last module is the Action Chooser which uses 
reinforcement learning to determine the action the SDN 
controller should take in order to solve the current problem 
that the Statistic Analyzer has detected. It receives the route 
characteristic from the routing module in order to know which 

actions can performed in which paths. In addition, the Statistic 
Analyzer notifies changes in the state of the transmission and 
its QoS degradation. With this data, the Action Chooser 
calculates the reward of the last action and choose another 
action if required. Next section describes the reinforcement 
learning algorithm and the concepts whose definition is 
adapted to the problem. 

 
FIGURE 1. SDN Controller Modules 

B. NETWORK CONSIDERATIONS 

This subsection explains several concepts that the AI module 
handles. These concepts are needed to correctly evaluate the 
state of the system.  

Fig. 2 shows an example of network we use to test our 
proposal.  

 
FIGURE 2. Network Example 

As we can see, the scenario is composed by a multimedia 
server and several multimedia clients that will perform the 
multimedia communication. Although there are proposals that 
permit multicast flows on SDN [20], in this paper, the 
multicast transmission will be treated as N unicast flows. This 
assumption can be done because the system is independent to 
the unicast or multicast property of the multimedia 
transmission. In addition, to reach a destination, the flow will 
go through several nodes from the source to the destination. 
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This route will be composed by two different links. On the one 
hand, outside links are the links between the clients and the 
first network node. On the other hand, inner links are the ones 
that interconnect two or more network nodes. This 
differentiation will be useful for the AI module in order to 
determine which action should be taken. The actions may vary 
depending on the characteristics of the link. If the link is an 
inner link, some actions like changing the route would be able 
to improve the transmission quality. However, if it is an 
outside link, some other actions like reducing the throughput 
of the other host could fit better. In addition, some links are 
backup lines that are not used unless they are required to 
ensure the QoS requirements of the multimedia transmission. 

Nevertheless, the differentiation between links is not the 
only one done in the system. Depending on the network 
topology, nodes can also be used as backup nodes or as load 
balancing nodes. Both of them are nodes that gets to the same 
intermediate node between the source and the destination. The 
difference between them is that backup nodes are only used 
when they are needed. However, the load balancing nodes are 
nodes that allow the controller to send the packets to an 
alternative route. The identification of the alternatives routes 
or backup lines/nodes is the task of the Routing Module. 

IV. REINFORCEMENT LEARNING ALGORITHM 
This section describes the reinforcement learning algorithm 
which is defined in two steps. First, the environment of the 
system is defined and the states discussed. The system needs 
some data structures to operate correctly. These data structures 
are explained then. After that, the concepts about rewards, 
policy and objective are defined. Later, the actions are 
described and it is explained how they are performed with the 
Openflow standard. Finally, the algorithm is depicted. 

A. Environment and States 

In this subsection, every single element that the algorithm uses 
is explained.  

Firstly, we have to understand that the network is composed 
by elements with different roles. The most important one is the 
element that acts as an agent. The agent of our algorithm is the 
SDN controller. It is the element which will perform the 
actions and that will analyze the current state of the system. 
The network nodes are not agents and they will only modify 
their OpenFlow tables in order to execute the commands of the 
SDN controller. So, they play a role less important.  

The environment of the algorithm is composed by the 
network and the current state of the network based on the 
statistics. So, the agent, i.e., the SDN controller, modifies the 
environment through its actions, although it will actually 
modify the state of the network. That means that the statistics 
they gather from the nodes will measure the effects of the 
performed actions. These actions will change the transmission 
performance in terms of QoS parameters.  

The state of the network is related to the problems suffered 
by the multimedia transmission. Some of the typical problems 
are the lack of available bandwidth, a high loss rate, too high 
delay, too high jitter, etc. The SDN controller receives an alert 
from the Statistic Analyzer and determines the best action to 
perform depending on the current state. The current state can 
be represented as a state-machine (see Fig. 3). The default state 
for every multimedia flow is the “No Problem” state. Along 
the transmission of the multimedia stream, several problems 
may occur and the network will be in charge of adapting its 
functioning to the new situations. The problems and states 
defined in this paper are mainly related to QoS parameters. 
The bandwidth, delay, jitter and loss rate are the parameters 
the Statistic Analyzer monitors. Besides providing the Action 
Choose the measures of the problems, it evaluates these 
parameters on the multimedia flows in order to notify the state 
changes. When a problem is detected, this leads the system to 
a new state related to that problem and the system will remain 
in that state until the problem is solved. Consequently, the 
system will return to the “No Problem” state. However, some 
of these problems could be combined and the current state 
could even change to a worse state. This can happen when the 
selected action did not generate the required effect or it was 
performed too late. Fig. 3 shows all these states and changes 
between them. All those states allow coming back to a better 
state when the problem is solved (or its QoS parameter is 
improved). 

It is expected that the actions performed change the states 
permitting the system remains on states with good 
performance. The best scenario would be remaining in the “No 
Problem” state. However, in an actual scenario the problems 
happen and so, it will better to be in states with one problem 
than being in states with combined problems. In order to 
achieve this, the following actions can be chosen by the SDN 
controller: 

• Wait 
• Switch to a backup line 
• Switch to a backup node/path 
• Load balancing 
• Use QoS-Guaranteed Queues 
• Tag packets with VLAN PCP 
• Limit the available bandwidth for a flow 
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FIGURE 3.  Diagram of the states of a multimedia flow in the system. 

These actions provoke changes in the network 
performance, and, depending on the next values obtained from 
the Statistic Analyzer, the reward value of the action taken will 
be updated.  

The way the rewards are assigned and calculated and how 
the actions are performed are described in the next 
subsections. However, we need to firstly know the data 
structures and concepts.  

B. Data Structure 

In this subsection, the data structures that the algorithm needs 
are described. 

The algorithm needs two different data structures in order 
to work. First, a two-dimensional array it is required to store 
the rewards of each action-state pair. This array, called H, 
contains the reward obtained for each combination of action 
and state. The structure of H is shown in Fig. 4. This structure 
is independent of the number of multimedia flows. The values 
shown in the table are examples. Usually, the algorithm should 
begin with the same value for every entry. However, specific 
initial values could fit to some scenarios. 

 
State/action 𝒂𝒂 𝟏𝟏 𝒂𝒂 𝟐𝟐 𝒂𝒂 𝟑𝟑 

𝑠𝑠 𝟏𝟏 1.3 7.5 2.21 

𝑠𝑠 𝟐𝟐 0.4 1.2 2.05 

𝑠𝑠 𝟑𝟑 1 2 0.75 

FIGURE 4.  Example of Array H. 

Nevertheless, the system should independently manage each 
multimedia flow. That means the actions are caused by 
changes in the state of a single multimedia flow. Keeping the 
state of each multimedia flow and its route characteristics, it is 
important to get the highest performance. Therefore, the 
Multimedia Management array (M) is defined. The array M 
(shown in Fig. 5) is a two-dimensional array that contains the 
status of each multimedia flow. Moreover, it is also composed 
by a set of boolean flags which indicate if the related actions 
can be performed for that flow or not. Furthermore, the current 
timestamp is also stored in this array. In Fig. 5, the fields are 
shown in bits in order to easily see the size needed to store this 
data  All the data related to the capabilities of the route are 
provided by the routing module. 
  

State/action 𝒂𝒂 𝟏𝟏 𝒂𝒂 𝟐𝟐 𝒂𝒂 𝟑𝟑 

𝑠𝑠 𝟏𝟏 1.3 7.5 2.21 

𝑠𝑠 𝟐𝟐 0.4 1.2 2.05 

𝑠𝑠 𝟑𝟑 1 2 0.75 

FIGURE 5.  Example of Array M. 

C. Rewards, Policy and Objective Function 

The reward obtained due to taking one action or another 
depends on the problem itself and on the metrics that show 
how good or bad the performance of our system is. Typically, 
reinforcement learning is applied to games, especially video 
games. In those games, the reward obtained depends on the 
score obtained in that game. Actions like earning a coin or 
defeating an enemy produce a big reward, because they 
increase the score. 

In our system, the goal is to avoid the multimedia 
transmission problems. Therefore, the metrics used are the 
QoS measurements. Consequently, the rewards are assigned 
depending whether the problems are being reduced or not.  

First, it is important to highlight that in order to adapt 
reinforcement learning to the multimedia transmission in 
SDN, the rewards must be given attending to the effects that 
previous actions has produced. That means, that the effects are 
not suddenly perceived, so the reward from an action must be 
calculated in several timestamps or iterations. So, the greater 
effect will not be perceived in the first timestamps. This way 
of operating, with several intervals, introduces two new 
definitions, i.e., the time between iterations (𝝉𝝉𝒊𝒊𝒊𝒊) and the 
number of iterations (𝒏𝒏𝒊𝒊𝒊𝒊)  before calculating the new reward. 
Then the time (𝝉𝝉𝒓𝒓𝒓𝒓𝒓𝒓) the system needs to take an action and 
to calculate the reward is defined in (1). 

𝝉𝝉𝒓𝒓𝒓𝒓𝒓𝒓 = 𝒏𝒏𝒊𝒊𝒊𝒊 ∗ 𝝉𝝉𝒊𝒊𝒊𝒊     (1) 

 Consequently, the reward is an array of (𝒏𝒏𝒊𝒊𝒊𝒊)  elements, 
one for each timestamp measured. As an example, taking 
𝒏𝒏𝒊𝒊𝒊𝒊 = 𝟑𝟑 the reward will be defined as (2).  

𝒓𝒓 = [𝒓𝒓(𝟏𝟏),𝒓𝒓(𝟐𝟐), 𝒓𝒓(𝟑𝟑)]    (2) 

Each element 𝒓𝒓(𝒕𝒕) of the array is calculated as a difference 
in terms of the multimedia transmission problems of the two 
last timestamps, 𝒑𝒑(𝒕𝒕 − 𝟏𝟏)  and 𝒑𝒑(𝒕𝒕) (see Eq. 3).  

𝒓𝒓(𝒕𝒕) = 𝝆𝝆(𝒕𝒕 − 𝟏𝟏) − 𝝆𝝆(𝒕𝒕)    (3) 

, where 𝒑𝒑(𝒕𝒕) is the measurement of multimedia transmission 
problems at timestamp  𝒕𝒕.  

This calculation is done taking into account QoS 
parameters like delay, jitter and loss rate. In addition, the result 
is 0 if the difference between both terms is negative. This 
measurement is calculated and returned by the Statistic 
Analyzer module.  

In order to take the total reward 𝑹𝑹 of an action, the 
individual rewards for each timestamp 𝒓𝒓(𝒕𝒕) must be 
multiplied by a weight (𝒕𝒕 𝟐𝟐𝒕𝒕−𝟏𝟏⁄ ). Due to the fact that for our 
system is more important the effect in medium and long term 
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that the immediate response, the total reward can be expressed 
by Eq.  4.  

𝑹𝑹 = ∑ 𝒓𝒓(𝒕𝒕) ∗ 𝒕𝒕
𝟐𝟐𝒕𝒕−𝟏𝟏

𝒏𝒏𝒊𝒊𝒊𝒊
𝒕𝒕=𝟎𝟎     (4) 

The weight applied to the individual reward value is 
identified by γ (see Eq. 5). 

𝜸𝜸 = 𝟐𝟐𝒕𝒕−𝟏𝟏

𝒕𝒕
      (5) 

Fig 6 shows the evolution of the value of γ as a function of 
the timestamps. As we can see, this values start to increase 
after the second timestamp. That means the action will be 
more rewarded if there is a medium-term improvement rather 
than only a short-term improvement. This γ factor has been 
chosen to manage the first 4 timestamps. If a modification of 
the system is required or wanted, the γ should be adjusted to 
the timestamp frame. For example, in order to calculate the 
reward of actions taken in a long-tern data transmission, (5) 
should be a linear function.  

 

 
FIGURE 6.  γ factor value on each timestamp t. 

Regarding the policy the system follows, it consists on 
choosing the action will offer the maximum reward. The AI 
module manages a two-dimensional array like the one shown 
in Fig. 4. When an action has to be taken, the algorithm checks 
which action, in the current state, has the maximum value, i.e., 
the reward with the highest value in the row of the current 
state. This will be the action to carry out. When the reward of 
this action is obtained, its value is replaced in the array. 
Thereby, the algorithm is always observing the effects of the 
actions and learning the best solution to the given problem. 
The policy function can be described by using Eq. 6. 

𝝅𝝅(𝒔𝒔) = 𝒂𝒂𝒊𝒊| 𝑯𝑯(𝒔𝒔,𝒂𝒂𝒊𝒊) ≥ 𝑯𝑯�𝒔𝒔,𝒂𝒂𝒋𝒋�∀𝒋𝒋 ∈ [𝟏𝟏…𝑴𝑴] (6) 

, where 𝑴𝑴 is the number of actions defined in the system. 
Finally, to understand the goal of the system, we should 

know the two possible points of view: (1) From the point of 
view of the states, the goal is to remain the maximum time in 
a non-transmission-problem state. (2) From a reward-based 
point of view, the main goal of the system is to obtain the 

maximum reward possible in each timestamp. Therefore, the 
policy of the system is to choose the action with highest 
expected maximum value. If we define the Q-value function 
under policy π, we obtain (see Eq. 7): 

𝑸𝑸𝝅𝝅(𝒔𝒔,𝒂𝒂) = ∑ 𝑴𝑴𝑴𝑴𝑴𝑴 𝑹𝑹(𝑯𝑯, 𝒔𝒔, 𝒕𝒕)∞
𝒕𝒕=𝟎𝟎    (7) 

Next subsection defines how the different actions can be 
performed by using the Openflow protocol. 

D. Actions 

This subsection defines the actions described in subsection 
IV.A and the message exchange using the Openflow protocol. 
It is assumed that the actions that involve modification in 
flows will be only performed on those flows belonging to the 
multimedia transmission. 

All the proposed actions can be executed by using the 
OFPT_FLOW_MOD message. This message allows 
modifying or deleting the existing flows in a flow table. 
Moreover, it allows adding new flows. Its structure is shown 
in Fig. 7. The more relevant fields for the functioning of our 
proposal are the command and instructions fields. The 
command field indicates which action must be done in the 
table. Adding a new flow, deleting or modifying an existing 
one are actions performed by the same OFPT_FLOW_MOD 
message. The instructions are the actions that must be 
performed when a flow of packets match with the commands. 
Those instructions enable us to modify the state of the 
environment. Depending on the required action, the value of 
the ‘command’ field and the instructions vary. For each action 
defined, the instructions needed and the value of the command 
field is commented.  

 
FIGURE 7.  OFP_FLOW_MOD message structure. 

The first/second action is to switch to a backup line. The 
backup line is a dedicated link between nodes that is only used 
when required. The controller must send an OFPT 
_FLOW_MOD message to the node that connects with this 
backup line. In this message the “command” field gets the 
OFPFC_MODIFY value, and the instruction is 
OFPAT_OUTPUT. The instruction consists on forwarding 
packet through the port of the backup line. Therefore, the 
multimedia transmission will be sent through this backup line 
without the interfering of other traffic. This, combined with an 
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adequate network configuration, will ensure an acceptable 
bandwidth or delay in that section of the network.  

The next action is to switch to a backup node. This means 
that there are one or more network nodes that are going to be 
bypassed. In order to perform this action, the flow entry related 
to this flow must be modified. The output port will be changed 
to the corresponding port that connects with the backup node. 
In order to perform the action, an OFPT_FLOW_MOD 
message is sent to the node connected to the backup node. This 
message is similar to the one sent in the last action but the 
output port is the corresponding port to get to the backup node. 
An OFPT_FLOW_MOD with the command set to 
OFPFC_ADD and the instruction OFPAT_OUTPUT must be 
send to the backup node. Therefore, the backup node will be 
able to forward the packets to the next node. The output port 
corresponds to the one that links with the next node. The next 
node is the same that performing the action before.  

Load balancing is a typical technique that takes advantage 
of the network redundancy in order to ensure a good level of 
quality in the multimedia transmission. The load balancing can 
be performed in different ways. The flow that consumes more 
bandwidth could be forwarded through the redundant 
secondary way alone. Another solution would be separate the 
flows attending to their transport layer protocol. Moreover, the 
multimedia transmission could be forwarded to both paths, 
changing the route periodically. In this proposal, the 
multimedia flow is forwarded to an alternative/backup path. 
Consequently, an OFPT_FLOW_MOD with the command set 
to OFPFC_MODIFY and the instruction to 
OFPAT_OUTPUT is sent to the last node in the original path. 
The output port is the one that connects to the first node in the 
alternative path. In addition, an OFPT_FLOW_MOD with the 
command set to OFPFC_ADD and the instruction to 
OFPAT_OUTPUT for each node in the backup path is sent. 
Thereby, the flow is able to follow the path and get the 
destination. 

Another possible action is to use QoS-Guaranteed Queues. 
These queues are high-priority queues that the network nodes 
can use to forward packets minimizing the delay and jitter of 
the multimedia transmission. The action is performed again 
with the OFPT_FLOW_MOD message, but, in this case, the 
instruction needed is OFPAT_SET_QUEUE. This Openflow 
action provides queue selection. The OFPT_FLOW_MOD 
message is sent to the required nodes where the multimedia 
problem is located and the queue is set to ensure the QoS 
required. 

The QoS can be handled by using the IEEE 802.1p standard 
managing the VLAN to differentiate different kind of traffics. 
Therefore, traffic flows can be managing attending to their 
requirements. In order to perform this task in our system, the 
OFPT _FLOW_MOD message uses the 
OFPAT_PUSH_VLAN instruction. This instruction allows 
the controller to push a new VLAN tag to the flow. In this tag, 
the PCP field is indicated. Depending on the value of the PCP 

field, and the VLAN configuration, the flow can be guaranteed 
to have a minimum level of QoS. 

The last action defined in the system is to limit the available 
bandwidth of a flow. The Openflow 1.5.1 standard defines 
meters. Per-flow meters enable OpenFlow to implement rate-
limiting. It is a simple QoS operation that constrains a set of 
flows to a chosen bandwidth. In this case, an OFPAT_METER 
instruction must be set in the OFPT_FLOW_MOD message. 
The meter can be configured to constraint either the kbps or 
the packet/s. In terms of messages, this action can be executed 
in several ways. On the one hand, the flows that do not contain 
multimedia content can be modified. An 
OFPT_FLOW_MOD message will be send with the 
OFPAT_METER action as an instruction. On the other hand, 
the OFPT_FLOW_METER instruction can be added as the 
default instruction. That means that the default flow will 
contain the meter instruction. The default flow is the one that 
will match any flow that does not match with the previous 
entries in the flow table. How this action is implemented is not 
critical. However, it is important to know the effect of taking 
this action and it is well-performed. 

E. Algorithm 

Fig 8 shows the operation algorithm of the Action Chooser 
which can be divided into four parts, although Fig.8 only 
shows three of them. Firstly, the algorithm starts initializing 
the connection with the other modules (Routing, 
Communication and the Statistic Analyzer) and the data 
structures (H and M). Then, it listens to changes from both, the 
Routing Module and the Statistic Analyzer. The secondly, the 
Action chooser should manage the multimedia flow. To do 
that, the routing module can notify that a new multimedia 
flow, called m, has been created. Then, the row for that flow 
m in the M array is initialized. Attending to the data the routing 
module has provided, the flags are set. The state and the 
timestamp are set to zero. If the routing module notifies the 
end of the multimedia transmission, called m, the data from 
the M array for that flow is deleted. This is done to maintain 
the memory efficiency. The third part is the action execution. 
When the Statistic Analyzer notifies that a multimedia flow m 
presents a problem in the states, the action should be executed. 
The state of that flow is updated in the M array and the 
timestamp and the reward are initialized. The timestamp is set 
to T, being T the number of iterations for calculating the 
reward. Then, an action is executed following the policy 
described in the previous subsection. 
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FIGURE 8.  General AI algorithm. 

The fourth task of the algorithm is the reward calculation in 
each timestamp. This is performed in an independent thread. 
Fig 9 shows the operation algorithm of the fourth task. This 
process is performed for each multimedia flow m with 
timestamp different to zero. For each timestamp the reward is 
calculated using the measurements obtained from the Statistic 
Analyzer. The reward is added to the total reward and the 
timestamp of the flow is discounted by one. When the 
timestamp reaches zero, the reward in the H array is updated 
and the reward is set again to zero. Both arrays are critical 
sections in the code and the concurrency has to be properly 
managed in order to ensure the system reliability.  

 
FIGURE 9.  Reward calculation algorithm. 

F. Comparison with other proposals 

To sum up, Table 1 shows a comparison of our proposal with 
some of the proposals discussed in Section II.  

Every proposal uses the statistics gathered from the links to 
choose the best action or route. Although our proposal does 
not use the characteristics of the multimedia traffic to perform 
the actions, the routing module could use them to choose the 
initial path. Only Kassler [16] uses several characteristics. 
Awobuluyi [11] uses codec layers and Nam [14] the resolution 
of the video. The actions their proposals perform are oriented 
to load balancing, changing the route dynamically. However, 
our proposal defines a set of actions and it decides, based on 
previous rewards, which action perform. These actions are not 
restricted except for the limitations of the southbound 
interface.  

Regarding the scenarios on each proposal can be used, our 
proposal is the only one that fits any scenario. Furthermore, it 
is the only one that uses AI techniques to learn. This means, 
that is the most adaptable proposal and it can be used on every 
kind of network and conditions. The AI algorithm allows the 
system to learn the best actions to perform and they may vary 
according to the scenario. Moreover, the reinforcement 
learning avoid any supervised learning to be performed. 

 
 Awobuluyi 

[11] 
Nam  [14] Kassler  

[16] 
Our 

Proposa
l 

Link stats 
used 

Yes Yes Yes Yes 

Video 
stats used 

Video Layers Resolution Yes No 

Actions 
taken 

Route 
changes 

Route 
changes 

Route 
changes 

Any 
Open-
flow 

action 
It can be 

used on… 
Networks 

with 
multiple 

paths 

Networks 
with video 

servers 

Session 
oriented 

traffic 

Any 
network 

Applied 
to… 

Multimedia 
traffic 

Video 
streaming 

Any kind 
of traffic 

Any kind 
of traffic 

AI? No No No Yes 
 
TABLE 1. Comparison of the proposals 

V. RESULTS 
This section analyzes the model proposed. To do it, several 
scenarios are proposed and the evolution of the measurements 
done by the AI module is studied. Moreover, the QoS 
parameters of the multimedia transmissions are also measured. 
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A. Scenarios and Equipment  

In this subsection, the scenarios and the network tested are 
presented. Furthermore, the equipment used to perform the 
tests is detailed. 

The network tested is the one presented in Fig 10. The hosts 
are labeled as PC1 to PC7 and the network nodes are tagged 
as S1 to S8. This network presents some characteristics that 
can be used to test the proposal. First, there are multiple paths 
to reach the destination. For example, a packet sent from PC2 
to PC6 can go through S3 or S6. Moreover, there is a backup 
line between S4 and S8. All the links are set to 100 Mbps. 
However, the route chosen by the routing protocol to reach 
PC7 from S1 is through S3. This is because the link between 
S6 and S7 presents a higher jitter. All the hosts can work as a 
multimedia client or as a server.  

 

 
FIGURE 10. Network tested 

This network is emulated on Mininet SDN emulator. The 
characteristics of the equipment used to run the emulations are 
shown in Fig. 11. 

With this environment, the following tests are performed. 
First, the reward values are measured depending on the value 
of 𝝉𝝉𝒓𝒓𝒓𝒓𝒓𝒓 defined in (1). Then, a comparative of the performance 
of a multimedia transmission between using the algorithm or 
not is presented. This comparison is done in two different 
situations. The multimedia transmission of the tests is a video 
transmission. The video characteristics are also detailed in Fig. 
11. For all tests, a QoE evaluation performed by 12 different 
users is performed. They give a score from 1 to 10 depending 
on the video quality they perceived to finally calculate the 
average value. This value is named MOS. The age of the users 
go from 8 years old to 86 years old. Moreover, their experience 
with videos is different from one to each other. Two users have 
little experience with videos, two users work with video and 
two are studying university degrees related to new 
technologies. The rest have experience as video consumers.  

 

 
FIGURE 11. Equipment characteristics 

B. Results of the first test 

In the first scenario, the video is transmitted from PC1 to PC6. 
In this case, the node S2 is collapsed and that makes hard to 
ensure the QoS of the multimedia transmission. In this 
scenario, the time between iterations and the number of 
iterations to calculate the reward are changed to evaluate its 
impact. Seven different transmissions are evaluated. The value 
of 𝝉𝝉𝒓𝒓𝒓𝒓𝒓𝒓 is changed from 10s to 80s. A value of 70s for 𝝉𝝉𝒓𝒓𝒓𝒓𝒓𝒓 is 
not evaluated because the maximum number of iterations is 
set to 6. The array H is initialized with the values shown in 
Fig.12 so that the algorithm has to recalculate the rewards in 
several iterations. Regarding presentation, not all states and 
actions have been included in the figure, only the relevant ones 
in this test. 

 

Actions/State 
Backup 

Line 
QoS 

Queues 
Other 

actions 
Bandwidth P 3 6 1 

Bandwidth and Jitter 3 6 1 
Bandwidth, Jitter and loss 3 6 1 

 
FIGURE 12. H array used in the test 

The action that could solve the transmission problem is to 
change to an alternative path because S2 is collapsed, 
regardless the higher jitter presented in the alternative route. 
However, the initial values will cause the system to choose a 
useless action in this case. Thereby, the effect that the 
timestamp parameters have in the QoS during the learning is 
studied in the first scenario. The video is transmitted for 120s. 
Fig. 13 shows the bandwidth evolution obtained in each 
transmission. The transmissions have been spitted into two 
figures attending to the value of 𝝉𝝉𝒓𝒓𝒓𝒓𝒓𝒓. The transmissions with 
a value of  𝝉𝝉𝒓𝒓𝒓𝒓𝒓𝒓 from 10 seconds to 40 are presented in Fig. 14 
a). In Fig. 14 b), the transmissions with a  𝝉𝝉𝒓𝒓𝒓𝒓𝒓𝒓 of 50, 60 and 
80 seconds are depicted. The problems in the node limit the 
bandwidth of the transmission. When the algorithm 
recalculates the reward and chooses the correct action, the 
bandwidth consumed by the video transmission increases.   
The results are summarized in Table 1. The minimum 
bandwidth is 0.97 kbps in all the transmissions. The maximum 
bandwidth is quite similar in the first five transmissions, over 
the 22Mbps. However, the last two transmissions have a 
maximum bandwidth of 11.95 Mbps for 60 s and only 5.70 
Mbps for the 80 s of 𝝉𝝉𝒓𝒓𝒓𝒓𝒓𝒓. The average bandwidth in the first 
transmissions is also greater than in the last ones. For the 10 s 
and the 20 s, an average bandwidth of 9.60 Mbps and 13.30 
Mbps have been obtained respectively. Nonetheless, for 60s 
and 80 s, an average of 4.87 Mbps and 1.61 Mbps have been 
gathered.   
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FIGURE 13. a) Bandwidth evolution in the first test (𝝉𝝉𝒓𝒓𝒓𝒓𝒓𝒓  from 10 to 40). 

 
FIGURE 13. b) Bandwidth evolution in the first test (𝝉𝝉𝒓𝒓𝒓𝒓𝒓𝒓  from 50 to 80). 

 
t_rew  Min Max Average 

10 s  0.97 26686.08 9601.61 

20 s  0.97 22531.30 13203.28 

30 s  0.97 26686.08 8399.98 

40 s  0.97 24733.44 7835.62 

50 s  0.97 25926.72 7477.58 

60 s  0.97 11954.50 4873.49 

80 s  0.97 5706.04 1614.07 
 
TABLE 1. Bandwidth statistics for each scenario 

Fig. 14 shows the evolution of the delay obtained in each 
transmission. Fig.14 a) shows the transmissions for a value of 
𝝉𝝉𝒓𝒓𝒓𝒓𝒓𝒓 from 10 to 40 seconds. On the other hand, Fig.14 b) 
shows the same parameter for the transmissions with a 𝝉𝝉𝒓𝒓𝒓𝒓𝒓𝒓 
value from 50 to 80 seconds. The minimum delay obtained in 
all the cases is almost 0. The maximum delay for the last 

transmission is 20.03 ms. For the 30 s transmission, it is 30.08 
ms and for the rest, it slightly varies from 22 to 25 ms. The 
results of delay are summarized in Table 2. Regarding the 
average delay, it gets higher when 𝝉𝝉𝒓𝒓𝒓𝒓𝒓𝒓 gets higher. The 
average delay for the first transmissions is 2.71 ms and 3.09 
ms for 10 s and 20 s respectively. However, with 80 s, it is 
increased to 6.96 ms. 

 
FIGURE 14. a) Delay evolution in the first test (𝝉𝝉𝒓𝒓𝒓𝒓𝒓𝒓  from 10 to 40 s). 

 
FIGURE 14. b) Delay evolution in the first test (𝝉𝝉𝒓𝒓𝒓𝒓𝒓𝒓  from 50 to 80 s). 

 

τ_rew Min Max Average 

10 s 3.33 ∗ 10−17 22.71 2.71 

20 s 3.78 ∗ 10−17 24.56 3.09 

30 s 3.35 ∗ 10−17 30.08 4.14 

40 s 3.03 ∗ 10−17 24.81 4.26 

50 s 9.69 ∗ 10−19 25.31 4.13 

60 s 2.79 ∗ 10−17 24.86 4.75 

80 s 3.63 ∗ 10−17 20.03 6.96 
 
TABLE 2. Delay statistics for each scenario 
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Fig. 15 shows the values of the jitter obtained during the 
transmission. Like Fig. 14, Fig.15 a) shows the transmissions 
for a value of 𝝉𝝉𝒓𝒓𝒓𝒓𝒓𝒓 from 10 to 40 seconds, while Fig.15 b) 
shows the same parameter for the transmissions with a 𝝉𝝉𝒓𝒓𝒓𝒓𝒓𝒓 
value from 50 to 80 seconds. The minimum jitter obtained 
barely varies from the different transmissions. Except for the 
20 s and 40 s transmissions, it stays in values close to 0 ms. 
For these transmissions, the minimum jitter value are 0.55 and 
0.14 respectively. The 60 s and 80 s transmission have the 
lowest minimum jitter values. However, regarding maximum 
jitter they have the highest values after the 40 s transmission. 
It has a maximum jitter of 77.89 ms, while 60 s and 80 s 
transmissions have 69.97 ms and 72.84 ms respectively. The 
average jitter varies from 10.73 for the 10 s transmission to 
14.08 for the 20 s transmission. The transmissions with 60 s 
and 80 s of 𝝉𝝉𝒓𝒓𝒓𝒓𝒓𝒓 have an average jitter of 11.43 and 12.94 ms 
respectively. The results of jitter are summarized in Table 3.  

 

 
FIGURE 15. a) Jitter evolution in the first test (𝝉𝝉𝒓𝒓𝒓𝒓𝒓𝒓  from 10 to 40 s). 

 
FIGURE 15. b) Jitter evolution in the first test (𝝉𝝉𝒓𝒓𝒓𝒓𝒓𝒓  from 50 to 80 s). 
 

t_rew Min Max Average 

10 s 0.01 57.43 10.73 

20 s 0.55 50.69 14.08 

30 s 0.01 68.73 13.75 

40 s 0.14 77.98 13.15 

50 s 0.02 66.20 11.96 

60 s 
7.63
∗ 10−16 69.97 11.43 

80 s 
1.00
∗ 10−15 72.84 12.94 

 
TABLE 3. Jitter statistics for each scenario 

Regarding the loss rate, the results for each transmission are 
shown in Fig. 16. With 10 seconds, the loss rate is 0.3% and 
with 20 seconds 0.6%. From 30 seconds to 60 seconds, the loss 
rate increases from 7.1% to 8.1% respectively. The loss rate of 
the 40 seconds scenario is 7.9% and 5% from the 50 seconds 
scenario. Finally, the highest loss rate is obtained when the 
recalculation takes 80 seconds to be done. This loss rate is 
14%. This is caused by the collapse in the node. The node S2 
is not able to forward all the data packets and drop many of 
them. Changing to the backup line earlier reduces the packets 
drop by S2. 

 
FIGURE 16. Loss rate for each scenario 

Finally, the QoE is measured by gathering the MOS of the 
users. Fig. 17 shows the value of MOS obtained from the 
opinion of the users. For the transmission with 10 s of 𝝉𝝉𝒓𝒓𝒓𝒓𝒓𝒓, 
the score obtained is 7.66 of 10. The 20 s scenario has received 
a 6.85 and the 30 s a 6. A score of 5.12 and 4.89 has been given 
to the scenarios with 40 and 50 seconds of 𝝉𝝉𝒓𝒓𝒓𝒓𝒓𝒓. With 60 
seconds of 𝝉𝝉𝒓𝒓𝒓𝒓𝒓𝒓, a MOS of 4 has been obtained. Finally, the 
last scenario has received a 2.75 score. The QoE experienced 
by the users is lower when 𝝉𝝉𝒓𝒓𝒓𝒓𝒓𝒓 gets higher. This is related to 
the high loss rate, which causes problems in the transmission 
such as frozen frames, tiling, noise, ghosting, soft focus, and 
flickering. 
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FIGURE 17. MOS obtained in each scenario 

C. Results of the second test 

In the second test, the video is transmitted again from PC1 to 
PC6 in similar conditions to the previous scenario. However, 
in this test, the difference in terms of QoS and QoE between 
using the proposal and not taking any action is measured. The 
transmission with the algorithm has a 𝝉𝝉𝒓𝒓𝒓𝒓𝒓𝒓of 40 s. This value 
has been chosen to be not to low nor high. Therefore, it is not 
an optical parameter value but it provides some improvement 
to the transmission.  

Fig. 18 shows the consumed bandwidth during the video 
transmission. As we can see, when the algorithm is not used, 
the minimum bandwidth registered is 0.97 kbps while the 
maximum value is 987.16 kbps. The average bandwidth 
during this transmission is 412.42 kbps. On the other hand, 
when the proposed algorithm is used, the maximum value of 
bandwidth is 24.73 Mbps while the average bandwidth is 
around 7.83 Mbps. 

 
FIGURE 18. Bandwidth evolution in the second test 

The delay registered during the video transmission is 
shown in Fig. 19. The transmission without the algorithm 
presents a maximum delay of 13.32 ms and an average of 8.94 
ms. However, using the algorithm, the maximum is 24.81 ms 
and the average is 4.26 ms. Without the algorithm, the delay 
relays more stable, although higher. Nevertheless, using the 
algorithm, the transmission suffers some delay peaks. This is 
translated into some little video errors like ghosting and black 
pixels during the transmission. 

 
FIGURE 19. Delay evolution in the second test 

Regarding the jitter, Fig. 20 shows the difference between 
the two transmissions for the both cases, i.e., when the 
algorithm is used and when it is not used. Without algorithm, 
the maximum jitter is 78.76 ms and the average is 12.34 ms. 
With the algorithm, the maximum jitter is 77.98 ms and the 
average 13.15 ms. Both transmission have a stable jitter, with 
some peaks Therefore, both jitter graphs are quite similar, with 
only an increment of 6% of the average jitter. Furthermore, the 
jitter peaks produced when the algorithm is used are due to the 
lower performance of the alternative route. 
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FIGURE 20. Jitter evolution in the second test 

The loss rate is also compared for both cases. Fig. 21 shows 
this comparison. In blue, the transmission when the algorithm 
is not used presents a 20.5% of loss rate. Nevertheless, when 
using the algorithm, the loss rate is reduced up to 7.9%. 

 
FIGURE 21. Loss rate obtained in the second test 

Regarding to the QoE results (see Fig. 22), the average 
value of all the 12 requested users shows that when the 
algorithm is not used, the MOS has a value of 1.66 points over 
10 while using the algorithm improves in great measurement 
the results with a value of 5.12 over 10 points. This shows the 
increment of performance that the action taken by the 
algorithm provides. Despite the lower performance of the 
alternative route, the quality is increased when the problem is 
handled by the algorithm.  

 
FIGURE 22. MOS gathered for the second test 

VI. CONCLUSION AND FUTURE WORK  
Multimedia transmissions require an important availability of 
resources to ensure an acceptable quality. So, the way the 
networks manage their resources have a critical impact on this 
quality. SDN allows managing the resources in a more 
efficient way. Using AI, networks can be aware of the 
problems and learn how to solve them in order to provide the 
best QoS and QoE in multimedia transmissions. Machine 
learning is a technique that fits the network resource 
management problem. So, taking into account the 
aforementioned issues, in this paper, we have presented an 
adaptation of this technique to SDN. The results obtained 
show that the introduction of the proposed algorithm improves 
the quality of the multimedia transmission. In terms of QoE, 
users perceive an increase in the image quality three times 
better  while the loss rate is reduced more than half the value 
of losses recorded when the algorithm is not applied. 
Regarding bandwidth, the maximum throughput increases 
from 987.16 kbps to 24.73 Mbps while the average bandwidth 
improves from 412.42 kbps to 7.83 Mbps. 

Although these results show interesting improvements in 
multimedia transmission, some considerations should be taken 
into account. Firstly, the proposed system is a preliminary 
solution to these problems. The parameters defined are used in 
the system but their values may change to adapt the system to 
the problem. Depending on the problem or the evolution of the 
Openflow protocol, the states and actions the system manages 
may vary. Furthermore, the parameters that control the total 
amount of time needed to recalculate the rewards can have 
different values. This affects the quality of the multimedia 
transmission as the results of the first scenario show. The MOS 
of the transmission with quicker reactions to the problem are 
higher, i.e., from 7.66 with the quickest reaction to 2.75 with 
the slowest one. Furthermore, the average bandwidth of the 
transmission is high. With 10 or 20 seconds of 𝝉𝝉𝒓𝒓𝒓𝒓𝒓𝒓, the 
average bandwidth consumed is between 9 and 13 Mbps. 
However, increasing 𝝉𝝉𝒓𝒓𝒓𝒓𝒓𝒓, the system reduces the bandwidth 
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up to 1.6 Mbps. Loss rate also increases from 0.3% and 0.6% 
to 14%.  

As future work, some reconsideration about the proposal 
can be done. Proposing some default values for the H array for 
different environments can help to avoid or reduce 
unnecessary learning. This could improve the QoS and QoE 
of the first multimedia transmission that face transmission 
problems. The policy function can be further detailed using 
old rewards calculations in order to change the rewards values 
within a range each time. In order to learn and explore all the 
actions, an extra parameter could be defined and studied. 
Moreover, how the system can be adapted to networks with 
different data transmission is an interesting problem that can 
be studied in the future. Our future work with this proposal 
will be the total integration with the routing module and its 
application to other types of data form environmental 
monitoring in WSN (Wireless Sensor Networks) [21], 
especially, the ones where video transmission is required [22] 
and IoT (Internet of Things) [23]. This may imply the 
definition of new actions, states and data structures. 
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