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Impact of Secondary User Communication on

Security Communication of Primary User
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Abstract

Recently, spectrum sharing has been considered as a pngnsisiution to improve the spectrum
utilization. It however may be vulnerable to security pmhk as the primary and secondary network
access the same resource. Therefore, in this paper, we doctie performance analysis of a cognitive
radio network in the presence of an eavesdropper (EAV) whgally listens to the primary user (PU)
communication in which the transmit power of the secondeagdmitter (SU-TX) is subject to the joint
constraint of peak transmit power of the SU-Tx and outagégindity of the PU. Accordingly, an
adaptive transmit power policy and an analytical expressiosymbol error probability are derived for
the SU. Most importantly, security evaluations of primaegwork in terms of the probability of existence
of non-zero secrecy capacity and outage probability ofesgccapacity are obtained. Numerical results
reveal a fact that the security of the primary network dogsonty depends on the channel mean powers
between primary and secondary networks, but also strongheiids on the channel condition of the

SU-Tx—EAV link and transmit power policy of the SU-Tx.

Index Terms

Cognitive radio network; symbol error probability; segrempacity; secrecy outage probability.

. INTRODUCTION

Recently, cognitive radio network (CRN) has been consitlasea feasible solution in improv-

ing the spectrum utilization [1]=[3] in which the spectrumderlay approach, one of spectrum
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access techniques in CRN, has received a lot attention ideada [4], [5]. In particular, in
underlay CRN, the secondary user (SU) is allowed to simatiasly access the licensed spectrum
of the primary user (PU) as long as the inflicted interferestae PU is kept below a predefined
threshold [[2]-[4]. To protect the communication of the Pliffedent constraints such as outage
constraint, peak or average interference power consstaamtd power allocation strategies for
the SU have been studied [€]--[8]. By doing so, the spectruiization have been improved
significantly. Even though, spectrum underlay approach meagal disadvantages in security
issues of both secondary and primary networks. This is dubeadroadcast nature of wireless
signals.

Generally, secure communication of wireless networks scally achieved by using cryp-
tographic protocols above the physical layer, but the sigmay be decoded at the physical
layer. As a consequence, information theoretic securithatphysical layer has become one of
the most concerned topics in wireless communication. Mpeei§ically, the problem of secure
transmission was studied from an information theoretispective for a wiretap channel [9]. The
aim of information theoretic security is to provide a measoent that how much information
can be transmitted safely by exploiting the physical charatics of the wireless channel with
the existence of eaversdropper (EAY) [10]-[13]. In][11]2]1a secrecy capacity concept has
been introduced to evaluate the security level of transchithessages as there exists an EAV,
i.e., the secrecy capacity is defined as the maximum trasgmisate at which a message can
be reliably received by the legitimate receiver but keptfeutly secret from the EAV. This
performance metric, i.e., ergodic capacity is suitabledelay tolerant applications. Otherwise,
the outage probability of secrecy capacity is suitable flagHimited information applications
[10], [11]. In a spectrum sharing CRN, SU and PU share the daeggiency band, they may
cause mutual interference as a missed power control or chidstection happen. Hence, the
security in CRN becomes more challenging. [nl[14], authargehpresented an overview on
several existing security attacks to the physical layer RNC and then the secrecy capacity
and outage probability of secrecy capacity of the PU haven lm®lyzed. Most recently, an
information theoretic secrecy for device-to-device (Dafdmmunication in cellular network
has been considered in [15]. Analytical results have tatstl that the D2D communication is
known as the interference source to the EAV which can imptbeesecrecy capacity for the

considered system. In_[16], authors have considered amniafiton secrecy cooperative game
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where the PU and SU cooperate and adjust their transmit goilwemaximize the secrecy and
information rates. In this context, the cooperation is addpvhen the PU achieves higher secrecy
rate with the help of the SU. Otherwise, the PU does not cateerith the SU. However, [14],
[16] did not consider the interference constraints of the 8 a result, the quality of service
(QoS) of primary network is not guaranteed due to the interfee from the SU transmission.
Following the concerns of security for CRN, we have investg the probability of existence
of non-zero secrecy capacity for the PU where the SU trangawiter control is subject to the
maximum acceptable PU outage constraint and the peak titgoawer of the SU([17]. However,

the mathematical approach is rather complex and it is implest analyze further.

To get rid of mathematical complexity in [17] and differ frotime aforementioned works, in
this paper, we use another mathematic approach to analgz/gtem performance and security.
In particular, it is assumed that the secondary transmi8el-Tx) transmit power is subject to
the joint constraint of the PU outage and SU maximum trangwter limit. Accordingly, the
power allocation policy for the SU-Tx, the probability dégsunction (PDF), and cumulative
distribution function (CDF) for the signal-to-interfer@plus-noise ratio (SINR) are obtained.
On this basis, we do not only analyze the probability of exise of non-zero secrecy capacity
for the PU but also the outage probability of the secrecy capaf the PU. Furthermore,
the performance of secondary network, which is subject &itiberference from the PU, in
terms of the symbol error probability (SEP) is analyzed. mheerical results indicate that the
probability of existence of non-zero secrecy capacity amage probability of secrecy capacity
of the PU strongly depend on the channel conditions of theT8e the EAV link and SU-Tx
adaptive transmit power policy. Most interestingly, thewéy of the PU can be improved by
the interference from the SU-Tx to the EAV. To the best of onowledge, there is no previous

publication addressing on this problem.

The remainder of this paper is organized as follows. In $adll, the system and channel
model and assumptions are introduced. Sedtidn Il deritiesSU-Tx transmit power policy,
the CDF and the PDF of the received SINR. In Secfioh IV, the &P She PU probability
of existence of non-zero secrecy capacity and outage pilapalif the secrecy capacity are
analyzed. In SectionlV, numerical results and discussienpanvided. Finally, conclusions are
presented in Sectidn VI.
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[I. SYSTEM AND CHANNEL MODEL

Let us consider a CRN model as shown in Kij. 1 in which the SUs#ilizes the licensed
frequency band of the PU to communicate with the secondasiver (SU-RX) receiver. There
exists an EAV who is capable of eavesdropping the signal lsgnihe primary transmitter (PU-
Tx) by observing the channel output. Intuitively, we can #ed the SU-Tx and PU-Tx can cause
mutual interference to the primary receiver (PU-Rx) and &tJ-respectively. The considered
system is a typical model of the D2D communication where tHel®— SU-RXx link corresponds
to the D2D link while PU-Tx-»PU-Rx link is an instance of uplink or downlink in the cellula
network [18]. On the basis of Shannon theorem, the chanmeoity between the PU-Tx and

PU-Rx under interference caused by the SU-Tx is formulated b
Cp = Blog, (1+p) @)

where B is system bandwidth angs is the SINR at the PU-Rx defined by
_ Pph
while B, Ps, and N, are the transmit powers of the PU-Tx, SU-Tx, and noise pongspectively.

P (2

Further, symbol$ anda denote the channel power gains of the PU-TRU-Rx communication
link and the SU-Tx>PU-Rx interference link, respectively. Similarly, the eajty between the

SU-Tx and SU-Rx under interference caused by the PU-Tx caexpeessed as
Cs = Blog, (1 +7s) (3)

where~s is the SINR at the SU-Rx which is formulated as

__ P9
BB+ Ny

here,¢g and 5 are channel power gains for the SU-B8U-Rx communication link and PU-

Vs (4)

Tx—SU-Rx interference link, respectively. Due to the naturdfadcast signal in the wireless
communication, the EAV may eavesdrop the transmitted mé&tion from the PU-Tx to the
PU-Rx. However, the received information at the EAV is alabjsct to the interference caused
by the SU-Tx. Thus, the capacity between the PU-Tx and EAW olre wire-tap channel is

presented as

Cp = Blog, (1 + ) (5)
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where~g is the SINR at the EAV and defined as

Py f

S 6
Psp + Ny ©

YE

In @), f and p are, respectively, channel power gains of the PUSBAV and SU-Tx-EAV
links.

In this work, the channels are assumed to be block Rayleigindai.e., the channel remains
constant over one time slot, and may change independermthy fine slot to the next. This
assumption is widely accepted in realistic models for veisslcommunications and is applicable
for severe shadowing environment where the line-of-sighg#sdnot exist such as in crowed
city with many high buildings. Moreover, we denofe; as the channel mean gain where
X €{g,h, f,a, B, ¢}, i.e., the channel mean gains are non-identical. This isorgble since
users may be located at different positions. Accordingig,dhannel power gains are independent
but not necessarily identically distributed (i.n.i.d.hd@mm variables (RVs) with exponential

distribution given as follows:

fx(e) = gew (—5) )
Fx(z) =1—exp (—) ®)

where fx(z) and Fx(x) are the PDF and CDF of the RY, respectively.

A. Spectrum sharing constraints

Given the considered system model, the SU try to utilize ibenked frequency band of the
PU for its communication, however this operation may caugwedictable effects to the QoS of
the PU and it is an unacceptable issue in the PU’s view. Inrdadeot cause harmful interference
to the PU-RX, the interference constraints given by the Paukhbe established, and the SU
needs to have an appropriate power allocation policy to ke&pference at the PU-Rx below
a predefined threshold. In the light of this idea, the interiee constraint given by the PU can

be interpreted into the outage probability constraint ds [6
Pr=Pr{Blog,(1 +vp) < 1,} < Oy, 9)

where r, and ¢, are, respectively, the primary network target transmissite and outage

probability threshold. The equatiof] (9) can interpret byrdgothat the SU-Tx is allowed to
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access the licensed frequency band of the PU and causedimitgference to the PU as long as
the outage probability of the PU capacity is kept below a efieéd threshold,;,. Furthermore,
the transmit power is limited in reality, thus the SU-Tx sanit power is subject to additional

constraint, named as the peak transmit power or maximunsrivrpower limit, as

PSSPpk (10)

B. Performance Metrics

Based on the transmit power constraint given by the PU andoBUaim of this paper is to
investigate the system performance of CRN by calculatimgSbl SEP and analyze the impact
of the presence of the SU on the security communication oPtde

1) Symbol Error Probability: According to [19], the SEP of the SU is characterized as

Vi [ exp (—177)
P, = FE ———d 11
0
wheree andn are constants which depends on the particular modulatioense. For example,
for M-phase shift keying{/ — PSK) modulation scheme; = 2 andn = sin?(7/M).
2) Probability of Existence of a Non-zero Secrecy Capacity: To analyze the secure commu-

nication of the PU under the interference from the SU, we egga the instantaneous secrecy
capacity. According to results reported|in [10], the segEpacity of the primary communication

is formulated as

Blog,(1 + vp) — Blog,(1 4+ &), vp >
Conee 0gy(1 + p) 0gy(1+7e), 7° = e (12)
07 e < VE
Accordingly, the probability of existence of a non-zerorsey capacity of the PU is expressed

as

3) Outage Probability of Secrecy Capacity: The outage probability of secrecy capacity is
defined as the probability that the instantaneous secrgegcity is less than a secrecy target

rate R, > 0. Thus, the outage probability of secrecy capacity for then@ary network is given
by

Pout,sec: Pr {Csec < Rs} (14)
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According to [20, Eq.(6)], this performance metric can bpanded by using the total probability

theorem as

Pout,sec: Pr{csec< Rsh/P > 'YE} Pr{'VP > ’YE} + Pr{csec< Rs|7P < 'VE} Pr{’YP < ’YE} (15)

[1l. STATISTICS FUNCTIONS

In this section, we derive the power allocation policy foe t8U. Thereafter, the CDF and
PDF for different SINR are obtained. Let us commence by degithe CDF and PDF of a
function of RVs which are important to analyze the systenigearance in next subsections.

Lemma 1. Assuming thata and b are positive constants whil&; and X, are independent

exponentially distributed RVs with mean valu@s and(2,, respectively. A RVZ is defined by

CLX1

= 16
bXs+1 (16)
The CDF and PDF o/ are formulated, respectively, as follows:
Fu(z) =1 L. ( - ) (17)
zZ) = — —— eX .
Z 1 + Z% P CLQl
be), €XD _a_SZh exp _a_SZh
fa(2) = — (“r) (o) (18)

= 2
afh (1 + Z%) aldy (1 + z%)

Proof: According to the probability definition, the CDF of the R¥ can be derived by

using the same approach [21, Eq.(14)] as follows

Fy(z) = Pr{Z <z} = /Pr {X1 < M} Fr, (2)d (19)
a
0
As X, and X, are independent exponentially distributed RVs, the eqondfl9) can be rewritten
as follows
B r z(bx + 1) 1 x
Fy(2) —/{1 exp [ ol :|}QQ exp( Qz) dx (20)
0

After integration, the CDF of is obtained as in_(17). Then, by differentiatingl(17) witspect
to 2, we obtain the PDF of as shown in[(18). [ |
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A. Power Allocation Policy of the SU-Tx

As the SU accesses the licensed frequency band of the PU Ukl $nust have a flexible
transmit power policy to keep the interference of the PU Wwedgpredetermined threshold. From
(@), we derive the outage probability of the PU to withdraw thansmit power expression of
the SU as

P.h
PP o—=Pr{—F 21
out I{Psoz TN, < 'Yth} ( )

where v, = 2% — 1. Using the Lemmall, an expression for the PU outage probalidli

presented as

P Qh N(]’Yth)
P =1- P — 22
out VPl + By ( P, (22)

Substituting[(2R) into[(9) and then combining with(10) diglan adaptive transmit power policy
of the SU-Tx as

P,
P = min {%ZQh T, Ppk} (23)
where
1 Novin
+:max{ ex (— 0 )—1,0} 24
X =0, " "B (24)

In what follows, the SU-Tx uses the power allocation polityeg in (23) to transmit the signal
to the SU-RXx.

B. Satistics for SNRs

By looking into the considered performance metrics givefll), (13), and[(15), we can see
that the CDF and PDF for SINRs are important functions to yaathe system performance.
Therefore, we derive these functions as follows:

Using the power allocation policy given in_(23) and setting % andd = Nﬂo as the signal-
to-noise ratios (SNRs), the SINRs at the SU-Rx, PU-RX, and Bi#en respectively in[(4)[(2),

and [6) are rewritten as

ch
= 25
P da 1 ( )
cf
= 26
TE dp + 1 ( )
dg
— 27
Vs B+1 (27)
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1) CDF and PDF of vp: UsingLemma 1, the CDF and PDF ofp can be obtained by setting

a=c b=d, ) =Q, andQ, = Q, as follows:

1 x
F.(r)=1- e exp (_Eo) (28)
X AQ 1
=e e + 29
oo = () {(1 et BT ] (29)
where A, = % and - = ﬁ

2) CDF and PDF of vg: Similarly, the CDF and PDF ofie are, respectively, obtained by
settinga = ¢, b=d, 2, = Q; andQ, =, as

B 1 Y
Fel =1 e () =
o (N[ Do !
f’YE(y)_e p< EO) |:(1+D0y)2 +E0 (1+D0y):|

Qy _
where D, = R andEiO = ﬁ
3) CDF and PDF of vs: By settinga = d, b = ¢, {1 = Q, and), = Qg, we also obtain the

CDF and PDF ofys as

(31)

d

1 u
Frg(u)=1- 1+ uky exp (_G_()) (32)
Cexp (2L fo L
f'YS(u) = eXp ( GO) [(1 + Fou)2 + GO (1 + Fou):| (33)

9]
where Fy = 22 andGiO = .
g g

IV. PERFORMANCE ANALYSIS

In this section, adopting the obtained transmit power padiwen in (23), the SEP of the SU,
analytical expressions for the probability of existencenoh-zero secrecy capacity, and outage

probability of secrecy capacity of the primary network aegived.

A. Symbol Error Probability of the SU
By substituting [(3R) into[(111), an expression of the SU SEP loa presented as

/i [exp(-m) &V i 1 o
Pe_2ﬁ0 val dv 2vm ] L+ By (

S

——) dy (34)

~~ ~~

H1 H2
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10
where ;- = Z- + 7. Moreover, using([22, Eq. (3.361.2)H, is given by

€
2

Furthermore, by changing variable and setting v + Fio H, is obtained as

€y/n 1

Hy, = 2\/_Foe p(FOFl)/ Fexp( )
_5\/%(3 p(FolFl) [1_Q<\/%)} (30)

where [(36) is solved with the help of [22, Eq. (3.363.2)] ap(d) is the error function defined

asQ(z) = (2/y/7) fexp —12)dt.
As a consequence, the analytical expression of the SU SEReB gy

€ € nm 1 1
Pe—§—§\/;0exp <F0F1> [1_Q(VF0F1)} (37)

B. Analysis of Secure Communication of the PU

In this subsection, analytical expressions of the proliglolf existence of non-zero secrecy
capacity and outage probability of secrecy capacity of tbealRre obtained.

1) Probability of Existence of Secrecy Capacity: According to the margin probability defini-
tion, we can derive the probability of existence of non-zeeorecy capacity for the PU given

in (13) as follows:

Pr{ve <y} fre(y / T A, &P (—B%) fre(y)dy
0

0
:Dojexp[—e+e4 L fen[ (A,
0

dy +
(14 yA0) (L Doy)* " Eo ) (L Aoy) (1 y Do)

Yy (38)

By

F D7 (%) el | o (&) d (39)
= +—=
") WA (L Doy Eo ) (T Awy) (T yDg)

(. J/
-~ ~~

.[1 12

where f..(y) is given in [31). By setting;- = 5- + -, we can rewrite[(38) as

Moreover,I; and I, can be solved as follows:
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11

. If Ay = Dy, the integrals/; and I, can be calculated with the help of [22, Eq. (3.353.2)]
and [22, Eq.(3.353.3)], respectively, as

Texp |—& _
e [ G o () ]
1 [P |5 1 1 1\ 1
h=% O/ <1+[DOyO>L Y=EoDy T CoDEE, P (CODO) = (‘ CODO) 41
where E(z) = — Lofoe%dt is the exponential integral and|0, z] = —Ei(—=z) for z > 0 is
the incomplete ggmma function.
o If Ay # Dy, I is derived as
P ]Oexp <_Ci°) dy + Dy 7exp <_Ci°> y
(Do — Ap)? J 1+ Aoy Dy — Ag / (1 + Doy)?
g fee(-#)
(Do — Ap)? / 1+ Doy @ 42)

0

(. J/
-~

I3

where the integralg,;; and /;3 are solved usind [22, Eq. (3.352.4)] as

AoDy 1 1
L= —"—"— ro,——— 43
N D, A P (AOCO) {0’ Aoco] 43)
AgDy 1 1
Iis3= —"—— —— | T |0, =—— 44
BT Dy - A <OOD0) [0’ CODJ 49
Furthermore, with the help of [22, Eq.(3.353.3)], we obtamexpression for;, as
Dy 1 1 . 1
Iy, = Ei |- 45
2= Dy Ay T Co(Dy — Ag) P (CODO) ! { CODJ (45)
In addition, whenA, # D,, I, is calculated as
L Ao ]Oexp [—cio} . Dy fexp [—C%} (46)
2 E(](AO — D()) ) 1+ A(]y 4 Eo(AO — D0> ] 1+ Doy
P T ps }
where the expressions @§; and I,, are obtained as
1 1 1
Iy, = r 47
= By — D) P (AOCO) {0’ AOCJ #7)
1 1 1
Iy, = [0, ——— 48
2= E(Ay—Dy) P ((JODO) [0’ CODJ (48)
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Finally, we obtain an analytical expression of probabibfyexistence of secrecy capacity of the
PU as

e« For Ay = D,,
CoDp—1 1 1 1 1
= rlo —
Fe= a0 By T Dok " 20202 P <COD0> {0’ CODJ
1 1 1
S Ei - 49
T DB, 7 <00D0> ' ( CODO) (49)
e For Ay 7& Dy,
_ AoDo 1 1 1 1
Fec= 2 {eXp <AOCO>F {0’ AOCJ P (COD())F {0’ CODO] }
(Do - 4s)
Dy 1 1\ 1
ST —
* Dy — A * Co(Do — Ag) o <COD0> < C'ODO)

1 1 1 1 1
" (Ao — Do) {exp <A000>F [0’ AOCJ — <CoDo)F {0’ CODJ } (0)

2) Outage Probability of Secrecy Capacity: The probability of outage of the secrecy capacity

of the PU in [15) can be rewritten as

Poutsec= Pr{Csec < Rs|7vp > VE};PT{VP > Yp}
b

+ Pr{Csec < Ri|yr < &} Pr{ve < y&} (51)
Ja

wherePr{vp > v} = Pex and Pr{Csec < Rs|yp < vr} = 1 since R, > 0. Accordingly, J is
given by

Jy = Pl"{’}/P < ’VE} =1~ Pr{’VP > ’VE} =1— P (52)

Furthermore, we derivd; by using the Bayes’s law as follows:

E(1+y)—1

J1=Pr { 1 :tz <&, e > 'YE} 0/ / fro(@) fre (y)dady
:/F (6(1+y)_1)f’m dy /F’YP f’YE (53)
0 _
Tn iz
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where¢ = 2. Substituting[(2B) into[(83), we have

P | I W I ES7E] P
J €y~ 1

_&1) e _£
=1- () / exp(fg’y> Fe(v)dy (54)
1+A0(§_1)0 1+W(Z£—l)

S

Vv
Ji1a

where againy,,, (y) is given in [31) and

oo

D= [ B )y =Prise <) =1 - P (55)
0
exp(— &1
Moreover, by settingd; = %@3_012 and D, = #Oé_l) in (54), we can rewrite/;;; as
T exp (—%y) Dy exp (—Eio) exp (—Ei())
Jii1 = A1/ 5 T dy
) 1+ Dyy (1+ Doy) Eo(1 + Doy)
foeels) oaf ()
=AD / dy + — d 56
1o / (L4 Diy)(1+ Doy)? Y E J (L4 Diy)(1+ Do) Y (56)

- A -
' '

K1 K2

WhereBi1 = B% + Eio Further, K; and K, can be obtained as follows:
o If Dy = Dy, Ky and K, are calculated with the help of [22, EQ.(3.353.2)] and| [22,
Eq.(3.353.3)], respectively, as

Y

KlDOAljoeXI)_i_(Bl)dyAl{;_21 +exp<ﬁ>r{0 1}} (57)

DoB; ' 2D2B? " DoBs

Ky =— dy = + ex E; | - 58
" Ey ) (1+Dyy)? Y DyE, DiEyB; P Dy B, DyB, (58)
0
« If Dy # Dy, we can obtain/k; and K, respectively, as follows:

K, = DyA - <_Bil) d K K K 59
1= Do 10/ (1+ Doy)2(1 + Dyy) Yy =K — K2+ K3 (59)
o0 1
Al /‘ exp <_B_1)
Ky = — dy = K91 — K. 60
2 By ) (1+ Diy)(1+ Doy) Y 21 22 (60)

0
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where K1, K1, K13, K91, and Ky, are calculated as follows:

A, D? /
K= d
' Do =Dy ) (T Dy
DyA4 A ( 1 ) [ 1 }
- + exp (—— ) B |-
Do— D1 " Bi(Do—Dy) P\ DyB; DoBr
amip, Few (—4) A DoD; 1 '
K12 = D) dy = D) exp I
(Do — Dy) / 1+ Doy (Do — Dy) DBy I
o _i _
AlDoD% eXp < B1> AlDQDl 1
K3 = 5 dy = 5 €xp r
(Do — D) / 1+ Dy (Do — D) B D, I
DoA, ]OGXP (-#%) A ( 1
K21 = dy = exp
Eo(DO — Dl) ) 1+ D(]y E(](DO - Dl) D()Bl
ap, e (—#%) A 1
Ko = dy = exp
Eo(Dy — D) 1+ Dy Eo(Do — Dy) B\D,

0

)r
)r

0

" Do B |

1

' BiD |

(61)

(62)

(63)

(64)

(65)

It is noted that/(y; is solved using[[22, Eq.(3.353.3)] whil&,,, K13, K51, K5, are reached

with the help of [22, Eq.(3.352.4)].

Then, the final expression df, seciS Obtained as

e FOr D; = Dy,
A A A 1 1
Posec=1 — =t . ( )r 0, ——
out sec > TopoB 20 P\ Dom DoB:
Ay Ay ( 1 )Ei 1
DoE, D2E.B, P\DyB, DoB:
o For D, §£ Dy,
Dy A, Ay 1 1
Pousec=1 — - )5 |-
outsee Dy —D; Bi(Dy— D) P DyB, Dy By

AlDODl
(Do — Dy)?
Ay

DRAFT

1 1
' 0, —| —
) [ ’DoBl] P (BlDl

)r

1
[0, —BlDJ — exp (

Do By

)7l
)r

|

- B,D,

0

1
" DoBy

gl

(66)

)

(67)
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V. NUMERICAL RESULTS

In this section, the numerical results are presented toyamdhe impact of primary network
parameters, SU maximum transmit power limit and channelmpeavers among users on the
system performance. Further, we also study the effect optesence of the SU on the primary
network security. Unless otherwise stated, the followiygtem parameter is used for both
simulation and analysis: system bandwidth= 5 MHz, e.g., bandwidth of UMTS or LTE

channel.

A U SEP
Fig.[d illustrates the SU SEP for BPSK modulation with difier values of the SU maximum

transmit SNRymax, Tmax = Fok/No, @and primary network setting parameters.

« Casel: It is observed that the SU SEP decreases with respect tntnease of the PU
transmit SNR,P,/N,. This is due to the fact that whe®,/ N, increases, the SU-Tx transmit
SNR also increases following (23). However, Bg/N, increases further, e.d2,/Ny > 8
dB, the SU-Tx transmit SNR can not increase further as it inbled by~y,,... As a result,
the PU transmit SNR become a strong interference sourceet&@th which leads to the
increase of the SU SEP.

o Case2: We sety,..x = 10 dB, and then compare the change of the SEP to the Casdere
Tmax = 15 dB. It is easy to see that the SEP is obtained optimal valug, av, = 2 dB
and then increase rapidly as PU transmit SNR increasesefutth/N, > 2. Clearly, the
higher ...« IS, the degradation of the SEP is slower.

To observe the impact of the PU target rajeand outage threshold,, on the SEP, we

consider two following cases:

. Case3: By increasingr, = 32 Kbps (Casel) to r, = 42 Kbps, the SU SEP increases, i.e,
the system performance decreases. This can be explaingaebfadt that increase of,
leads to higher SINR at the PU-Rx. Accordingly, the SU traihsSlNR must decrease to
satisfy the PU outage constraint, and this results in theadiegion of the SU SEP.

« Case4: We compare the SU SEP with PU outage constréipt= 0.03 to Casel with
0, = 0.01. Clearly, the SU SEP is decreased due to the relaxing of theuRagje constraint.

In Fig.[3, the impact of the channel mean powers of the intenfee links between primary

and secondary networks and PU-FRU-Rx link on the SU SEP are illustrated.
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« Casesh,6 and 7: It can be observed that the SU SEP becomes high when the elhann
mean powers of both SU-FxPU-Rx and PU-Tx>SU-RXx interference links increase. In
particular, when the channel power of the SU-TRU-RXx link increases$), = 0.5 in Case
5to Q, = 2 in Case?, the SU SEP is high. This is due to the fact that wkknis high, the
PU-Rx suffers strong interference from the SU-Tx. Accogiiimthe SU-Tx must reduce its
transmit power to guarantee the PU outage constraint. lse seen that by increasing the
channel mean power of the PU-TsSU-Rx from Qs = 0.5 (Case6) to Q3 = 2 (CaseT),
the SU SEP becomes high. In this case, the PU-Tx becomesréeirtece source to the
SU-Rx which results in the degradation of the secondary otywerformance.

« Casel: We can also observe that the channel mean power of the PYUPTXRXx plays an
important role on the secondary network performance. Fstairce, by increasing; = 4
(Case?) to 2, = 6 (Case8), the SU SEP decreases significantly. This can be explained
by the fact that when), increases, the PU outage probability decreases resutirtgel
increase of the the SU transmit SNR.

In addition, the SU SEP decreases(asdecreases as shown in Fig. 4 for different modulation
schemes. Therefore, as expected, the secondary netwddckmpance is degraded as the channel
mean powers of the interference links between primary acdrstary networks become high.
It can be noted that the above results in Figs.12, 3[and 4 arecordance with the SU transmit

power policy given in[(23).

B. Probability of Existence of Non-zero Secrecy Capacity of the PU

Fig.[8 and Fig[5b illustrate the probability of existence etiecy capacity of the PU. We can
see that this probability does not change with the incredigheoPU-Tx transmit SNR for the
case of identical channel mean powers and for differenteglf the SU maximum transmit
SNR. In fact, the probability of existence of secrecy cafyasirongly depends on the channel
condition of the SU-Tx>EAV link. It can be observed that the primary network segurs
enhanced when the channel mean power of the interferenkeSlikTx—EAV (, increases.
For example, the probability of existence of secrecy capdncreases significantly in Fid.l 5
by increasing), = 4 to Q, = 7,10 and from(2, = 4 to Q, = 8 in Fig.[d, respectively. Here,
the SU-Tx becomes a strong interference source to the EA¢wiieégrades the received SINR

at the EAV, and hence the primary network security becomgis. WMoreover, we can see from
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the Fig.[6 that when), decreases, the primary network security is also improvéds & can
be explained by the fact that decreasing results in the increase of the SU-Tx transmit SNR
which results in high interference to the EAV. Thus, curves-ig.[5 and Fig[ 6 show that the
presence of the SU contributes significantly to the primasgork security.

C. Outage Probability of Secrecy Capacity of the PU

Fig.[4 and Fig[B illustrate the outage probability of segreapacity of the PU.
« Cased) and10: As discussed for the probability of existence of secre@aciy in Fig.[5,
it can also be observed in Figl 7 that the outage probabifityearecy capacity does not
change with the increase of the PU-Tx transmit SNR for the cdddentical channels.
« Casesll and12: When the channel mean power of the SU-FKAV link increases, e.g.,
), = 8 in both cases, the primary network security is improved camagp to Case$
(2, =2) and 10 (€2, = 4), respectively.
Furthermore, Fid.18 shows that the outage probability ofesgccapacity decreases as the channel
mean power of the SU-F%PU-Rx link decreased), = 2 to 0.5. Again, the SU-Tx transmit
SNR increases due to the decreaselgfand hence the interference from the SU-Tx to EAV
becomes high. Therefore, results illustrated in Eig. 5, BigFig.[7, and Figl18 reveal that the
primary network security strongly depends on the channedition of the SU-Tx>EAV and
SU-Tx transmit power policy. In addition, the outage prabgbof secrecy capacity decreases
as the channel mean power of the PU-TRU-RX link increases, e.();, = 4 to 8 with ), = 4
as shown in Fig[18. This is expected since the PUsPU-Rx link becomes better than the
PU-Tx—EAV link in this scenario.

VI. CONCLUSIONS

In this paper, we have studied the performance of a CRN umgejoint constraint of the PU
outage and maximum transmit power limit of the SU. The cagr&id model is also a typical
D2D communication model where the PU-FPU-RX link is an instance of uplink or downlink
of cellular network while the SU-T»% SU-Rx link is the instance of D2D communication link.
Accordingly, the adaptive transmit power for the SU-Tx andlgtical expression for the SU SEP
has been derived. Further, analytical expressions of ttegeyrobability of secrecy capacity and

probability of existence of non-zero secrecy capacity ef U have been obtained. In addition,
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the impact of the channel conditions among users, SU pealsrtrid power on the system
performance is investigated. Most importantly, our resufidicate that the primary network
security strongly depends on the channel conditions of thel$—EAV link and SU transmit

power policy. Also, it reveals that the presence of the SUtrdautes to the primary network
security enhancement. The obtained results may providealild information to operators and
system designers in a spectrum sharing CRN where the PU ancaB8ldooperate to combat

the security attack.
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EAV

Fig. 1. A system model of cognitive radio network in which ShdaPU share the same spectrum while an EAV illegally

listens to the PU communication (dashed lines: Interfezdimks; solid lines: Data information links).
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