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ABSTRACT

An elliptic curve coding technique application is proposed in this study. It is one of the asymmetric coding techniques and so
crucial in today’s world. The application codes messages between two different console screens by using elliptical curve
coding technique. It is created by using C# with the class of Crypto Next Generation (CNG) which brings into consideration
the messaging system as four different security levels. The aim is to use the necessary additional security precautions when
using asymmetric techniques. Cryptography techniques are not used for connection, and messaging occurs in security level
1. Security level 2 describes the public channel for the connection between two console screens which is used for sending
and receiving key pair; then messaging occurs. Public channel for the connection between two console screens is used for
sending and receiving signed key pair and encrypted data; then messaging occurs in security level 3. Security level 4 is
the safest one. A private channel for the connection between two console screens is used for sending and receiving a signed
key pair and encrypted data, and then messaging occurs. In addition, Advanced Encryption Standard (AES) technique is
used in applications which is one of the symmetric cryptographic techniques for encrypting data. Copyright © 2016 John
Wiley & Sons, Ltd.
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1. INTRODUCTION

The cryptography forms and confirms the digital signa-
tures. In appearance, the class of applied mathematics con-
vert messages into incomprehensible forms and turn
original form again. The public key cryptography is used
by digital signatures which operates an algorithm using
two completely dissimilar keys that are mathematically
connected. One of these keys is composing a digital signa-
ture or reducing information into an apparently obscure
type, the opposite of key for confirming a digital signature.
It is also reverting the message to its straight type. For ad-
vanced signatures, the supplementary keys of an asymmet-
ric cryptosystem are randomly called as a private key. It is
known as a signer; the digital signature is created by it
and is more widely known. Public key is used by a trusting
party for verifying the digital signature. The general public
key should be obtainable or distributed to verify the
signer’s advanced signatures by the people. In spite of the

keys are mathematically related and asymmetric crypto sys-
tem has been processed and implemented securely, then it is
computationally unfeasible to reproduce the non public key
from the information of the general public key.

In this way, the general public key of a dedicated signer
could be recognize by the people and used for confirming
that signer’s mark. The signer’s non-public key cannot be
found by them, and they use it to form digital marks. It is
called as the standard of irreversibility. The other method
is called as a hash function which is used in making and
confirming a digital signature. This algorithm forms a dig-
ital acting or fingerprint like a hash value or hash result of a
standard length. Typically, it is smaller than the message,
but primarily original to that. If the message changes, then
it produces a unique hash result once an identical hash
operation is used. Under a secure hash function, it is called
as a one-way hash function which is computationally un-
feasible to breed the first message from data of its hash
price. The computer codes are changed by hash functions

SECURITY AND COMMUNICATION NETWORKS
Security Comm. Networks 2016; 9:4242–4254

Published online 7 September 2016 in Wiley Online Library (wileyonlinelibrary.com). DOI: 10.1002/sec.1601

Copyright © 2016 John Wiley & Sons, Ltd.4242



for making digital signatures. The people run on smaller
and foreseeable amounts of knowledge which provides
powerful apparent correlation to the initial message
content. In this way, there has been no alteration of the
information because it absolutely was digitally signed
[1–10].

Digital signatures typically have two processes which
every of them implemented by the signer and alternatively
by the receiver of the digital signature. The first one is dig-
ital signature creation which uses a hash result that is
reproduced from. It is original to both given private key
and the signed message. To make secure hash result, there
must be only an insignificant probability. The same digital
signature can be created with the mixture of the other mes-
sage and personal key. And the second one is digital signa-
ture verification which controls the digital signature. It uses
inventive information and a given public key as reference.
Because of the proposed digital signature, the non public
key which follows to the documented public key has same
message exploitation [11].

Elliptic curve E, Fq get on the surface and the elliptic
curve point P as a point of order to get N primes. Each user
[1, N� 1] range selects a random integer x. This user’s
public key q = xP point; x is the secret key. Hashing value
of M message, H, 1<H<N� 1 can be an elliptic curve
which uses digital signature algorithm for signing, which
is as follows [12];

• A random integer k is chosen between [1, N� 1],
• kP= (x1, y1) is calculated and r = x1 mod N assigned
values. P point where the component is defined x1
on finite object element; integer must be converted.
If r= 0, go back to the first step then the process
should begin again.

• k�1 mod N is calculated s = k�1× (H+ xr) mod N
value is found. If s = 0, turn back to step one.

Messages can be created together using the elliptic
curve signature (r, s). The following actions should be
performed for verifying the digital signature which is
created.

• The public Q key of a person who signs and sends
messages is taken,

• Numbers r and s are confirmed to be in the range of
[1, N� 1] and H hash value is calculated.

• u1= s
�1 H mod N and u2= s

�1 r mod N are calculated.
• u1 P+ u2 Q= (x0 + y0) is calculated and v= x0 mod N
is found

• If v = r, then the signature is verified. Otherwise the
message did not come from that client [13].

In this paper, section 2 defines the elliptic curve theory
deeply. The method of the application is described in
section 3. The development of the algorithm is described
in section 4, and section 5 serves the working principle
of the designed system. Finally, conclusion part is
presented.

2. ELLIPTIC CURVE THEORY

Elliptical curves are not ellipse. The elliptical curves
should be shown with the cubical equalities which is used
by the calculations of the ellipse circles. If K is a selected
object, and K should be defined as an object, R is as real
numbers, Q is as rational numbers, C is as a complex num-
ber or P is accepted as a prime number, the Fq finite objects
can be composed of elements. The finite object of GF (2)
of the characteristic is 2; the characteristics of real and
complex numbers are infinite.

For any object K, the general equation of the elliptic
curve is as in below [14]:

y2 þ axyþ by ¼ x3 þ cx2 þ dxþ e: (1)

If the characteristic of K object Char (K) = 2, then equa-
tion (1) is transformed to equations (2) and (3),

y2 þ ay ¼ x3 þ bxþ c (2)

y2 þ xy ¼ x3 þ 2axþ b (3)

The characteristic of K object Char (K) = 3; equation (1)
can turn into equation (4);

y2 ¼ x3 þ 2axþ bxþ c (4)

If the characteristic of K object Char (K) = 2 or 3, equa-
tion (1) is converted to equation (5);

y2 ¼ x3 þ axþ b (5)

Figure 1 shows the example of the form y2 = x3� 3x+ 3.
The affine transformations are used for each equation,

and the values x, y, a, b, c, d and e are in the top of the
K object in equations. The elliptic curve equation is called
as an E which occurred from (x, y) points and in the field of
K, even any of the requirements has to be in equations
defined above. Elliptic curve coding technique has many
advantages such as public key, uses small key sizes and
is efficient for both private and public operations, such as
signing and verifying.

Figure 1. Example of the elliptic curve plain.
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2.1. Elliptic curves

In general, the elliptic curve equation will be used in equa-
tion (5). In this equation a and b are real numbers and
x3 + ax+ b equation should be 4a3+ 27b2≠ 0 to avoid the
multiple roots. If y2= x3+ ax+ b satisfies these conditions,
it is called elliptic curve. Moreover, the elliptic curve in
the infinite, or zero point is called an O notation. Because
the greatest degree is over 3, so the equations of this type
are called cubic.

• For any point P on elliptic curve, P +O=P,
• A vertical line, the x value of an elliptic curve P1 = (x,
y) and P2 = (x,�y). If it cuts two points, this line also
cuts the eternity point of the elliptic curve at the same
time. Therefore P1 + P2 +O=O and P1 =�P2. Thus,
negative value of a point is a point having the same
value on x axis. The value of that point in y axis
equals to its negative value [15].

• The x coordinate of the intersection of the different Q
and R is selected from a straight line drawn from the
last two points; the third point of intersection is found
as P1. P1 is only one point (If passed right tangents
drawn from one of the Q or R point in this case then
P1 or P2 =Q=Q is taken) [9,16]. In this case: P1
+Q+R=O and so Q+R=�P1 will be.

• For P point to make double, a tangent line intersecting
the other point of the curve is drawn. If this point is
called as �R, then P +P = 2P=R equality is provided.

3. ELLIPTIC CURVE ENCRYPTION
TECHNICAL APPLICATION

3.1. General properties of elliptic curve
cryptography application

Elliptic curve encryption implementation was carried out
which is called simply Crypto Next Generation (CNG)
crypto-class next generation in MS Visual Studio 2008.

Figure 2. Local network server and client connection.

Figure 3. Basic messaging.

Figure 4. Public and private key pair.
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The application on the local network between server and
client computers by using elliptic curve encryption tech-
nique was revived for different security levels. Public and
private key pairs are created by using cryptographic secu-
rity environments, eavesdropping, denial and displacement
that take place through methods such as the attacks. It is
difficult to decode with the technology to Elliptic Curve
Cryptography Technique so some attacks are taken into
account. The application of elliptic curve encryption tech-
nique, 256, 384 and 512-bit length, is achieved by using
public and private key pairs [17]. Figure 2 shows the con-
nection between the server and client computers over a lo-
cal network.

3.1.1. Security levels
This application is created using the Elliptic Curve en-

cryption method that works in four different security levels
which are basic messaging, using public and private key
pair messaging, using a digital signature messaging and
using a digital signature messaging through a private
channel is called.

3.1.2. Basic messaging
The server computer and client computer are con-

nected to each other via a local network. This

communication takes place over the connection without
any security level. Figure 3 shows at security level 1
the realization of the exchange of information without a
safety precaution.

3.1.3. Use of public and private key pair
The server and client computers over a local network

connected to each other through the open channel. Server
computer creates a public and private key pair that the pub-
lic key is sent to the client. The client computer also per-
forms the reverse operations. Server generates a shared
secret key by using the client’s public key and its private
key. Similarly, the client computer generates a secret key
which is shared. Server, using the generated shared secret
key, generates the key materials. Similarly, the client com-
puter generates key materials. Server encrypts the message
using the key materials and sends it to the client. The
encrypted message is received by the client and decrypts
it with key materials; a similar situation occurs directly to
the server to the client. One to one connection between
server and client will be established according to the secu-
rity level 2. Figure 4 shows the security level 2 according
to the connection between the server and the client is
streaming.

Figure 5. Using digital signature.
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3.1.4. Digital signature usage
In addition to security level 2, key pairs and messages

are encrypted with a digital signature. Before producing
the key pairs, the digital signature is sent from the server
to the client over a public channel shown in Figure 5.

3.1.5. Using the digital signature over a private
channel

Security level 4 provides a fully implemented level of
elliptic curve encryption method. According to a previous
level of security, digital signature from the computer server
to the client computer is sent through a private channel.
Public channels are sent over the digital signature for de-
ception. The connection between the server computer and
client computer created two different channels as shown in
Figure 6. The first channel with a ‘0’ is shown. Invalid dig-
ital signature for deception was sent through this channel.
The second channel of the ‘0’ is shown. Real digital signa-
ture is sent to a private channel on the server computer to
the client computer which is sent via private channel.

4. ALGORITHMS IN THE
APPLICATION

The Elliptic Curve Diffie–Hellman (ECDH) and Ad-
vanced Encryption Standard (AES) algorithms are used
in the application. When a connection is established be-
tween the server and client computer, the ECDH algo-
rithm is used for the security of the connection as well
as the AES algorithm, and hash function is used for
the data encryption. ECDH algorithm is preferred in
terms of reliability and performance among other asym-
metric algorithms. The AES is a kind of symmetric algo-
rithm which has better performance at encryption and
decryption process of communication between server
and client computers.

4.1. ECDH algorithm

ECDH algorithm is created based on two open parameters
[18]. These parameters are P and G. The parameter P is

Figure 6. Using the digital signature over a private channel.
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the big prime number, and the other parameter is an integer
which is smaller than P. These are exchanged between the
server computer and client computer. The private keys are
generated by server and client computer after receiving
two parameters. Server computer (A) and client computer
(B) produce their own public keys using the own private
keys and parameters. The equation of (g^a) mod p is used
by server computer, and also the equation of (g^b) mod p
is used by client computer. These are asymmetric keys
which are not the same with one another. The public keys
of server (A) and client (B) computers are obtained by using
the shared secret key. ECDH algorithm provides that server
and client computer produce the same shared secret keys.

a, b and g^ab = g^ ba is open to everyone.
The shared secret key cannot be reproduced without

knowing the private keys which are generated by server
and client computer. In order to establish secure connec-
tion between server and client computer with the help of
ECDH algorithm, it must be a very well-known source
of the open parameters. To ensure this, there are two
methods:

• Server and client computers encrypt their own public
keys with their own digital signatures. Then the
encrypted public key is sent to the other computer in
a secure channel.

• The digital signature keys which have certification au-
thority (CA) are used. For both methods, the validity
of the public keys is checked.

4.2. AES algorithm

In the elliptic curve application, AES [19] symmetric al-
gorithm is used for encrypting and decrypting the data
which belongs to server or client computers. After send-
ing and receiving the public keys for server and client
computers, the method of the ECDH derives a key mate-
rial that is generated from secret agreement between
server and client computers. The key material is used
by AES symmetric algorithm to encrypt or to decrypt
the data which is produced by server or client computers.
The algorithm consists of two main blocks:
encryptor/decryptor and key generator.

Figure 7. Elliptic curve algorithm, AES algorithm and hash function relationship.
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4.3. Hash function

Hashing is very useful in computer applications for exam-
ple in special public key cryptography counts on

cryptographic functions [20]. A cryptographic hash func-
tion has the following properties which are pre image resis-
tance, second pre image resistance and collision resistance
[21]. At security level 2 for server and client sides, the hash

Figure 8. The elliptic curve encryption flow diagram.
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function of the communication class is executed for
verifying if the data is reliable or not. The key length of al-
gorithms and the hash function are determined at the same
time. As a result of this, the integrity of the elliptic curve ap-
plication is being realized. Figure 7 shows that the relation-
ship between the AES algorithm and the hash function and
the ECDH algorithm in the application.

Figures 8 and 9 show thewhole process in the section of the
elliptic curve encryption flow together. From startup to end of
the stage, it describes all the phase of designed algorithms. The
all encryption and decoding process are defined there.

5. THE WORKING PRINCIPLE OF THE
APPLICATION OF ELLIPTIC CURVE
ENCRYPTION

In the application stage on local network, server and client
computers use the encryption keys which have 256, 384 or

521 bit length. Figure 10 shows the connection of the
server and client computers on the local network via
switch. Figure 11 shows the opening of the server and
client console screens.

5.1. Server and client work

The Class of TcpListener which is on server computer is
used for listening to demand the connection from a port
which is connected to the client computer. On the other
hand, the class of TcpIstemci which is on the client
computer is used for sending the IP address of the server
computer from a port which is connected to the server
computer. The server computer listens on the port and ac-
cepts incoming connection requests. After that, the connec-
tion between the server computer and the client computer
will be realized. In elliptic curve encryption, encrypted
messaging that is from the main menu, when the second
security level is selected from the main menu, respectively,

Figure 9. The elliptic curve encryption flow diagram second part.
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key generation, public key creation, sending and receiving
the keys, encryption and decryption operations are real-
ized. These processes use the elliptic curve coding algo-

rithm for 256,384 and 521 bit while they are getting
connected. In addition, the length of the hash function is
described, according to the length of the keys. Figure 12
shows the server level of security in the opening screen; el-
liptic algorithms are part of the length and detail mode. Be-
tween the security levels, security without creating a server
and client connectivity is established.

5.2. Key creation

First, the option of cryptic messaging screen of the server
computer is chosen from the Console. Then, the key bit

Figure 11. Server main screen and client connection pre-screen display.

Figure 12. Server main screen menus.

Figure 10. Server and client connectivity.
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length is selected from the menu. After you specify the
length of the key, the key is generated using Microsoft
Visual Studio2008 in the CngKey class. The following
command line will produce the object identified with the
key. CngKey creates a class method that takes three
parameters. X parameter is the length of the algorithm en-
tered via the screen. KeyCreateParms according to the
standards is added to the properties of the key to create.
The obtained key is assigned on dsKeyBlob object in byte
structure. Figure 13 shows the version 4 of the security at
the console screen B. A digital signature is sent to the

console screen display seen over a private channel. The
console of the B is from the console screen A. Digital sig-
nature is taken over a private channel.

5.3. Public and private key creation

Elliptic curve encryption asymmetric encryption method
and public and private key generation is an important step.
Random generated public keys are exchanged between
server and client computers. Public key exchange between
them is provided for security level 2. Public and private

Figure 13. Submitting digital signature screen from the custom channels and the console of the B from the console screen A, digital
signature is taken over a private channel.
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keys are created randomly by ECDiffieHellmanCng class.
From the main menu, key bit length is selected as a param-
eter. This parameter is determined by the length of public
and private key bits. Public key has been translated into
XML format. Figure 14 shows that the public key is in
xml format both for server and client model. Exchange of
public keys between server and client computers is the first
step for encrypted messaging.

5.4. Key exchange and channel creation

Communication is a safe way to accomplish the second step
to exchange public keys with private channels between

server and client computers. In order to create a private
channel, the server computer sends the digital signature to
the client computer. The server computer sends the digital
signature to the client computer by using a private channel
and a private port. This point is the most important point in
terms of security.

Before exchanging of public keys between server and
client computers, the security of digital signature must be
provided. This can only be achieved by authorizing certifi-
cation. It guarantees the security of public keys for server
and client computers. The private channel in application
is used like authorizing certification, because it is only
known by server and client computers. When elliptic curve

Figure 14. A contact for the public key to send B’s blog and considered from key on A Switch B’s Blog.
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encryption techniques are used for communication be-
tween server and client computers, the exchange of public
keys is realized in the security level 2 of the application.
The digital signature which is sent and obtained from
private channel is shown in Figure 15.

6. CONCLUSION

Elliptic curve encryption techniques which are one of the
asymmetric encryption techniques were used for the se-
cured communication between server and client computers
over a local network. With the help of this technique, the

processes of encryption or decryption are extremely fast
and secure for the communication on a network. In this
application, besides the importance of elliptical curve
encryption technique, the importance of the certification
authorization (CA) was emphasized for the security of
public keys of elliptical curve encryption technique. It
guarantees their reliability and prevents being intercepted
by a third party. The application can be used for e-
government, banking and trade.

Elliptic curve encryption techniques have better secu-
rity level than the mathematical model for irregular
topologies which is mathematical performance model for
wormhole-switched irregular networks [22]. The advanced

Figure 15. Digital signature which is sent over a private channel and getting over a private channel.
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version of the application of elliptic curve cryptography for
bank can be performed as a remote connection through
internet in a secure way.
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