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1 | INTRODUCTION

Streaming data arises in a wide array of contemporary research fields, including but not limited to the Internet of Things (IoT),
cyber-security [2]] and continuous sensor observation [12]. The data is acquired continuously and usually at a fast pace. Typically
one can’t store all of the data ever streamed due to memory constraints and it is infeasible to repeat statistical analyzes on the
entire stream as it grows indefinitely over time. To deal with this problematic situation, estimation methods for many different
statistical analyzes on such data streams have been proposed [11}[3]. Some of these techniques use statistical summaries, where
only a succinct number of carefully selected elements that have entered into the data stream are stored. One of the most common
analyzes that the literature has focused on is quantile estimation for a univariate variable observed in a data stream (including
median estimation) [4]. Recently, [[15] proposed an algorithm to generate an approximation to the bivariate empirical copula
function (a common method of nonparametric dependence modelling) using a succinct statistical summary; this approximation
has a guaranteed error bound.

This paper builds on the work in [15] and considers an important use of copulas: computing tail dependence coefficients between
random variables [23]. Tail dependence coefficients between random variables quantify their co-movement in the tails of the
marginals. For example, two random variables may be weakly dependent in the vast majority of their probability space, however
in the tails of this space they may be highly dependent. This behaviour is often seen in financial analysis [21]], where sometimes
two assets exhibit sharp price increases and decreases at similar times, but tend to have relatively uncorrelated typical daily price
movements. The importance of tail dependence in fields such as hydrology [19] and energy [20] has also been studied. For the
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purpose of approximating empirical tail dependence coefficients between streams of data, with stream-length invariant error,
the type of summary that was proposed in [15] is not sufficient since it returned uniform error over the marginal distributions.
Therefore the copula summary in [[15] results in an approximation to the tail dependence coefficient with linearly growing error
w.r.t. the number of elements in the data stream. To remedy this, we propose to use relative accuracy quantile summaries from the
univariate literature [7] within the copula summary, which allows suitable properties of the modified summaries’ approximation
error to be proved. These properties lead to approximations of the tail dependence coefficients that have constant error w.r.t. the
number of elements in the data stream.

This article is structured as follows. The next section introduces the empirical copula and how it can be used to construct empir-
ical tail dependence coefficients between random variables observed through data. This section also describes the challenges
associated with computing empirical copula approximations when the data is streamed sequentially, and how the copula sum-
mary proposed in [[15]] can be used to provide an approximation to copulas in this streaming regime. Then Sec. [3]introduces how
one can adapt the summary to compute accurate approximations to empirical tail dependence coefficients for streaming data.
Sections [ and 5] provide a theoretical and numerical analysis of the approximation respectively. In particular, Sec. [5.3] provides
a case-study of applying the proposed methodology to the Los Alamos National Laboratory (LANL) netflow data-set.

2 | BIVARIATE EMPIRICAL COPULAS AND TAIL DEPENDENCE

A copula is a dependence model between two or more different random variables [24]. The work in [[15] explains how one can
consider higher dimensional (greater than two) copulas in the context of streaming data (the motivation of this paper), using
decompositions involving pair-wise copula models [1]]. This is described further in Sec.4.4] However, this aspect is outside the
scope of the current study on tail dependence, and therefore for the remainder of this paper we will focus on the case where
there is only two random variables. More specifically, a bivariate copula function C(u,,u,), for u;,u, € [0, 1], is the joint
distribution function between the random variables X ;) and X ,) where both marginals are uniformly distributed. The bivariate
copula function is given by,

— -1 -1

Cluy ) = Fy, x,, (Fx! @) Fyl @), (1)
where F Xy, X X1y X)) = P(X(1) < X1y, X9) < X(2)) is the joint cumulative distribution function (CDF) of X, and X ,), and
F;(ll)(u pand F );(i)(uz) are the marginal generalized inverse CDFs (quantile functions). They are defined by,

x(llnefR Fy, (xq)) 2u;  and x(izr)l(:fR Fy, (X)) 2 uy,

respectively [6]. Let {xél )}7:1 and {xzz)}izl be realisations (the data) of the random variables X, and X ,, respectively. In this
case, a nonparametric empirical copula function is typically found to represent the dependence between the two data-sets in
{xil), xb) }7=1 . The empirical copula [8]] converges to the true copula function in , within the limit of n — 0. It is defined by,

R 1 ¢
Cluy,uy) = - Z <1x(1)<i[uln]> <1x <i[u2n]> )

i=1 o

.5 C . i n
where [z] = argmin,,.,(m > z), 1 is the indicator function and X (k) is the i’th order statistic of {xék)}i:], for k = 1,2. Here,

the mean over the products of indicator functions represents the approximation to the joint CDF of X ;) and X ) in (I, whilst
= [un]
(k)

CDFs in (1)). Since each term in the summation in |I) will only be non-zero if x/ o S )”c(r]':)kﬂ for both k = 1, 2, then it suffices to

the ranked order statistics X within each indicator function represents the approximation to the marginal generalized inverse

sum the indicator functions corresponding to only one value of k over all indices that satisfy x( nS ([;;’"] for!/ = {1,2} \ k. By
doing this, the empirical copula can alternatively be written as [[15]],
A n
Clupu)= =31, s 3)
nie o

: < [uyn]
o correspond to elements in {x(l)} that satisfy x(l) <X . Note

(u,) be the empirical quantile function [18] of {x(z)} , for which we

where n, is the cardinality of the set I C [1, n], such that x!
that u, is now accounted for via the set I. Now let F~!
will use the approximation,

n,(2)

~[uyn]
n (2)(”2) (2)2 s (4)
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to the quantile function F;. 1 (uy). Also let Fn 2)(x) be the empirical CDF given by,
@) I

n
A 1
Fnl,(2)(x) = Py Z lxll(i)SX’
| & o

where I(i) is the i’th element of I[ﬂ Using this notation, another way of writing (3) is,

A Ny A .

Cupuy) = LE, o <Fn’(2)(u2)) . )
For more information on the statistical explanation behind the approximation in (3)), turn to [15]).
One of the by-products of a copula is the computation of the tail dependence coefficients (there is an upper and a lower one)
[23]]. These coefficients allow one to study the dependence in the tails of each of the marginals X ;) and X ). For example, X,
and X ;) may have low dependence over their entire probability space, however they could have very high dependence when
both X ;) and X, take extreme values. This aspect of dependence is important in many applications, for example in financial
analysis where it is crucial to realise if two assets have a high relative probability of both crashing at similar times. The lower
tail dependence coefficient between X ;) and X ,, can be computed directly via the copula function,

C(u,u)

AL = 11—1}6 u ©
and so too the upper tail dependence coefficient,
1 =2u+ C(u,u)
Al TR @

The focus of this paper is on the estimation of empirical tail dependence coefficients for streaming data; this is done by util-
ising nonparametric empirical copulas. Under true model assumptions, one can estimate tail dependence by fitting a suitable
parametric copula C(u;, u,) to the data and this could offer a better estimate of the tail dependence coefficients than using any
nonparametric copula function. An example of such a parametric copula is the Gaussian copula, where Gaussianity of the data is
assumed. However in practice, if the assumptions on the data stream are too restrictive, then it is suitable to consider a nonpara-
metric estimate of the underlying copula function. Estimators of the tail dependence coefficients that utilise these nonparametric
copula estimates é(ul, u,), that fall into the scope of this paper, can be used in this case. For a detailed account of these esti-
mates, see [[10] and [22]]. One could employ a model goodness-of-fit technique (e.g. Chi-Square), such as a test for Gaussianity
in the case of considering a Gaussian copula, to confirm if this is the case. If it is more suitable to employ a parametric copula,
the computational challenges associated with updating the tunable parameter estimates with indefinite data streams would have
to be considered by the user, e.g. see [15] for more detail on this. On the other hand if a nonparametric copula estimate is a rea-
sonable choice in a particular context, then the proposed methodology in this paper can be used to provide approximations of
tail dependence coefficients over a data stream. This is the assumption that we make for the remainder of the paper.

Using the empirical copula C (u,,u,), one estimate of the empirical lower tail dependence coefficient is given by [3],

o . C‘(i/n,i/n)
=lim ————,

A 8
L= lim = ®)
and one estimate of the empirical upper tail dependence coefficient is given by,
R 1—2+é(1/n,i/n)
Ay =lim - . . )
i—n 1 - L

These are consistent with the tail dependence coefficients in (6) and (7) respectively as n — oo, since the empirical copula is
also consistent [8]]. Empirically one cannot take this limit and therefore it suffices to study the following functions,

C(i/n,i/n)

i/n
1- % + C(i/n,i/n)
1-1 '

n

A Gi/n) = (10)

and

Ay(i/n) =

an

'Note that this expression is only taken over elements in the set I
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Fori=n—-1,n-2,...,2,1, the functions in 1| and describe the path of §) ;. and iU as i tend to 1 and »n respectively [5].
Note that when evaluating these functions with a fixed value of i, they are consistent with the limits in (@) and @[) asn — oo,
since lim,_, (i/n) = 0. It has been proposed to evaluate the functions in (I0) and (TT) with the minimum and maximum values
of i that the functions are decreasing and increasing for respectively [S]]. However for the scope of this paper, which will estimate
these functions for an arbitrary fixed value of i, this particular selection is not justified further. This paper will instead concentrate
on the approximation of the functions in and when the empirical copula function C‘(ul, u,) must be constructed over
a data stream. The next section will propose an approximation to the tail dependence functions through approximation to the
empirical copula, formed via a succinct summary of the data stream.

2.1 | Bivariate copula summaries for streaming data

Streaming data is the scenario in which say, the bivariate data stream {x(l), (2)} _;» is added to sequentially over (possibly
indefinite) time. In the context of streaming data, it is not possible to store all of the data points in the stream or be able to
consistently re-compute the order statistics for the empirical copula function (as mentioned above). This is typically due to
restrictions on runtime and/or memory/storage. Quantile summaries are a common way of maintaining an approximation to the
empirical quantile function in @) as an univariate data stream is added to, whilst only storing a succinct number of elements
from the stream in space- memory [L3]]. On this note, define an e-approximate quantile summary Q, to be an approximation to
the quantile function F (k)(u) X (Zf !, that returns a value ¥ x(k), for k = 1,2, where j € [[un] — en, [un] + en]. An algorithm to
construct such an summary was given in [13]].

The work in [15] proposed another summary made up of a series of different e-approximate quantile summaries. This cop-
ula summary maintained an approximation C(u,,u,) to the bivariate empirical copula function in over the data stream
{xil), xéz) }:’zl . It was shown that an approximation within [C’(ul ,Uy) — 5Se, ¢ (uy,u,) + 5¢] can be achieved. Just like the univari-
ate quantile summaries that it is composed from, the copula summary was space-efficient and stored only a succinct number of
elements from the data stream. The extension to this summary, proposed in Sec. 3.1} will allow an approximation to empirical
tail dependence coefficients of data streams to be computed.

3 | ESTIMATION OF TAIL DEPENDENCE FOR DATA STREAMS

The copula summary presented in [15]] was not suitable to find coefficients of tail dependence for one main reason: the error of the
approximation to (5) was uniform over a grid of evaluation points u; and u,. Therefore the resolution of the approximation would
be as refined in the tails of the two marginals as it would be for the medians of both marginals. This results in an approximation
to the tail dependence coefficients (replacing C(i/n,i/n) with C(i/n,i/n) respectively in and ) that has error growing
linearly with n. One can see this from the following error bound of the lower tail dependence coefficient function for fixed i,

C(i/n,i/ n|
i/n
and the error bound of the upper tail dependence function for fixed j = n — i,
1- 2— +C(i/n, i/m|
1-(i/n)
Simply refining the prescribed error € would be insufficient; one would need to sequentially refine € as the stream gets longer,
tending towards 0. The work presented in this paper is inspired by [[7] in the univariate context, which considered biased quantile
estimation and modified e-approximate quantile summaries to refine the error sufficiently at the tails, at the expense of error

not at the tails. This will, as is apparent from the error analysis later in the paper (see Sec.[d)), guarantee that the error from the
approximations of the tail dependence coefficients stay fixed as the number of elements in the stream is increased.

2, /n) - (C(z/n i/n)— C(i/n, l/n)’ den. (12)

Ay (i/n) —

|C(1/n i/n)— C(i/n, l/n)| en. (13)

3.1 | Modifications to the copula summary

This section details the specific modifications to the e-approximate quantile summary introduced in Sec. [2.1] and therefore the
copula summary, in order to obtain a suitable approximation to tail dependence coefficients. The proposed algorithm in [7]
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constructed a summary to maintain an approximation, with guaranteed error bounds, to the ‘biased’ quantiles u/, for [ = 1,
2, ...,and u € [0, 1]. An approximation to the biased quantiles should have error relative to the quantile query, such that the
approximation to u' should have an error of +eu' (or if required, +e(1 — u') by symmetry) rather than the uniform error of
+e from the standard quantile summary. This relative error allows one to refine the quantile approximation within the tails of
an univariate distribution, and therefore is suited to the problem considered in this paper. We modify the construction of the
summary proposed in [[7] slightly to allow an error of +e min(u, 1 —u), assuming / = 1, given that we would like to approximate
both tails with relative error. On this note, define a eu-approximate quantile summary to be an approximation to £~ " k)(u)
for k = 1,2, which returns the value ¥/, where

J € [[un] — e min(u, (1 — w))n, [un] + € min(u, (1 — u))n]. (14)

Recall that the copula summary is composed of L + 1 quantile summaries: {S(l), S (12), . (2)} Proved later in Sec. |4, it
will suffice to let the summaries {S(l), S(lz), (2)} be modified into eu-approximate summaries in order to obtain suitable
approximations to the tail dependence coefﬁcients To modify them, the manner in which each summary is maintained and
queried (through Sec.[3.2] 3.3]and[3.4) is changed from that explained in [15]]. First, the basic make-up of each quantile summary
O remains the same from the initial summary proposed back in [[13]]. Each summary is made up of tuples, O = {(U,, g, A )}

The values v;, where v,_; < v; < v,,,, are elements that have been seen in the data stream {x(k)}izl, for k = 1,2, so far.
These values are maintained by the summary as ‘cover’ for a range of quantiles that one may wish to query. Le. the value v,
will be returned as an approximation to a nearby quantile. The values g’ and A’ control the range of quantiles that the value v,
is returned as an approximation to. They do this by governing the minimum, r,,;, 5(v;), and maximum, r,,,. o(v;) rank that the

value v; takes in the original data stream. We define

gi = rmin,Q(Ui) - rmin,Q(Ui—l)7 (15)

and then,
i
rmin,Q(Ui) = Z gj’ rmax,Q(Ui) = rmin,Q(Ui) + Ai'

One also knows the length of the data stream at any one time via n = Zle g’. In order to guarantee that the eu-approximate
quantile summary maintains an approximation which satisfies (I4)), these minimum and maximum ranks must satisfy [[7]],

rmax,Q(UHl) - rmin,Q(Ui) < 2emin (rmin,Q(Ui)’ n-— rmax,Q(Ui+l)) : (16)

See Appendix [A]for a proof of this.
In the copula summary, each of the subsummaries S(z)’ S(zz), - Sé) corresponds to an element inside of S (therefore .S;, has
the cardinality L). Whilst the summary S, contains elements (and information about their ranks) from the first component of the

data stream, i.e. {xé n }n , the summaries S<2)’ S(Zz), . S(2> contain elements (and information about their ranks) from the second
) s g(l), (1)) where v; € {x(l)}l iy

component of the data stream, i.e. {x ,- On this note, let a tuple in .S, be denoted by (v;
fori = 1,..., L, and let a tuple in S’ be denoted by (w,,g(z), A" where w, € {x(Z)}i:l’ for j = 1,..., L, (therefore S(z)

2
has the cardinality L;). The parameters within these summaries are changed carefully over time as new elements are added to

the data stream {x(l), (2)} via the operations defined in the following three sections. It is important to remember that the

proposed methodology here can only be used with data streams where x( n and x’ (o) are acquired at the same frequency and the

same time. This is because the operations described in the following sections take a pair of data points as an input. Considering
the case where the data streams components are acquired at different rates is outside the scope of this paper; however this could
be achieved by modifying the times at which the summary S, and the subsummaries S(z)’ S(zz), . Sé) get updated using the
operations described below.

3.2 | Inserting an element into the copula summary

When the element (x{'f;l, :’2")1) enters the data stream, it should be inserted into the copula summary. This is done by inserting the

tuple (x;’;l, 1,A (1)) into §y). If x(l) < vy, then we insert the tuple at the start of .S,,, and let A(*l) = 1. Conversely if xZ’Sl
then we insert the tuple at the end of .S;) and let A’},, = 1. If v; < x"1 < v, then insert the tuple in between v; and v, and

(D (¢)] i+l
let A(l) = min(g(l) + A(]) 1, géT)I AET)l — 1). Now for the second component of the new element, let S(*2) = {(x?;)l, 1, 0)}
be a new quantile summary. This summary gets inserted between S(’2) and S(’;)l in the copula summary {S( 1) S(lz), ey S(Lz)} if
;’;1 < v, or at the end of the copula summary if xz';; !

ZUL’

v; < XM < v, between S, and S, if x

) > v; . Finally, increase L by 1.
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3.3 | Combining tuples in the copula summary

Combining the tuples in the summaries {S(l), S (12), s S (Lz)} is occasionally required to remove unnecessary tuples from the
summaries, whilst maintaining the elements required for the approximation to be of the desired accuracy. Providing that L > 3,

sequentially for each element i € [3, L — 1] in S, we find the index j € [2, i] satisfying

; j-1 i
. . k k i
arg min { Z gyt A;l) < 2emin ( Pmin,5q, (Vj=1)s 1 = rmax,Sm(U,.)> = 2emin (Z 8y h— Z 81y~ A21)> } a7
k=j k=1 k=1

Once this value is found, the tuples (vj,g(l), A(l)), (v,,g(l), A(r)) can be combined into the new tuple (v;, Ek—/ g(l), A(l)

We use the condition on j in (I7) in order to guarantee (T6) is satisfied. In addition to combining those tuples, we merge the

tuples S(z), cees S 2 into a new tuple M (S(z), .. (2)) See Sec. for the implementation of this merging and the bound of the

approximation error. Finally combine unnecesary tuples (e.g. (w., g(z), A" ) inside of this merged summary M (S’ .S,

&) @ @7
in the manner described earlier in this section. Insert this new summary in the place of S7,..., S in the copula summary,

o @ @
S

j—1
such that the copula summary now is {S(l), Sl ST M(SY 2 (2)) 2 °

@y @

3.4 | Querying the copula summary

This section now describes how to query the copula summary (maintained over time using the operations in Sec. [3.2]and3.3) for
an approximation to C‘(ul, u,). We will denote this approximation by C(u;, u,), as opposed to the approximation from the copula
summary proposed in [[15] composed of e- approximate quantile summaries, C(u,,u,). First, we compute the approximation to

the emplrlcal quantile function £~ > 1)(u]) =X (;’)‘ "l using the eu-approximate quantile summary S,); denote this approximation

by F (1)(u1) Let E be equal to the value of i that satisfies F (1)(u1) = v;, and find the total number of elements in the stream
that have entered into the first E subsummaries S(z), . S(g),
E E L
=2 8 = Z gy (1%

Suppose that the indices of the 7, elements to have entered into the first E subsummaries form the set Ic [1, n]; note this is an
approximation to the set I introduced in Sec. 2]

Next, let M (S 2 (2)) bea merged summary composed of all the subsummaries S(z)’ . (2)
details of this merge, see Sec . This summary can be queried for an approximation to F' (2)(142), denote this approximation by

f: (2)(142) Finally, let M (S (2), .. (2) S(z). Then define the approximation
Fﬁl’(z)(y) to the empirical CDF

(again for the implementation

Eybea merged summary of the subsummaries S(z), e
ﬁl

A 1
Fﬁl,(z)(J’) = N Z 1-1<:><y
1 =1

)

to be an inverse query of the summary M (S E ). The implementation details of this query, and a guarantee on it’s error

@’ (2)
with respect to the empirical CDF, is provrded later in Sec. 4.2] In total, the copula summary approximation C(u 1, Uy), to the

empirical copula function C‘(ul, u,) is given by,

A

Clupuy) = LF; o) (ﬁ;(lz)(uz)) . (19)

4 | THEORETICAL ANALYSIS OF THE APPROXIMATION

This section provides a theoretical analysis of the approximation in to the empirical copula function, and the resulting
approximations to the empirical tail dependence coefficients. First, it is important to clarify error bounds for merged eu - approx-
imate quantile summaries, and an inverse query of a eu - approximate quantile summary. Recall from (I6) that the summary Q
is a eu-approximate quantile summary if two neighbouring elements v, ; and v; in Q satisfy,

rmax,Q(UHl) - rmin,Q(Ui) < 2emin (rmin,Q(Ui)’ n-— rmax,Q(Ui+l)) : (20)
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The next two sections cover two preliminary bounds, before Sec. [d.3] outlines the error bound of the approximation to the tail
dependence coefficients using the modified copula summary, proposed in this paper.

4.1 | Merging cu-approximate quantile summaries

We recall from [14] that one can merge e-approximate quantile summaries Q; (length L,) and Q, (length L,) to obtain the
quantile summary M (Q,, Q,), containing the elements Q, | J Q,, which is also e-approximate itself. It does this via the following
method. Suppose z,, for k € [1, L; + L,], is an element from Q; which exists in M(Q,, Q,). If it exists, let w, be the largest
element in Q, that is less than or equal to z;. Also, if it exists, let w, be the smallest element in Q, that is greater than z,. Then
set,

rmin’Qz(wl) + Fmin, (zp), if w exists

Tmin.M(0,.0,)(Z1) = 1)

Fmin0,(Zi)> otherwise,

and

rmax!Qz(wZ) + a0, (zp)—1, if w, exists

Fmax,M(0,,0,)(Zk) = (22)

rmax!Qz(wl) + a0, (zp), otherwise.
It will now be proved that if O, and Q, are eu-approximate then M (Q,, Q,) is a eu-approximate summary as well. It is therefore
necessary to show that

FmaxM(©,.09) Zk41) = FminM(0,.0,)(Z1) < 2€ min (rmin,M(Ql,Qz)(Zk)’ n-= rmax,M(Q,,Qz)(Zk+1)) :
Suppose O, and Q, were constructed over data streams of length n; and n, respectively. For the case where z, and z,,; are from
the same summary, let them equal x; and x, (say in the summary Q,). If there exists both the elements w; (largest element in
0, that is less than or equal to z;) and w, (smallest element in Q, that is greater than z, ;) then we know that w, and w, are
consecutive elements in Q,. Thus,
FmaxM(©,,0,) Zka1) = Fninm(0,.09) (Z1) £ Pinax.0,(X2) = i 0, (X 1)) + (P 0, (W2) = Fpyin 0, (W) — 1)
< Ze( min (rmin’Ql(xl), Ny = Fyax0, (xz)) + ...
e D (7 0 (W0)), 1y = g 0, (W03)) )

< 2emin (rmin,M(leQz)(Zk)’ (ny +mp) — rmaX’M(leQz)(zk*'l)) ’

(23)

If w, doesn’t exist, then
Fmax.M(Q,.09) Zk41) = Tminv(0,.0)(Zk) < (Fnax.0,(X2) = Fin 0, (X)) < 2e min (rmin,Ql(xl)’nl — Fax,0,(X2))
< 2emin (rmin,M(Ql,Qz)(Zk)’ (ny +ny) — rmax.M(Ql,Qz>(Zk+1)) ’

asr (w,) = 1 and if w, doesn’t exist, then

max,Q,
Fmax,M(0,,09) Zi+1) ~ Fmnin (01,0 (Zk) < Fonax,0,(W1) + P 0, (%2)) = (P 0, (W1)) + T 0, (X1))
< 2¢( min (rmin,Q] (xy),ny — rmax’Ql(xz)) + ...
min (rmin,Qz(wl)’ ny — rmax,Qz(wl)) )
< 2emin (rmin,M(Q,,Qz)(zk)7 (ny +ny) — rmax,M(Ql,QZ)(zk+l)) .
For the case where z; and z,,, come from different summaries, say z, from Q, labelled by x,, and z,; from Q, labelled by
w,. Then w.l.o.g. let x, be the smallest element in Q, greater than w,, and w; be the largest element in O, less than or equal to
x;. Then,
Fmax,M(©0,,0,) Zkt1) = Fnin (0,00 (Zi) < Prnax.0,(X2) + a0, (W) = 1) = (i 0, (X)) + Fpin 0, (W)
< (rmax,Ql(x2) = Tmin,0, (x)-1D- (rmax,Qz(I’UZ) - Vmin,Qz(wQ)
< 26( min (rmin,Ql(xl)’ Ny = Tmax,0, (x2)> + ...
min (rmin,Qz(wl)9 ny, — rmax,Qz(wz)) )
< 2e min (rmin,M(Ql,Qz)(Zk)’ (n; +n,) — rmax,M(Q,,Qz)(Zk+1)) .

We now have the condition for a eu-approximate summary in (20) for all cases of membership to Q, and Q, for the elements
z, and z,, ;. Therefore any eu-approximate summaries merged together will also be eu-approximate too.
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4.2 | Inversely querying eu-approximate quantile summaries

In this section, we would like to bound the approximation I%n!(k)(x), for x € R and k = 1,2, to the empirical CDF Fn,(k)(x)

using a eu-approximate quantile summary Q of the data stream {x; k)}n . This is a simple extension to the proof in [17] for

inversely querying a e-approximate quantile summary. Firstly, let F (0(X) = i/n, meaning X! W Sx< xz'k*)' , Where x(k) -0
~n+1

and x(k) = oo. Let j € [1, L], then we know that using the quantlle summary we keep an approximation, X (k), to the i’th

order statistic of the data stream; this approximation satisfies x( o < x <x< x"k*)1 <X (’k*)‘ Note that as the summary is eu-
approximate, we have |i; —i| < 2e min(i, n — i). Also recall from Sec. that we can only access the minimum and maximum
values that i; can take, and not actually i itself. To find an approximation to i; we can simply search all values v, in Q, for
I=1,..., L, for the / that satisfies v; < x < v,y (With v, ,; = c0) and take (r,,;, 0 (V) + 700 0(V)))/2 S fj as the approximation
to i;. If x < vy, of course take fj = 0. Now we know that r,,,.. 5(U)) = Fuin 0(0) < Fror 0(0) = Fruino(01-1) < 2e min(i, n — i),
and therefore |7 ;—i;| < emini,n— i). Due to the triangle inequality we have that |z°j —i| £ 3emin(i, n — i) and finally that

|E, 40 (x) — F, (k)(x)l <3emin(i,n —i)/n = 3emin (F, ;) (x), 1 = F, y(x)) . (24)

4.3 | Bounding the error of the approximation to the tail dependence coefficients

Now that we have covered some necessary bounds, we can derive the guaranteed error bound of the modified copula summary
and therefore the tail dependence coefficients approximations. Recall that the eu-approximate empirical copula approximation
is given by,

/\

C(ul, uy) = F; (2)( (2)(u2)) 25)
therefore the approximation to the lower tail dependence coefﬁment (for a fixed i) is given by,
5 . ¢ (i/n,i/n)
Ap(i/n) = —————, (26)
i/n

and the approximation to the upper tail dependence coefficient (for a fixed j = n — i) is given by,
1= (2i/n)+ C(i/n,i/n)
1—-(i/n) '
Theorem 1. Let C (i/n,i/n) denote the eu-approximate copula summary approximation, given in , to the bivariate empirical
copula C(i/n, i/n), then one can bound the error of this approximation by,
emin(i,n —i))(8 + 9¢)

27

Ay(if/n) =

|5(i/n, i/n)— C(i/n,i /n)| < — . 28)
Therefore the approximation to the lower and upper tail dependence functions in (26)) and (27) can be bounded by,
|}1L(i /n) — iL(i/n)I <e(B+9¢), i<[n/2]. (29)
and
]Zu(i/n) - 2U(i/n)’ <e@®+9), i>[n/2], (30)

respectively. The approximation error is therefore constant with increasing n.

To prove this bound, we shall follow the steps of the proof in [15] with some modifications.

Proof. We shall split the error

é(i/n,i/n)—é(i/n,i/n)|=‘— Fy o (Fb (i /m) = LE, oFryi/m)|.
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into three contributing parts via the triangle inequality and prove each individually,
Al A
(2)( (2)(1/’1)) nl (2)( (2)(1/”)) —F, ,,1 (2)( (2)(1/’1)) 1 (2)( (2)(1/”))
X
ﬁl ,,1 (2)( (2)(1/’1)) Al (2)( (2)(1/”)) +
€1V}
B
ﬁl "1
"1 (2)( (2)(1/’1)) nl (2)( (2)(1/”)) .
E
O

The first contributing part in (3I)) corresponds to the error associated with using an inverse query of the eu-approximate quantile

summary M (S (2), . (2)) instead of the empirical CDF FA NoT

Theorem 2. The term (A) in can be bounded by,

A

i = emin(i,n —

(6 + 9
”1<2)( /) = n1<2>( o i/m)| < D6 +9)

n

Proof. From @ we can bound

"1 (2)( (2)(1/”1)) "1 (2)( ,,(2)(1/”))| < 3emin (FA (2)( (2)(1/”)) 1- "1 (2)( (2)(1/’1))) (32)
Let
D= F (2)( . (2)(i/”))
First we will concentrate on bounding this term by above and below, since (32) is proportional to the minimum of D and 1 —
As D depends on the query F (2)(1 /n), this query also needs to be bounded above and below.
Bounding D by above
Note that the query F )(1 /n) is an increasing function with i, and clearly £, (2)( n (2)(1 /n)) is increasing with F (2)(1 /n) and i
too. Therefore it sufﬁces to bound D with F L2 evaluated at the upper bound for F (2)(1 /n). Note that as M (S 2 (2)) isa
eu-approximate summary as shown in Sec. E], we have that,
Frb (i/n) = %, J€li-emini,n—i),i+emin(i,n— i),

and therefore,

= 1 .. ~i+|emin(i,n—i)] _

F (2)(1/n) <X =G. o
Recall that A, F; )(G) is just the count of all elements in {x(lz(;) less than or equal to xg)LE min(n=0] Since {x(Iz(;) "oc

{x(z)} _,» it must follow that /i, F; ,(G) < nF, Fo(G) < i+ |e m1n(z,n —i)]. Therefore,

D< i+min(Ai,n - i)e.
n
Bounding D by below

For a lower bound on D, we shall use the following bouncﬂ

mF, o (F,0(i/m) > max(2i - n,0).

ny,
Now, recall from Sec. that I crifa, <n orIciifa, >n,;given that S(yy 1s a eu-approximate summary we have that,

i Ey o) (F)(i/n)) 2 max (2i — n — min(i, n — i)e, 0) .

ny,

2This is given by the fact that in the case where there is a perfect negatlve rank correlation between the two components in the data stream {x there will

a’ (2)} =1’

always be max(2i — n,0) values of j that satisfy x/ < %!

m < X and x(2> <xi

@)
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~i—[emin(i,n—i)] and

In addition to this, note that as M (S} X2

2 (2)) is a eu-approximate summary, we have that F (2)(1 /n) > X
ﬁlﬁﬁl,@) (Fn’(z)(i/n)> > max (2 (i — min(i,n — i)e) —n — min(i, n — i)e,0).

Then finally,

D > max <21—n—3m1n(z,n—z)e’0>’

fy
and therefore,

|- D < min <2(n—i)+3Amin(i,n—i)€’l>
n

< <2(n—i)+3min(i,n—i)e>.

ny

Now that D and 1 — D have been bounded from above, these bounds can be used to bound the overall error in (32).

Overall bound
The term (A) in (31)) can be bounded by,

A

nl ”1 (2)( n(2)(l/n)) nl (2)( n(z)(’/”))

i <<Z(n—i)+3min(i,n—i)e> <i+min(i,n—i)e>)
< 3emin . s .

) <<E(n—i)+3min(i,n—i)€> <2i+3min(i,n—i)€>>
< 3emin s

n n
__emin(i,n —i)(6 + ¢)

n

O

The second part of the error in ll corresponds to the error associated with evaluating the empirical CDF F 7,2y With the query

of the eu-approximate quantile summary M (S(z), .. (2)) instead of the empirical quantile function F -

Theorem 3. The term (B) in can be bounded by,

i emin(i,n — i)

Fy, (2)( (2)(’/")) F; (2)( (2)(1/"))

Proof. This can be proved in the same way as Theorem 3 was in [[15]], only with a +e min(i, n — i) error from the eu-approximate
summaries rather than the +en error from the e-approximate summaries. [

Finally, the third part of the error in corresponds to the error associated with using the cardinality of the set [ in Sec.
7}, instead of the cardinality of the set I in Sec. |2} n;.

Theorem 4. The term (C) in can be bounded by,

L "1<2>( /M) - n1(2>( (/M) <

emin(i,n — i)

Proof. This can be proved in the same way as Theorem 4 was in [15]], only with a +e min(i, n — i) error from the eu-approximate
summaries rather than the +en error from the e-approximate summaries. O

4.4 | Space-memory

Y2 . . . .
A single eu-approximate quantile summary is of the worst case length L = (9(““’%), since there is no benefit in using

u < 1/(en) [[7]. Therefore the worst case length of the modified copula summary is L? = (9( log:# ) This bound is not saturated
in all cases; for instance it was shown in [[13]] that for some random streams the space-efficient summaries used in this paper can
have size independent of n. The saturation of the worst case length of the eu-approximate summaries that make up the modified
copula summary, given above, is discussed in [27]. For streams that are increasing in value for example, the space memory used
by the eu-approximate quantile summaries is increasing with the length of the data stream. For the scope of this paper, this
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issue is not investigated further. However there are alternative approaches to relative error approximations of empirical quantile
functions proposed in the literature; see [27] for more details on these.

It may be of interest to the reader to adapt this methodology to studying the tail dependence of higher dimensional data streams.
This would be achieved by approximating higher dimensional empirical copulas, and then substituting these approximations into
the tail dependence coefficient expressions in (I0) and (TI). Unfortunately a natural extension of the copula summary structure
presented here to higher dimensions would incur an exponentially growing (with dimension) space-memory requirement [[16].
Turn to the work in [15] for an example of how one may utilise bivariate copula summaries to estimate higher dimensional
empirical copulas via decompositions involving a sequence of bivariate empirical copulas [[1], and alleviate this issue.

5 | SIMULATIONS AND CASE-STUDY

This section will provide some numerical demonstrations of the tail dependence coefficient estimation scheme in the streaming
data regime, proposed in this paper. The theoretical analysis given throughout the paper is also numerically supported here. In
Sec.[5.1] the estimation of the tail dependence coefficients for random variables observed through data streams will be considered.
Then in Sec.[5.2] the properties of the modified space-efficient copula summary (utilised for the estimation of the tail dependence
coefficients) will be numerically investigated. Finally, a case-study of the Los Alamos National Laboratory (LANL) netflow
data-set is considered.

5.1 | Approximation to the tail dependence coefficients

First, a demonstration of estimating both of the tail dependence coefficients between two random variables observed in a bivari-
ate stream of data, will be presented. Consider the data stream {xél), xéz) }:’zl, where n = 3x10°. Both components are randomly
sampled from A'(0, 1) in one case, or Beta(10, 1) in another. In both cases the components are correlated with Pearson’s corre-
lation p = 0.8. The accuracy parameter e takes the value of 0.1, and the copula summary presented in this paper is constructed
for five independent bivariate data streams for each distribution. We set i = 25; this value is used to compute the estimate to
both of the tail dependence coefficients using the copula summaries. These estimates are computed after every 5000’th element
has been added to the data streams. The absolute error, away from the empirical lower and upper tail dependence coefficients
of all data streams sampled from the Gaussian distribution, are shown over time in Figures[T ]and 2 Jrespectively for the mod-
ified copula summary proposed in this paper. The error of the approximations to these tail dependence coefficients for all data
streams sampled from the Beta distribution are also shown in Figures [3 Jand[4 | Visible in all plots is the theoretical stream-
length invariant bound presented in (29) and (30). The error for the upper tail dependence coefficient is slightly more than that
of the lower tail dependence coefficient in the case of the data streams sampled from the Gaussian distribution, and vice-versa
for the data streams sampled from the Beta distribution.

5.2 | Properties of the copula summary

Next the properties of the modified copula summary, including it’s space-efficiency and implementation runtime, will be numer-
ically demonstrated. Consider the modified copula summary presented in this paper, with € = 0.1, used in the previous numerical
experiment (where five independent bivariate data streams are sampled from both a Gaussian distribution and a Beta distri-
bution). The absolute error of the approximation from this copula summary over time and all data streams sampled from the
Gaussian distribution, for the evaluation points (u;,u,) = (0.7,0.7) and (u;,u,) = (0.02,0.02), are shown in Figures E] and
[6 ]respectively. The same error, only for the data streams sampled from the Beta distribution, are shown in Figures[7 Jand[§']
These show that, as with the standard copula summary presented in [[15], the error of the empirical copula approximation is
bounded by a constant. However now, in the case where the evaluation point (0.7,0.7) is not in the tails of each marginal, the
approximation has a higher bound (and therefore exhibits greater numerical error) than in the case where the evaluation point
(0.02,0.02) is in the tails. This is in line with the theoretical analysis presented in . Next, the implementation runtime and
space-efficiency of the modified copula summary, over all data streams sampled from the Gaussian distribution, is demonstrated.
Figure[9 | shows the runtime (in seconds) of an iteration of the copula summary algorithm after every 5000’th element is added
to the streams. Occassional peaks are due to the combination operation in Sec. [3.3|being implemented. Similarly, Figure[I0 |
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shows the size ratio of the modified copula summary to the entire streams:

. . size of copula summary
size ratio =

size of entire stream

after every 5000°th element is added to the streams. This shows the increasing space-efficiency of the copula summary proposed
in this paper, used for approximations to the empirical tail dependence coefficients, as the stream length increases. At the end
of the data stream the size of the entire stream is 5440520 bytes, 39 times the size of the copula summary.

Finally, the effect of € on the approximation error of the modified copula summary presented in this paper is explored. The
absolute error of the approximation from the copula summary at the evaluation points (u;,u,) = (0.7,0.7) and (u,u,) =
(0.02,0.02), over five independent data streams of length 30000 (sampled from the aforementioned Gaussian distribution), is
shown for a number of different e values in Figure[IT ] The error was computed after every element has been added to the data
streams. As found for a fixed value of ¢ in Figures[5 |and[6 | the copula approximation error is lower for the evaluation point in
the tail, (0.02,0.02). In addition to this, as e decreases, the approximation error at both evaluation points decreases respectively
too; this behaviour is described in the theoretical bound presented in .

5.3 | LANL netflow data

This section applies the proposed methodology to a case-study of cyber-netflow traffic data consisting of records of computer
network communication, available freely from Los Alamos National Laboratory (LANL, https://csr.lanl.gov/data/2017.html).
This provides an example of streaming data with great importance in the field of cyber-security [2]. Various aspects of this data
are throughly described in [26]. It has been shown that flow based techniques have a number of computational advantages and are
successful in detecting a variety of malicious network behaviors [25]]. Daily netflow data is available for 89 days (indexed as Day
2 to Day 91, starting with Day 2). Each flow records an aggregate summary of a bi-directional network communication between
any two of approximately 60000 devices of the LANL network [26]. The aggregate summary consists of various records on the
communication for every second of the day (given in epoch time format). We consider the variable SrcPackets, the number of
bytes the SrcDevice sent during a certain communication event, where SrcDevice is the device that likely initiated the event.
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Modeling the records of communication events in a fixed time window is a common approach to understand normal behaviour
of a cyber network, and in turn helps in detecting unusual behaviour [9]. This type of behaviour could be detected by studying
outlying extreme values of either variable mentioned above, however these particular values might be highly correlated with
extrema from the other variable. By knowing the tail dependence of the variables through the tail dependence coefficients,
one could reason about how likely extrema occuring for both variables at the same time signifies unusual behaviour. In this
application, we consider the above data in the streaming sense over a fixed time window of one second (lowest time resolution
available in the netflow data-set). Then for a given day, we consider the bivariate data stream {xél), xéz)}, where xél ) is the total
volume of bytes transferred during events that initiated at time i and x’ 2 is the total number of active edges in the network at time
i,i =1,...,86400. In the following analysis of the netflow data, we use log transform values of both the variables. Figure
shows scatter plots of {xil), xéz)}, i =1,...,86400, for two randomly selected days, namely Day 3 and Day 10. The points in
the red highlight those lying below the 0.005th sample quantile of both marginals, whereas the darkened points highlight those
lying in the 0.005th sample quantile of either marginal. In both of the days, the pattern indicates a positive co-movement in the
lower tails.

Figure[T3 | shows the empirical lower tail dependence coefficient between the total volume of bytes transferred and the number
of active edges over Day 10, for different values of i. As one can see, there is significant tail dependence demonstrated by a
non-zero coefficient as i tends to 0. Also shown in this Figure is the approximation to the lower tail dependence coefficient
computed using the proposed copula summary in this paper, with ¢ = 0.075. The copula summary is constructed sequentially
after each element is added to the data stream on each second of Day 10, in the manner described in Sec. @ This represents the
summary that would be maintained if this data was to be streamed in real-time to a netflow traffic analyzer. The approximation
shown in Figure[I3 ]is computed after the entire data stream from Day 10 has been inserted into the copula summary; it shows
the significant non-zero tail dependence coefficient well for all i values considered. The average time for each element to be
inserted into the copula summary was just 0.03 seconds; therefore this algorithm would be sufficiently fast to match the data
acquisition rate (one second). The total number of elements stored in the copula summary was 26448, which is much less than
the number of elements in the data stream (172800), and results in a size ratio of 0.15. Therefore this approximation of the lower
tail dependence coefficient is space-efficient relative to storing the entire data stream.
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To see the impact of the condition in (T6)) on the structure of the copula summary applied to approximating the lower tail depen-
dence coefficient for this netflow traffic data, Figure shows the values of gél), fori = 1,..., L, defined in li after all
elements have been added to the data stream. Recall these values are the g values within the tuples making up the eu-approximate
quantile summary ;) in the copula summary. In addition to this, Figure shows the values of L; (the subsummary S(iz)
lengths), for i = 1,..., L. These show a similar pattern to the values of gél); where there is only very few elements being
represented by the i’th tuple in S, there is also only very few elements to have entered or been merged into the correspond-
ing subsummary S(’z). This illustrated behaviour of the copula summary, that makes up the approximations to the lower tail

dependence coefficient of the netflow traffic data, demonstrates the benefits of the modifications presented in this paper.

6 | SUMMARY AND CONCLUSION

This article has presented a stream-length invariant bounded and space-efficient approximation to empirical tail dependence
coefficients for bivariate streaming data. This regime of data means that an indefinite set of data can’t be stored in its entirety,
and analyzes of the data (such as modelling the tail dependence) need to be updated on-the-fly. The approximation presented
in this paper is implemented via the use of a modified copula summary; the standard copula summary was introduced recently
in [15]. The modification, first introduced in the context of quantile estimation [7]], allows the error of the approximation to be
refined in the tails of the copula marginals, and therefore it does not grow linearly with the number of elements in the data stream
(such as the case is when using the standard copula summary).

The methodology presented in this paper is for use with bivariate streaming data. An example of how the copula summaries,
that make up the approximation to empirical tail dependence coefficients in this paper, could be extended to higher dimensional
data streams was presented in [15]. Due to the wide-range of industries that now use streaming data, developing the techniques
surrounding dependence modelling for this type of data is important; this paper continues this line of work. A relevant case-
study of such an industry (cyber-security) is considered at the end of this paper; the proposed methodology is employed to
space-efficiently capture lower tail dependence in a netflow data-set from the Los Alamos National Laboratory.
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APPENDIX

A PROOF OF BOUND ON ERROR FOR ¢U-APPROXIMATE QUANTILE SUMMARY
APPROXIMATIONS

This section shows that the condition in (T6),

rmax,Q(UHl) - rmin,Q(Ui) < 2e min (rmin,Q(Ui)’ n— rmax,Q(Ui+])) >

guarantees that a eu-approximate summary Q can return an approximation fc{k), to Fn?(k)(u) = fc([:)" | for k = 1,2, where Jj €
[[un] — € min(u, (1 — u))n, [un] + € min(u, (1 — u))n]. This is a generalisation of the analysis in [7]. First, we must show that the
insertion and combining operations in Sec.[3.2]and[3.3]do not alter the bound in (I6). Start by considering the insertion operation
outlined in Sec. @ When this operation is carried out and the added tuple gets input after v, |, the first term in the minimum
is unaffected. The second term in the minimum in this case is also unaffected, since r,,,, o(v;,) increases by 1 (g = 1) but so
does n; this means that the bound is still satisfied. If the added tuple gets input before v;, then the first term in the minimum
increases by 1; this also means that the bound is still satisfied. The second term in the minimum in this case is again unaffected
since both r,,,. 5(v;;;) and n increases by 1. Therefore the insertion operation does not affect the bound in (16). Next consider
the combining operation in Sec.[3.3] Clearly this operation only combines tuples in Q when the condition in is satisfied and
therefore this operation does not alter the required bound.

Finally, we now show that O can be queried to return a value j where j € [[un] — e min(u, (1 — u))n, [un] + € min(u, (1 — u))n].

Assume for simplicity that [un] = un, however the derivation below can simply be adjusted to relax this assumption. Let
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FIGURE 9 Boxplot of the implementation runtimes (in seconds) of the modified copula summary, with ¢ = 0.1, based on five
independent data streams sampled from a Gaussian distribution.
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FIGURE 10 Boxplot of the size (in bytes) ratio of the modified copula summary to the entire stream, over time, with ¢ = 0.1,
based on five independent data streams sampled from a Gaussian distribution.

Fi = Frax.0Wis1) = Fuino(0;) and also let i be the smallest index that satisfies

ri+g + A > un+ emin (un, (1 — un). (A1)

+ A1 < min ((1 + €)un, en + (1 — €)un). Now, note that given the form of r; we have,
i-1 i
Zgj,n—Zgj—Ai +g + A
j=1 j=1
i—1 i i—1 i
< min Zgj,n—Zgj—Ai + 2e min Zgj,n—Zgj—Ai
j=1 j=1 j=1 j=1

<A +2e)r,.
So now combining this with (AI) we have that (1 + 2¢)r; > min ((1 + €)un, en + (1 — €)un), and

Therefore, we have r,_, + g'~!

ri+g + A’ <min

r; > min ((1 — e)un, (1 + €)un — en).
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FIGURE 11 Boxplots of absolute error of the empirical copula approximation of 6(0.7, 0.7) (left) and C’(0.0Z, 0.02) (right)
using the modified copula summary, with varying ¢, based on five independent data streams each. The error was computed after
every element has been added to the data streams.
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FIGURE 12 A scatter plot of the total volume of bytes transferred and number of active edges for Day 3 (left) and Day 10
(right) of the LANL netflow data. The darker points correspond to all points in the 0.005th quantile of each marginal, and the
red points correspond to all points in the 0.005th quantile of both marginals.

So overall we have,

min (1 — e)un, (1 + €)un —en) < r,_; + gi_1 <r_+ g’._I + A7 <min((1 + €)un, en + (1 — €)un).
. 7 - 7

(a) (b)

By the construction of QO we know that the value / that satisfies iék) = v,, lies in between r; + g’ and r; + g’ + A’. Therefore
we need to show that (b) — (a) £ 2e min (un, (1 — w)n). If u < 0.5, then (1 — €)un is the minimum of (a) and (1 + €)un is the
minimum of (b), and therefore,

(1 4+ e)un — (1 — €)un = 2¢eun.
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FIGURE 13 The lower tail dependence coefficient (in black) between the total volume of bytes transferred and number of
active edges for Day 10 of the LANL netflow data, over different values of i. The approximation of this coefficient in (26)) over
the same values of i is also shown (in red).
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FIGURE 14 The values of gél) fori =1, ..., L, in the mod- FIGURE 15 The values of (subsummary lengths) L, fori =
ified copula summary constructed over Day 10 of the LANL 1,..., L, in the modified copula summary constructed over
netflow data. Day 10 of the LANL netflow data.

If u > 0.5, then (1 + €)un — en is the minimum of (a) and (1 — €)un + en is the minimum of (b), and therefore

(en+ (1 — €)un) — ((1 + €)un — en) = 2en — eun — eun = 2en(1l — u).
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