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Mobility Changes Anonymity:
New Passive Threats in Mobile Ad Hoc Networks

Xiaoyan Hong#, Jiejun Kongd, and Mario Gerla

" Computer Science Department, University of Alabama, Tuscaloosa, AL 35487
t Computer Science Department, University of California, Los Angeles, CA 90095

Abstract—Privacy in mobile ad hoc networks has new se- anonymity, location privacy, and motion pattern privacy for
mantics in addition to the conventional notions for infrastruc-  |aw-enforcement teams is critical. This poses challenging
ture networks. Mobility enabled by wireless communication has constraints on secure routing and data forwarding.

significantly changed privacy issues and anonymity research in . .
many ways. In particular, mobility requires ad hoc routing In this paper, we seek to demonstrate that MANET routing

schemes to transmit messages frequently in an open wirelessprotocols become a critical factor in anonymity research. We
medium. The routing traffic facilitates adversaries in conducting identify new privacy and anonymity requirements for mobile

various attacks threatening the network security and privacy. wjreless networks by showcasing a set of passive routing
In this work, we focus on passive routing attacks. We present 4y, 01 and defense strategies against these new threats. More

an extensive study on new anonymity threats and classify the o " .
corresponding security demands into three new categories: (1) specifically, we demonstrate that mobility enabled by wireless

venue anonymity (2) privacy of ad hoc network topologyand (3) communication has changed privacy and anonymity issues
privacy of motion pattern These new aspects are all introduced in many ways compared to legacy privacy issues discussed

by mobility and left unaddressed in fixed infrastructure. This in infrastructure network research (e.g., message privacy in

leads us to investigate new design principles. Our study suggests ; PP P ;
that on-demand routing identity-free routing and neighborhood tsf;/estelrr:(:;net’ transaction anonymity in distributed banking

traffic mixing are better design choices to defend against the o ) _ ) ]
new anonymity threats in mobile networks. The paper also  The contribution of this paper is three-fold. We firstly define

demonstrates through examples on the visualization of the mobile “mobile anonymity namely the new anonymity aspects for
anonymity attacks and on the quantification of the effectiveness mgpile wireless networks. In addition to the conventional
of the attacks. identity anonymity, the mobile anonymity has to address
Index Terms—Mobile Anonymity, Anonymous Routing, On  venue anonymityprivacy of network topologyand privacy
Demand Routing, Mobile Ad Hoc Networks, Network Security of motion pattern These new anonymity aspects have little
and Privacy significance in fixed infrastructure, but become critical issues
in mobile networks. We then identify design principles of
I. INTRODUCTION new countermeasures. Our study suggests that a hybrid ap-

Mobile wireless networks, such as mobile ad hoc networl§oach ofidentity-free routingandon-demand routingssisted
(MANETS), are capable of establishing an instant commuith neighborhood traffic mixingrovides better mobile ano-
nication infrastructure for many time-critical and missiondymity support than other approaches. Finally, we demonstrate
critical applications. Nevertheless, the innate characteristicstBfough examples on the quantification of the effectiveness of
mobile wireless networks, such as node mobility and wireledt¢ mobile anonymity attacks and on the visualization of them.
transmissions, make them very vulnerable to security thred®r study calls for attention to efficient anonymous routing
Among all forms of the threats, in this work, we focugchemes for mobile ad hoc networks.
on passive routing attacks that threat the privacy of mobile The rest of the paper is organized as follows. Section II
wireless networks. Consider for example a homeland securi§scribes related work including adversary models, existing
emergency scenario with MANET support. Mobile wireles@honymous schemes, and MANET routing protocols. In Sec-
communications are essential to coordinate the motion &n Il we illustrate the changes in the semantics of the
law-enforcement teams in such a mission. But, in a veng8onymity concept when node mobility prevails MANETSs.
chosen by the terrorist, the open-air wireless communicati&@¢ction IV proposes design principles for countermeasures in
can be explored by a coordinated high-tech adversarial tefgfling with the new challenges. Section V gives examples
to trace the mobile nodes and prepare the counterattacks. PRequantification of the effectiveness of the attacks and on
needed eavesdropping devices, such as sensors and poridpwalization of them. Finally Section VI summarizes the
computing devices, are all available off-the-shelf on-line daper.

from local electronic stores. Providing supports of identity
) . Il. BACKGROUND AND RELATED WORK
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this section, we describe the passive form of the attacks pBe- Routing in mobile ad hoc networks
sented in the hostile environments and briefly review MANET 05t routing protocols in MANETS fell into two categories:

routing protocols and related anonymity research. proactive routing and reactive routing (aka., on demand rout-
_ ing) [6]. In proactive ad hoc routing protocols like OLSR [9],
A. Security and threat models TBRPF [32] and DSDV [35], mobile nodes constantly ex-

Wireless communications can be protected by strong cryglange routing messages which typically include node iden-
tographic methods at application (end-to-end) or MAC |ayé§t.|es and their connections to other no'des' (Link .S.tate, or
(hop-by-hop). However, these protections are not sufficieRistance Vector), so th_at every node malntalns_sufﬂuent and
for the privacy purpose. For examples, MAC addresses 4f@sh network topological (or routes) information to allow
not encrypted by the standard MAC security protections. fRém to find any intended destinations at any time. On the other
addition, an eavesdropper assisted with radio detection deviB88d. reactive routing has become a major trend in MANETS.
can always detect a radio wireless transmission near its off?PV [36] and DSR [23] are dominant examples. Unlike their
location. With the help of localization algorithms [29] and GP§roactive counterparts, reactive routing operation is triggered
information, the eavesdropper can use its own coordinates didhe® communication demand at sources. Typically, a reactive
naming system to name all identified network members witfRUting protocol has two componentsute discoveryand
out knowing their real identities. Moreover, the re-occurrenc&Uté maintenancen route discovery phase, the source seeks
of some payload patterns provide plenty of opportunitid® establish a route towards the destination before sending the
for analysis on the traffic contents and time instances. st data packet. The source floods a route request (RREQ)
a nutshell, besides denial-of-service threats, propagation 8¢Ssage, and the destination will reply a route reply (RREP)
routing messages is challenged by traffic analysis as well. MéSsage upon receiving a RREQ. The RREP traces the reverse

Independent of whether and how the wireless transmissid?in that the RREQ takes to the source, which pinpoints the
are protected, traffic analysis leads to a passive type of atta@ksdeémand route. In the route maintenance phase, nodes en
against the ad hoc routing schemes. The goal of such attaf4t€ monitor the status of the forwarding path, and report to
is very different from other related routing security problem&€ source about link breakages. Optimizations could lead to
such as route disruption and “denial-of-service” attacks. |Ac@l repairs of broken links. _
fact, the passive enemy will avoid such aggressive schemesC€arly, transmitted routing messages and cached routing
in the attempt to be as “invisible” as possible, until it traced@Ples, If revealed to the adversary, will leak large amount
locates, and then physically destroys the assets. The attaclérivate information about the network. When this happens,
try to beprotocol compliantso they are harder to be detecte@r0active protocols and on-demand protocols show different
before potential devastating physical attacks are launched.'€vels of damages by design. With the proactive routing, a

We further characterize the passive adversary in terms of GnPromised node has fresh topological knowledge about
escalating capability hierarchy. other mobile nodes during the entire network lifetime. The

. . adversary can also translate the topological map to a physical
« Mobile eavisldroi)per :\nd traffic a:jnalygtuch ag ad\lller-t map with the help from localization algorithms [29] and GPS.
sary can at least perform eavesdropping and coflect fius, a single-point of compromise allows the adversary to
mgch mfprmauon as posabl_e from mtercepte-d traff'(irace the entire network. On the other hand, with the on-
Ilt |strnob|!|(_ahand .e.qupe;j g,'th _?PS tc_) Itmow |tts_ e’iﬁcaemand routing, an adversary has reduced chances in breaking
ocation. 1he minimum traffic 1t can intercept 1S ey, e anonymity in the sense that only active routing entries
rqutmg traffic from the_legltlmate side. An _eav«_asdroppegre in cache and in transmission, and the traffic pattern
W'th. enough resource IS capg_b le qf analyzing |_ntercept%d probabilistic (with respect to communication needs) and
traffic on-the-scene. This ability gives the traffic analyséxpires after a while
quick turnaround action time about the event it detects,Secure ad hoc roﬁting protocols, such as SEAD [18], Ari-
i\/lndb'llmposdes §er|o;|s pI?yscljcal threatsh to,m?b"e nOd,es'adne [19] and ARAN [42], focus on authentication rather than
« Mobiie QO e intru e; ; adequate Fé_lySIcad prOtEélc'['onanonymity. Simple encryption of routing information [2] can
cannot be guaranteed for every mobile node, node Cogfbp less sophisticated eavesdroppers, but not traffic analysts

promise is inevitable within a long time window. A SUCstudied in this article. Using pairwise keys between neighbors

cessful passive node_ i_ntruder is protocol—_compliant, thli‘r? encryption can alleviate the damages, but can not fully
hard to detect. It participates in collaborative network ORRhwart intruders and traffic analysts, for example, a DSR route

erat]ons (e.g.', ad hoc “’9“”9) to t,’OOSt its attack Stren:qg%raceable by a single intruder en route, while an AODV route
against mobile anonymity, thus it threatens the entitg ;- eable by collaborative intruders

network including all other uncompromised nodes. This

implies that a countermeasure must not be vulnerable @ Anonymous communication schemes in Internet

single point of failure/compromise. Research on privacy in infrastructure networks has resulted
« Mobile colluding attackers Adversaries having differ- in many schemes that deliver messages anonymously. The

ent levels of attacking ability can collaborate throughost popular ones are based on Crowds [40], DC-net [8] and

separated channels to combine their knowledge and N@X-Net [7]. In Crowds, nodes are pairwisely one (logical)

coordinate their attacking activities. This realizes thﬁop away, such that a forwarder can send the message directly

strongest power at the adversary side. to the final recipient, or with certain probability {) choose



another arbitrary node as the next forwarder. In DC-net afithe research spawned the issues we discuss here. SDAR [5]
XOR-tree [13], nodes are arranged into a fixed topology, foises a neighbor detection protocol for key exchange in assist-
instance, a closed ring or a fixed multicast tree. Since netwoikg the anonymous on-demand route discovery. Data packets
wide broadcasts deliver encrypted messages to all noda® delivered using a variant of MIX-net onion. MASK [43]
the adversary cannot identify the real recipient. In MIX-Nefs another anonymous routing protocol that addresses identity
examples including ISDN-MIXes [38], Web-MIXes [4], Stop-anonymity problem. But opportunities exist that fresh (and
and-Go-MIXes [24] and many others [30][11], the networlartial) network topology could be revealed to the adversary.
topology is a fixed graph of MiXes (a node is called a MIX).

The sender can use an arbitrary path in the graph to send [1l. M OBILITY CHANGES ANONYMITY

messages to its recipient. Assuming each MIX's public key |n this section, we describe various new anonymity threats
can be acquired, the sender uses these public keys to encef} vulnerabilities in MANET routing protocols. On one
its message in a layered “onion” structure, such that wh@@nd, mobile nodes’ locations and motion patterns, stand-
the onion goes through a sequence of MiXes, each MIX @iy venues, and even the varying network topology, become
route decrypts the outmost layer using its private key anmdw interests of the adversaries. This brings in new privacy
peels off the layer (which is produced by the sender for thihallenges in addition to conventional identity anonymity and
MIX) and forwards the remaining onion downstream, until thgessage privacy. On the other hand, new vulnerabilities exist
intended recipient receives the message (i.e., the onion cofg)eurrent MANET routing protocols. Mobility requires an ad
PipeNet [10] and Onion Routing [39] reduce the processiffyc routing protocol to transmit messages frequently in an
overhead by establishing bidirectional secure pipes prior ¢pen wireless medium. The routing traffic, if not protected
data delivery. In this case data delivery only incurs littlgom anonymity attacks, facilitates adversaries in conducting
overhead from symmetric key cryptography. various attacks threatening the network security and privacy.
After all, these schemes are not suitable in mobile wirelegge present extensive examples to illustrate the feasibility and
networks due to at least one of the following reasons: (&jfectiveness of these new privacy threats, and to present the
regard network topology as stationary and known; (2) malgw anonymity aspects for mobile wireless networks, namely
impractical cryptographic assumptions, e,g, relyingagmiori  “mopile anonymity The mobile anonymity includesenue

secure pipes; (3) do not protect network topology and mobilighonymity privacy of network topologyandprivacy of motion
pattern; (4) may incur excessive overhead due to expenswtem

public key processing, which in turn incurs hundreds of
millisecond delay on most portable mobile devices. A. Conventional concept of anonymity
) . The concept ofanonymityis defined as the state of being
D. Anonymity study in wireless network not identifiable within a set of subjects, namely #renymity
Existing anonymity schemes for wireless networks fall intget [37]. In conventional anonymity research, the anonymity
a spectrum of design goals. In basestation-based wireless Bet-is the set of thédentities of possible senders/recipients.
works (Cellular or WiFi), privacy is concerned when servicesurther, anonymity is defined in terms aflinkability. Un-
are requested. Gruteser and Beresford work on anonymdiugability describes the property that a sender/receiver not to
use of Location-Based Services [14] or pervasive computing identified from the anonymity set, and the relationship of
applications [3]. In these studies, location privacy is addressg@ sender and the receiver not to be identified. In this paper,
at application level, i.e., to disassociate a user's identifiie notion of identity refers to a mobile node’s routing and
from his location when location information is needed bjorwarding ID, such as an IP address or a MAC address,
applications in order to provide services. The location could Bihce our focus is on routing and data forwarding. Another
geographical coordinates or a service area. He et al. [15] studpect of anonymity is thenobservability a property says
ies location privacy for mobile users of wireless infrastructungat transmissions are physically indiscernible from random
networks when they roam to foreign cells. The home agerisises. Discussions on thmobservabilityproblem is not the
help to protect users’ identity anonymity. Hu et al. [22] studigigtension of this paper.
anonymous end-to-end transactions between mobile users and )
their communicators. An anonymous bulletin board providds Venue anonymity
unlinkability between node identities and their credentials. Figure 1 illustrates an adversary’s network which is com-
All these application-wise efforts do not address threats thatised of a number of eavesdropping cells. The dense grid
exploit vulnerabilities in ad hoc routing protocols. of eavesdroppers presents a strong form of adversary that
In wireless sensor networks, Deng [12] studies location acdllaboratively gathers global knowledge of traffic. The figure
identity privacy of fixed base stationBhantom routing[33] helps to illustrate several possible attacks described in the
solves the location privacy of mobile sources in the presensection. For example, it characterizes the capability of a
of individual eavesdroppers. The network scenarios studied awlection of colluding traffic analysts from multiple cells. And
stationary sensor networks and only the sinks or the sourdealso characterizes the capability of a mobile traffic analyst
are concerned. In mobile ad hoc networks, ANODR [26] iwho can travel along the grid structure to launch anonymity
an anonymous protocol using on-demand routing approachatitacks anywhere and anytime.
protect identity, motion and topology privacy. It uses one of the Besides the identity, a mobile node’s location area de-
design principles identified here, namablentity-freerouting. mands anonymity protection. For a mobile node, we define its



o O 11O can not be used by any legitimate nodes in routing. On the
© 1o O |7 unknownid other hand, the venue anonymity can be compromised by
e ® 0 ® O e the adversary through various routing attacks regarding the
"‘b T4 004 ® p/ o o legitimate nodes. In this sense, with the venue anonymity, we
e focus on the location privacy issue studied in [26], [33], [43]
il O O o where routing messages are greatly concerned. In a nutshell,
© ° © ° PY o) ° the venue anonymity presents new semantics in describing
o @) location related privacy issue of mobile network where routing
@) ) 5/ ) @) presents major vulnerability.
o |G o 5 o Mobility differentiates venue anonymity from identity ano-
© ° ° ° © ° nymity. In static networks (e.g, the public Internet), a sender
o 5 O O o) (or recipient)’s identity and its venue are synonyms due to
O ? unknowhid © © the rich semantics carried in the identity (e.g, an IP address,

or a domain name). Thus, identifying a sender’s (or recipi-
Fig. 1. A network with a number of eavesdropping cells. Traffic analysts agnt’s) venue implies the compromise of sender (or recipient)
depicted as solid black nodes. A sender in dellis communicating with & anonymity. But in mobile networks, a legitimate node is not
recipient in cellL2. Active routing cells are depicted in shade. . .

locked in a vertex/venue of the underlying graph. Thus a
node’s identity is dissociated from a specific venue. However,
at each traffic analyst’s vertex/venue, the adversarial analyst
an correlate a mobile node with its own exact location.

“venu€’ in terms of theadversans capability in positioning
a wireless transmission, i.e., a€hu€ is the smallest area

to which the adversary can “pinpoint” the mobile node vi§ | 43 sh higlenti inand
wireless eavesdropping. In another word, a venue is a locatior¥@Mple 1, 2 and 3 show thadentity anonymitiandvenue

perceived by an adversary. Therefore, a venue is at magpn_ymityare di_ﬁert_ant c_oncep_ts in mobile networks. While
as large as the radio receiving range of the eavesdropfftity _anonyg?lty IS hs_t'rl]l an éssue,bvenéjgz becc()jmes a nelw
(Figure 1). With a better positioning technique support, tH'ONymity problem which needs to be addressed separately.

adversary can improve the precision to a smaller area. TheExample 1:(Sender or recipient identity anonymity at-
network is then, comprised of many venues given all intefack in on-demand route request flooding) In common
cepted wireless transmissions. Several mobile nodes coulddpedemand ad hoc routing schemes like DSR and AODV,
associated with the same venue. An undirected gidph identities of the source/sender and the destination/recipient are
(V, E) can describe the adversarial network. For example, éxplicitly embedded in route request (RREQ) packets. Any
Figure 1, when a cell is a venue, it is a vertex in the gragfavesdropper who has intercepted such a flooded packet can
G. Adversarial eavesdropping nodes form the vertex/venugiquely identify the sender's and the recipient’s identities.
setV. The topological links amongst the vertexes, indicatingowever, he may not know the venue/vertex of the sender or
the communication capability among the adversaries, fore recipient. This example also verifies that neither sender nor
the edge sety. The venue anonymity setis the set of all recipient identity anonymity is protected in DSR and AODV.
the venues. Theenue anonymityis defined as the state ofll

the sender/recipient’s venue being not identifiable within the - . . .

venue anonymity set. The relationship between the sender’gxample 2:(Sender or recipient |dent!ty anpnymlty at-

and recipient’s venues should not be linked given the ven K in 'on-demand route.request rood|ng'W|th per'-hop
anonymity set. Clearly, the venue anonymity concept is deﬁngacryptlon) A seem|_ngly-|qleal cry pt.ographlc protection s o

in parallel to the identify anonymity. However, to ensure Vemfaeoplyper-hopencryptlon using pairwise key agreement, i.e., a

anonymity, the identities of the transmitting nodes must not lgr@nsmssmn IS prote_c ted by an ideal pom'F-to-pomt Secure pipe
revealed. etween the two neighbors of a forwarding hop. The secure

Both relating to location, we useenue anonymityo cap- channel protects every packet including the packet header. This

ture the subtle differences between the t tion privacy solution prevents eavesdroppers from understanding routing

. ; ; messages. But it does not prevent passive node intruders from
mentioned in early literature and the problem addressed | o , R ..

) ._.identifying the sender’'s and the recipient’s identities upon
this paper. In the context of venue, when the association

between the venue and the node’s identity is concerned, {/ﬁé:elvmg ? RTEQ fpt?]cket. ,?\jgam, tt?]e |ntrgqir1tmay not know
can define the concept ofenue privacy which maps to venuelvertex ot the sender or tne recipidt.

location privacy directly (for this reason, we don’t use the Example 3:(Packet flow tracing attack) Similar to
termvenue privacyn the paper). As mentioned in Section ll-anonymity attacks revealing the relationship between senders
D, location privacy has a broad spectrum in its semantiand recipients, the packet flow tracing attack can reveal the
Using the term ofvenue anonymitywe exclude the location relationship between a sender’s venue and its recipient’s venue.
privacy issues where nodes’ identities and their locatiofien protected by ideal encryption along a multi-hop forward-
are concerned for application needs [3] [12] [14] [15] [22]ing path, timing correlation and content correlation analysis
Also, rather than the geographical positions used in gecan be used to trace a packet flow. For example, by collusion
routing [25], [28], the concept ofenuedenotes the adversary’sor mobility, mobile traffic analysts can trace an ongoing packet
knowledge about legitimate wireless ad hoc routers, whiflow to the sender’s venuél and the recipient's venué?2

4



(Figure 1), thus break sender (or recipient) venue anonymityorks, these schemes are vulnerable to attacks described in
But they may not be able to see the identitllls. Example 6.

Example 6:(Neighborhood location privacy attack)
C. Privacy of ad hoc network topology Given any cell L depicted in Figure 1, a mobile traffic
Internet topology are mostly stable and can be vieweéhalyst or an intruder may gather and quantify (approximate)
through various public tools. Routing protocols in Interndfiformation about active mobile nodes within the transmission
(eg.,BGP [41], OSPF [31] and RIP [16]) make no attempts fgnge. For example, it can (a) enumerate active nodés (h)
protect the privacy for network topology. However, in mobil@et related quantities such as the size of the set; (c) perform
networks, network topology constantly changes due to mobifaffic analysis against, e.g., how many and what kind of
ity. Once information about the network topology (or routegonnections in-and-out the cell. Currently common ad hoc
as partial topology information) is revealed, the adversary c&pHting protocols [23][36][43] do not address this attelllk.

launch further security breaches or locate positions of a fewpobile networks could be deployed in severe environments,
nodes given other out-of-band information like geographighere nodes with inadequate physical protection are suscep-
positions and physical boundaries of the underlying mobilhle to being captured and compromised. Any nodes in such
network. If the targetEd ad hoc network has localization a@network must be prepared to operate in a mode that allows
positioning support, the topology privacy problem is aggramp gullibility. In the network, the combination of the ad hoc
vated when the localization results (locations) are reveal%tworking and the topological privacy concern presents a
Therefore, the privacy of network topology becomes a neyflemma described in Example 7.
anonymity requirement in mobile networks. Example 3 has Example 7:(location privacy dilemma for MANET rout-
shown a packet flow tracing attack to compromise relationshjgy) Being a member of MANET, a node must rely on at least
anonymity between a sender’s venue and its recipient’s vend@e of its neighbors to forward its packets. When anonymity
It is also an example of partial compromise of topolog¥ervice is concerned, a node is facing a dilemma. On one hand,
anonymity (the path connecting the sender and the receiveg) node must forward packets to one of its neighbors, so that
Example 4:(A mobile node intruder tries to locate the peig_hbor(s) can further forwa_rd the packets towards the
where a specific node is) In proactive ad hoc routing destination. On the other hand, this node does not trust any of

protocols, mobile nodes constantly exchange routing messafi§sneighbors. Given the node has no way of knowing which
to ensure that each sender knows enough network topologigglghboring nodg IS adyersanal (pas§|ve 'a'ttacke:'r), the pode
information for any intended recipient at any moment. Sudﬁgst not rev_ea! its identity and other identifiable information
design indeed establishes a lot of single points of compromi8e'ts transmissionll

in the network, i.e., a single node intruder can break anonymity

protection by seeing the topological map. This example shoWs Privacy of motion pattern

that pre-computing routing schemes, in particular proactive Besides venues, the change of venues, or the nodes’ mo-
routing schemes, directly conflict with anonymity protectiofion patterns are very important information. For example,
requirements in mobile networks. With on-demand routing, network mission may require a set of legitimate nodes
a node intruder can simply function as a sender/source tto move towards the same direction or a specific spot. Any
establish a route towards the victim, then position and mowgference of the motion pattern will effectively visualize the
towards the next hop close to the victim. By continuouslgutline of the mission and may finally lead to the failure of
probing and moving, the attacker can shorten the route a@ mission. Ensuring the privacy for mobile nodes’ motion
finally reach the victim. If more attackers collude, locating patterns is a new expression. If the network fails to ensure
victim is easier. Thus, an anonymous routing protocol shouldpological venue privacy, a mobile node’s motion pattern can
prevent a sender from knowing a forwarding path towards apg inferred by a dense grid of traffic analysts, or even by a
mobile nodell sparse set of node intruders under certain conditions [17], e.g,
capable of knowing neighbors’ relative positions (clockwise
or counter-clockwise), and capable of overhearing or receiving
ute replies (RREPSs) of on-demand routing.

Example 5:(Vulnerabilities of MIX-Net in mobile net-
works) In MIX-Net, the sender must know the multi-hop
forwarding path toward its recipient and produce an onidf?
before the data can be sent out. If we directly port ChaumianExample 8:(Motion pattern inference attack: dense
MIX-Net into a mobile network by treating all or some mobilemode) The goal of this passive attack is to infer (possibly
nodes as Chaumian MIX nodes, then any node intruder damprecise) motion patterns of mobile nodes. In Figure 1, the
function as a sender to trace the entire netwllkk. omnipresent colluding intruders can monitor wireless trans-
r{ﬁissions in and out a specific mobile node, they can combine
the intercepted data and trace the motion pattern of the node
gl the granularity of cellll

In infrastructure networks, a nhode’s topological location a
related physical location are determinadpriori. Therefore,
anonymity solutions proposed for infrastructure networks u
neighborhood information for transmission. For example, a Example 9:(Motion pattern inference attack: sparse
Chaumian MIX knows its immediate upstream and dowmmode) When node intruders are sparse in the network,
stream MIXes, a jondo in Crowds [40] knows its next jondthey may still be able to infer motion patterns from ongo-
or the destination recipient. If directly ported to mobile neting routing events, though the information gathered could



be imprecise. Here we describe a probabilistip)-clique

attack. Figure 2 depicts the situation when a node intruder g’ / H-dlique 2
X finds from the routing packets that its next hop towards °, *e 2
the nodeY switches from nodel’1 to V2 (both are X's ?\_@){/ \k@@
neighbors). With high probability, this routing event indicates T

that either the target nodé (left figure) or some intermediate

forwarding nodes (right figure) have moved along the direction
V1—V5 (clockwisely). We assume that a node intruder can be
furnished with basic ad hoc localization techniques (e.qg., using

Angle-of-Arrival, Receiver-Signal-Strength-Index, etc.). The @ é\

H-clique is comprised of a single node intruder and its gullible (. @

neighbors. Through colluding, multiple H-cliques can combine ® % 3

their knowledge to obtain more precise information on motion | Nogea Hoolique s /Node B
pattern. Figure 3 shows that a mobile node cutting through ‘ !

two H-cliques is detectable by the adversary. Figure 4 shows A and forwarding changes incurred

,,,,,,,,,,,,,,,,,,,,,,,,,,,, = B’s movement and forwarding changes incurred

the case of three H-cliques. Therefore, a few node intruders
can effectively launch motion pattern inference attacks agaigst Composite H-clique attack: More H-cliques can obtain more precise
the entire network. Both proactive routing schemes and™gHen patterns

demand schemes are vulnerable to such passive atlhcks.
compromised. More design issues have to be addressed to

& ad o route atime 1 ensure the mobile anonymity for routing in a mobile wireless
- network facing various passive adversaries.

ad hoc route at time t1
@ Node Y's at time t1

-

ad hoc route at time 2 '\ __,! @
@ Node Y's at time 2

 forwardin T
+lpdate 9 movement

y Node Y
v2 A

IV. DESIGNING COUNTERMEASURES

ad hoc route at time t2

The major challenge of designing an anonymous routing
Fig. 2. Sparse mode motion pattern inference (H-clique attack). The s@i@tocol for mobile networks is to deal with the venue ano-
black node is a protocol-compliant node intruder. The neighbors (denqtgd'mty and the associated ad hoc network prlvacy prob|ems

by circled triangles) are legitimate network members, but cannot dete(glfch as the dilemma presented in Example 7. The venue
protocol-compliant node intruder. Left: target movement; Right: forwarding P P

node movement. nonym|ty requires a routing protocol to hide a node’s identity
and also to hide the relationship among nodes from each other
(the relations may lead to leaking of enough network routes
O O O () protoncu or topology by inferences), yet still to be able to build up a
route and forward packets. Given the limited dimensions in
routing protocol design, the following directives are useful to

O serve the cause.
Q/Q o On-demand routing approach as a baseline to ensure
7 torwaraing node upiate privacy of network topologyIn on-demand routing,
JON fresh network topology knowledge is gathered only when
3 O needed. Compared to proactive routing and any other
proactive features (e.g., constant neighborhood beacon-
\ @‘ """ @ ing), purely on-demand routing schemes reduce the node
é (5 N @ intruders’ chances in knowing fresh network topology.
; @ @ In addition, on-demand routing generates less routing

overhead and is more energy efficient. These features are
highly desirable for many MANET applications.
Fig. 3. H-clique attack: a motion cutting through two H-cliques is detectable Identity-free routing for strong identity protectioﬁ'he
from forwarding node updates
idea of identity-free routing is to hide a node’s iden-
tity from its neighboring nodes in exchanging routing
messages. This also impliédentity-free forwardingfor
packets. In the design, usage of any identity/pseudonym
of any node is not allowed in routing. Thus when the
worst case presents, the adversary only knows the pres-
ence of neighboring nodes (by wireless transmissions)
but not their identities (or any replacement pseudonyms)
nor the associated relationship amongst identities. This
design ensures perfect identity anonymity against strong
passive node intruders.

As a summary of this section, we point out that without
security protections, all the listed privacy goals are violated
by easy eavesdropping and traffic analysis. Further, while
encryption and pseudonyms can be used for the mobile ano-
nymity as a first defense as they have been widely used in
the Internet practice, problems such as the venue anonymity
still exist. If coordinations among the attackers are possible,
the motion pattern privacy and topology privacy are in great
danger. With intrusions, the listed privacy goals are also mostly



« Wireless neighborhood traffic mixingvithout using iden- protocols [23][34][36]. Figure 5 depicts a typical active route
tities directly in any routing message, traffic should bestablished by different on-demand routing protocols. In Fig-
further mixed within a neighborhood where multipleure 5, common on-demand routing protocols use node’s iden-
nodes move in and out of the venue. Any counting dity to furnish packet forwarding, while an identity-free routing
statistical meaningful analysis is difficult to obtain over anust use aandom pseudonym shared between neighboring
certain period of time. Thus the traffic from or to a venuérwarders. This design bears resemblance to virtual circuits
is protected against strong passive traffic analysts. Theed in Internet QoS [1]. We use a new metric cattedeable
venue anonymity and the neighborhood location privacgtio to quantify the degree of exposure of path segments.
are partly ensured. Such exposure leads to the violation of the motion pattern

« Minimizing expensive public key processing in large-scaf@ivacy and the topology privacy (a route contributing partially
network operations (e.g., floodingPublic key cryptog- to topology knowledge).
raphy not only incurs expensive overhead, but also offers
the adversary abundant chances to deplete ad hoc nodes’ | "~ " & " n /S n S
limited resource. A mobile node intruder that is compliant "" """ '@‘ """ """ """ '@‘""
to the underlying routing protocol can issue network wide
route discovery floods to consume computing resource gig. 5. Identity-free routing (using random pseudonyi¥is, Na, . ..) Vs.
all nodes. common routing (using node identity pseudonymsB, . . .)

Collectively, the directives illustrate critical design princi-

ples for building anonymous ad hoc routing protocols for mo- In an identity-free routing, when a nodé is compromised,

bile wireless networks. It is possible to apply these principlelse adversaries can link two random pseudonyms together for
to design various anonymous routing protocols that achiegach route passing the nodé. Thus, for each route, i
different levels of balances between the protocol efficienggrwarding nodes are compromised and they are consecutive
and the degree of anonymity protection. Protocols visited &h route, then a route segment Bf+ 1 hops are linked

the previous section have used some of the principles. Thegether. If the compromised nodes are not consecutive en
differ in the mechanisms of establishing identity-free routggute, then the adversary is able to construct multiple route
using the on-demand routing approach. But none of them a@ments, but not to link the multiple compromised segments
perfect in prOViding all the anonymity prOteCtionS under th@gether_ For examp|e, ifA is the source andf is the
strongest attacks, e.g, MASK does not guarantee recipigistination in Figure 5, andl, B, D, E are intruded, then
identity anonymity; SDAR and MASK fail to defend thethe adversaries can form traceable segmd®€’ andCDE,
neighborh_ood location privacy attack (Ex_ample 6) Iaunch_qﬁijt they have to intrud€' to discover thatdBC and CDE

by node intruders; ANODR’s RREP traffic and data traffige|ong to the same route. For the same example, if an ordinary
reveal active routes when under the global colluding attagk_demand routing is used, comprising B, D, E leads to

in dense format. On the other hand, however, we note ”?@{/ealing the entire patA BCDE.

the passive adversary (e.g., Figure 1) also pays non-trivial qiq quantify the damage caused by node intrusion. Sup-
deployment and communication cost in its anonymity attadﬁose a route has hops in total, wherék route segments are

Therefore, performance evaluation plays a critical role Ebmpromised And suppose the hop counttif compromised
the anonymous routing design. As neither the adversar, gment isF},1<i<k, we define thetraceable ratio R of the
side nor the legitimate side can completely achieve its 9qal\ia as -

in a network using a properly designed anonymous routing K X h
protocol, the effectiveness of adversarial attacks and legitimate R— i (B W) _ D oima (Fi- )
countermeasures is performance driven. Technical details on L L

how the principles are used in routing protocols, e.g, how {fhere1¥; is a weight factor. The weight/; can be of form
establish a route, can be found in papers [5] [26] [43] ar(d%)r where >0, so that the traceable ratio of a route is
the performance issue is discussed in [27]. 100% when all forwarding nodes en route are intruded, or O

V. THREATS EVALUATION when no fprwardlng node en P[Qute is ||jt_ruded. Without loss
. ) ) ) ) . . ) of generality, we select; = 7. In addition, the longer a
This section aims at illustrating various issues dlscus§8 mpromised segment is, the

2
the traceable ratidt = ——* = % when A, B, D, E are

. 3.341.1 .
use the sparse mode motion inference attack (SMIA) as fhéruded, orR = >532% = 5 when A, B, C, E are intruded.

example. In our simulation, we compare the traceable ratio between
DSR and the identity-free routing for identical scenarios.
A. Route traceable ratio Figure 6 shows the traceable ratios over different path lengths.

In order to realizédentity-free routingwe have to employ Longer paths are more likely to include intruded forwarding

a very different approach from common on-demand routifgpdes. The figure shows that identity-free routing is not
sensitive to the path length because the knowledge exposed to
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increase quickly (note that DSR does not scale to long hops, Destinatioh 2
thus data collected for the path length as long as 7 or more is ]

Adversary 2

not sufficient for statistically meaningful display). - Wty
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Hops Fig. 7. lllustration through simulation: 2 H-clique attacks (Depicted nodes
) . ) and ad hoc routes are from GloMoSim animation).
Fig. 6. Traceable ratio evaluation
B. lllustration: sparse mode motion inference attack VI. SUMMARY

We simulate a scenario where a target node moves straightlyn this paper we have presented an extensive study on
across a network from the left side to the right. Figure @nonymity threats against mobile ad hoc networks. In addition
is a snapshot of the simulation. While moving, the targdé® anonymity required in an infrastructure network, a mobile
node periodically communicates with other nodes (two in trag hoc network should prevent its mobile members from being
figure) using the routes established by the AODV routingjaced by passive adversary. The network needs new mobile
protocol. In the figure, a routing path between the target aagonymity protections like (1) venue anonymity in addition to
the destination is depicted by the linked solid lines. Whegpnventional identity anonymity, (2) privacy of ad hoc network
the target moves, different paths are taken and the figumpology, and (3) privacy of a node’s motion pattern. We
shows that the intermediate forwarding nodes have changedHiave presented practical examples to illustrate the feasibility
several times due to the target mobility. In the meantime, noded effectiveness of many attacks that threat the new privacy
intruders (two in the figure, shown also their radio ranges) arequirements. These new threats are all introduced by mobility
presented in the network. They use the aforementioned radind are little meaningful in fixed infrastructure, thus are left
techniques to obtain the relative positions of its neighbors. tmaddressed. We suggest that in the new context, on-demand
addition, a node intruder is capable of launching wormhobmnd identity-free routing with neighborhood traffic mixing
attacks [20] and rushing attacks [21] to place itself on the @dile better design choices that lead to defense against the
hoc routes with high probability. By analyzing the interceptedew anonymity threats in mobile networks. Simulations show
RREQs and the corresponding RREP packets, e.g., taking &¢xamples on quantifying and visualizing the effectiveness of
source, destination and broadcast-id tuple from the RREQs ahd attacks.
matching them with the later received/intercepted RREP, the
attackers can detect that the next hop has switched from one
neighbor to another for this target node. When encryption is
not implemented to protect the routing messages, this H-cliquelhe authors would like to thank the anonymous reviewers
attack is easier in the sense that no intrusion is needed. for their invaluable comments.

In Figure 7, the &dversaryl” suggests a clockwise motion
to its north-west, the ddversary?2”, hearing the path migra- REFERENCES
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