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Foreword 

This monograph is the outgrowth of Stefan Axelson's PhD Dissertation at 
Chalmers University in Göteborg, Sweden. The dissertation, in turn collects 
a number of research efforts performed over a period of six years or so into a 
coherent whole. It was my honor to serve as the "opponent" at Dr. Axelsson's 
examination. In the Swedish system, it is the job of the opponent to place the 
candidate's work into a broader perspective, demonstrating its significance and 
contributions to the field and then to introduce the work to the attendees at 
the examination. This done, the candidate presents the technical details of the 
work and the opponent critiques the work giving the candidate the opportunity 
to defend it^. This forward is adapted from the introduction that I gave at the 
examination and should serve to acquaint the reader, not only with the work at 
hand, but also with the field to which it applies. The title of the work, "Under
standing Intrusion Detection Through Visualization," is particularly telling. As 
is the case with any good piece of research, we hope to gain an understanding of 
a problem, not just a recipe or simple solution of immediate, but limited utility. 

For much of its formative period, computer security concentrated on devel
oping systems that, in effect, embodied a fortress model of protection. These 
systems were intended to be immune to most of the attacks that we see today 
and were supposed to be capable of processing classified material at multiple 
levels of security (MLS). The problem of building highly secure systems was 
harder than thought, but, by the early 1990s, a number of promising systems 
were beginning to emerge. 

In the mid 1980s commodity personal computers emerged. These were 
initially produced without any regard for security - not even protecting the user 

^ It is interesting to note that Swedish technical universities received the ability to award PhDs rather late 
(1940 in the case of Chalmers), as it was felt that the work of the master engineer had to stand above any 
criticism and it was thus inappropriate to subject it to a form of examination which in its very form relied on 
the work being subjected to critique. 
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from himself. The military adopted these platforms wholesale in spite of their 
insecurity and stopped substantial MLS research efforts in the mid 1990s. 

By the late 1980s, broad band networks were available to most corpora
tions and to many educational institutions. Increasingly, these were using PC 
based platforms as network nodes. Node level security was minimal and diffi
cult. Managing large numbers of machines securely was difficult or impossible. 
Firewalls were introduced to provide a single point of protection for an orga
nization. Intrusion Detection Systems (IDS) were introduced to detect attacks 
either from the outside or from the inside, providing another line of defense for 
the increasingly difficult to manage firewalls. 

In 1980, James Anderson produced a report entitled "Computer Security 
Threat Monitoring and Surveillance" that sets up the framework for what we 
now know as intrusion detection. Anderson (and later Denning) assumed that 
user behavior was regular enough to permit statistical models that would equate 
unusual (or anomalous) with malicious. In general, this is not true, but anomaly 
based systems are still the focus of much research. The other primary area of 
activity is signature based systems in which patterns of activity that match pre
viously known intrusions are sought. Finding the right pattern at an appropriate 
level of abstraction is not easy and most truly new attacks are undetectable using 
signatures. 

There are a number of problems that beset both production and research 
intrusion detection systems. These provide a context for the monograph and 
include: 1) Lack of a fundamental theoretical basis for intrusion detection and 
2) Poor understanding of environments in which intrusion detection systems 
function. These lead to excessive false alarms, inappropriate training for ma
chine learning systems, poorly formed signatures for abuse detection and many 
other problems. The monograph directly addresses several of these problems. 
It is the result of a series of investigations that began late in the last century. 
Although individual results have appeared in a variety of forums, they represent 
a coherent body of work and a significant contribution to the field. 

In the next few paragraphs, we will introduce each of these works and place 
them in perspective. The technical details of each form a chapter in the mono
graph. 

The Base-Rate Fallacy and the Difficulty of Intrusion Detection 
Originally presented at RAID 99, this was my first introduction to the Dr. 
Axelsson and his work. It deals with the problem of excessive false alarm rates, 
a problem that plagues many intrusion detection systems. 

The problem of false alarms is troubling. Every alarm requires investigation 
and uses (typically human) resources. Alarms are often described in terms of 
percentages of cases examined. If there are a lot of cases, even a low alarm 
rate can require excessive resources to examine every alarm. While this is well 



Foreword xv 

known in epidemiology (where it is called the Base-Rate Fallacy), its impact 
was not understood in the IDS community. As a result of this work, the IDS 
community is now aware that very low intrusion rates require even lower false 
alarm rates to prevent operator overload. The consequences of this observation 
inform much of the subsequent work. 

Visualizing Intrusions 
Watching the Webserver represents a tour deforce in primary data analysis as 
well as providing a beautiful example of an observational study. In many cases, 
the quantity of data available defies individual analyses. Only by clustering and 
abstraction can the data be reduced to manageable size. 

Most researchers in this area are more interested in their algorithms than in 
the data. In this work the analysis is properly viewed as a means to understand
ing the processes that produced the data. While the way the log reduction and 
visualization were performed are significant contributions, some of the obser
vations in the discussion have the potential to be even more significant as they 
provide a possible basis for defining a necessary property of certain intrusions. 

Combining a Bayesian Classifier with Visualization 
Understanding the IDS is an often overlooked aspect of research in this field. 
Much of the current work in intrusion detection involves machine learning. 
Even using carefully labeled data, classifiers often learn the right thing for the 
wrong reasons. As far as I know, the approach here of using visualization with 
interactive classification during the learning phase as an aid to understanding 
both the data and the detector, is unique. 

While the simple Bayesian detector used in the study is not particularly 
strong as an IDS, the training approach can be extended to other detectors and 
the results are impressive for the detector involved. This work is significant in 
its own right, however, it also sets forth a significant agenda of future work. 

Visualizing the Inner Workings of a Self Learning Classifier 
Following the previous work with a more complex learning system is logical 
next step. The detector used in this study is much more complex and its op
eration, as originally defined, opaque. Not knowing why a classifier made a 
particular classification impedes training and hampers use. 

The work performed here demonstrates, for this more complex case, that it 
is possible to develop a visualization that gives insight into both the classifier 
and the data allowing the "why" to be understood. As in the previous case, 
the insights into the reasons why the detectors function as they do on the data 
provides insight into the intrusive behavior. 
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Visualization for Intrusion Detection 
Hooking the Worm is an interesting study of attempts to attack a small web 

server. This work takes a neutral view of the dataset involved, developing 
visual techniques for clustering and displaying web accesses. As we noted 
earlier, clustering and abstracting allow us to reduce many individual records 
to a manageable set of classes. 

In this case, reducing the records to a few essential characteristics still allow 
the production of useful patterns. The primary contribution of the work is 
a simple mechanism for providing insight into system activity in a way that 
supports classification into malicious and benign activity. 

Beyond the Monograph 
In addition to providing specific insights in a number of specific areas of in
trusion detection, a number of less tangible contributions are made. All of the 
studies serve as exemplars of the utility of observational studies in computer se
curity. The astute reader will see that the work has benefited from deep thought 
into the activities manifest in the data and tools studied. The resulting insights 
are carefully and clearly set forth. 

The works also show that there is no easy substitute for primary data collec
tion and analysis. Researchers who expect to have data sets handed to them, 
should take note that significant results require hard and tedious work. In many 
other fields, primary data collection and data management may consume as 
much as 90% of a project's budget. There is no reason to expect observational 
studies in computer security to be different. 

In summary, this is work to be emulated by researchers as well as students. It 
has been a great pleasure to correspond with Stefan Axelsson as he performed 
the studies leading to the thesis this monograph is based on, and it is a pleasure 
to be able to introduce the work to the readers of this monograph. 

John MCHugh 
Canada Research Chair 
Director, Privacy and Security Laboratory 
Dalhousie University 
Halifax, Nova Scotia, Canada 
July 2005 



Preface 

With the ever increasing use of computers for critical systems, computer se
curity, the protection of data and computer systems from intentional, malicious 
intervention, is attracting much attention. Among the methods for defense, 
intrusion detection, i.e. the application of a tool to help the operator identify 
ongoing or already perpetrated attacks, has been the subject of considerable 
research in the past ten years. A key problem with current intrusion detection 
systems is the high number of false alarms they produce. This book presents 
research into why false alarms are and will remain a problem, and proposes 
to apply results from the field of information visualization to the problem of 
intrusion detection. This approach promises to enable the operator to correctly 
identify false (and true) alarms, and also aid the operator in identifying other 
operational characteristics of intrusion detection systems. Four different vi
sualization approaches are presented, mainly applied to data from web server 
access logs. The four approaches studied can be divided into direct and indirect 
methods. In the direct approaches the system puts the onus of identifying the 
malicious access requests on the operator by way of the visualization. For the 
indirect approaches the state of two self learning automated intrusion detection 
systems are visualized to enable the operator to examine their inner workings. 
The aim here being to provide the operator with an understanding of how the 
intrusion detections systems operate and whether that level of operation, and the 
quality of the output, is satisfactory. Several experiments were performed and 
many different attacks in web access data from publicly available web servers 
were found. The visualization helped the operator either detect the attacks her
self and more importantly the false alarms. 

Website 
A website for the book can be found at "www.cs.chalmers.serdaveA/isBook". 
Most importantly the website contains the more detailed figures from the book, 
in full size and color. 

http://www.cs.chalmers.serdaveA/isBook
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