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Foreword

It takes more effort to verify that digital system designs are correct
than it does to design them, and as systems get more complex the
proportion of cost spent on verification is increasing (one estimate is
that verification complexity rises as the square of design complexity).

Although this verification crisis was predicted decades ago, it is
only recently that powerful methods based on mathematical logic and
automata theory have come to the designers’ rescue. The first such
method was equivalence checking, which automates Boolean algebra
calculations. Next came model checking, which can automatically verify
that designs have – or don’t have – behaviours of interest specified in
temporal logic. Both these methods are available today in tools sold by
all the major design automation vendors.

It is an amazing fact that ideas like Boolean algebra and modal
logic, originating from mathematicians and philosophers before modern
computers were invented, have come to underlie computer aided tools
for creating hardware designs.

The recent success of ’formal’ approaches to hardware verification
has lead to the creation of a new methodology: assertion based design,
in which formal properties are incorporated into designs and are then
validated by a combination of dynamic simulation and static model
checking. Two industrial strength property languages based on tempo-
ral logic are undergoing IEEE standardisation.

It is not only hardware design and verification that is changing: new
mathematical approaches to software verification are starting to be de-
ployed. Microsoft provides windows driver developers with verification
tools based on symbolic methods.

Discrete mathematics, logic, automata, and the theory of com-
putability are the basis for these new formal approaches. Although they
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have long been standard topics in computer science, the uses made of
them in modern verification are quite different to their traditional roles,
and need different mathematical techniques. The way they are taught
often puts more emphasis on cultivating ‘paper and pencil’ proof skills,
and less on their practical applications and implementation in tools.
Topics in logic are often omitted, or taught without emphasizing con-
nections with automata, and without explaining the algorithms (e.g.,
fixed-point computation) used in verification.

This classroom-tested undergraduate textbook is unique in present-
ing logic and automata theory as a single subject. Public domain soft-
ware is used to animate the theory, and to provide a hands-on taste of
the algorithms underlying commercial tools. It is clearly written and
charmingly illustrated. The author is a distinguished contributor to
both theory and to new tool implementation methods.

I highly recommend this book to you as the best route I know into
the concepts underlying modern industrial formal verification.

Dr. Michael J.C. Gordon FRS
Professor of Computer Assisted Reasoning

The University of Cambridge Computer Laboratory



Preface

Computation Engineering, Applied Automata Theory and Logic:

With the rapidly evolving nature of Computing, and with multiple new
topics vying for slots in today’s undergraduate and graduate curricula,
“classical” topics such as Automata Theory, Computability, Logic, and
Formal Specification cannot fill the vast expanses they used to fill in
both the undergraduate and the graduate syllabi. This move is also
necessary considering the fact that many of today’s students prefer
learning theory as a tool rather than theory for theory’s sake. This book
keeps the above facts in mind and takes the following fresh approach:

• approaches automata theory and logic as the underlying engineering
mathematics for Computation Engineering,

• attempts to restore the Automaton-Logic connection missing in
most undergraduate books on automata theory,

• employs many interactive tools to illustrate key concepts,
• employs humor and directly appeals to intuitions to drive points

home,
• covers classical topics such as the Rice’s Theorem, as well as modern

topics such as Model Checking, Büchi Automata, and Temporal
Logics.

We now elaborate a bit further on these points, and then provide a
chapter-by-chapter description of the book.

Teach Automata Theory and Logic as if they were Engineering Math:

The computer hardware and software industry is committed to using
mathematically based (formal) methods, and realizes that the biggest
impediment to the large scale adoption of these methods would be
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the lack of adequately trained manpower. In this context, it is cru-
cial that students who go through automata theory and logic courses
retain what they have learned, and know how to use their knowledge.
Today’s undergraduate textbooks in the area of this book typically em-
phasize automata theory, and not logic. This runs the risk of imparting
a skewed perspective, as both these perspectives are needed in practice.
Also most of today’s books do not include tool-based experiments. Ex-
perience shows that tool based experimentation can greatly enhance
one’s retention.

Restoring the Missing Automaton/Logic Connection:

Automata theory and logic evolved hand-in-hand - and yet, this connec-
tion was severed in the 1970’s when the luxury of separate automata
theory and logic courses became possible. Now, the crowded syllabi
that once again forces these topics to co-exist may actually be doing
a huge favor: providing the opportunity to bring these topics back to-
gether! For example, Binary Decision Diagrams (BDD) - central data
structures for representing Boolean functions - can be viewed as min-
imized DFA. One can introduce this connection and then show how
finite state machines can be represented and manipulated either using
explicit state graphs or implicitly using BDD based Boolean transition
relations. Another example I’ve employed with great success is that
of the formulation and solution of the logical validity of simple sen-
tences from Presburger arithmetic – such as “∀xyz : x + y = z” –
using DFA. Here, the use of automaton operations (such as intersec-
tion, complementation, and projection) and corresponding operations
in logic (such as conjunction, negation, and existential quantification)
in the same setting helps illustrate the interplay between two intimately
related areas, and additionally helps build strong intuitions.

Teaching Through Interactive Tools:

To the best of my knowledge, none of the present-day undergraduate
books in automata theory employ interactive tools in any significant
manner. This approach tends to give the false impression to students
that these are topics largely of theoretical interest, with the only prac-
tical examples coming from the area of compiler parsers. We encourage
tool usage in the following ways:

• we illustrate the use of the Grail tools, originally from the University
of Western Ontario, to illustrate the application of operations on
automata in an interactive manner,
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• we illustrate the use of the JFLAP tool kit written by Professor
Susan Rodger’s group at Duke when discussing nondeterministic
Turing machines,

• we employ the BED Binary Decision Diagram package of Andersson
and Hulgaard in illustrating several aspects of BDD manipulation
and fixed-point computation,

• we illustrate the use of Boolean satisfiability tools such as Zchaff
and Minisat in leading up to the concept of NP-completeness,

• we illustrate DNF to CNF conversion and obtaining the Prenex
Normal Form using simple programs written in the functional lan-
guage Ocaml, and finally

• we present simple examples using the model checking tool SPIN.

On page 443, we provides the address of the book website where tool-
specific instructions will be maintained.

Letting Intuitions be the Guide:

I have found that introducing diagonalization proofs early on can help
students tie together many later ideas more effectively. I employ gentle
intuitive introductions (e.g., “the US map has more points than hair
on an infinite-sized dog”).

Many topics become quite clear if demonstrated in multiple do-
mains. For example, I illustrate fixed-point theory by discussing how
context-free grammars are recursive language equations. I also intro-
duce fixed-points by pointing out that if one repeatedly photocopies1

a document, it will often tend towards one of the fixed points of the
image transformation function of the photocopy machine(!).

My example to introduce the fact that there are a countably infinite
number of C programs consists of pointing out that the following are le-
gal C programs: main(){}, main(){{}}, main(){{{}}}, ... and then I use
the Schröder-Bernstein theorem relating this sequence to the sequence
of even numbers ≥ 8 (which can then be bijectively mapped to Natu-
ral numbers). In another example, I show that the set of C programs
are not regular by applying the Pumping Lemma to main(){{. . .}} and
getting a syntax error when the Pumping Lemma mangles the brack-
eting structure of such C programs! In my opinion, these examples do
not diminish rigor, and may succeed in grabbing the attention of many
students.

1 Xerox is still a trademark of Xerox Inc.
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Model Checking, Büchi Automata, and Temporal Logics:

From a practical point of view, automata theory and logic play a cen-
tral role in modeling and verifying concurrent reactive systems. The
hardware and software industry employs model checking tools to find
deep seated bugs in hardware and software. This book closes off with
an introduction to the important topic of model checking.

A Tour Through the Book:

Chapter 1 motivates the material in the book, presenting in great detail
why the topics it covers are important both in terms of theory and
practice.

Chapter 2 begins with the quintessentially important topics of sets,
functions, and relations. After going through details such as expressing
function signatures, the difference between partial and total functions,
we briefly examine the topic of computable functions - functions that
computers can hope to realize within them. We point out important
differences between the terms procedure and algorithm, briefly touching
on the 3x + 1 problem - a four-line program that confounds scientists
despite decades of intense research. In order to permit you to discuss
functions concretely, we introduce the lambda notation. A side benefit
of our introduction to Lambda calculus is that you will be able to study
another formal model of computation besides Turing machines (that we
shall study later).

Chapter 3 goes through the concept of cardinality of sets, which in
itself is extremely mentally rewarding, and also reinforces the technique
of proof by contradiction. It also sets the stage for defining fine distinc-
tions such as ‘all languages,’ of which there are “uncountably many”
members, and ‘all Turing recognizable languages,’ of which there are
only “countably many” members.

Chapter 4 discusses important classes of binary relations, such as
reflexive, transitive, preorder, symmetric, anti-symmetric, partial order,
equivalence, identity, universal, equivalence, and congruence (modulo
operators).

Chapter 5 provides an intuitive introduction to mathematical logic.
We have written this chapter with an eye towards helping you read
definitions involving the operators if, if and only if (iff), and quanti-
fiers for all, and there exists. The full import of definitions laden with
ifs and if and only ifs, as well as quantifiers, is by no means readily
apparent - and so it is essential to cultivate sufficient practice. You will
see proof by contradiction discussed at a ‘gut level’ - we encourage you
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to play the game of Mastermind, where you can apply this technique
quite effectively to win pretty much every time. Nested quantification
is reinforced here, as well as while discussing the pumping lemma in
Chapter 12. Our message is: write proofs clearly and lucidly - that way,
in case you go wrong, others can spot the mistake and help you.

Chapter 6 studies the topic of recursion at some depth. Given that
a book on automata theory is ‘ridden with definitions,’ one has to un-
derstand carefully when these definitions make sense, and when they
end up being ‘total nonsense,’ owing, say, to being circular or not
uniquely defining something. Lambda calculus provides basic notation
with which to reason about recursion. We present to you the “friendli-
est foray into fixed-point theory’ that we can muster.” We will use
fixed-points as a ‘one-stop shopping’ conceptual tool for understanding
a diverse array of topics, including context-free productions and the
reachable states of finite-state machines.

In Chapter 7, we begin discussing the notions of strings and lan-
guages. Please, however, pay special attention2 to “the five most con-
fused objects of automata theory,” namely ε, ∅, {ε}, {∅}, and the
equation ∅∗ = {ε}. We discuss the notion of concatenation, exponentia-
tion, ‘starring,’ complementation, reversal, homomorphism, and prefix-
closure applied to languages.

In Chapter 8, we discuss machines, languages, and deterministic fi-
nite automata. We construct Deterministic Finite Automata (DFA) for
several example languages. One problem asks you to build a DFA that
scans a number presented in any number-base b, either most signifi-
cant digit-first, or least significant digit-first, and shine its green light
exactly at those moments when the number scanned so far equals 0
in some modulus k. The latter would be equivalent to division carried
out least significant digit-first, with only the modulus to be retained.
We will have more occasions to examine the true “power” of DFAs
in Chapters 12 and 20. Chapter 8 closes off with a brief study of the
limitations of DFA.

Chapter 9 continues these discussions, now examining the crucially
important concept of non-determinism. It also discusses regular ex-
pressions - a syntactic means for describing regular languages. The im-
portant topic of Non-deterministic Finite Automaton (NFA) to DFA
conversion is also examined.

Automata theory is a readily usable branch of computer science the-
ory. While it is important to obtain a firm grasp of its basic principles

2 Once you understand the fine distinctions between these objects, you will detect
a faint glow around your head.
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using paper, pencil, and the human brain, it is quite important that
one use automated tools, especially while designing and debugging au-
tomata. To paraphrase Professor Dana Scott, computer-assisted tools
are most eminently used as the telescopes and microscopes of learning
- to see farther, to see closer, and to see clearer than the human mind
alone can discern. We demonstrate the use of grail tools to generate
and verify automata.

In Chapter 10, we discuss operations that combine regular lan-
guages, most often yielding new regular languages as a result. We dis-
cuss the conversion of NFA to DFA - an important algorithm both
theoretically and in practice. We also discuss the notion of ultimate pe-
riodicity which crystallizes the true power of DFAs in terms of language
acceptance, and also provide a tool-based demonstration of this idea.

In Chapter 11, we will begin discussing binary decision diagrams
(BDD), which are nothing but minimized DFA for the language of
satisfying assignments (viewed as sequences, as we will show) for given
Boolean expressions. The nice thing about studying BDDs is that it
helps reinforce not only automata-theoretic concepts but also concepts
from the area of formal logic. It teaches you a technique widely used in
industrial practice, and also paves the way to your later study of the
theory of NP-completeness.

In Chapter 12, we discuss the Pumping Lemma. We define the
lemma in first-order logic, so that the reader can avoid common confu-
sions, and grasp how the lemma is employed. We also discuss complete
Pumping Lemmas (regular if and only if certain conditions are met).

In Chapter 13, we present the idea of context-free languages. Context-
free languages are generated by a context-free grammar that consists of
production rules. By reading production rules as recursive equations,
we can actually solve for the context-free language being defined. We
will also have occasion to prove, via induction, that context-free pro-
ductions are sound and complete - that they do not generate a string
outside of the language, but do generate all strings within the language.
The important notions of ambiguity and inherent ambiguity will also
be studied.

Chapter 14 will introduce our first infinite state automaton variety
- the push-down automaton (PDA) - a device that has a finite-control
and exactly one unbounded stack. We will study a method to convert
PDA to CFG and vice versa. We will also show how to prove PDAs
correct using Floyd’s Inductive Assertions method.

In Chapter 15, we study Turing machines (TM). Important notions,
such as instantaneous descriptions (ID) are introduced in this chapter.
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Several Turing machine simulators are available on the web - you are
encouraged to download and experiment with them. In this chapter,
we will also introduce linear bounded automata (LBA) which are TMs
where one may deposit new values only in that region of the tape where
the original input was presented.

Chapter 16 discusses some of the most profound topics in computer
science: the halting problem, the notion of semi-decision procedures,
and the notion of algorithms. With the introduction of unbounded
store, many decision problems will become formally undecidable. In
a large number of cases, it will no longer be possible to predict what
the machine will do. For example, it will become harder or impossible
to tell whether a machine will halt when started on a certain input,
whether two machines are equivalent, etc. In this chapter, we will for-
mally state and prove many of these undecidability results. We will
present three proof methods: (i) through contradiction, (ii) through re-
ductions from languages not known to be decidable, and (iii) through
mapping reductions.

Chapter 17 continues with the notion of undecidability, discussing
two additional proof techniques: (i) through the computational history
method, and (ii) by employing Rice’s theorem. These are advanced
proof methods of undecidability that may be skipped during the initial
pass through the textbook material. One can proceed to Chapter 18
after finishing Chapter 16 without much loss of continuity.

Chapter 18 sets the stage to discuss the theory of NP completeness.
It touches on a number of topics in mathematical logic that will help
you better appreciate all the nuances. We briefly discuss a “Hilbert
style” axiomatization of propositional logic, once again touching on
soundness and completeness. We discuss basic definitions including sat-
isfiability, validity, tautology, and contradiction. We discuss the various
“orders” of logic including zeroth-order, first-order, and higher-order.
We briefly illustrate that the validity problem of first-order logic is
only semi-decidable by reduction from the Post Correspondence prob-
lem. We illustrate how to experiment with modern SAT tools. We also
cover related ideas such as �=-sat, 2-sat, and satisfiability-preserving
transformations.

Chapter 19 discusses the notion of polynomial-time algorithms, com-
putational complexity, and the notion of NP-completeness. We reiterate
the importance of showing that the problem belongs to NP , in addition
to demonstrating NP-hardness.

In Chapter 20, we introduce a small subset of first-order logic called
Presburger arithmetic that enjoys the following remarkable property:
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given a formula in this logic, we can build a finite automaton such
that the automaton has an accepting run if and only if the formula is
satisfiable. The neat thing about this technique is that it reinforces the
automaton/logic connection introduced in the previous chapter.

Chapters 21 through 23 introduce temporal logic and model check-
ing. These topics are ripe for introduction to undergraduates and grad-
uates in all areas of computer science, but without all the generality
found in specialized books. To this end, in Chapter 21, we provide
a history of model checking and also a detailed example. Chapter 22
introduces linear-time temporal logic and Computational Tree Logic,
contrasting their expressive power, and exactly why computation trees
matter. Finally, Chapter 23 presents an enumerative as well as a sym-
bolic algorithm for CTL model checking. We also present an enumer-
ative algorithm for LTL model checking through an example. We in-
troduce Büchi automata, discussing how Boolean operations on Büchi
automata are performed, and that non-deterministic Büchi automata
are not equivalent to deterministic Büchi automata.

Chapter 24 reviews the material presented in the book. Chapter A
lists the book website, software tool related information, and possible
syllabi based on this book.
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