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1 Update about collisions in DES

Given a cryptographic algorithm f (depending upon a fixed message m and a key
k), a pair of keys with collision ko and k; (in short, a collision) are keys such that

f(m, ko) = f(m, ky).

The existence of collisions for a cryptographic algorithm means that this algorithm
is not faithful in a precise technical sense (see [2]). A

An efficient algorithm (called algorithm 1 in the tables) was used on a network
of workstations (thirty SUN’s and ten microVAXes) for finding pairs of keys with
collision in the DES. The algorithm is based on the so-called theory of distinguished
points (see [3], [4]) and is described in [4]. Table 1 gives the set of 26 collisions found
with the same plaintext 0404040404040404.

The same algorithm was used to find a collision when using a double DES in
encryption mode (with 2 distinct keys, k£ and k') with the same fixed plaintext.
Table 2 gives one such a collision.

2 Meet-in-the-middle attack
The meet-in-the-middle attack is the finding of a pair of keys k, k¥’ such that

F(f(mo, k), k') = m,

where f is again the DES in encryption mode and my and m; are fixed messages.
The classical meet-in-the-middle attack is based on the computations of f(me, ko)
for 2% distinct keys and the same number of computations for f~}(m,,k;); then a
common value is likely (the birthday paradox) found by sorting the two obtained sets.
One problem is to store 2** values of 8 bytes. Here instead of storing each computed
value, we only store distinguished points (output values with 11 zeroes at the left)
from the two sets: we need more output values (and thus more computations) for
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finding a common value but less memory. The output values were computed using the
same strategy than for the algorithm 1: that is, we found new collisions during the
process. Table 3 gives the 22 found collisions when the plaintext is “WELCOME ”.
Table 4 gives the 31 found collisions when the ciphertext is “CRYPTO089” and DES
is used in decryption mode.

The common value was found a specific algorithm using hashing tables. The full
paper will explain the strategy we use. Table 5 gives the value found during the
first effective meet-in-the-middle attack. Let us notice that the common value has
11 predetermined bits set at 0.

3 Other results

We also used a variant of algorithm 1 (named algorithm 3 in the tables) both for
finding collisions and for the meet-in-the-middle attack. This variant consists to
replace in algorithm 1 (see [4]) the iteration y — f(m,y) by y «— fii,(¢,y) where
bit is the £-th bit of y, with £ fixed; the functions f; and f; are respectively the DESin
encryption mode with the plaintext “WELCOME ” and the DES in decryption mode
with the ciphertext “CRYPTQ89”, for this application. This idea was independently

found by Coppersmith ([{1]). Table 6 gives 4 new collisions. Table 7 gives 2 new
meet-in-the-middle attacks.
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Table 1. Collisions (ko, k1) found in DES (mode encryption)
with fixed plaintext = 0404040404040404, using algorithm 1.

k0 k1 plain cipher
46b2c8b62818£884 4a5aa8d0ba30585a 0404040404040404 £02d67223ceafl1c
1680b00c1c22¢c6b4 d296c2cab6be3ct0 0404040404040404 @20332821871eb8f
22a64edc20a07032 6edaa03254d2a298 0404040404040404 7237£9e44466059f
620008e886aa8cic cc3adc3616ccic32 0404040404040404 345d8975676f£de0
b41aba7a88c4a8c8 a2aa9adc56a60adb 0404040404040404 301¢9a64b903048d
8654a2b862a82486 5888c640ee3016d4 0404040404040404 81£4a67d208527224d
0ad86014328cf2da 10620c46682e325¢ 0404040404040404 96£0£af4£80b6b29
92f69c5aa2c84ea8 780a76586c7c0cad 0404040404040404 1d90119609729314
1680£2049484b4b2 461422a832ac0c18 0404040404040404 85795a73b4af5d78
e4f068aaea2022e02 3eb8406c969c9cB4 0404040404040404 46184444b7392147
36a0£03afe48c226 28e8161878343ea0 0404040404040404 ¢5ed963b29a48b16
Bc4afadae0c62a84 060c0e048614bc42 0404040404040404 c931dab489£515a1l
d8fc6cba3c0af946¢c dOe4aa90babat8lic 0404040404040404 a3¢7d6433eb14004d
2¢2c5a243cd882fa 36da7e6010d6a07a 0404040404040404 6a5d431ed4863421
ac78ca74c6aleate Taac3c602a9854b6 0404040404040404 2edeaaa8febldlaf
2ae8838904874¢c606 ce806eeaTcfcd2eac 0404040404040404 150e0b6££35b4£0e
76£6527c54447ade 366cf4baa8cc6c80 0404040404040404 77964b1e86beb688e
be827240c8bc3eba 6ecele20bef2b0£8 0404040404040404 £29£dbc8dc6ciT4a
5406c60cb4d6£0c8 5a301¢c2452488476 0404040404040404 c6120£53b62eed0d
b45008326ea40e10 Oe5ebeb62c961274 0404040404040404 ef£56293f14£84£fc4f
a862d2aef0c06c54 624e36aa48926a2e 0404040404040404 7dd3c3d34ea30c2f
02e622c46a40bale 125eb8b03¢c589c54 0404040404040404 3af6bac78416503d
1c3a0ed4f4cca240 bee020625838006a 0404040404040404 2b1331£02e189c68
e0127ea2660a9c80 6a3a00£26810c4£6 0404040404040404 69a7467667b85945
£4c84030841492cc 72¢6000236321¢che 0404040404040404 5db672a19b33fc3ab
4ceaf854a44a0a8e aB367c¢24¢0c8c258 0404040404040404 677277d£7822abbt

Table 2. Collision (k;, k!),7 = 0,1, found in double DES (mode encryption)
with fixed plaintext = 0404040404040404, using algorithm 1.

i k

k)

plain cipher
i i
0. abdasac810281cta 1068d04ed4acbc3c  0404040404040404 b8c78d848dcclabs
1. aaa2bcda8c40cabe d21476e4b69466be  0404040404040404 b8c78d848dcclabéd
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Table 3. Collisions (kg, k;) found in DES (mode encryption)
with fixed plaintext “WELCOMEL” (in hexadecimal) during -use of algorithm 2.

kO k1 plain cipher
9ae23a0c4cBa226e b68858b28ateaeld2 20454d41£434c4557 8¢94880b085330¢7
3a£8987236e69410 Occ8abccdbcd4be 20454d4£434c4557 bae455£4£9825466
e00a7ce87c56668a d2faScb4461a7036 20454d4£434c4557 2ddee611bd255625
708ce29a6662443a d032fc7e5cecel10 20454d4£434c4557 9£989601697e€a08
ccb246¢24coec4sch fac6b210alalebbe 20454d441434c4857 9bd£d47aa8765800
8c42ec6c02968230 66%9eaabcedabcabed 20454d41434c45587 £1b9c371cb484fbd
840e0662505600a6 3e1a36600a08925¢ 20454341£434c¢4557 14210871ad57427a
70bab4769a2c5254 fae866cac0cd4a324s 2045444£434c4557 684cb0ab58dedeaa’d
c4d63aecb0745¢16 €4949a3ab288d410 20454d41434¢4557 3886¢c01aadiceb09
5cce388c46801c20 46c42a823cT746836 20454d4£434c4557 d5944d3a27a8be52
76b65c8c84fabe32 9286b298d880ecla 20454d4£434c4557 56d732299035444b
c09020b4988¢085e¢ 464488de18746a24 20454d4£434c4557 e8a6d4d4b3d62ddf
£2f6dab256ec74a2 bae2e¢4da3890d416 20454d41£434c4557 8ae91121e209f9e8
fcbe7eebcc3e9254 90b88a08041e969a 20454d41£434¢4557 87057985£b756003
92908280a4e23a78 ce24928858481£670 20454d4£434c4557 e43bebd1d51a4ac?
dab83c0c56108ae2 64207cb054da746a 20454d41£434c4557 £9c33b251a5ac47b
78940e4a721a4482 6e6e1874e6daf018 20454d4£434c4557 85048a£612532963
ca82c8fcleb4badb 42202ed48c5¢c0aae 20454d4£434c4557 c9666£42a86b968e
e61428e470ac2e7e c8828266646a9e32 2045444£434c4557 71£9208a9547a8b1
8658c486b81894¢c4 08641cfe966c4064 20454d4£434¢4557 afebc27ed0b2d778
52b6c8e46c32d4042 ©852448260688a8a 20454d41£434c4557 35¢3¢12524134072
3c600e2cb6a404b6s 8402b48c48882e36 20454d4£434c4557 b8c97f4ecel2c612




412

Table 4. Collisions (ko, k1) found in DES (mode decryption)
with fixed cipher “CRYPTO089” (in hexadecimal) during use of algorithm 2.

k0 ki plain cipher
02800a14b49ee86e 1280448278408620 4c1ad1552bc14716 39384£5450595243
5e9476e0ea2e4abl 96fa66dceB89c3448 3af999¢%e1058c54 39384£5450595243
04b2a4al2e21a40a2 a0680ad61a58487¢ da348d105£c37ab3 39384£5450595243
0884a0d264025496 928e6e5a601a604¢ 426d235062£7e190 39384£5450595243
10302c¢1666d8¢280 3622cadeebea’e’8 88985912677¢cdbe3 39384£5450595243
70e45¢cc4803e0c28 560050dae5ea6dcct 6eafabae81icledat9 39384£5450595243
100ce63c74d4a2ce 30c8¢c818429cebte 6ca608£d45504b76 39384£5450595243
061£24006105a80b4 0052b616145aca40 2¢375311e7762a97 39384£5450595243
dabce25a84707208 7038667080107434 b465¢c16bTd3abef3 39384£5450595243
3c781edce2b428c8 26a6b44894aab866 86185a3b82633e3c 39384£5450595243
b2b2c814aclea2bs ca963a306aea86eda 27b00453e16d4d132 39384£5450595243
3042d41£8e4185e80 de62d4120294302e aa9489ba55276236 39384£5450595243
24e86a486028ae60 926894b89%a5ael0fa £308907159a21£273 393841£5450595243
1c2e66dabad46523¢ fe42884ab83622c8 76£268301£944e6a 39384£5450595243
5a6a3838662856a0 42ccadccc4665846 2a5b57ac38d95b1a 393841£5450595243
dc604826a476042a 4ce62014a8ccidle 4da14091e41£97098 39384£5450595243
c0b0520a200c£004 4e8a5442¢09216b2 a09ad87e£26962bt 39384£5450595243
5e88d40487aeac8b0 5c045c842a16¢076 c513e925a73ce3ca 39384£5450595243
9ed64874106c6ale Seeafada7c30823a a91e0ad2717c5165 393841£5450595243
a62458ec32186260 beb06aa4et9a9cla 320338cccB8161304 39384£5450595243
2ab474b62276060a e6e862c42cfal8c8 da8469432789170f 39384£5450595243
900ed69cf8e2dafe 1e222e58c072aa7e @5a9587649764768 393841£5450595243
aadcB88468a466898 32588a9228441244 49£386509b43490¢c 39384£5450595243
78b61a009444de6a 800434904290306a 392269109b13056¢ 39384£5450595243
808688946cfad0al 604858b8bB8dabac8 5617£9¢377565524 393841£5450595243
02a6£64492389646 06365e0c464a7a40 697451d10c2a5215 39384£5450595243
2284841e347cd2a8 beadf09c62604830 702241d5ebb24219 3938415450595243
9a6260c48068e68e 98488cf6d85accd8 4bf50ce58bceb31a 393841£5450595243
a22af8d4beb28460 10646836687cba34 2089ef£273%e30ace 39384£5450595243
€450c21£294187830 54003¢c400c5a6ct8 e5076d5fb1c6ca7L 39384£5450595243
c010844e4a3030ec 3632e0£f0fe0c%22a0 108¢44a64de03689 393841£5450595243

Table 5. Meet-in-middle “attack” (k,k’) against double DES (mode encryption)
with fixed plaintext “WELCOMEL" (in hexadecimal) and
fixed ciphertext “CRYPT089” (in hexadecimal), using algorithm 2.

k

k)

plain

cipher

9a86e458dceb6c46a

12dc6822b028069e

20454d41434c4557

393841£5450595243




Table 6. Collisions (kg, k1) found in DES (mode encryption)
with fixed plaintext “WELCOMEU” (in hexadecimal), using algorithm 3.

ko k1 plain cipher
e24a2ca412beb2ac ca225aa270ac4e36 20454d41434c4557 cOeed4ac?421d8c16
2868be64201cl12de 42d4d460105adc8c 20454441434¢c4557 e3d78af2e104a331
86a41682ea02a43a 3a8c3856848696de 20454d41£434c4557 a567b1c48dd5£045
4260£ed06c5090e4 a01a788492d42£46a 20454d4£434c4557 5cc665796edb52ad

Table 7. Two other meet-in-the-middle “attacks” and collision (k;, ki), = 0,1,
found for double DES (mode encryption) with fixed plaintext “WELCOMEU”
(in hexadecimal) and fixed ciphertext “CRYPTO089” (in hexadecimal)
using algorithm 3.

i k k’ plain cipher

i i
0. 4a445612aa58e264 ca7e4098dc243818  20454d41434c4557  39384£5450595243
1. f4a2ce847008886a f2e2288aeae2b6fa  20454d4f434c4557  393841£5450595243
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