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Preface

Security is one of the most significant issues facing the owners and users of com-
puter systems in the Internet age. Although it has ostensibly been on the agenda for
the last two decades, this does not mean that people fully understand the issue, or
indeed how it might relate to them. Surveys still reveal a significant lack of aware-
ness, as well as a lack of adherence to good practices. In addition, media reports fre-
quently highlight the occurrence of incidents, even affecting high-profile
organisations that we might instinctively assume are the most likely to be protected.
These factors suggest that, although people acknowledge the issue, they may not
truly appreciate the potential impacts or the role that they have to play. In parallel
with this, the use of the Internet and the web has drawn more attention to the need
for protection. Applications such as e-commerce and e-banking mean that security
has become as much of an issue for individuals as it has been for businesses. As
such, it is relevant for people at all levels to have an appropriate understanding of
the surrounding issues and what is at stake. However, it is often apparent that this
understanding is lacking, and while people may pay lip service to the importance of
security, many fail to appreciate that they have assets requiring protection, and often
stop short of making a real commitment. Similarly, some may have misunderstood
or overlooked their risks, with the consequence that their attempts at protection are
misdirected or inadequate. Meanwhile, others may simply assume that security is
someone else’s problem. The aim of this book is to show that security is an issue that
affects us all.

There are, of course, many excellent security books already on the market, and so
a legitimate question would be to ask why another one is necessary. The basic
answer is that, while many existing titles focus quite heavily on what you need to
secure and fiow you can do it, they do not devote much attention to why security is
needed and what can happen without it. This is fine if potential readers have already
accepted the importance, and understand how it relates to them, but if they do not
see it as their problem, then they will be unlikely to benefit. This book consequently
approaches security issues from a different standpoint. It discusses various ways in
which systems and organisations may be vulnerable, the ways in which those vul-
nerabilities may be exploited, and the problems that can occur as a result. The inten-
tion is to give readers the necessary incentive to reassess their own practices, or
indeed those of their organisation.

The chapters that follow are structured according to seven key themes, address-
ing a range of security issues, real-world examples, and related observations that
demonstrate why we need to get protected. Although the book does not claim to
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provide an exhaustive analysis of the potential problems, it does aim to boost aware-
ness in critical areas by providing evidence to show the varied causes, manifesta-
tions, and victims of incidents—all of which adds up to an issue that cannot be
ignored.

Chapter 1 sets the scene by presenting a general introduction to computer secu-
rity and highlighting the basic principles that relate to both individuals and organi-
sations. Evidence is presented to show that security is a constant problem, occurring
within a society that depends heavily upon information technology. At the same
time, however, having to deal with the problems is not always a welcome prospect,
and so despite the need for protection, an atmosphere of insecurity is often able to
flourish.

The main message of Chapter 2 is that if vulnerabilities are present, then things
will go wrong eventually. In some cases, security is overlooked because people are
unaware of the relevant information, whereas in other cases it would be more accu-
rate to say that the issue is simply ignored. In either event, the significance is not
properly perceived until it is too late, and the discussion provides a variety of exam-
ples to demonstrate why an informed approach is preferable to acting on blind faith.

Having considered scenarios in which security is lacking altogether, the message
of Chapter 3 is that even the best security measures can be undermined if people do
not understand them or do not take them seriously. Various examples are presented
to highlight what can happen when the initial steps have been taken but are not fol-
lowed through properly. A significant theme of the discussion concerns getting secu-
rity into the minds of IT users, all of whom must play their part and be given a clear
and consistent message about the importance of maintaining it.

Chapter 4 attempts to dispel the myth that security is someone else’s problem, and
the discussion demonstrates, by way of real-life examples, that problems can affect
everyone—from large corporations, to small organisations, down to individuals. Tt
also draws attention to the fact that there is no such thing as 100% security, and that
no matter how much attention is devoted to it, the problem can never be considered
solved once and for all.

If systems and data are not appropriately protected, then they are effectively open
to attack. Chapter 5 illustrates this point by considering various threats that can
result from deliberate and targeted activities, with examples ranging from external
hackers and distribution of malicious software, to threats from within an organisa-
tion that are posed by its own staff. The discussion also highlights some surround-
ing problems, such as when a lack of security leads to our data being placed at
unnecessary risk, as well as when others actively set out to steal it.

Chapter 6 highlights that even when we do our bit to protect ourselves, we are still
very often dependent upon the attitudes and assistance of external parties. One
issue here is the attention to security by software vendors and service providers. The
discussion demonstrates that although we may assume security has been addressed,
there are often vulnerabilities that we must still be aware of and act upon. Another
dependency arises when seeking appropriate expertise to help us with security, and
it we want the job done properly there is a clear need for professional competence.
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As such, the chapter concludes by considering where we might look to find suitably
qualified people.

The final chapter begins by summarising the main issues from earlier discussions;
it then considers how organisations might be encouraged to take security issues
more seriously. It also gives consideration to some of the contexts in which future
threats and vulnerabilities are likely to occur, before concluding with some brief
advice on what to do in order to start improving protection.

All of the chapters are presented (as far as possible) in layman’s terms, so that
readers without a detailed technology background can appreciate the many forms
that problems may take, and the consequences that can result. The examples are pre-
sented from a variety of perspectives, with topics of relevance to both organisations
and individuals. As such, it is hoped that the material will be of interest to a broad
audience, including business professionals, students and other members of the gen-
eral public who want to know why security is an issue that affects them.
Additionally, although the main arguments will not be new to them, security pro-
fessionals will be able to use the material help justify security to others, as well as to
remind themselves of why they are needed in the first place.
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