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Preface

These are the proceedings of the 7th Workshop on Cryptographic Hardware and
Embedded Systems (CHES 2005) held in Edinburgh, Scotland from August 29 to
September 1, 2005. The CHES workshop has been sponsored by the International
Association for Cryptologic Research (IACR) for the last two years.

We received a total of 108 paper submissions for CHES 2005. The double-
blind review process involved a 27-member program committee and a large num-
ber of external sub-referees. The review process concluded with a two week dis-
cussion process which resulted in 32 papers being selected for presentation. We
are grateful to the program committee members and the external sub-referees
for carrying out such an enormous task. Unfortunately, there were many strong
papers that could not be included in the program due to a lack of space. We
would like to thank all our colleagues who submitted papers to CHES 2005.

In addition to regular presentations, there were three excellent invited talks
given by Ross Anderson (University of Cambridge) on “What Identity Systems
Can and Cannot Do”, by Thomas Wille (Philips Semiconductors Inc) on “Se-
curity of Identification Products: How to Manage”, and by Jim Ward (Trusted
Computing Group and IBM) on “Trusted Computing in Embedded Systems”. It
also included a rump session, chaired by Christof Paar, featuring informal talks
on recent results.

The focus of CHES 2005 was similar to that of the earlier CHES workshops
with the addition of a few new topics of emerging interest among which were
smart card attacks and architectures, tamper resistance on the chip and board
level, true and pseudo random number generators, special-purpose hardware for
cryptanalysis, embedded security, cryptography for pervasive computing (e.g.,
RFID, sensor networks), device identification, non-classical cryptographic tech-
nologies, and side channel cryptanalysis. Special attention was paid to trusted
computing platforms.

Special compliments go out to Colin D. Walter, the general chair and local
organizer of CHES 2005, who brought the workshop to the beautiful historic
town of Edinburgh, Scotland making it as much of a cultural event as a stimu-
lating technical gathering. Christof Paar held the publicity Chair of CHES and
was helpful at all stages of the organization. We would like to thank our corpo-
rate sponsors Cryptography Research Inc., escrypt GmbH, Gemplus, IBM, and
RSA Security, who made it possible to have a lively event with their generous
contributions. We would like to thank our dedicated webmaster Jens-Peter Kaps
for maintaining the CHES website and review system even when he was travel-
ling. Finally, we would like to thank the CHES steering committee members for
giving us the honor of being part of such an influential conference.

August 2005 Josyula R. Rao and Berk Sunar
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CHES 2001: Çetin K. Koç, David Naccache, and Christof Paar (Editors).
Cryptographic Hardware and Embedded Systems – CHES 2001, vol. 2162
of Lecture Notes in Computer Science, Springer-Verlag, 2001.
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