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Abstract. Most earlier studies of DHTs under churn havim one of three states: alive and correct, alive and incowwec
either depended on simulations as the primary investigatifailed. A master equation for this system is simply an equa-
ol, or on establishing bounds for DHTSs to function. In thison for the time evolution of the probability that the systés
aper, we present a complete analytical study of churn usinga particular state. Writing such an equation involvespkee
\@ master-equation-based approach, used traditionallyan-n ing track of all the gain/loss terms which add/detract fréis t
quilibrium statistical mechanics to describe steadyestar probability, given the details of the dynamics. This appioa
ansient phenomena. Simulations are used to verify all the applicable to any P2P system (or indeed any system with a
r—oretical predictions. We demonstrate the application of odiscrete set of states).
<jmethodology to the Chord system. For any rate of churn andOur main result is that, for every outgoing pointer of a Chord
(\stabilization rates, and any system size, we accuratelgigire node, we systematically compute the probability that itnis i
I_the fraction of failed or incorrect successor and finger poinany one of the three possible states, by computing all the gai
rs and show how we can use these quantities to predict 4he loss terms that arise from the details of the Chord proto-
Zerformance and consistency of lookups under churn. We alsbunder churn. This probability is different for each oéth
Udliscuss briefly how churn may actually be of different 'typesuccessor and finger pointers. We then use this information t
&nd the implications this will have for the functioning of D$i1 predict both lookup consistency (number of failed lookugs)
in general. well as lookup performance (latency) as a function of the pa-
rameters involved. All our results are verified by simulatio
(@)) The main novelty of our analysis is that it is carried out en-
(Jheoretical studies of asymptotic performance bounds @é|y from first principlesi.e. all quantities are predicted solely
CIDHTs under churn have been conducted in works i€ 6, 8k a function of the parameters of the problem: the churp rate
“—However, within these bounds, performance can vary subsi@@ stabilization rate and the number of nodes in the sysitem.
ially as a function of different design decisions and confighys giffers from earlier related theoretical studies velmsan-
ration parameters. Hence simulation-based studies SIC}t@s similar to those we predict, were either assumed to be
18,[3] often provide more realistic insights into the pesf given[L0], or measurechumerically [].
(nance of DHTs. Relying on an understanding based on siMcgsest in spirit to our work is the informal derivation in

~Ulations alone is however not satisfactory either, sincthis the original Chord papef]9] of the average number of time-
gase, the DHT is treated as a black box and is only empiricallyis encountered by a lookup. This quantity was approxithate
+evaluated, under certain operation conditions. In thip&@ here by the product of the average number of fingers used in
(Present an alternative theoretical approach to analyzidgia- 5 |50k yp times the probability that a given finger points to a
derstanding DHTSs, which aims for an accurate prediction cﬂ;parted node. Our methodology not only allows us to de-

performance, rather than on placing asymptotic perfor@ange he |atter quantity rigorously but also demonstrates h
bounds. Simulations are then used to verify all theorepeal s probability depends on which finger (or successor) s in

dictions. volved. Further we are able to derive an exact relationirgjat

Our approach is based on constructing and working Wi{is probability to lookup performance and consistencyuacc
master equations, a widely used tool wherever the matherr\%qdy at any value of the system parameters.
cal theory of stochastic processes is applied to real-warét

nomenal[7]. We demonstrate the applicability of this appnoa2 Assumptions & Definitions

to one specific DHT: Chord [9]. For Chord, it is natural to dgg,gic Notation. In what follows, we assume that the reader is
fine the state of the system as the state of all its nodes, Whgijiar with Chord. However we introduce the notation used
the state of an alive node is specified by the states of allji§o.. We useC to mean the size of the Chord key space and
pointers. These pointers (either fingers or successorshere »; ihe number of nodes. Let! = log, K be the number of fin-
“This work is funded by the Swedish VINNOVA AMRAM and ppcders of a node andl the length of the immediate successor list,
projects, the European IST-FET PEPITO and 6th FP EVERGRGM¢@s. usually set to a value- O(log(V)). We refer to nodes by their
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keys, so a node implies a node with key, € 0--- K — 1. We allelized on a cluster of4 nodes where we ha®/ = 1000,
usep to refer to the predecessarfor referring to the successorC = 22, S = 6, 200 < r < 2000 and0.25 < a < 0.75.
Iigt as a whole, and; _fo_r the_z‘th successo_r._ Data struc_tures o§ The Analysis
different nodes are distinguished by prefixing them withdenog 1  pistribution of Inter-Node Distances
key e.g.n’.s1, etc. Letfin;.startdenote the start of thé" fin-  During churn, the inter-node distance (the difference betw
ger (Where for a node, Vi € 1..M, n.fin;.start =n+2""1) the keys of two consecutive nodes) is a fluctuating variabie.
and fin;.nodedenote the actual node pointed to by that fingémportant quantity used throughout the analysis is the pdf o
Steady State Assumption.); is the rate of joins per node,nter-node distances. We define this quantity below ane stat
A the rate of failures per node and the rate of stabilizationsa theorem giving its functional form. We then mention three
per node. We carry out our analysis for the general case wheoperties of this distribution which are needed in the amgsu
the rate of doing successor stabilizatiens;, is not necessarily analysis. Due to space limitations, we omit the proof of this
the same as the rate at which finger stabilizatiobhs- a)\s theorem and the properties here and provide thei in [4].
are p_e_rformed. In all that fo!lows, we impose tfesteac_i;estgelcinition 3.1 LetInt
condition\; = A;. Further it is useful to define = X which 2 ie the number of pairs of i d hich i
_ ) ) . _ ,l.e. pairs of consecutive nodes which are sep
is th(_a relevant ratio on which all the quant!tlt_as we are 1342 0| arated by a distance af keys on the ring.
in will depend, e.gy = 50 means that a join/fail event takes
place every half an hour for a stabilization which takes @latheorem 3.1 For a process in which nodes join or leave with
once evens6 seconds. equal rates (and the number of nodes in the network is almost
Parameters. The parameters of the problem are henkeg: constant) independently of each other and uniformly on the
N, a andr. All relevant measurable quantities should be efing, The probability P(x) = 42 of finding an interval
tirely expressible in terms of these parameters. of lengthz is:
Chord Simulation. We use our own discrete event simula- P(¢) = p*~'(1 — p) wherep = 2% and1 — p = &

tion environment implemented in Java which can be retrievede gerivation of the distributio () is independent of any
from [4]. We assume the familiarity of the reader with Chorgetajls of the Chord implementation and depends solely en th

however an exact analysis necessitates the provision of @ jign and leave process. It is hence applicable to any DHT that
details. Successor stabilizations performed by a mooken.s;  geploys a ring.

accomplish two main goals) Retrieving the predecessor and

successor list of ofi.s; and reconciling withn's state. i) Property 3.1 For any two keys: and v, wherev = u + z,
Informing n.s, thatn is alive/newly joined. A finger stabiliza-'€t b; be the probability that the first node encountered inbe-
tion picks one finger at random and looks up its start. Lookuéeen these two keys isatt- i (where0 < i <z —1). Then

do not use the optimization of checking the successor list Be= »'(1 — p). The probability that there is definitely atleast
fore using the fingers. However, the successor list is used £§€ node betweenandv is: a(x) = 1 — p”. Hence the condi-
last resort if fingers could not provide progress. Lookuygs dional probability that the first node is at a distancgiven that
assumed not to change the state of a node. For joins, a Hite is atleast one node in the intervabigi, x) = b(i)/a(x).

nodew finds its successar through some initial random CON-property 3.2 The probability that a node and atleast one
tact and performs successor stabilization on that succes$0 of its immediate predecessors share the sardfefinger is

fingers ofu that hava) as an acceptable finger nod_e are set topl(k) — Fpp(l B pzk_Q)_ This is~ 1/2 for K >> 1 and
The rest of the fingers are computed as best estimatesifromy; K.Clearly p; = 0 for k = 1. It is straightforward

routing table. All failures are ungraceful. We make the s$impihough tedious) to derive similar expressions ferk) the

fying assumption that communication delays due to a limitgghpapility that a node and atleast two of its immediate pre-

number of hops is much smaller than the average time intefy@tessors share the sarié finger, p;(k) and so on.
between joins, failures or stabilization events. Howewerdo

not expect that the results will change much even if this wéfEoperty 3.3 We can similarly assess the probability that the
not satisfied. join protocol (see previous section) results in further|ieg-

éi_on of the k! pointer. That is, the probability that a newly

bility of a particular finger pointer to be wrong, we need to r@med nqde Wlllt(}:Lhoose _thkth entry of its 5“2%9§S§°r’5 finger
peat each experimeit0 times before obtaining well-averaged@P!€ as Its owrk™ entry iSpjoin (k) ~ p(l}; po )+
results. The total simulation sequential real time for otitg  »)(1 — 0> %) — (1 — p)p(2"72 — 2)p*" . The function
the results of this paper was abal#00 hours that was par-Pioin(k) = 0 for smallk and1 for large .

(z) be the number of intervals of length

Averaging. Since we are collecting statistics like the prob
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Figure 2: Changes i1, the number of wrong (failed or out,,t gepend on the number of wrong first successor pointers.
dated)s; pointers, due to joins, failures and stabilizations. \ye consider only; here.

We write an equation foW; (r, «) by accounting for all the
3.2 Successor Pointers events that can change it in a micro event of titxee An illus-

In order to get a master-equation description which keeps!&ttion of the different cases in which changesiin take place
the details of the system and is still tractable, we make {4 0 joins, failures and stabilizations is provided in fefg.

ansatz that the state of the system is the product of thesstfle0me casesl; increases/decreases while in others it stays
of its nodes, which in turn is the product of the states of 4fichanged. For each increase/decrease, fdble 1 provieles th

its pointers. As we will see this ansatz works very well. NofPresponding probability.

we need only consider how many kinds of pointers there arddy our implementation of the join protocol, a new nadg

in the system and the states these can be in. Consider firsiaiigng between two nodes, andn., has itss; pointer always

successor pointers. correct after the join. However the stategf.s; before the join
Let wy,(r, ), dy(r,a) denote the fraction of nodes havnakes adifference. #,.s; was correct (pointing te..) before

ing awrong k" successor pointer orfailed one respectively the join, then after the join it will be wrong and therefdié

and Wy, (r, o), Dy (r, a) be the respectivaumbers. A failed increases by. If n;.s; was wrong before the join, then it will

pointer is one which points to a departed node andrang remain wrong after the join antd; is unaffected. Thus, we

pointer points either to an incorrect node (alive but notexct) need to account for the former case only. The probability tha

or a dead one. As we will see, both these quantities play a rdles1 is correct isl — w; and from that follows the term.

in predicting lookup consistency and lookup length. For failures, we havel cases. To illustrate them we use
By the protocol for stabilizing successors in Chord, a nodedesn,, n,, n, and assume that, is going to fail. First,



At time ¢ At time 7+ At

if both n,.s; andn,.s; were correct, then the failure of,

. . Before A Join After a Join FA(H-At)
will make ng.s1 wrong and hencél; increases b);. Sec- P e Sl
or_1d, ifn,.s1 andn,.sq Were_ both wrong, then t_he fall_ure of, Before a Fallire | After a Faflure T+
Wll! dec_:reaser by one, since one wrong pointer d|sappears. « ¢ “ole ~. o | u
Third, if n,.s; was wrong anch,.s; was correct, thew’; is =

- P T )
unaffected. Fourth, if,.s; was correct and,.s; was wrong, M oo o o
then the wrong pointer of,, disappeared and,.s; became .@\ \a, .f;ff;{{fﬁg o | =
wrong, therefordV; is unaffected. For the first case to happen,
we need to pick two nodes with correct pointers, the probabil Before a Stabilization] After a Stabilization | F(+4)
ity of this is (1 —w;)?. For the second case to happen, we need e hoe o ime | 1
to pick two nodes with wrong pointers, the probability ofshi > Jin,pointing to 2 falled node
X . fin, pointing to an alive node
is w%. From these probabilities follow the termgsandcs. o Alive node

. . . Failed nod:
Finally, a successor stabilization does not afféGt unless Aot

the stabilizing node had a wrong pointer. The probability 59Uré 4: Changes i, the number of failedfin;, pointers,
picking such a node is1. From this follows the terna,. due to joins, failures and stabilizations.
Hence the equation fd#/; (r, «) is:

Fy(t+ At) | Rate of Change
AW, 2 2 = Fp(t) + 1 | ¢ = (NADDjoin (k) f
- = )\:(1 = (1 — -\ _ )\s k 1 J Pjoin k
7t (1 —wi) + A (1 —wr) FWT — adgwi C B 1| er = (1)1 fe(AAD)
Solving forw in the steady state and putting = \ 7, we get: =) +1 |3 =(1— fk)i[l —p1(k)|(ArAt)
=F{t)+2 | ca= (1~ fk:)2(p1(k) — p2(k))(ArAt)
wi(ra) = — ~ 2 @ | = E@)+3 ) e = (1= fu) (p2(k) - p3(k))(Ar AL)
3+ra  ro = Fi(t) 1—(c1+ca+es+eq+cs)

This expression matches well with the simulation results_lasbI > s f the rel t gai d loss t h
shown in figuredL.d; (r, @) is thenx iw;(r,«) since when able 2: Some of the relevant gain and loss termsifgrthe

A; = Ay, about half the number of wrong pointers are incorre'&'(rjnbfer kOf ni)des whoseth fingers are pointing to a failed
and about half point to dead nodes. Thiyér, o) ~ % which Nedefork = 1.
also matches well the simulations as shown in fifilire 1. We can

also use the above reasoning to iterativelygetr, «) for any and #,. We can predict this function for anly by again esti-

k. _ ~ mating the gain and loss terms for this quantity, caused by a
Lookup ConsistencyBy the lookup protocol, a lookup isjgin, fajlure or stabilization event, and keeping only thesh

inconsistent if the immediate predecessor of the sought kghvant terms. These are listed in tdfle 2.

has an wrong; pointer. However, we need only consider the A join event can play a role here by increasing the number

case vv_hen thel_pointer is pqinting to an alive (but incorrect_)Of F, pointers if the successor of the joinee had a fal&d
node since our implementation of the protocol always resuity inter (occurs with probabilityf;,) and the joinee replicated

the lookup to return an alive node as an answer to the qQUANE from the successor (occurs with probabifigy;, (k) from
The probability that a lookup is inconsistehfr, «) is hence propertyIB).

wi (r,) — di(r,a). This prediction matches the simulation

results very well, as shown in figui 1. A stabilization evicts a failed pointer if there was one te be

_ _ gin with. The stabilization rate is divided by, since a node
3.3 Failure of Fingers stabilizes any one finger randomly, every time it decidesao s

We now turn to estimating the fraction of finger pointers whidilize a finger at ratél — a)As.
point to failed nodes. As we will see this is an important guan Given a node: with an alivek*" finger (occurs with prob-
tity for predicting lookups. Unlike members of the successability 1 — fi), when the node pointed to by that finger fails,
list, alive fingers even if outdated, always bring a quenseto the number of faileds!” fingers (}) increases. The amount
to the destination and do not affect consistency. Theref@e of this increase depends on the number of immediate predeces
consider fingers in only two states, alive or dead (failed).  sors ofn that were pointing to the failed node with theit”

Let f(r, a) denote the fraction of nodes having theft fin- finger. That number of predecessors couldbg 2,.. etc. Us-
ger pointing to a failed node arfg. (r, ') denote the respectiveing property3.P the respective probabilities of those sase:
number. For notational simplicity, we write these as simigly 1 — p1(k), p1(k) — p2(k), p2(k) — p3(k),... etc.
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Solving for f;, in the steady state, we get: haveCy = 1—d; +2xdi(1—d)+3 xdyda(l —dg)+--- =
14+dy =14+1/(ar).
For finding the expected cost of reaching a general distance

|:2ﬁ7«ep(k7) +2— pjom(k‘) + W] :
t we need to follow closely the Chord protocol, which would

fr =

2(1 + Frep(k))

> r(l—a) 2
[2Prep(k) + 2 — pjoin(k) + b :| — 4(1 +

2(1 4 Prep(k))

lookup ¢ by first finding the closest preceding finger. For no-

5 tational simplicity, let us defin€ to be the start of the finger

(say thek!) that most closely precedes Thust = ¢ + m,
i.e. there aren keys between the sought targednd the start

(2) of the most closely preceding finger. With that, we can write a
recursion relation fo€’¢ ,,, as follows:
where P,,(k) = Sp;(k). In principle its enough to keep
even three terms in the sum. The above expressions match very

Cerm=Ce[1 —
well with the simulation results (figufé 3). & gLl —a(m)

3.4 Cost of Finger Stabilizations and Lookups

m

+ (1 — fk) [a(m) + Z bm+1_iCi]
In this section, we demonstrate how the information aboait th =
failed fingers and successors can be used to predict the cost
of stabilizations, lookups or in general the cost for reaghi
any key in the id space. By cost we mean the number of hops
needed to reach the destinatiocluding the number of time-
outs encountered en-route. For this analysis, we consider t
outs and hops to add equally to the cost. We can easily gener-
alize this analysis to investigate the case when a timeatsco Where¢; = 3° _, ;§/2™ andhy (i) is the probability that
some factom times the cost of a hop. a node is forced to use iis — i** finger owing to the death

DefineC;(r, ) (also denoted’;) to be the expected cost foof its £ finger. The probabilities:, b, bc have already been
a given node to reach some target key which keys away introduced in section 3.
from it (which means reaching the first successor of this.key) The lookup equation though rather complicated at first sight
For example(’; would then be the cost of looking up the adjanerely accounts for all the possibilities that a Chord Igoku
cent key { key away). Since the adjacent key is always storedl encounter, and deals with them exactly as the protoasl| d
at the first alive successor, therefore if the first succassdive tates. The first term accounts for the eventuality that tisene
(occurs with probabilityl — d;), the cost will bel hop. If the node intervening betweehandé + m (occurs with probabil-
first successor is dead but the second is alive (occurs wathpiity 1 — a(m)). In this case, the cost of looking fgr+ m is
ability d; (1 — ds)), the cost will be 1 hop + 1 timeout2and the same as the cost for looking for The second term ac-
theexpectedtost is2 x d; (1 — d2) and so forth. Therefore, wecounts for the situation when a node does intervene inbetwee

k—1
+ fra(m) {1 + 3 i) @)

i=1

£/2"
5 boll.6/2)(1 + Ceotsm) + 21a ()
=1



(with probabilitya(m)), and this node is alive (with probabilityexisting theoretical work done on DHTSs in that it aims not at
1— f). Then the query is passed on to this node (Widtldded establishing bounds, but on precise determination of tlee re
to register the increase in the number of hops) and then #te gant quantities in this dynamically evolving system. Frdma t
depends on the length of the distance between this nodé amdatch of our theory and the simulations, it can be seen that we
The third term accounts for the case when the intervening nadn predict with an accuracy of greater th&a in most cases.
is dead (with probabilityf;). Then the cost increases byfor Apart from the usefulness of this approach for its own sake,
a timeout) and the query needs to be passed back to the clogestan also gain some new insights into the system from it.
preceding finger. We hence compute the probablfljtyi) that For example, we see that the fraction of dead finger pointers
it is passed back to thie — i*" finger either because the inters;, is an increasing function of the length of the finger. Infact
vening fingers are dead or share the same finger table entrfpatarge enoughC, all the long fingers will be dead most of
the k' finger. The cost of the lookup now depends on the tt&e time, making routing very inefficient. This implies the
maining distance to the sought key. The expressionf¢i) is need to consider a different stabilization scheme for thgefis
easy to compute using theoredri and the expression for thgsuch as, perhaps, stabilizing the longer fingers more tfiem
fe's [4]. the smaller ones), in order that the DHT continues to functio
The cost for general lookups is hence at high churn rates. We also expect that we can use this analys
Ef:_llci(h o) to understand and analyze other DHTSs.
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a large fluctuation can (and will) drive the number of nodel§] Sean Rhea, Dennis Geels, Timothy Roscoe, and John Kuiitz,
to extinction, causing the DHT to die. In the former case, the Handling chum in a DHT Proceedings of the 2004 USENIX Annual
. . ; 3 Technical Conference(USENIX '04) (Boston, MassachusiSA),
time-to-die scales with the number of nodes~a®v® while in June 2004

. 2 . , y :
the latt_er case it scales asN [E]].'Whl(.:h of thes? types’ of [9] lon Stoica, Robert Morris, David Liben-Nowell, David Kger,
churn is the most relevant? We imagine that this depends on m. Frans Kaashoek, Frank Dabek, and Hari Balakrish@iord: A
the application and it is hence probably of importance tdystu  scalable peer-to-peer lookup service for internet apyilmas |EEE
all of them in detail. Transactions on Networkintyl (2003).

To summarize, in this paper, we have presented a detalf®yl Shengquan Wang, Dong Xuan, and Wei Zhdan resilience of
theoretical analysis of a DHT-based P2P system, Chord, us- Structured peer-to-peer systemSLOBECOM 2003 - IEEE Global
. . . . o ! Telecommunications Conference, Dec 2003, pp. 3851-3856.
ing a Master-equation formalism. This analysis differgriro
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