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Preface

Asiacrypt, the annual conference of cryptology sponsored by IACR is now 11
years old. Asiacrypt 2005 was held during December 4–8, 2005, at Hotel Taj
Coromandel, Chennai, India. This conference was organized by the International
Association for Cryptologic Research (IACR) in cooperation with the Indian
Institute of Technology (IIT), Chennai.

This year a total of 237 papers were submitted to Asiacrypt 2005. The submis-
sions covered all areas of cryptographic research representing the current state of
work in the crypto community worldwide. Each paper was blind reviewed by at
least three members of the Program Committee and papers co-authored by the
PC members were reviewed by at least six members. This first phase of review
by the PC members was followed by a detailed discussion on the papers. At the
end of the reviewing process 37 papers were accepted and were presented at the
conference. The proceedings contain the revised versions of the accepted papers.
In addition we were fortunate to have Prof. Andrew Yao and Prof. Bart Preneel
as invited speakers.

Based on a discussion and subsequent voting among the PC members, the
Best Paper Award for this year’s Asiacrypt was conferred to Pascal Paillier and
Damien Vergnaud for the paper entitled “Discrete-Log-Based Signatures May
Not Be Equivalent to Discrete Log.”

I would like to thank the following people. First, the General Chair, Prof.
Pandu Rangan. Next, Springer for publishing the proceedings in the Lecture
Notes in Computer Science series. I would also like to thank the submitting
authors, the Program Committee members, the external reviewers, and the local
Organizing Committee consisting of Mr. Veeraraghavan and Mr. E. Boopal. I
acknowledge the partial financial support provided by Microsoft Research Labs,
India. I thank Dr. Debrup Chakraborty for his help in managing the submissions
and the final preparation of the proceedings. Thanks also goes to Mr. Sanjit
Chatterjee for his assistance in the process.

December 2005 Bimal Roy
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Carlos Cid, Gaëtan Leurent . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 333

Stream Cipher Cryptanalysis

New Applications of Time Memory Data Tradeoffs
Jin Hong, Palash Sarkar . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 353

Linear Cryptanalysis of the TSC Family of Stream Ciphers
Frédéric Muller, Thomas Peyrin . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 373



Table of Contents XIII

A Practical Attack on the Fixed RC4 in the WEP Mode
I. Mantin . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 395

A Near-Practical Attack Against B Mode of HBB
Joydip Mitra . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 412

Block Ciphers and Hash Functions

New Improvements of Davies-Murphy Cryptanalysis
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Paulo S.L.M. Barreto, Benôıt Libert, Noel McCullagh,
Jean-Jacques Quisquater . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 515

Verifier-Local Revocation Group Signature Schemes with Backward
Unlinkability from Bilinear Maps

Toru Nakanishi, Nobuo Funabiki . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 533

Key Agreement

Modular Security Proofs for Key Agreement Protocols
Caroline Kudla, Kenneth G. Paterson . . . . . . . . . . . . . . . . . . . . . . . . . . . . 549

A Simple Threshold Authenticated Key Exchange from Short Secrets
Michel Abdalla, Olivier Chevassut, Pierre-Alain Fouque,
David Pointcheval . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 566



XIV Table of Contents

Examining Indistinguishability-Based Proof Models for Key
Establishment Protocols

Kim-Kwang Raymond Choo, Colin Boyd, Yvonne Hitchcock . . . . . . . . . 585

Provable Security

Server-Aided Verification: Theory and Practice
Marc Girault, David Lefranc . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 605

Errors in Computational Complexity Proofs for Protocols
Kim-Kwang Raymond Choo, Colin Boyd, Yvonne Hitchcock . . . . . . . . . 624

Signatures

Universal Designated Verifier Signature Proof (or How to Efficiently
Prove Knowledge of a Signature)

Joonsang Baek, Reihaneh Safavi-Naini, Willy Susilo . . . . . . . . . . . . . . . . 644

Efficient Designated Confirmer Signatures Without Random Oracles or
General Zero-Knowledge Proofs

Craig Gentry, David Molnar, Zulfikar Ramzan . . . . . . . . . . . . . . . . . . . . . 662

Universally Convertible Directed Signatures
Fabien Laguillaumie, Pascal Paillier, Damien Vergnaud . . . . . . . . . . . . . 682

Author Index . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 703




