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Preface

These proceedings contain the papers of the 3rd European Workshop on Security
and Privacy in Ad Hoc and Sensor Networks (ESAS 2006), which was held
in Hamburg, Germany, September 20–21, 2006, in conjunction with the 11th
European Symposium on Research in Computer Security (ESORICS 2006).

This year, a total of 44 full papers were submitted to ESAS. Each submit-
ted paper was reviewed by at least three expert referees. After a short period
of discussion and deliberation, the Program Committee selected 14 papers for
presentation and subsequent publication in the workshop proceedings. This cor-
responds to an acceptance rate of 32% – a respectable rate by any measure.

In addition to the presented papers, this year’s workshop also featured two
keynote speeches and seven project presentations. In the first keynote,
Jean-Pierre Hubaux (EPFL) gave an overview of “Security and Cooperation in
Wireless Networks”. The second keynote was given by Pim Tuyls (Philips) on the
interesting topic of “Grey-Box Cryptography: Physical Unclonable Functions”.
The project presentations covered the following European Projects: S3MS,
SeVeCom, BIONETS, CASCADAS, MOBIUS, EYES and UbiSecSens. Unfor-
tunately, the extended abstracts of these presentations could not be included in
the proceedings.

As the Chairs of ESAS 2006, we are very happy with the outcome of the
workshop that clearly demonstrates the continued importance, popularity, and
timeliness of the topic: Security and Privacy in Ad Hoc and Sensor Networks.

Many people contributed to the success of ESAS 2006. First of all, we are
thankful to the authors of the submitted papers for their confidence in this
venue. We are also grateful to the members of the Program Committee for re-
viewing the submitted papers and for putting together the workshop program.
The following external experts helped the work of the Program Committee in the
reviewing process: Asmaa Adnane, Frederik Armknecht, Jared Cordasco, Stefano
Crosta, Laszlo Csik, Ari Juels, Jerome Lebegue, Jin Wook Lee, Marcin Potural-
ski, Maxim Raya, and Liu Yang; we appreciate their contribution very much.

We are also thankful to the participants of the workshop in particular, to the
keynote speakers, the session chairs, and to those who presented their papers or
their projects. Many thanks go to the organizers of ESORICS for accommodating
ESAS and taking care of the logistics. We are thankful to Claude Castelluccia
and Susanne Wetzel for serving as Publicity Chairs, and to Gergely Acs for
maintaining the Web site of ESAS 2006 (www.crysys.hu/ESAS2006). Finally,
we are grateful to NEC Europe for sponsoring the workshop and to Springer for
publishing the proceedings.

Levente Buttyan (Program Co-chair)
Virgil Gligor (Program Co-chair)

Dirk Westhoff (General Chair)
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Roberto Di Pietro, Università “di Roma La Sapienza”, Italy
Hannes Hartenstein, University of Karlsruhe, Germany
Yih-Chun Hu, University of Illinois UC, USA
Markus Jakobsson, Indiana University, Bloomington, USA
Frank Kargl, University of Ulm, Germany
Yongdae Kim, University of Minnesota, Minneapolis, USA
Breno de Medeiros, Florida State University, USA
Ludovic Me, Supelec, France
Pietro Michiardi, Eurecom, France
Gabriel Montenegro, Microsoft, USA
Cristina Nita-Rotaru, Purdue University, USA
Guevara Noubir, Northeastern University, USA
Kaisa Nyberg, Helsinki University of Technology, Finland
Panagiotis Papadimitratos, EPFL, Switzerland
Adrian Perrig, Carnegie Mellon University, USA
Radha Poovendran, University of Washington, USA
Frank Stajano, Cambridge University, UK



VIII Organization

Andre Weimerskirch, escrypt GmbH - Embedded Security, Germany
Dirk Westhoff, NEC Europe Network Lab, Germany
Susanne Wetzel, Stevens Institute of Technology, USA
Jeong Hyun Yi, Samsung Advanced Institute of Technology, Korea
Imad Aad, DoCoMo Lab Europe, Germany



Table of Contents

Abstracts of Invited Talks

Security and Cooperation in Wireless Networks . . . . . . . . . . . . . . . . . . . . . . 1
Jean-Pierre Hubaux

Grey-Box Cryptography: Physical Unclonable Functions . . . . . . . . . . . . . . 3
Pim Tuyls

Regular Papers

Low-Cost Elliptic Curve Cryptography for Wireless Sensor Networks . . . 6
Lejla Batina, Nele Mentens, Kazuo Sakiyama, Bart Preneel,
and Ingrid Verbauwhede

Re-visited: Denial of Service Resilient Access Control for Wireless
Sensor Networks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18

Frederik Armknecht, Joao Girao, Marc Stoecklin,
and Dirk Westhoff

Tiny 3-TLS: A Trust Delegation Protocol for Wireless Sensor
Networks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 32

Sepideh Fouladgar, Bastien Mainaud, Khaled Masmoudi,
and Hossam Afifi

Impact of Pseudonym Changes on Geographic Routing in VANETs . . . . 43
Elmar Schoch, Frank Kargl, Tim Leinmüller, Stefan Schlott,
and Panos Papadimitratos

Identification in Infrastructureless Networks . . . . . . . . . . . . . . . . . . . . . . . . . 58
Gina Kounga and Thomas Walter

Two’s Company, Three Is a Crowd: A Group-Admission Protocol
for WSNs . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 70

Joao Girao and Miquel Martin

So Near and Yet So Far: Distance-Bounding Attacks in Wireless
Networks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 83

Jolyon Clulow, Gerhard P. Hancke, Markus G. Kuhn,
and Tyler Moore

Dynamics of Learning Algorithms for the On-Demand Secure Byzantine
Routing Protocol . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 98

Baruch Awerbuch, Robert G. Cole, Reza Curtmola, David Holmer,
and Herbert Rubens



X Table of Contents

On the Wiretap Channel Induced by Noisy Tags . . . . . . . . . . . . . . . . . . . . . 113
Julien Bringer and Hervé Chabanne
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