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Preface

These proceedings contain the papers of the 3rd European Workshop on Security
and Privacy in Ad Hoc and Sensor Networks (ESAS 2006), which was held
in Hamburg, Germany, September 20-21, 2006, in conjunction with the 11th
European Symposium on Research in Computer Security (ESORICS 2006).

This year, a total of 44 full papers were submitted to ESAS. Each submit-
ted paper was reviewed by at least three expert referees. After a short period
of discussion and deliberation, the Program Committee selected 14 papers for
presentation and subsequent publication in the workshop proceedings. This cor-
responds to an acceptance rate of 32% — a respectable rate by any measure.

In addition to the presented papers, this year’s workshop also featured two
keynote speeches and seven project presentations. In the first keynote,
Jean-Pierre Hubaux (EPFL) gave an overview of “Security and Cooperation in
Wireless Networks”. The second keynote was given by Pim Tuyls (Philips) on the
interesting topic of “Grey-Box Cryptography: Physical Unclonable Functions”.
The project presentations covered the following European Projects: S3MS,
SeVeCom, BIONETS, CASCADAS, MOBIUS, EYES and UbiSecSens. Unfor-
tunately, the extended abstracts of these presentations could not be included in
the proceedings.

As the Chairs of ESAS 2006, we are very happy with the outcome of the
workshop that clearly demonstrates the continued importance, popularity, and
timeliness of the topic: Security and Privacy in Ad Hoc and Sensor Networks.

Many people contributed to the success of ESAS 2006. First of all, we are
thankful to the authors of the submitted papers for their confidence in this
venue. We are also grateful to the members of the Program Committee for re-
viewing the submitted papers and for putting together the workshop program.
The following external experts helped the work of the Program Committee in the
reviewing process: Asmaa Adnane, Frederik Armknecht, Jared Cordasco, Stefano
Crosta, Laszlo Csik, Ari Juels, Jerome Lebegue, Jin Wook Lee, Marcin Potural-
ski, Maxim Raya, and Liu Yang; we appreciate their contribution very much.

We are also thankful to the participants of the workshop in particular, to the
keynote speakers, the session chairs, and to those who presented their papers or
their projects. Many thanks go to the organizers of ESORICS for accommodating
ESAS and taking care of the logistics. We are thankful to Claude Castelluccia
and Susanne Wetzel for serving as Publicity Chairs, and to Gergely Acs for
maintaining the Web site of ESAS 2006 (www.crysys.hu/ESAS2006). Finally,
we are grateful to NEC Europe for sponsoring the workshop and to Springer for
publishing the proceedings.

Levente Buttyan (Program Co-chair)
Virgil Gligor (Program Co-chair)
Dirk Westhoff (General Chair)
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