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BACKGROUND 

The use of cryptography t o  produce a secure method of use r  a u t h e n t i -  
ca t ion  and t o  e n c i p h e r  t r a f f i c  on da ta  o r  d i g i t a l  l i n k s  has been t h e  
aim of many of  t h o s e  d e f i n i n g  t h e o r e t i c a l  schemes and techniques .  
This paper d e s c r i b e s  an experimental  r e a l i s a t i o n  of t hese  aims i n  
hardware, i n  o r d e r  t o  p rov ide  a secure and au then t i ca t ed  communications 
channel.  

The communications channel  i n  t h i s  case could be p a r t  of a lmost  any 
s e r v i c e ,  such a s  v ideo tex ,  t e l e t e x ,  Local Area Networks, packe t  d a t a  
systems, t e l e x  o r  convent iona l  telephone da ta  l i nks .  

SYSTEM REQUIREMENTS 

The b a s i c  o b j e c t i v e  i s  t h a t  au tho r i sed  users ,  and only a u t h o r i s e d  
use r s ,  should be a b l e  t o  exchange meaningful da t a  over  a l i n k .  
This s t a t emen t  a c t u a l l y  conceals  no t  one but  two tasks :  f i r s t l y ,  
v e r i f y i n g  t h e  i d e n t i t i e s  of t h e  would-be l i n k  users  t o  one ano the r  
( a u t h e n t i c a t i o n ) ,  and secondly ,  processing t h e i r  da t a  s o  a s  t o  make 
it u n i n t e l l i g i b l e  t o  eavesdroppers  (encipherment) . Both c r i te r ia  
have t o  be m e t  by e l e c t r o n i c  means without  any excessive o p e r a t i o n a l  
c o n s t r a i n t s  o r  overheads.  

The t r a d i t i o n a l  approach t o  t h e  problem i s  f o r  u s e r s '  encrypt ion  
equipments t o  deploy a convent ional  a lgori thm such as B r i t i s h  Telecom' s 
B-Crypt (1) o r  t h e  American Data Encryption Standard DES ( 2 ) .  U s e r s  
exchanging in fo rma t ion  have t o  be pa r ty  t o  t h e  same key. Success fu l  
in te rworking  t h e n  g i v e s  i m p l i c i t  proof of t he  user  i d e n t i t i e s ,  b u t  t h e  
need f o r  t h e  s e c u r e  d i s t r i b u t i o n  of pre-agreed secret  keys r e p r e s e n t s  
a massive overhead which becomes imprac t ica l  i n  l a r g e  systems. I t  is  
impossible  t o  set  up a s e c u r e  communications l i n k  without  an exchange 
of keys p r i o r  t o  l i n k  se t -up ,  and t h i s  represents  a severe if not 
p r o h i b i t i v e  drawback i n  s e r v i c e s  such as  IJLNs o r  t e l e t e x .  

Another approach i s  t o  use  a pub l i c  key algorithm such a s  PSA ( 3 ) .  
This can reduce t h e  key management overhead t o  an acceptable  l e v e l  
and a t  t h e  same t i m e  a u t h e n t i c a t e  user  i d e n t i t y ,  a l lowing t h e  s e c u r e  
l i n k s  t o  be e s t a b l i s h e d  between s t r ange r s .  But most implementat ions 
of p u b l i c  key s o  f a r  have been r e l a t i v e l y  i n e f f i c i e n t ,  g e n e r a l l y  
l i m i t e d  t o  a speed  of ope ra t ion  of a few t e n s  of b i t s  p e r  second. Thus 
they do n o t  s u p p o r t  t h e  encipherment r a t e s  needed i n  many a p p l i c a t i o n s  
(4) - 
However, by combining t h e  convent ional  and pub l i c  key methods i n  a 
system, i t  i s  p o s s i b l e  t o  ob ta in  the  b e s t  of both worlds.  P u b l i c  
key procedures  are used a t  l i n k  se t  up t i m e  t o  prove use r  i d e n t i t i e s  
and e s t a b l i s h  a secret key which i s  used i n  the  convent ional  
encipherment of  t h e  da t a .  This combination, i n  order  t o  be a p p l i c a b l e  
t o  most communications l i n k s  and easy t o  use,  needs t o  be de f ined  
c a r e f u l l y  t o  overcome any inhe ren t  r i s k s  and t o  obta in  an o p e r a t i o n a l l y  
secu re  system. 

The exper imenta l  sys tem descr ibed  here  w a s  designed t o  m e e t  t h e  
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fol lowing requi rements :  

SECURITY To use  p u b l i c  keys of up t o  512 b i t s  and any conventional.  
a lgor i thm d e s i r e d .  No long-term s e n s i t i v e  information t o  be  
wi th in  t h e  equipment.  

SPEED The equipment should  allow automatic set  up of a s e c u r e  
l i n k  wi th in  3 seconds .  

COMMUNICATONS LINK The u n i t s  t o  be ab le  t o  work on most t y p e s  of 
l i n k s ,  a t  t r ansmiss ion  speeds of up t o  19 bytes ,  and be t o l e r a n t  
of l i n k  e r r o r s .  

USER FRIENDLINESS The i n t e r f a c e  and requirements placed on t h e  
system u s e r  t o  be s e c u r e  a s  poss ib l e .  

USER I D E N T I T Y  The i n d i v i d u a l  user  t o  be i d e n t i f i e d  by tokens ,  def-  
i n i n g  him and h i s  access  r i g h t s  and p r iv i l eges .  The token needs  
t o  be unforgeable .  

USERS I t  s h o u l d  be p o s s i b l e  t o  use t h e  equipment f o r  i n t e r -  
t e rmina l  communications as w e l l  as f o r  s e rv i ces  involving h o s t s  
and da tabases .  

ENCIPHERING METHOD 

B i l a t e r a l  Communications 

A p a r t i c i p a n t  A i n  an RSA-type pub l i c  key system i s  provided wi th  
t h r e e  e n t i t i e s ;  an exponent  EA and a modulus MA which a r e  p u b l i c  
knowledge and comprise  t h e  ' p u b l i c  k e y ' ,  and a f u r t h e r  exponent 
DA which i s  known t o  A a lone  and comprises the' ' s e c r e t  key ' .  A 
message P may be enc iphe red  by r a i s i n g  P t o  the  power EA (or DA) 
modulo MA t o  form c i p h e r t e x t  C. The o r i g i n a l  p l a i n t e x t  P i s  
recovered by r a i s i n g  C t o  t h e  power DA (or EA) modulo MA. S ince  
DA i s  known only  t o  A, t h i s  permi ts  t h e  fol lowing au then t i ca t ions :  

- Only A can r ecove r  t h e  message enciphered under EA, so a 
u s e r  who e n c i p h e r s  d a t a  under A 's  pub l i c  key can be conf iden t  t h a t  
only A may unde r s t and  t h e  message, 
- Only A cou ld  o r i g i n a t e  a message enciphered under DA, s o  a 
u s e r  who dec iphe r s  a message using A 's  pub l i c  key can be 
conf ident  t h a t  on ly  A could  have s e n t  t he  message. 

A number of p o s s i b l e  p u b l i c  key pro tocols  a r e  poss ib l e  which t a k e  
advantage of t h e s e  p r o p e r t i e s  ( 5 , 6 )  . The set-up pro tocol  adopted 
i n  t h e  exper imenta l  system c r e a t e  a random number R between A and B, 
keeping R s ecu re  aGa ins t  eavesdropping, a s  follows: 

1 An unenciphered l i n k  i s  e s t ab l i shed .  
2 A i n v e n t s  a random number RA, and enciphers  it under B'S 
p u b l i c  key t o  form SA=EA exp ( E B )  [mod MB] . Simi la r ly ,  B 
forms SB=RB exp (EA) [mod MA]. 
3 The u s e r s  exchange SA, SB. 
4 User A r ecove r s  RB-SB exp (DA) [mod M A ] ,  u se r  B recovers  
RA=SA exp (DB)  [mod MBI . 
5 Both u s e r s  form R=RA xor RB. 

The convent iona l  key subsystem then der ives  a key K s o  t h a t  t h e  users 
may communicate : 

6 Both u s e r s  t r u n c a t e  R i n  t he  same way t o  obta in  a key K 
and a i n i t i l i s a t i o n  v e c t o r  IV. 
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7 Both u s e r s  l o a d  K t o  encrypt  a l l  fol lowing da ta  us ing  t h e  
convent iona l  a lgor i thm.  

Unless both p a r t i e s  use t h e  same K and commence secure  communication 
with t h e  same i n i t i a l i s a t i o n  vec to r  I V ,  t h e  information exchange 
w i l l  f a i l ,  so a u t h e n t i c a t i o n  i s  complete i n  t h e  f i r s t  subsequent 
exchange of da t a .  

Mul t ip le  Users 

The s imple p r o t o c o l  above can be modified t o  inc lude  mul t ip le  u s e r s ,  
so t h a t :  

1 U s e r  A creates RA and forms SAB=RA exp (EB) [mod MB] , 
SAC=RA exp (EC)  [mod MC] ..., while  use r  B forms SBA, SBC. ..., 
C forms SCA, SCB.... etc. 
2 U s e r s  t hen  exchange SAB, SAC ...., SBA, SBC ...., SCA,  SCB.... 
etc.  
3 A t hen  recovers  RB=SBA exp (DA) [mod MA], RC=SCA exp (DA) 
[mod MA] ...., B recovers  RA, RC ...., and C recovers  RA, RB.... 
etc. 

The convent iona l  a lgo r i thm is  then used f o r  communication a s  be fo re .  

C e r t i f i c a t i o n  of Keys and Provi leges  

In  a s ecu re  sys tem a user  could obta in  t h e  pub l i c  key and p r i v i l e g e s  
of access  of h i s  d e s i r e d  p a r t n e r  by i n t e r r o g a t i n g  a r e l i a b l e  publ ic  
key d i r e c t o r y .  This limits t h e  f l e x i b i l i t y  and response t i m e  of t h e  
system as a Secure  c a l l  t o  t h e  d i r e c t o r y  must be made before  key 
exchange can t a k e  place. 

A method of c e r t i f y i n g  keys i s  t h e r e f o r e  introduced using a sys tem 
pub l i c  key known t o  an i s s u i n g  au tho r i ty .  Extra  s t e p s  a r e  needed 
t o  e s t a b l i s h  t h e  c e r t i f i c a t e s  which a r e  then i s sued  t o  the  use r s :  

a System p u b l i c  key va lues  ES, MS and D S  a r e  e s t ab l i shed .  
b ES,  MS a r e  wide ly  d i s t r i b u t e d  so t h a t  each user  is  a s s u r e d  
of t h e i r  va lues :  DS is  kep t  s e c r e t  by the  i s su ing  a u t h o r i t y .  
c each u s e r  i s  i s s u e d  wi th  a c e r t i f i c a t e  of h i s  i d e n t i t y ,  p u b l i c  
key, and any o t h e r  u s e f u l  information (eg. access  r i g h t s ,  
p r i v i l e g e s ,  name e t c )  p ro tec t ed  using the  system secret 
key DS. Thus u s e r  A ' s  c e r t i f i c a t e  could be CA=ZA exp (DS) [mod M S ]  
where ZA i s  t h e  s t r i n g  formed by t h e  concatenation of A:EA:MA:. . . . , 
o r  a l t e r n a t i v e l y  a c e r t i f i c a t e  could be formed by appending a 
banking- message type  a u t h e n t i c a t o r  a t  t he  end of t h e  s t r i n g  
A:EA:MA.. . . based  on DS ( 7 ) .  

The p u b l i c  key p r o t o c o l  now commences: 
1 U s e r s  A ,  B e s t a b l i s h  unenciphered l i nks .  
l a  Users A, B exchange c e r t i f i c a t e s .  
l b  U s e r  A o b t a i n s  B ' s  pub l i c  key EB, MEi from ZB=CB exp 
(ES) [mod M S ] ,  whi le  B s i m i l a r l y  obta ins  A ' s  pub l i c  key. 

This c e r t i f i c a t e  sys tem i s  a l s o  ava i l ab le  f o r  mul t ip le  users .  

SYSTEM REALISATION 

The experimental  hardware i s  b u i l t  t o  r e a l i s e  t h e  p ro tocols  and enciphe-  
r i n g  processes  a l r e a d y  descr ibed .  The ease  of use of the  hardware,  
t o g e t h e r  w i t h  t h e  s e c u r i t y  it could a f fo rd ,  were t h e  two maxims t h a t  
w e r e  employed when des ign ing  t h e  system. Figure 1 shows t h e  sys tem 
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block diagram. 

Equipment I n t e r f a c e  

The sys tem i s  housed  i n  a s t a n d - a l o n e  c a s e ,  and uses  V 2 4  (RS232) serial  
i n t e r f a c e s  t o  i n t e r c o n n e c t  t h e  u s e r  ( t e r m i n a l  or system) t o  t h e  
communicatons l i n k  (modems, l o c a l  a r e a  networks.  e tc)  . Another replica 
u n i t  is  employed by t h e  communicant a t  t h e  o t h e r  end of t h e  cormnuhicat- 
i o n s  l i n k .  

Token 

The c e r t i f i e d  p a r t  of t h e  key ,  ZA f o r  u s e r  A ( c o n t a i n i n g  h i s  
p r i v i l e g e s  and p u b l i c  k e y ) ,  h i s  s e c r e t  key (DA) and A ' s  copy of t h e  
system p u b l i c  key ES and M S  are s t o r e d  i n  t h i s  r e a l i s a t i o n  on a 
DataKey (81 ,  which i s  e s s e n t i a l l y  a b lock  of memory i n  t h e  form of  s o m e  
E l e c t r i c a l l y  A l t e r a b l e  Read Only Memory (EAROM) encased i n  p l a s t i c  
i n  t h e  shape of a key. T h i s  key i s  c e r t i f i e d ,  and t h e  s e c r e t  key i s  
p r p t e c t e d  by b e i n g  combined w i t h  an seven d i g i t  randomly selected 
number which is t h e  P e r s o n a l  I d e n t i t y  N u m b e r  ( P I N )  of t h e  key h o l d e r .  
Other forms of t o k e n ,  s u c h  as magnet ic  c a r d s ,  a r e  e q u a l l y  s u i t a b l e .  

The l i n k  is  f i r s t  e s t a b l i s h e d  between t h e  u s e r s  i n  unencrypted mode, 
and t h e  u s e r  r e q u i r i n g  enc ipherment  i n s e r t s  h i s  key i n t o  a 
r e c e p t a c l e .  The key  i s  t h e n  r e a d ,  and t h e  u s e r  i s  r e q u e s t e d  t o  e n t e r  
h i s  P IN by a message d i s p l a y e d  on a l i q u i d  c r y s t a l  pane l .  A f t e r  h i s  
PIN has  been e n t e r e d ,  a message i s  s e n t  t o  t h e  d i s t a n t  u s e r  i n v i t i n g  
him t o  i n s e r t  h i s  key  and e n t e r  h i s  PIN. The exchange p r o t o c o l  t h e n  
t a k e s  p l a c e ,  and e a c h  user s h o u l d  then  f i n i s h  up wi th  t h e  s a m e  random 
number, which is  u s e d  t o  d e r i v e  t h e  convent iona l  e n c i p h e r i n g  key and 
i n i t i a l i s a t i o n  vector. 

F i n a l l y ,  a v e r i f i c a t i o n  message is  t h e n  passed  between e n c i p h e r i n g  
systems t o  e s t a b l i s h  t h a t  t h e  exchange h a s  been s u c c e s s f u l .  Each 
user is a b l e  t o  i n s p e c t  t h e  c e r t i f i e d  names of h i s  p a r t n e r s  as they 
a r e  d i s p l a y e d  on h i s  own e n c i p h e r i n g  equipment. The u s e r  equipment  
i s  now able t o  conduct  an e n c i p h e r e d  communications s e s s i o n .  

The l i n k  i s  t e r m i n t e d  by t h e  wi thdrawal  of a key, and t h e  e n c i p h e r i n g  
u n i t s  a r e  r e t u r n e d  t o  p l a i n t e x t  mode. 

HARDWARE DEVELOPED 

User V i e w  

The hardware deve loped  i n  t h e  i n i t i a l  phase c o n s i s t s  of t h e  u s e r  
i n t e r f a c e  p r e s e n t e d  t o  t h e  o p e r a t o r  and t h r e e  o t h e r  sub-systems 
d e s c r i b e d  below which implement t h e  p r o t o c o l s  adopted. The sub- 
systems are i n t e g r a t e d  i n t o  a small  rack  u n i t  i n  t h i s  p r o t o t y p e  
re a li s a t i  on. 

The u s e r  connec ts  t h e  e n c i p h e r i n g  u n i t  between h i s  t e r m i n a l  and t h e  
communications l i n k  u s i n g  t h e  s e r i a l  p o r t s .  H e  i s  p r e s e n t e d  w i t h  
f o u r  i n t e r f a c e s :  

- A d i s p l a y  t o  p r o v i d e  p l a i n  language i n s t r u c t i o n s ,  s ta tus  and 
f a u l t  c o n d i t i o n s ,  
- An a u d i o  s o u n d e r  t o  draw a t t e n t i o n  t o  o p e r a t i n g  c o n d i t i o n s  
r e q u i r i n g  a t t e n t i o n ,  
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- 
- A key r e c e p t a c l e  f o r  t h e  DataKey. 

A numeric keyboard t o  i n p u t  t h e  PIN, 

Exponent i a t  or 

A hardware p u b l i c  key exponen t i a to r  capable of exponent ia t ion of 
numbers up t o  512 b i t s  i n  l eng th .  This uses .convent iona1 TTL 
i n t e g r a t e d  c i r c u i t s .  The exponent ia t ion  of a 512 b i t  number t a k e s  
about one second. The exponen t i a to r  connects t o  a c o n t r o l l i n g  
microprocessor  by s e r i a l  i n t e r f a c e s .  

Stream Cipher 

The convent iona l  enc ryp t ion  i s  performed by equipment using B-Crypt 
i n  a d d i t i v e  stream cypher  mode o r  DES i n  c ipher  feedback mode. The 
c o n t r o l  microprocessor  l oads  t h e  key and I V  through a s p e c i a l l y  
dedica ted  serial  p o r t ,  and t h e  p l a i n t e x t  and c iphe r t ex t  through a 
p a i r  of s e r i a l  p o r t s .  

Control  Microprocessor  

An I n t e l  8085 i s  used a s  t h e  con t ro l  microprocessor.  S e r i a l  p o r t s  
connect t h e  c o n t r o l  c i r c u i t r y  t o  the  use r  and communications l i n k ,  
and t h e  exponen t i a to r  and s t r eam encryptor .  P a r a l l e l  p o r t s  c o n t r o l  
l i q u i d  c r y s t a l  d i s p l a y  and P I N  inpu t  pad. The pro tocol  i s  implemented 
i n  sof tware.  

RESULTS 

TWO exper imenta l  units have been produced, and these  have been 
t e s t e d  on va r ious  l i n k s  such a s  on a l o c a l  a rea  network and a modem 
l i n e  connect ion.  The hardware has operated r e l i a b l y ,  and is capable  
of going i n t o  enc ryp ted  mode wi th in  3 seconds of i n i t i a t i o n .  This  
i n t e r v a l  of t i m e  has  proved acceptab le  t o  users .  

The exper imenta l  equipment produced has proved t o  be a va luable  s t e p  
towards t h e  proof  of t h e  system v i a b i l i t y .  This concept forms the 
b a s i s  of a ' u n i v e r s a l '  encrypt ion  system, and f u r t h e r  cont inuing  
evaula t ion  and development i s  being c a r r i e d  out .  The p a r t i c u l a r  
convent ional  and p u b l i c  key algori thms used i n  the  i n i t i a l  s t a g e  a r e  
a l s o  s u b j e c t  t o  f u r t h e r  s c r u t i n y  and evaluat ion.  The o v e r a l l  system 
s i z e  is  be ing  reduced by adopt ing  i n t e g r a t i o n  techniques on t h e  va r ious  
c i r c u i t  e lements .  
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