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Abstract —- We prove that RSA least significant bit is { + ——N secure, for any constant ¢ (where
N is the RSA modulus). This means that an adversary, given the ciphertext, cannot guess the
least significant bit of the plaintext with probability better than i + 7cN» unless he can break
RSA.

Our proof technique is strong enough to give, with slight modifications, the following related
results:

(1) The loglog N least significant bits are simultaneously } + 571;” secure.

(2) The above also holds for Rabin's encryption function.

Our results imply that Rabin/RSA encryption can be directly used for pseudo random bits
generation, provided that factoring/inverting RSA is hard.

1. INTRODUCTION

Given a secure public key cryptosystem {7], it is hard to recover the plaintext z from its
encryption, E{z). However, this does not necessarily mean that a cryptanalyst cannot gain some
partial information about z without actually computing it. The ability to derive partial informa-
tion can render a cryptosystem useless in specific applications (e.g. mental poker [18],[13],[11]).
For example, even a moderate ability of guessing the least significant bit of the plaintext may be
a threat to security.

In the current state of knowledge we are unable to prove even the existence of secure public
key cryptosystems. However, under reasonable assumptions on the computational complexity
of certain problems, secure public key cryptosystems do exist and can be explicitly constructed.
One of the most fascinating questions regarding those systems is “what partial information about
the plaintext is hard to eztract from the ciphertezt?”

This question was rigorously defined and studied, with respect to probabilistic encryption, by
Goldwasser and Micali [11]. They constructed a public key eryptosystem which leaks no partial
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information. However, their system encrypts messages by expanding each plaintext bit into a
ciphertext block, making it undesirable from a practical point of view.

The RSA [16] is the most widely known public key cryptosystem, and probably the first one
which will be used in practice. It has been an open problem to demonstrate a predicate, P(:),
such that having any advantage in guessing P{z) given the encryption of z, is as hard as inverting
RSA. '

In this paper, we show that RSA least significant bit is % + ¢ secure for any polynomial
fraction € {¢~! = O(log®N)), where N is the RSA modulus. With a small modification, our
proof technique also allows us to show that loglog N of RSA bits are simultaneously } + m
secure. le., if RSA is indeed secure, then no heuristic which runs in polynomial time can get
information about any function of these plaintext bits, given the ciphcertext. Hence these bits
provide instances of secure partial information for RSA.

Our results have important implications for generating sequences of eryptographically strong
pseudo-random bits. RSA encryption E can be directly used for generating such sequences by
starting from a random seed 8 and iterating E on it.

Stightly modifying our proof techniques, we also prove the same strong bit security for Rabin
public key scheme [15]. This implies a fast and “direct” pseudo-random bits generator which
is as hard to crack (distinguish its outputs from truly random strings) as factoring. Important
consequences follow also w.r.t the probabilistic encryption scheme of Goldwasser & Micali {11]
{see section 8.2).

Organization of the paper : In section 2 we formally define the question of security for
RSA least significant bit and cover previously known results. In section 3 we sketch the proof of
Ben-Or, Chor & Shamir result, and in section 4 - its improvement by Schnorr & Alexi. These two
investigations are the basis for our work, which is described in section 5. Section 6 extends our
proof to other RSA bits and section 7 - to bits in Rabin's scheme. Section 8 contains concluding
remarks on the applications of our results for the direct construction of pseudo-random bit
generators and probabilistic eneryption schemes.

2. PROBLEM DEFINITION AND PREVIOUS RESULTS

The RSA encryption function is operating in the message space Zn, where N = pgq is the
product of two large primes (which are kept secret). The encryption of z is En(z) = z° (mod N},
where ¢ is relatively prime to o(N) = (p—1)(¢ —1). For 0 < z < N, L(z) denotes the least
significant bit in the binary representation of z.

Let Op be an oracle which, given Ex(z), outputs a guess for L{z) (this guess might depend
on a random coin used by On). Let p(N) be a function from integers into the interval [4,1].
We say that On is a p{/V})-oracle if the probability that the oracle is correct, given En(z) as its
input, is p(/V) (the probability space is that of all z € Z, with uniform distribution and -if On
uses a random coin- also of all 0 — 1 sequences of coin tosses with uniform distribution ).

We say thal RSA least significant bit is p(/V)-secure if there is a probabilistic polynomijal
time algorithm which inverts En, using queries of any p(/N)-oracle On. Since an unbiased coin
can be used as an }-oracle, the best possible security result can be 1 + ¢ security for any el =
poly(logN) (} security means RSA is breakable). These notions originate from Blum & Micali’s
work [5], where they have been stated w.r.t the discrete exponentiation function.
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Goldwasser, Micali and Tong [12] showed that the least significant bit is as hard to compute
as inverting the RSA. Furthermore, they showed that it is {1 — I%N]-secure.

Ben-Or, Chor and Shamir [1] showed a 3 + ¢ security (¢ 7' = poly(logN)). They presented
an algorithm which inverts the RSA by carrying out a ged calculation on two multiples of the
ciphertext and using any ($ + €)-oracle. Sampling the oracle they amplified its 3 + ¢ advantage
to “almost certainty”, for a polynomial {raction of the massage space.

Vazirani and Vazirani [19] improved the result using a novel oracle-sampling technique. They
proved that their modification is guaranteed to succeed when given access to any 0.732-oracle.

Goldreich [9] used a better combinatorial analysis to show that the Vazirani & Vazirani
modification inverts even when given access to a 0.725-oracle. He also pointed out some limitations
. of the Vazirani & Vazirani and similar proof techniques.

Schnorr and Alexi [17] introduced a conceptual change in the way the oracle is used. This
enabled them to greatly improve the result showing that the least significant bit is {} + ¢)-secure
for any constant € > 0. Their result still leaves a gap towards the optimal } + ;o—lv(lngF] security.

3. ASKETCH OF BEN-OR CHOR AND SHAMIR ALGORITHMIC PROCEDURE

The essence of the Inverting Algorithm:

Given an encrypted message, En(z), the plaintext z is reconstructed by performing a ged
algorithm on two small multiples of it (small means in the interval ["2", 2¢] (mod N}). A
special binary variant is used for the ged algorithm. To operate, this variant needs to know the
parity of the absolute value of O{log?N) small multiples of the plaintext. Thus, it is provided
with a subroutine that determines the parity of these multiples.

Determining Parity using an Oracle which may err:

The subroutine determines the parity of a small multiple d = kz, of the plaintext ,z, by using
an p(N)-oracle for RSA’s L.s.b as follows. It picks a random r and asks the oracle for the least
significant bit of both rz and rz + d, by feeding it in turn with En(rz) = En(r)Exn(z) and
En((r + k)z) = En{(r + k)En(z). The oracle’s answers are processed according to the following
observation. Since d = kz is “small”, with very high probability no wrap around 0 occurs when
d is added to rz. Then, the parity of |d| is equal to 0 if the least significant bits of rz and rz +d
are identical; and equal to 1 otherwise. This is repeated many times; every repetition (instance)
is called a d-measurement. Note that the outcome of a d-measurement is correct if the oracle
was correct on both 7z and rz + d (the outcome is also correct if the oracle was wrong on both
queries, but this fact is not used in [1]).

(Trivial) Measurement Analysis:

A d-measurement is correct with probability at least 1 — 2(1 - p) = 2p— 1.

(This suffices if p = % +¢.)

4. A SKETCH OF SCHNORR AND ALEXI IMPROVEMENT: } + ¢ FOR ANY
CONSTANT ¢

Schnorr & Alexi [17] improvement is based on trying all possibilities for the least significant
bit of L = 6(log log N} random, independent positions w; = r;z and using these positions as
“end points” in all measurements for the O(log®N) d's of the binary ged algorithm. This way
the oracle is queried only about one end-point of each measurement and the error is caused by
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single position queries rather than by pairs of positions. This enables the error probability per a
single measurement to be approximately the oracle’s error, rather than twice this magnitude as
in Ben-Or, Chor & Shamir. Using the lact that the L positions are independent, Chernoff bound
implies that the error probability in deciding the parity of d by the majority of d-measurements is
2-0(L?) < izarv (here ¢ is a constant). This guarantees that the accumulated error probability

in deciding the parity of all 0(]og2 N) d's in the modified binary ged algorithm is < }, small
enough to put the algorithm in random polynomial time.

Note that the running time of Schnorr & Alexi’s algorithm is exponential in L. On the other
hand, the probabilistic analysis requires that L = ﬂ(lﬁs—i‘?—N—) Thus, ¢ can not be replaced by
any function which tends to 0 with N — oo.

5. OUR MAIN RESULT

In this section we prove that RSA least significant bit is % + secure.

Py

Let On be. an oracle for RSA least significant bit whose error probability is § — ¢, where
e~ < log® N.

Instead of picking 8(log log V) random independent positions, we generate L == 6(log?c*® N)
random positions which are only pairwise independent, such that we know {with very high
probability) the least significant bit of each. As in Schnorr and Alexi's work, we query the oracle
only about one end-point of each measurement and use the same “decision by majority” idea.
Since the positions are not independent, Chernoff bound cannot be used in our case. However,
since the points are pairwise independent, Chebyshev’s inequality still holds. It gives an O(Et"')
upper bound on the error probability. With L being so large, this error is sufficiently small.

Generating L “random” positions knowing their least significant bits

We generate L positions by picking two random independent variables ¥,z € Zx and trying
all possibilities for their least significant bits-and location in one of the intervals [iL—":, (i + 1)-}‘%),
0 < 1 < L*. There are (2L%)? possibilities altogether, and exactly one of them is correct. Let
us now assume that we are dealing with the correct choice, i.e. both least significant bit and
approximate magnitude of y, z are known. The positions we'll look at are w; = y+iz (mod N) for

t==1,2,...,L. Notice that w; is a random element in Zx with uniform probability distribution.
Since the location of both y and z are known up to L—’i, the location of w; = y + iz is known

up to % + % < %’ The probability of w; to be within an interval of length % containing 0
(mod N) is exactly % If w; is not in such interval, then its least significant bit is determined
by ¢ and the least significant bits of z and y. Therefore we get

Pr( least significant bit of w; is unknown) < Ezi .

Determining parity using the generated positions and the oracle

Let d € Zn be any fixed “small” number (one of those generated by the ged procedure). In
order to determine the parity of |d|, we'll query the oracle about all points of the form w; + d,
XOR the answers with the (known) least significant bits of the corresponding wy, and take the
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majority.!Using Chebyshev's inequality, we’ll get a bound for the probability that the majority
of the oracle’s answers will be biased to the wrong direction.

Error analysis :

Suppose d € Z,, is any “small” number (in the interval [‘f‘, &¢}). For a random r € 2,
the probability that a wrap around 0 (mod N) occurs when d is added to r is no greater than 3.
Hence if |d| is even, the probability that On, on input En(r + d), gives the same answer as the
(true) least significant bit of 7 is at least § + e — § = 1 + §. Similarly, if |d| is odd, then with
probability at least 71; + §, On answer to the least significant bit of r + d is different than the
least significant bit of r. By the above discussion, we get

. . . 1 .
Pr(w; + d did not wrap around and O is correct on it) > 3 + % , for every ¢ .
Define
= {0 if w; 4+ d did not wrap around and Oy is correct on it and w; l.3.b. is known
' 1 otherwise
Hence

Pr{¢ == 0) > Pr(w; + d did not wrap around and Oy is correct on it)
— Pr(w; least significant bit is unknown)

>l ¢ 2
=2 2 L?
>%+ for L > ¢/~

Var(s) = Expls?) - Bep*(s) = Bepls) — Bap*(s) = Bepls)(1 — Banl) < -

>5).
=

We can apply Chebyshev’s inequality (see Feller [8, p. 219}) and get,

Since Ezp(g) < 1 — £, we get

1< 1
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Since y and z are independent random variables and y + 1z, y + jz are linearly independent for
i 5 j, then w; and w; are also independent random variables for any ¢ 7 7. Therefore, for any

I Notice that this decision procedure is exactly the one employed in Ben-Or, Chor & Shamir. The crucial difference
is that they had to use the oracle’s answer to find w;'s least significant bit, while we know it beforehand (with
overwhelming probability).
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i # j, ¢ and ¢; are also independent random variables with identicaldistribution. (Whenever the
same function is applied to two independent random variables, the.two results are independent
random variables). Let § = ¢~ Ezp(¢;). By pairwise independenes:Bzp(5-5) = Ezp(%)-Ezp(55)-
Hence,

1 L i 2 1 L&
V‘"‘(Z ZG) = Ezp (z Zﬁ) = ZT;Z ZEW(?;E)

i=1 i1 i=15=1
1| & 2 e 1 a1
=13 Z Ezp(5*) + Z Ezp(G)Ezp(5) | = ZE'L'EIP(Q )< i

i=1 1<izy<L

Thus the probability that Ef‘=1 ¢ = % issmaller than 74;. But Pr(% Ef;u G > %) is exactly

the error probability for a single d. We query at most logZ N d’s in the course of the ged
computation and thus the error probability (for one binary ged) is bounded by

log? N - Pr( error for a single d).

2¢+3

Taking L = log N, the overall error probability is bounded {rom above by

4 4log*N _ 4
Le* = log?*3 N(log** N)-1  log N’

logZ N -

Hence we can recover the original message in random polynomial time, as desired. This implies
Theorem 1: RSA least significant bit is (§ + gzt )-secure, for any constant .

6. OTHER RSA BITS

Our proof technique easily extends to provide strong security results for several other RSA
bits. In particular the [ollowing holds:
Theorem 2:
a) Let I C [0, N] be an interval of length N/2. The I bit of z is the characteristic function of I
(i.e. 1if z € I and 0 otherwise). This bit is (§ + ,%N)-secure.
b) Let k¥ = O(loglog N). The k-th bit in the binary expansion of the plaintext is is 4 + R‘J.—n
secure.
¢) Let ¥ = O(loglog N). The plaintext’s k least significant bits are simultaneously secure.
Le., even il all least significant bits z4_;,..., 22,2 are given together with En(z), still zi is
(3 + gt )-secure.!
d) All bits in the binary expansion of z (except maybe the loglog N most significant ones) are
3+ Es—l—ﬁ)-secure‘ At least half of them are (i} + E-E—I;N)-secure.

Proof sketch :
(a) and (@) follow from Theorem 1, by reductions due to Ben-Or, Chor and Shamir [1].

1Equivalently, given Ex (z) distinguishing between zx-+-z22z; and a randomly selected string of length k is as hard
as inverting the RSA. This equivalence is due to Yao [21].
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b) First note that using our proof technique, il is possible to guess all k least significant bits of y
and z. This determines all k lcast significant bits of each w;.

Apply the ged procedure to two small multiples of the plaintext, the greatest common divisor
of which is 2%. This way all d's in the ged calculation will have zeros in all k — 1 least significant
bits. Replace all reference to the least significant bit, in the inverting algorithm (presented in
section 5), by references to the k-th bit. Note that this time we have access to an oracle to the
k-th bit.

{This method of transforming certain inverting algorithms which use an oracle for the 1-st bit into
inverting algorithms which use an oracle for the k-th bit originates from Vazirani and Vazirani
(19}.)

¢) Going through the proof of Theorem 2(b), notice that when querying the oracle about the
k-bit of w; + d we can give it the k — 1 previous bits of w; + d. (The latter are equal to the k-1
least significant bits of w;, which we know!)

{Vazirani and Vazirani [20] had previously shown that, certain inverting algorithms which use a
p(IV} oracle for RSA least significant bit, can be transformed into inverting algorithms which use
a p(N) oracle for predicting zx {given ZTx_y,...,z;). 1t turns out that the inverting algorithm
of section 5 falls into the above category; this yields an alternative {but much harder) way of
proving Theorem 2(c).)

7. BITS EQUIVALENT TO FACTORING IN RABIN'S ENCRYPTION FUNC-
TION

7.1 Previous Results

The Rabin encryption function is operating in the message space Zy, where N = pq is the
product of two large primes (which are kept secret). The encryption of z is Exn(z) = z° (mod N).
The ciphertext space is @n == {y|3z y = z? (mod N)}. Rabin [15] has shown that extracting
square roots (“inverting En™) is polynomially equivalent te factoring.

Note that the function Exn defined above is 4 to 1 rather than being 1 to 1 (as is the case in
the RSA). Blum [2] has pointed out that if p = ¢ = 3 (mod 4) then Ex induces a permutation
over @n. These N's will hereby be called Blum integers. Goldwasser, Micali and Tong [12] have
presented a predicate the evaluation of which is as hard as factoring. Specifically, they showed
that if p = 3 (mod 4) and p == g {mod 8) then factoring N is polynomially reducible to guessing
their predicate with success probability 1 — zlg.

Ben-Or,Chor and Shamir [1] considered the same predicate. Using a modification of their
RSA techniques they showed 3 + ¢ security for this predicate. Their modification requires that
N be a Blum integer and Turthermore that there exists a small odd number ! (I = Of(log® N))
with (%) = —1. Its correctness proof makes use of non-elementary number theory.

7.2 Our Result

We transform our RSA security result into a similar result for the Rabin encryption function.
Qur transformation is simpler than the one used in [1], and its correctness proof is elementary.
Furthermore, it holds for any Blum integer.

Let NV be a Bluminteger, Sy = {z[0 < z < Y }and My = {20 <z < ¥ & (F)=1}
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Redefining En for z € My as
2 e 2 N
z“ {mod N} if z° (mod N) < 7

~z% (mod N) otherwise

EN(:I) =

makes Ex a 1—1 mapping from Mp onto itself, without losing the intractability result of Rabin.
Le. factoring NV is polynomially reducible to inverting Ep. Let L{z) be the least significant bit
of z.

The main idea in the reduction (as in the RSA case) is to pick L positions w; € Spn which are
uniformly distributed in Sy and pairwise independent, such that their least significant bits are
known. Some difficulties arise, but they can be taken care off (see [6]). We get
Theorem 3: The least significant bit for the modified Rabin encryption function is (% + r;g—lr;v)-
secure, for any constant c.

Corollary: Factoring a Blum integer, IV, is polynomially reducible to guessing L{z) with success
probability § + b when given En(z), for z € M.

The proofs from the previous section about simultaneous security of log log IV least significant
bits and of bit intervals (for intervals of length & out of the § long interval containing M)
hold here just as well, thus all these bits are also § + l}EIfN secure.

8. APPLICATIONS

8.1 Direct Construction of Pseudo-Random Bit Generators

A pseudo-random bits generator is a device which “expands randomness”. Given a truly
random bit sequence # {the seed), it expands it to a longer pseudo-random sequence. The question
of “how random” this pseudo-random sequence is depends on what exact definition of randomness
we are after. A strong requirement is that the expended sequence will pass all polynomial time
statistical tests, namely given a pseudo-random and a truly random sequences of equal length, no
probabilistic polynomial time algorithm can tell which is which with better than 50 — 50 success
(this definition was proposed by Yao [21], who also showed it is equivalent to some other natural
definitions like unpredictability).

Blum and Micali were the first to construct such strong pseudo-random generators. Their
construction combines two results:
a)If g: M — M isa 1—1 one way function, and Bn{(z) is %+ € secure bit for g (where € = any
polynomial {raction), then starting with a random s € M, the sequence obtained by iterating g
and outputting b; = B(gi(s)) for each iteration is pseudo random {in the sense that each of its
bits can not be predicted better than 50-50, from the previous ones).

b} Demonstrating that a specific bit is 1 + € secure for the discrete exponentiation function.

We say that a generator is direct w.r.t the (underlying) one way function ¢ if it produces at
least one bit per one iteration of g. We say that a generator is strong w.r.t an {assumed) intractable
problem, P, if distinguishing its output from truly random sequences is as hard as solving P.
Notice that both the Blum & Micali gencrator and the Long & Wigderson generator!{[14]) are

!Long & Wigderson’s generator produces loglog p bits per each iteration of the discrete exponentiation (mod p)
function. This is due to their proof that this function has log log p simultaneously hard bita.



an

direet w.r.b discrete exponenlialion and strong w.r.L diserete log.

Another direcl generalor was consteucted by Blum, Blum and Shub [3]. Their generalor is
dircel w.r.L squaring module a composile nuwmber and was proven strong w.r.t deciding quadratic
resuluocily,

Yao [21] made some generalizalions to the Blum & Mieali result. e showed that having a 1 =1
one way lunction [ is cnough and iL is nol necessary Lo have a specific seeure bit. The main idea
is Lhal il f is one way Lhen some bils musl be secure (even though not necessarily % + ¢ seeure).
Picking a polynomial number of random sceds { 85, }, we get one strongly pscudo-random bit bg

by computing .
D D 5i( i)
ik

(17;(#) s Lhe j-th bil of s @ is the one bil XOR of the resull.)

Yao XORing Lrick works for any 1 —1 one way funclion, f, but the generators achieved that
way are not direct w.r.t [ - lo produce onc bit, many applicalions of [ are nceded. For further
details on Yao's XORing trick and ils proof consull Goldwasser {10].

All previously known results about the cryptographic securily of Rabin/RSA scheme
(including Schnorr & Alexi result) do not suffice for constructing generators which are
strong w.r.t factoring/inverting the RSA and direct w.r.t Rabin/RSA encryption
function.

with 1 + FJF}S?W sceurity, we can finally get gencrators which are direct w.r.t Rabin/RSA
encryplion Munetion and strong w.r.b factoring/inverting RSA. Kach of the bits whose :}+;[;{mq
sccurily is proven can be used as Lhe “hard bit” the generalor oculputs. As a maller of fact,
with the struuger resull that all loglog N least signilicant bits are simultancously § + Polylog N
secure, we can geb fog log V random bits per onc application of Lhe encryplion funclion. Since
the cneryplion in Rabin scheme is jusi one squaring and one sihtraction, we get a very fast
generator, whose sceurily is equivalent to facloring a Bluin integer!.

Using our lechniques, Vazirani and Vazirani {20] have pointed out that the Blum, Blum and
Shub [3) generalor is strong also w.r.l. factoring Dlum integers.

8.2 Direct Construction of Probabilistic Encryption Schemes

Observation, similar Lo the ones of scclion 8.4, apply to the probabilistic encryplion scheme
suggested by Goldwasser and Micali [ll]. Using our result we introduce the first direct prob-
abilistic encryption equivalent to factoring/inverting RSA. Tlowever, Lhis implementation still has
the bandwidlh expansion drawback; the plaintext is expended by a Factor of ”(r.f.f&gn)

Recently, Blum and Goldwasser [4] used our resull to introduce a new implementation of
probabitistic encryption, cquivalent Lo facloring, in which the plaintext is only expanded by a
constant factor. Goldwasser’s scheme is approximalely as eflicient as the RSA while provably
leaking no partial informalion, provided that factaring is intraclable.
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