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Abetract 

It is generally accepted that data encipherment is needed for 
secure distributed data processing systems. It is accepted, 
moreover, that the enciphering algorithms are either published or  
must be assumed to be known to those who wish to break the 
security. Security then lies in the safe keeping of the 
encipherment keys, which must be generated and stored securely 
and distributed securely t o  the intending users. 

A t  an intermediate level of detail of a system it may be useful 
to have functions which manipulate keys explicitly but which hide 
some of the details of key generation and distribution, both for 
convenience of use and so that new underlying techniques can be 
developed. This paper offers a contribution to the discussion. It 
proposes key manipulation functions which are simple from the 
user's point of view. It seeks to justify them in terms of the 
final secure applications and discusses how they may be 
implemented by lower level techniques described elsewhere. The 
relationship of the functions to telecommunication standards is 
discussed and a standard form is proposed for encipherment key 
informat ion. 
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1 .  Introduction 

I t  i s  g e n e r a l l y  a c c e p t e d  t h a t  da ta  e n c i p h e r m e n t  i s  needed f o r  
s e c u r e  d i s t r i b u t e d  d a t a  p r o c e s s i n g  s y s t e m s .  I t  i s  a c c e p t e d ,  
moreover,  t h a t  t he  e n c i p h e r i n g  a l g o r i t h m s  a r e  e i t h e r  p u b l i s h e d  or 
m u s t  b e  a s s u m e d  t o  b e  known t o  t h o s e  who w i s h  t o  b r e a k  t h e  
s e c u r i t y .  S e c u r i t y  t h e n  l i e s  i n  t h e  s a f e  k e e p i n g  o f  t h e  
e n c i p h e r m e n t  k e y s ,  w h i c h  mus t  b e  g e n e r a t e d  and s t o r e d  s e c u r e l y  
and d i s t r i b u t e d  s e c u r e l y  t o  t h e  i n t e n d i n g  u s e r s .  A number o f  
schemes h a v e  b e e n  p r o p o s e d ,  and i n  some c a s e s  implemented, t o  
man ipu la t e  k e y s  s e c u r e l y .  For example r e f s .  1 ,  2 and 3 d e s c r i b e  
d i f f e r e n t  m e t h o d s  and o f f e r  d i f f e r e n t  b u t  o v e r l a p p i n g  s e t s  o f  
f a c i l i t i e s  t o  t h e  user .  I t  is l i k e l y  t h a t  new me thods  w i l l  be 
d e v e l o p e d  and  t h a t  some p a r t  o f  t h e s e  methods should be h i d d e n  
from t h e  u s e r .  S i n c e  t h e  s u b j e c t  h a s  c l e a r l y  n o t  r e a c h e d  a 
s t a b l e  p o i n t  it i s  v e r y  l i k e l y  t h a t  any  a t t e m p t  a t  p r e s e n t  t o  
e s t a b l i s h  a s t a n d a r d  u s e r  i n t e r f a c e  w i l l  soon  need r e v i s i o n .  
N e v e r t h e l e s s ,  t h i s  p a p e r  is  w r i t t e n  on t h e  a s s u m p t i o n  t h a t  a 
d i s c u s s i o n  o f  s u c h  a n  i n t e r f a c e  is  u s e f u l ,  s i n c e  it h e l p s  t o  
i d e n t i f y  t h e  common f e a t u r e s  o f  d i f f e r e n t  schemes and t o  g a i n  
some i d e a  o f  which f e a t u r e s  w i l l  become g e n e r i c  and wh ich  become 
p a r t  of t h e  u n d e r l y i n g  mechanisms. 

A t  some l e v e l  t h e  u s e r  d o e s  n o t  c o n c e r n  h i m s e l f  w i t h  t h e  
man ipu la t ion  o f  k e y s  o r  w i t h  e x p l i c i t  commands t o  e n c i p h e r  a n d  
d e c i p h e r  d a t a .  He asks f o r  a s e c u r e  connect ion t o  a n o t h e r  u s e r  
o r  f o r  a s e c u r e l y  s t o r e d  f i l e  and c a n  assume t h a t  s u c h  d e t a i l s  
a r e  t h e r e b y  t a k e n  care o f .  A t  a lower l e v e l  so f tware  and ha rdware  
l o g i c  e x i s t s  w h i c h  d e a l s  w i t h  t h i n g s  s u c h  as how k e y s  a r e  
g e n e r a t e d ,  how dzta encipherment  keys and k e y  e n c i p h e r m e n t  keys 
a r e  k e p t  d i s t i n c t  a n d  t h e  m a n n e r  o f  t r a n s p o r t i n g  a d a t a  

encipherment  k e y  t o  a remote u s e r .  

A t  a n  i n t e r m e d i z t e  l e v e l  o f  d e t a i l  i t  may be u s e f u l  t o  h a v e  
f u n c t i o n s  which r a n i p u l a t e  keys  e x p l i c i t l y  but  which h i d e  some of 
t h e  d e t a i l s ,  b o t h  f o r  c o n v e n i e n c e  o f  u s e  a n d  s o  t h a t  new 
u n d e r l y i n g  t e c h n i q u e s  can  be  developed.  This paper d i s c u s s e s  t h i s  
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intermediate level. In doing so it must make assumptions about 
whikh functions are primitive at this level. For example, since a 
digital signature may be achieved by enciphering a message 
digest, using the secret member of a public key pair, one might 
decide that it is an application to be.programmed in terms of 
encipherment primitives and does not give rise to specific 
primitive operations. This view is invalidated by signature 
techniques which do not depend upon encipherment. Similarly 
there is implicit in such an interface a judgement of which of 
the details which should be hidden. Ref. 4 describes a key 
distribution centre. In an appropriate context software at some 
level submits a request to a key distribution centre (KDC) for a 
key which can be used to communicate securely with an intended 
correspondent. We may wish to produce software which needs no 
modification when moved from such an environment to one where the 
system supporting the application user keeps records to enable it 
to issue keys securely to all members of the community. If this 
is s o  we should hide the use or non use of the KDC, but we judge 
in doing so that the user at that level has not lost needed 
flexibility. Such judgements as these are made in what follows 
and the reasons for them are discussed. 

2 .  The Functions 

This section describes a set of functions to generate and 
manipulate keys. The intention is that they appear simple to the 
user. The user is somewhat ill defined, but well enough, it is 
hoped, for the benefit of the discussion. One candidate is 
Certainly an application p r o c e s s  which makes use of an 
a p p l i c a t i o n  s e r v i c e  as defined in the Open Systems 
Interconnection model (see r e f .  8) and which wishes to perform 
explicit data encipherment. Another candidate is the logic of a 
transport layer entity in the Open Systems Interconnection model 
which offers a secure service to users of the transport service 
and which, therefore, sends a data enciphering key to a remote 
transport entity. The functions are as follows. 
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i )  G e n e r a t e  k e y ( t , s }  meaning g e n e r a t e  f o r  me a key or a 
p a i r  o f  k e y s  o f  t y p e  t and r e t u r n  t o  me, gs t h e  r e s u l t  
o f  t h i s  f u n c t i o n ,  t h e  l o c a l  name o f  t h e  item c o n t a i n i n g  
t h e  k e y  -or  k e y s .  The t y p e  shows,  among o t h e r  t h i n g s ,  
w h e t h e r  a s y m m e t r i c  o r  a s y m m e t r i c  a l g o r i t h m  I S  

i n v o l v e d .  I n  t h e  former case  a s i n g l e  key is g e n e r a t e d  
and r e t u r n e d  as t h e  r e s u l t  o f  t h e  f u n c t i o n .  I n  t h e  
l a t t e r  case t h e  e n c i p h e r i n g  and d e c i p h e r i n g  p a i r  is 
g e n e r a t e d  and r e t u r n e d .  The l o c a l  name is subsequent ly  
u s e d  s u b s c r i p t e d  by 1 o r  2 t o  i n d i c a t e  an i n d i v i d u a l  
member o f  a key  p a i r  t h u s  generated o r  unsubscr ip ted  t o  
mean t h e  s i n g l e  k e y  g e n e r a t e d  o r  t h e  c o m p i e t e  i t e m  
c o n t a i n i n g  t h e  k e y  p a i r .  s i s  a 6 4  b i t  s t r i n g ,  
s u p p l i e d  by t h e  c a l l e r ,  which is  t o  be used by t h e  k e y  
g e n e r a t i o n  f u n c t i o n .  The c a l l e r  d o e s  n o t  know t h e  
c l e a r t e x t  v a l u e  o f  t h e  k e y  g e n e r a t e d  b u t  is a s s u r e d  
t h a t  t h e  same t a n d  s v a l u e s  i n  a s u b s e q u e n t  c a l l  
g e n e r a t e  t h e  same k e y  o r  k e y s .  s may be o m i t t e d ,  i n  
w h i c h  c a s e  t h e  v a l u e s  g e n e r a t e d ,  as f a r  as t h e  c a l l e r  
is c o n c e r n e d ,  a r e  random. H i s  c h a n c e  o f  g e n e r a t i n g  
t h e m  a g a i n  i s  r a n d o m .  The t y p e  t i s  a n  i n t e g e r .  
P o s s i b l e  meanings ass igned  t o  i t s  v a l u e s  a r e :  
a key  e n c i p h e r i n g  key ( K E K )  f o r  DEAI, 
a d a t a  e n c i p h e r i n g  key (DEK) f o r  DEA1. 
an  RSA .key p a i r  t o  be used f o r  enc ipher ing  keys.  
Other meanings ,  t o  which v a l u e s  might be a s s i g n e d ,  a r e  
d i s c u s s e d  i n  s e c t i o n  3. 

N . B .  t h i s  f u n c t i o n  and t h e  next  two have a r e s u l t .  The 
a s s u m p t i o n  i s  t h a t  t h e  u s e r  h a s  a n o t a t i o n  w h i c h  
e n a b l e s  him t o  w r i t e  something l i k e  

The v a r i a b l e  w h i c h  is t o  h o l d  t h e  r e s u l t  c o u l d  b e  
w r i t t e n  a s  a n o t h e r  p a r a m e t e r .  T h i s  i s  a m a t t e r  o f  
t a s t e .  

x := g e n e r a t e  key ( y ,  z ) .  

i i )  Give k e y ( k , q )  meaning send my key whose l o c a l  name is k 

s e c u r e l y  t o  t h e  u s e r  known t o  me as q. Assign t o  t h e  
k e y  a common r e f e r e n c e  number w h i c h  we may u s e  i n  
m e s s a g e s  t o  e a c h  o t h e r  and i n  communicating w i t h  our 
l o c a l  e n c i p h e r m e n t  s e r v i c e s  ( o f  which t h i s  f u n c t i o n  
forms a p a r t ) .  Make t h e  r e f e r e n c e  number a v a i l a b l e  t o  q 
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and return it to me as the result of this function. 
N.B. the exact manner of making it known to q that the 
key is available f o r  him is not considered here. In an 
implementation it would not be a trivial issue. 
Similarly although we may assume that the services at 
the users' locations acknowledge receipt to each other 
there is need to consider whether the end user should 
do so as well. The assumption here is that if this is 
done it is separate from the basic functions needed f o r  
key distribution. 

iii) Mutual key(t,q,s) meaning generate a mutual key f o r  me 
and user q. Use seed s and give the key type t. t and 
s are as in "generate key". s may be omitted to obtain 
a random key. Assign to the key a common reference 
number and make it available to q and return it to me 
as the result of this function. 

iv) Take key(r,ql meaning make the key whose reference 
number is r unavailable to user q. 

V) Destroy key(K) meaning destroy the key identified by K. 
K may be a local name of a key, created by "generate 
key" or a reference number created by "give key" or 
"mutual key" 

3. Use of the Functions 

This section considers the functions of section 2 in the light of 
applications of encryption and related techniques. 

3.1  Connection Establishment and Uaer Authentication 

When establishing a connection between two users so that they may 
exchange messages protected by encryption (for example if they 
use an insecure telecommunication link) both users (or their 
local services) must be provided with a key and the users must be 
authenticated to each other's satisfaction. "Give key" and 
"mutual key" may both be used to send a key to a remote user (the 



322 

r e a s o n  why b o t h  e x i s t  i s  d i s c u s s e d  i n  s e c t i o n  4 ) .  A r e a s o n a b l e  
r equ i r emen t  o f  e i t h e r  o f  t h e s e  f u n c t i o n s  is t h a t  it d e l i v e r s  t h e  
k e y ,  g u a r a n t e e s  t o  t h e  i n i t i a t o r  t h a t  t h e  r e c i p i e n t  is t h e  user 
r e q u e s t e d ,  t e l l s  t h e  r e c i p i e n t  f r o m  whom t h e  k e y  came and 
g u a r a n t e e s  t h a t  h e ,  i n  h i s  t u r n ,  is  who he claims t o  b e ,  i . e .  n o t  
j u s t  a l e g i t i m a t e  u s e r  o f  t h e  s e r v i c e .  T h i s  i s  i l l u s t r a t e d  i n  
f i g u r e  1 ., where A is one o f  a number o f  u s e r s  of t h e  A s e r v i c e  
a n d  B i s  o n e  o f  a n u m b e r  o f  u s e r s  o f  t h e  B s e r v i c e .  The A 
s e r v i c e  i s  u s e d  b y  A i n  a c o n t r o l l e d  e n v i r o n m e n t  i n  wh ich  t h e  
i d e n t i t y  o f  A i s  a s s u r e d  ( f o r  e x a m p l e  t h e  p r o c e s s  w h i c h  
r e p r e s e n t s  him h a s  b e e n  i n i t i a t e d  a f t e r  t h e  s u b m i s s i o n  of  a 
password t o  a c o n t r o l  program which c o n t r o l s  a c c e s s  t o  r e s o u r c e s ,  
one  of  w h i c h  is  t h e  A s e r v i c e ) .  B h a s  t h e  same r e l a t i o n s h i p  t o  
t h e  B s e r v i c e .  The r o u t e  between t h e  A s e r v i c e  and t h e  B s e r v i c e  
is assumed t o  be i n s e c u r e  i n  t h e  absence of encipherment .  

F i g .  1 

A f t e r  r e c e i v i n g  a r e q u e s t  f rom A t o  d e l i v e r  a k e y  t o  B t h e  A 
s e r v i c e ,  h a v i n g  d i s c o v e r e d  t h e  r o u t e ,  s ends  it t o  t h e  B s e r v i c e ,  
s u i t a b l y  e n c i p h e r e d  by  a KEK. The A s e r v i c e  and t h e  B s e r v i c e  
must  a u t h e n t i c a t e  each  o t h e r .  The i r  manner of doing t h i s  depends 
upon a number o f  f a c t o r s , i n c l u d i n g  whether a WC i s  i n v o l v e d  a n d  
w h e t h e r  t h e  KEK i s  a p u b l i c  o r  s e c r e t  k e y .  M e t h o d s  a r e  
d i s c u s s e d ,  f o r  e x a m p l e ,  i n  r e f s . 4  and 7 .  F o r  e x a m p l e ,  r e f .  4 
d e s c r i b e s  p r o t o c o l s  f o r  s e n d i n g  a D E A I  k e y ,  f i r s t  when i t  is  
p r o t e c t e d  by DEAI e n c r y p t i o n  and second ly  when it is p r o t e c t e d  b y  
p u b l i c  key e n c r y p t i o n .  I n  b o t h  c a s e s  t h e  p r ' o t o c o l  i s  d e s c r i b e d  
i n  t e r m s  o f  a u s e r  A who wishes  t o  send a key t o  a n o t h e r  u s e r  B, 
w i t h  t h e  a i d  of  a KDC ( s e e  f i g .  2 ) .  
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KD C 

A----- A service-------- B service----- B 

Fig.2 

In the first case the protocol has three logical parts viz: 

i) A obtains securely from K D C  two copies of the key, one 
enciphered by A ' s  KEK and the other enciphered by B ' s  K E K .  

ii) A sends to B the copy enciphered by B's KEK. 

iii) A and B use the key to exchange authentication protocol. 

In the second case the protocol has four logical parts viz: 

i) A obtains securely from KDC B ' s  public key and the key t o  
be used. 

ii) A sends to B the key enciphered by B ' s  public key. 

iii) B obtains securely from KDC A ' s  public key. 

iv) A and B exchange authentication protocol. 

(For details of the values exchanged to cope with particular 
security problems see ref. 4.) 

Either of these methods may be hidden from the users at the level 
proposed for them here. The appropriate interchanges are 
initiated by the function 'mutual key'. A possible improvement 
in underlying protocols to remove as yet unknown security flaws 
is also hidden from t h e m .  

Once the two services have authenticated each other they may 
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t r u s t  e a c h  o t h e r  t o  h a v e  a u t h e n t i c a t e d  t h e  u s e r s  they  s e r v e  and  
t h e r e f o r e  t o  g i v e  A and B a s e r v i c e  which a u t h e n t i c a t e s  t h e  
remote u s e r .  

H a v i n g  o b t a i n e d  a m u t u a l  k e y ,  t h e  two u s e r s ,  i f  t h e y  a re  
p a r t i c u l a r l y  s u s p i c i o u s ,  may wish t o  exchange f u r t h e r  messages t o  
c o n v i n c e  t h e m s e l v e s  o f  e a c h  o t h e r ' s  g e n u i n e n e s s .  T h i s  m u s t  
depend upon f u r t h e r  s e c r e t  i n f o r m a t i o n ,  which becomes v u l n e r a b l e  
i f  it if3 s e n t  t o  t h e  o t h e r , a s  y e t  u n t r u s t e d ,  p a r t y ,  u s i n g  t h e  
newly e s t a b l i s h e d  c o n n e c t i o n .  They may, f o r  example,  exchange 
p a s s w o r d s  u s i n g  t h e  p r o t e c t i o n  of  t h e  c o n n e c t i o n  t h e y  do  n o t  
q u i t e  t r u s t .  If a c o r r e c t  r e p l y  password i s  not  received w i t h i n  
t h e  p e r m i t t e d  number of  a t t e m p t s  t h e  f i r s t  one is  compromised and 
t h e r e  is  a s u s p i c i o n  t h a t  t h e  k e y  d i s t r i b u t i o n  s e r v i c e  i s  i n  
e r r o r .  T h e  u s e r s  m a y ,  o n  t h e  o t h e r  h a n d ,  h a v e  p r i v a t e  
encipherment  k e y s ,  p r e v i o u s l y  d e l i v e r e d ,  which t h e y  u s e  o n l y  t o  
p r o t e c t  t h e i r  p r i v a t e  a u t h e n t i c a t i o n  p r o t o c o l .  If t h e  p r o t o c o l  
r e v e a l s  a doubt  o f  c o r r e c t  i d e n t i t y  no s e c r e t  u s e r  in format ion  is 
compromised b u t ,  as b e f o r e ,  t h e  t r u s t w o r t h i n e s s  o f  t h e  k e y  
d i s t r i b u t i o n  s e r v i c e  is i n  doubt .  This  kind of c o n s i d e r a t i o n  is 
i n e v i t a b l e  if t h e r e  is a s t a n d a r d  s e r v i c e  which d i s t r i b u t e s  k e y s  
a n d  a t t e m p t s  t o  g u a r a n t e e  t h a t  t h e  s e n d e r  and r e c i p i e n t  a re  
g e n u i n e .  An a l t e r n a t i v e  i s  t h a t  t h e  s e r v i c e  d o e s  n o t  u s e  
e p c i p h e r m e n t  t o  a u t h e n t i c a t e  t h e  u s e r s ,  bu t  l e a v e s  it t o  them. 
Another is  t h a t  t h e  i d e n t i t y  of t h e  r e c i p i e n t  i s  g u a r a n t e e d  b u t  
t h a t  he is o n l y  s u r e  t h a t  t h e  o r i g i n a t o r  is  an a u t h o r i s e d  u s e r  of 
t h e  k e y  d i s t r i b u t i o n  s e r v i c e .  N e i t h e r  of  t h e s e  p o s s i b i l i t i e s  
s e e m s  as u s e f u l  s i n c e  o n e  o r  b o t h  u s e r s  m u s t  e i t h e r  r i s k  
c o m p r o m i s i n g  s e c r e t  i n f o r m a t i o n  o r  must hold a key p e r s o n a l l y .  
They may w e l l  do s o  b u t  t h e y  should not  be forced t o .  

Another p o i n t  t o  c o n s i d e r  i s  t h a t  a u s e r  who wishes t o  connec t  t o  
a r e m o t e  r e s o u r c e  may n o t  be d i r e c t l y  i d e n t i f i a b l e  b y  t h a t  
r e s o u r c e .  For e x a m p l e ,  a d a t a b a s e  i n t e r r o g a t i o n  s e r v i c e  may 
c o n t a i n  no c h e c k  o f  i t s  u s e r ' s  a u t h o r i t y ,  a s s u m i n g  t h a t  h i s  
i d e n t i t y  w a s  e s t a b l i s h e d  as p a r t  of t h e  i d e n t i f i c a t i o n  procedure  
when he  l o g g e d  i n  a n d  t h a t  t h e  r e s o u r c e s  a t  h i s  d i s p o s a l ,  
i n c l u d i n g  t h e  i n t e r r o g a t i o n  s e r v i c e ,  were thereby  decided.  There 
w i l l  t h e n  b e  a n  e n t i t y ,  a t  t h e  same l o c a t i o n  as t h e  u s e r  who 
w i s h e s  t o  c o n n e c t ,  which is concerned w i t h  resource  a l l o c a t i o n ,  
which knows which u s e r s  a r e  a l l o w e d  t o  u s e  wh ich  r e s o u r c e s  and  
which c h e c k s  p e r m i s s i o n  b e f o r e  a l lowing  t h e  u s e r ' s  connec t ion  t o  
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b e  made. T h i s  e n t i t y  h a s  a p r i v i l e g e d  p o s i t i o n  i n  remote user 
a u t h e n t i c a t i o n  i n  t h a t  it i s  t r u s t e d  by r e m o t e  p a r t s  o f  t h e  
s e r v i c e  ( e n t i t i e s  o f  t h e  same kind as i t s e l f )  t o  g u a r a n t e e  t h a t  
t h e  u s e r s  it s e r v e s  a r e  o n l y  g iven  a u t h o r i s e d  c o n n e c t i o n s .  I t  i s  
u s e f u l  t o  b u i l d  i n t o  t h e  s e r v i c e  some mechanism t o  g u a r a n t e e  t o  
such  p r i v i l e g e d  e n t i t i e s  t h a t  they  a r e  communica t ing  w i t h  t h e i r  
own k i n d .  T h e  s i m p l e s t  way o f  d o i n g  t h i s  is  t o  d e s i g n  t h e  
c o n t r o l  s o f t w a r e  s o  t h a t  a l l  connec t ions  t o  remote p r o c e s s e s  a re  
handled by s u c h  e n t i t i e s  and t h a t  t h e y  check a c c e s s  permiss ion  at  
one o r  b o t h  o f  t h e  s i t e s  involved .  If we assume t h a t  t h i s  is n o t  
t h e  c a s e  and t h a t  t h e r e  i s  a need t o  make c o n n e c t i o n s  betwe,en 
p r o c e s s e s  which w i l l  do t h e i r  own checking of a u t h o r i s a t i o n  t h e n  
a p o s s i b l e  way o f  i d e n t i f y i n g  t h e  e n t i t i e s  which a r e  t o  be g i v e n  
more t r u s t  is t o  a l l o c a t e  e x c l u s i v e l y  f o r  t h e i r  u s e  a s p e c i a l  
t y p e  of k e y .  The e n c i p h e r m e n t  s e r v i c e  guarantees  t o  t h e  remote 
e n c i p h e r m e n t  s e r v i c e  t h a t  s u c h  a k e y  may o n l y  b e  u s e d  
s u c c e s s f u l l y  b y  s u c h  a n  e n t i t y .  R e f .  2 i n t r o d u c e s  t h e  i d e a  of 
t y p e  v a l u e s  which it is u s e f u l  t o  bind s e c u r e l y  t o  keys ( e . g .  DEK 
o r  KEK).  A u s e f u l  t y p e  v a l u e  which is not mentioned t h e r e  is one 
which  g u a r a n t e e s  t h a t  t h e  k e y  may b e  used  o n l y  b y  a n  e n t i t y  
a u t h o r i s e d  t o  check a c c e s s  r i g h t s .  

T h e r e  a r e  a p p l i c a t i o n s  where it is u s e f u l  t o  be a b l e  t o  g e n e r a t e  
t h e  same key  a t  two remote s i t e s  r a t h e r  than  sending  t h e  key from 
one t o  t h e  o t h e r  and w i t h o u t  sending  v a l u e s  u s e d  t o  g e n e r a t e  i t  
v i a  t h e  t e l e c o m m u n i c a t i o n  l i n k .  F o r  example ,  a c u s t o m e r  is 
s u p p l i e d  w i t h  a p l a s t i c  card which is used t o  h e l p  i d e n t i f y  him.  
The c a r d  c o n t a i n s  a v a l u e  which is  t o  h e l p  g e n e r a t e  t h e  key t o  be 
u s e d  i n  s e n d i n g  i n f o r m a t i o n  t o  a c e n t r a l  i n s t a l l a t i o n .  I n  
a d d i t i o n  he  i s  r e q u i r e d  t o  t y p e  i n  a PIN v a l u e  w h i c h  a l s o  
c o n t r i b u t e s .  A n o t h e r  c o n t r i b u t o r y  va lue  comes from t h e  t e r m i n a l  
i n t o  which he i n s e r t s  h i s  card  ( t h e  te rmina l  va lue  may be changed 
p e r i o d i c a l l y  f o r  g r e a t e r  s e c u r i t y ) .  The c e n t r a l  i n s t a l l a t i o n  
h o l d s  t h e s e  v a l u e s .  When i t  i s  t o l d  i n  c l e a r  who t h e  customer and 
t h e  t e r m i n a l  c l a i m  t o  b e  i t  g e n e r a t e s  a key u s i n g  t h e  s t o r e d  
v a l u e s ,  knowing t h a t  t h e  genuine t e r m i n a l  can g e n e r a t e  t h e  same 
on b e h a l f  o f  t h e  genuine  u s e r .  For  t h i s  and similar c a s e s  t h e  k e y  
g e n e r a t i o n  f u n c t i o n s  i n  s e c t i o n  2 c o n t a i n  a seed v a l u e ,  w i t h  t h e  
a s s u r a n c e  t h a t  t h e  same seed w i l l  g e n e r a t e  t h e  same k e y .  When a n  
u n r e p e a t a b l e  k e y  is  wanted  t h e  s e e d  is  o m i t t e d .  There i s ,  Of 
c o u r s e ,  a d a n g e r  i n  t h i s  f a c i l i t y  and i t  may w e l l  b e  t h a t  i t  
should  be d e n i e d  t o  some u s e r s .  
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In making a request for a transport connection, as described in 
the Open Systems Interconnection model, it is envisaged that a 
user may ask that it be secure. The details of what this means 
are not yet spelled out but it certainly implies encipherment. A 
connection request message may contain 'security parameters' (see 
ref. 9 )  and we may suppose that they will indicate the key to be 
used, either as the actual key (suitably enciphered) o r  as a 
reference to a key already known to both parties. We may then 
consider the applicability of the functions described here. First 
if the two parties have an established mutual KEK used to 
encipher keys they wish to send each other the functions are not 
applicable. The key to be used for the connection is enciphered 
by a call on the sender's encipherment service. It may then 
either be placed in the connection request message or it may be 
sent beforehand (for example as one of a batch of keys to use 
that day) and a reference to it may be placed in the connection 
request message. If the two parties do not have such a mutual 
KEK and do not have a supply of session keys to choose from then 
the function 'mutual key' applies. However, it cannot be used to 
encipher the key which is then placed in the connection request 
because that is not its function. Its function is to deliver the 
key. Neither is it reasonable to suppose that a key should be 
extracted from the connection request as it passes from one KEK 
domain to another (and there may be such separate domains f o r  
security purposes). The use of 'mutual key' in this case is to 
establish a mutual key f o r  the two end users so that they may use 
it to encipher the keys to be used subsequently for transport 
connection protection. It must be done as a separate previous 
operation and, at least the first time, must be sent over an 
'insecure' transport connection. This does not matter as the 
function handles its own security. 

3.2 Data Privacy & Data Authentication 

Once keys have been successfully exchanged by the two end users 
of a telecommunication link or  by their local services on their 
behalf data privacy may be achieved by data encipherment and 
decipherment. Each local service must therefore provide 
enciphering and deciphering functions. The user may also wish to 
encipher and decipher keys using key enciphering keys to produce 
and make use of key hierarchies. These topics are dealt with f o r  
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example in refs.1 and 2, which describe means of protecting keys 
such that they never appear in clear outside a trusted 
encipherment environment. They are relevant to this paper in 
that the user of the key manipulation facility needs the ability 
to operate explicitly upon keys of a chosen type, but should not 
need to know how the types are indicated or need to be wary of 
operations upon keys of a particular type which might prejudice 
security. Data authentication and greater assurance of privacy 
are obtained by using particular modes of operation of 
encipherment (for example cipher block chaining or cipher feed 
back when using block ciphers) and by the addition of checking 
information ( f o r  example enciphered sum checks to reveal illicit 
modification and various identifying values to reveal illicit 
insertions and replays). These functions are not directly 
concerned with key generation and distribution and are not dealt 
with in this paper. 

3.3 Digital Signature8 

A digital signature depends upon a sender using a key that no one 
else has and the receiver being able to demonstrate that the key 
has been used. To do this the sender may use the secret key of a 
public key cipher, such as RSA, and make the public key available 
to the receiver (ref.5). Using the functions described here a 
type value would be assigned to mean a public key pair. The 
effect of a public key cipher may be achieved by adding type 
information, meaning "encipher only" o r  "decipher only" to a 
symmetric cipher key in a trusted environment, with the knowledge 
that it can only be removed and acted upon in a trusted 
environment (ref . 2 ) .  Another possibility is to use an algorithm 
which has an associated public and private key but which 
transforms the text to be signed by some means other than 
encipherment. Such keys can also be indicated by type 
information in the functions described in section 2. 

3.4 Stored Secure Files 

The key generation function may be used to generate a key which 
enciphers a file stored locally o r  whose medium is to be 
physically removed from the computer environment. If a file is 
stored for a long time o r  is transferred to a separate site it 
w i l l  be necessary to re-encipher. Ref.1 points out that a 



hierarchy of keys is needed in such a case. Refs. 1 and 2 
discuss how this may be achieved securely. The exact method is 
hidden at a lower level and visible in the functions described 
here only in the fact that keys are generated with an explicit 
type which indicates Key Enciphering Key or, Data Enciphering Key. 

3.5 Protection of Software Copyright 

Ref.2 points out that type information securely attached to a key 
may be used, given a secure execution environment, to safeguard 
copyright. Software to be protected would be enciphered by the 
key and the key would be supplied to the user enciphered by a KEK 
which was available only inside the secure execution environment. 
When the software was used it would be deciphered as an implicit 
part of the loading operation. This idea anticipates the 
commercial availability of such an execution environment. 
However, when appropriate, a type value could be assigned in the 
functions of section 2. 

4 .  Relationship to Detailed Key Manipulation Schemes 

This section discusses how the functions described in section 2 
can be implemented using a number of techniques described 
elsewhere. The functions are dealt with in turn. 

4.1 Generate key 

Let us assume we are using one of the key management schemes 
described in refs.1, 2, and 3. Each of them, when it generates a 
keg and makes it available outside the trusted encipherment 
facility protects it by enciphering it. The schemes differ in 
how they do this and in how they ensure that the keys may not be 
misused ( f o r  example that a DEK may not be deciphered and made 
available outside the encipherment facility in clear form). They 
differ in the amount of protection they give the keys. The Key 
Notarization Scheme guarantees that a key can only be used 
successfully by the intended users by making the encipherment and 
decipherment or? the key a function of the identities of the users 
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f o r  whom t h e  k e y  i s  i n t e n d e d .  S i n c e  a u s e r  must e s t a b l i s h  h i s  
i d e n t i t y  i n  a way which s a t i s f i e s  s e c u r i t y  c r i t e r i a  ( f o r  e x a m p l e  
b y  s u p p l y i n g  a p a s s w o r d )  he  c a n n o t  s u c c e s s f u l l y  u s e  someone 
e l s e ' s  key. The IBM scheme p r o t e c t s  t h e  k e y  from e x p o s u r e  and 
e n s u r e s  t h a t  some d i f f e r e n t  t y p e s  of key cannot be confused .  T O  
do  t h i s  d i f f e r e n t  m a s t e r  k e y s  a t  an i n s t a l a t i o n  a r e  u s e d  t o  
e n c i p h e r  KEKs, s e s s i o n  keys and keys used t o  enc ipher  f i l e s .  The 
o p e r a t i n g  sys tem is r e l i e d  upon t o  ensure t h a t  t h e  k e y s  a r e  Used 
by t h e  i n t e n d e d  u se r s .  The ICL scheme e n c i p h e r s  a key,  t o g e t h e r  
w i t h  t y p e  i n f o r m a t i o n  i n d i c a t i n g  how it may be used,  by a KEK ( i n  
some c a s e s  b y  a n  i n s t a l a t i o n  m a s t e r  k e y ) .  I t  c a n ,  t h e r e f o r e ,  
p o t e n t i a l l y  r e s t r i c t  keys i n  ways which may be def ined  and could  
i n c l u d e  t h e  e q u i v a l e n t  of  t h e  Key N o t a r i z a t i o n  s c h e m e .  T h e  
f u n c t i o n s  s u p p l i e d  i n  t e r m s  o f  k e y  t y p e  t h e r e f o r e  o v e r l a p  and 
where t h e y  c o i n c i d e  t h e y  a r e  not  implemented i n  t h e  same way. The 
f u n c t i o n s  d e s c r i b e d  i n  s e c t i o n  2 may be mapped on t o  a n y  of t h e  
t h r e e ,  w i t h  t h e  p r o v i s o  t h a t  some o f  t h e  key types  envisaged  are 
n o t  p r e s e n t  i n  some c a s e s .  

The l o c a l  name produced by " g e n e r a t e  key" i s  then  i n  t h e  c o n t e x t  
of r e f . 1  t h e  form enc iphered  by KMO, KM1 o r  KM2 a c c o r d i n g  t o  i t s  
t y p e .  I n  t h e  c o n t e x t  of  r e f . 2  it is t h e  key and conca tena ted  t y p e  
enc iphered  by t h e  m a s t e r  key. I n  t h e  contex t  of  r e f . 3  i t  is  t h e  
form s u p p l i e d  b y  t h e  Key N o t a r i s a t i o n  F a c i l i t y .  

If a k e y  i s  t o  be a s s o c i a t e d  s e c u r e l y  with its u s e r s  as i n  r e f . 3  
t h e n  e x t r a  a s s o c i a t e d  s o f t w a r e  i s  n e e d e d  i f  t h e  b a s i c  
e n c i p h e r m e n t  f a c i l i t y  does not  provide i t .  Whether i t  is always 
d e s i r a b l e  t o  t i e  a g e n e r a t e d  key immediately t o  p a r t i c u l a r  u s e r s  
is  a d e b a t a b l e  p o i n t .  

4 . 2  Give key 

Assume t h a t  t h e  u s e r  t o  whom t h e  key is  t o  be given is at a s i t e  
which u s e s  a similar system i n  te rms  o f  r e f s . 1 ,  2 and 3. If t h e  
f i r s t  s i t e  h a s  t h e  n e c e s s a r y  KEK i t  can re-encrypt t h e  g e n e r a t e d  
key and send it d i r e c t l y  t o  t h e  second s i t e .  There  t h e  s e r v i c e  
r e - e n c r y p t s  i t  f o r  t h e  second u s e r  i f  t h e  key used t o  p r o t e c t  it 
i n  t r a n s i t  is n o t  t h e  one  which p r o t e c t s  it when it  i s  s t o r e d  
t h e r e .  T h e r e  m a y ,  on t h e  o t h e r  hand b e  a s e r i e s  o f  r e -  
encipherments  e n  r o u t e  because o f  t h e  need t o  c r o s s  d i f f e r e n t  key 
domains. The u s e r  o f  t h e  "g ive  key'' f u n c t i o n  may r e m a i n  u n a w a r e  
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of  t h i s .  

As i n  r e f . 4 . ,  a Key D i s t r i b u t i o n  Centre  may be used t o  g e n e r a t e  
t h e  key i n  a form s u i t a b l e  f o r  t ransmiss ion  t o  another  s i t e .  T h i s  
a l s o  may b e  h i d d e n  from t h e  u s e r  of t h e  "give key" f u n c t i o n .  

If t h e  s e n d e r  and  r e c i p i e n t  a r e  e n c i p h e r m e n t  s e r v i c e s  w h i c h  
d i f f e r  i n  t h e  way t h e y  encode keys f o r  p r o t e c t i o n  (as  i n  refs. 1 ,  
2 ,  and 3 )  more  m a n i p u l a t i o n  i s  needed t o  e f f e c t  t h e  t r a n s f e r .  
There must b e  a t r a n s f o r m a t i o n  f u n c t i o n ,  which o p e r a t e s  i n  a n  
environment as s e c u r e  as t h e  one used t o  encipher  t h e  d a t a  i n  t h e  
f i r s t  p l a c e ,  w h i c h  d e c i p h e r s  and re -enc iphers ,  r e f o r m a t t i n g  as 
necessary .  T h i s  a l s o  c a n  be hidden from t h e  u s e r  of  " g i v e  k e y " ,  
a l t h o u g h  a s t a n d a r d  way o f  f o r m a t t i n g  keys and t h e i r  a s s o c i a t e d  
informat ion  is c l e a r l y  d e s i r a b l e .  

4 .3  Mutual key 

I n  some c a s e s  t h i s  may b e  o n l y  a s h o r t h a n d  way o f  w r i t i n g  
" g e n e r a t e  k e y "  , f o l l o w e d  by " g i v e  key" .  However c o n s i d e r  t h e  
f o l l o w i n g  c a s e s .  

a )  When a KDC is used t o  g e n e r a t e  t h e  key i t  may b e  n e c e s s a r y  
t o  t e l l  it the  i d e n t i t y  of t h e  o t h e r  p a r t n e r  i n  t h e  c o n n e c t i o n  so 

t h a t  it may e n c i p h e r  it a p p r o p r i a t e l y  ( s e e ,  f o r  example, r e f . 4 ) .  

b )  The g e n e r a t i o n  o f  t h e  key  may need t h e  involvement o f  t h e  

e n c i p h e r m e n t  s e r v i c e s  a t  b o t h  e n d s  of  t h e  c o n n e c t i o n  ( f o r  
example when u s i n g  t h e  Diff ie /Hel lman algori thm ( r e f .  6). 

F o r  s u c h  r e a s o n s " m u t u a 1  key" is needed as a p r i m i t i v e  f u n c t i o n  
a t  t h i s  l e v e l .  

4 .4  Take key and Destroy key 

If t h e  u n d e r l y i n g  i m p l e m e n t a t i o n s  a r e  t h o s e  of r e f s .  1 ,  2 o r  3 
t h e s e  f u n c t i o n s  a r e  b a r e l y  n e c e s s a r y .  If a g e n e r a t e d  k e y  i s  
s t o r e d  by t h e  enc ipherment  s e r v i c e  and a r e f e r e n c e  t o  i t  p a s s e d  
b a c k  t o  t h e  u s e r  t h e n  an e x p l i c i t  d e s t r u c t i o n  of  keys is needed.  
"Take  k e y "  may a l s o  b e  u s e d  t o  i n f o r m  t h e  s e r v i c e  t h a t  a 
p a r t i c u l a r  u s e r  is no l o n g e r  e n t i t l e d  t o  use a key. 
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5. Relationship to Communication Standards 

We may e x p e c t  t h e  emerging Open Systems I n t e r c o n n e c t i o n  s t a n d a r d s  
t o  p r o v i d e  s e c u r e  s e r v i c e s .  For example, as a l r e a d y  mentioned,  
a n  e n h a n c e m e n t  o f  t h e  t r a n s p o r t  s e r v i c e  i s  l i k e l y  t o  p r o v i d e  
a u t h e n t i c a t i o n  o f  u s e r s ,  d a t a  p r i v a c y  and d a t a  a u t h e n t i c a t i o n .  
The two e n t i t i e s  which communicate t o  p r o v i d e  t h i s  s e r v i c e  m u s t  
e s t a b l i s h  j o i n t l y  a g r e e d  k e y s  and i n i t i a l i s a t i o n  v a r i a b l e s  and 
would make use  o f  f u n c t i o n s  s u c h  as t h o s e  d e s c r i b e d  i n  t h i s  
p a p e r .  T h e  f o r m  o f  t h e  t r a n s m i t t e d  k e y  and i t s  a c c o m p a n y i n g  
i n f o r m a t i o n  is an  obvious  c a n d i d a t e  f o r  s t a n d a r d i s a t i o n  and would 
a v o i d  t h e  n e e d  t o  t r a n s f o r m  t h e  k e y  en r o u t e ,  o t h e r  t h a n  t o  
change i t s  k e y  e n c r y p t i o n  key. I n  seeking  a s t a n d a r d  form w e  have 
t o  c o n s i d e r :  

i )  t h e  l e n g t h  of  t h e  key ,  

i i )  t h e  p e r m i t t e d  u s e r s  ( i f  t h i s  is t o  be dec lared  e x p l i c i t l y ) ,  

i i i) i n f o r m a t i o n  a b o u t  t h e  type  of use  permi t ted .  

The m e t h o d s  r e f e r r e d  t o  i n  t h i s  paper do not  a l l  a l l o w  t h e  same 
r e s t r i c t i o n s  o f  k e y  u s e  t o  b e  d e s c r i b e d .  M o r e o v e r ,  i n  s o m e  
c a s e s ,  t h e  r e s t r i c t i o n  is  i m p l i e d  i n  t h e  manner of e n c i p h e r i n g  
t h e  key ( e . g .  t h e  Key N o t a r i z a t i o n  scheme) .  A s t a n d a r d  w h i c h  
e x p l i c i t l y  s t a t e d  t h e  u s e r s  c o u l d  t h e r e f o r e  b e  c o n s i d e r e d  
redundant  i n  t h i s  c a s e .  However, i f  t h e  b a s i c  k e y  m a n i p u l a t i o n  
method d o e s  n o t  i n v o l v e  t h e  u s e r ' s  i d e n t i t y  (as  i n  r e f . 1  and i n  
r e f . 2  i n  i ts s i m p l e s t  form) t h e  a d d i t i o n  g i v e s  added s e c u r i t y .  

The b a s i c  enc ipherment  a lgor i thm a f f e c t s  b o t h  t h e  l e n g t h  o f  t h e  
k e y  and t h e  t y p e  i n f o r m a t i o n  which is  r e l e v a n t .  Fo r  example,  an  
i nd i c a t  i o n  o f  I' enc i phe r m  en t 'I o r  " d e c i ph e r m  en t I3  i s i r r e 1 e v  a n t  t 0 

an RSA key .  

R e f .  2 has  s u g g e s t e d  t h a t  t h e  " p a r i t y "  b i t s  i n  t h e  DES k e y  c o u l d  
be used t o  i n d i c a t e  t y p i n g  informat ion .  This may be u n a c c e p t a b l e  
as an i n t e r n a t i o n a l  s t a n d a r d .  The t y p i n g  i n f o r m a t i o n  m u s t  t h e n  
be h e l d  s e p a r a t e l y  from t h e  64 b i t  key v a r i a b l e .  
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Bearing these points in mind the following is a tentative 
suggestion for a standard form for a key and associated 
information. First, the clear form. It has the format: 

key length, key, key type, users 

where "key length" is an integer which gives the length of the 
following key; 

where lrkeylr is the key as a binary string; 

where "key type" is a binary string whose bits have the following 
significance: 

1st bit DEK or KEK, 
2nd bit enciphering key or not, 
3rd bit deciphering key or not, 
4th bit software protection key or not, 
5th bit key usable by any process or only by one 

authorised to check access rights, 

(meanings for other bits are likely to prove useful); 

and where "users1t consists of either one or two alphanumeric 
strings which identify the permitted user o r  users. 

If such a composite item is to be transmitted over an insecure 
telecommunication line it must be enciphered. The form this 
takes depends upon the enciphering method. Using a 64 bit block 
cipher, for example, one must use some method of ensuring that 
the separate blocks which form the item cannot be changed 
unnoticed. One night, for example, form an enciphered sum check 
of the whole item and send it with it. A method which enciphered 
a block as long as the composite item could dispense with this. 
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6 .  Conclusions 

This paper has discussed a number of issues related to the 
standardisation of the interface to an enciphering service at a 
particular level. 

Several ways of providing basic key manipulation features have 
been considered. It would be logically possible to evolve a 
standard way which made use of the best features of those 
considered. This would make standardisation of the form of the 
key and associated information easier. 

An enciphering service may o r  may not make use of a separate Key 
Distribution Centre, depending on the number of communicating 
locations and the complexity possible in each. This design option 
is likely to survive. The functions suggested here deliberately 
hide this choice, taking the view that it is a part of the 
service implementation which the user should be able to ignore. 

When a key is sent to a remote user it may need to be transformed 
because a different way of protecting it is needed. It may need 
to be enciphered by the remote user's location master key. 
During its journey it may need to be enciphered by a KEK used 
only for transportation. It may need to be re-enciphered by 
several such keys in the course of its journey. Such 
transformations should be hidden from the user at as low a level 
as possible so that logic can be written irrespective of the 
context created by the way the network of users is organised. 

New methods of enciphering are likely to be developed. We should 
attempt to protect users from the need to know the underlying 
changes they bring. This is, of course, an aim which cannot 
necessarily be fulfilled. At the level chosen for the functions 
of this paper we reveal the essential difference between 
symmetric and asymmetric ciphers. New methods may bring their 
own characteristics which should not be hidden. 

New applications of encipherment and related techniques are 
likely. Two mentioned here are digital signatures which do not 
use encipherment of a form which can be used for data privacy and 
a new key type dedicated to controlling resource use. 



For* such reasons the subject is one which will continue t o  
develop and the points made in this paper are offered as part O f  
the discussion needed to find functions and techniques which mag 
develop as our knowledge of the subject grows. 
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