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Abstcac_t 
I n  recent years, much e f f o r t  has gone i n t o  the  development of h igh 

bandwidth communication networks f o r  use over r e l a t i v e l y  short ( l o c a l )  
distances, e.g. an o f f i ce ,  an i n d u s t r i a l  complex, a research laboratory ,  
etc.. The h igh bandwidth of these networks allows many of the serv ice8 now 
requ i r i ng  separate networks such as facsimile, d i g i t i z e d  voice, file 
t ransfer  and i n t e r a c t i v e  terminal  data, t o  be integrated i n t o  a common 
transmission f a c i l i t y .  Hanufacturers are current ly  developing products 
which conform t o  t h e  r e c e n t l y  establ ished IEEE 802 8tandard f o r  Local Area 
Networks (LANs). Th is  standard i s  based on the concept of a layered, "peer 
e n t i t y "  communication protocol  put  f o r t h  i n  the In ternat ional  Standards 
Organization's (ISO) seven layer  model +or Open Systsms In terconnrct ion 
(OSI 1 .  

I n  t h i s  paper w e  de f i ne  the not ions o f  secrecy and pr ivacy as they 
r e l a t e  t o  a LAN environment and the various services a network i s  requi red 
t o  provide such as data i n t e g r i t y ,  authentication and d i g i t a l  s ignature 
services. W e  a l s o  descr ibe the  cost-bcnef i t  tradeoff  involved i n  a t t a i n -  
ing various l e v e l s  of  p r i vacy  and secrecy. 
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1.1 Introduction 


This paper will be presented in two parts; the first part is a 
general description of the secrecy and privacy requirements in a local 
arm. nmtwork mnvironment. In thm second part of the paper we prmlent 
somm observations and propommd mmthods for integrating srcrecy and 
privacy into established network protocols. 

In the. past few years, much research and development has been 
Concentrated in the area of  local communication networks. In general, 
local area communication networks (LANs) provide a multiple access environ- 
ment over a rmlativmly small geographical area such as a room, building 
or group of buildings with maximum nmtwork lengths of a few kilometrrs. 
An introduction to local area networks and thmrm applications can be found 
in Ell. The main characteristics of a LAN can be summarized as follows: 

1. Topology - ring, bus o r  star are the most popular config- 
urations (see Fig. 1) 
2. Transmission medium and technology - there are two popu- 
lar methods 

coaxial cable - baseband or RF modulated 
transmissions 


fibre optic 

3. Media Clccess Protocol- there arm two broad classes of 
media accmss protocols - contmntion (random access) 
protocols and non-contention protocols 
4. Communication protocols and type of servicms provided by 

the network (i  .e. unacknowledged connectionless services, 

connection orientmd smrvicmsl). 


LANs are finding increasing applications in research, industrial 
and office environments where the trend is towards the intmgration of 
many smrvices such as digitized voice, interactive terminal data, facsi- 
mile transfer, file transfer and electronic mail into a single common 
communications facility linking all users. Cl characteristic which ir 
common to a11 LANs is the ability to establish a connrction between any 
pair of users (transceivers). This is usually accomplished by broadcast 
techniques where the message is tranrmittmd on thr nmtwork along with 
source and destination information in 8uch a way that a11 of thm trans- 
actions on the network can be heard by every nmtwork transceiver. In 
addition to the study of various applications, work is proceeding on the 
development of communications protocols f o r  LANs. 

1.2 The Oeen System Interconnection Model 
--------- ---- -----_-------------_______ 
The International Organization for Standardization (ISO) has 

proposed a model f o r  communication protocols in networks called the 
Open Systems Interconnection (OSI) model and is currently being used as a 
basis f o r  the IEEE Project 802 standard for LANs C33. The OSI model, shown 
in Fig. 2, defines seven layers of complementing protocols where communi- 
cation iu defined as taking place between mquivalcnt or p e r _  entities at 
each umer site. To facilitate this, the upper layers are built on the 
services of the lower layers (as well as adding value to the services) 
in such a manner as to isolate the user from the physical operation of the 
network. The n-layer services of a layer are the capabilities it offers 
to n-layer users. Thus, at the higher layers, the user is not aware of,  
or concerned with, the operation of  the network as this becomes trane- 
parent. A summary of the OSI model can be found in C23. 

T-------------

These terms are consistent with Type I and Type I1 Logical Link 

Control (LLC) services of  IEEE 8 0 2 . 2 .  
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LS-IEEE-Pmim~f-BP2 
The IEEE 802 standard is actually a family of standards 802.1 

through 802.6 which deal with the physical and data link layers of the OSI 
model. Fig. 3 shows the relationship between the IEEE Project 802 stand-
ard and the IS0 model. 

Standard 802.1 is used to describe the relationship between these 
standards and the OSI model. Due to the diversity of media-access methods 
and transmission technology (as was described previously), a number of 
standards were required to cover the physical and data link layers. In 
the 802 standard, the data link layer is split into two sublayers, a 
common Logical Link Control sublayer (LLC) and a Media Access Control 
(MAC) sublayer which is contoured to the requirements of the various types 
of LANs i.e.: 

802.3 standard for CSMAICD bus networks 

802.4 standard for token-passing bu8 networks 

802.5 standard for token-passing ring networks 

802.6 standard for metropolitan area networks (MPINs). 

This structure allows a common interface at the LLC sublayer and informa- 
tion (Protocol Data Units) passing into and out of the LLC from above 
(Network Layer) or from below (MCIC sublayer), are standardized. 

FI detailed description of these standards is beyond the scopo of 
this report (see C41-Cbl) but we will describe a few of the basic princi- 
ples. CIS mentioned previously, all layers are built on the services they 
provide or use. The general format of messages to/from the various layers 
is shown in Fig. 4. 

Messages may be of three generic types: 

i)Request - a primitive for requesting n-laysr services from a 
n-laymr user 
ii)Indication - a primitive used to indicate to a n-layer usw of 
an internal n-layer event which may be significant (e.g. a remote 

service request) 

iii)Confirm - a primitive which conveys to a n-layer user the 
results of a previous request for n-layer service 


All communication and information passing is performed using this type of 

hierarchical structure. 


The LLC layer %upplies two types of message exchange services: 
i)Type I, Unacknowledged Connectionless Service and ii)Type 11, Connection 
Ori ented Servi ce. In Unacknowledged Connect ionless servi ce, network 1ayer 
entities exchange Link Service Data Units (LSDUs) without establishing a 
data link level connection. In Connection Oriented service, LLC provides 
the means for establishing, using, resetting and terminating data link 
layer connections along with data link layer sequencing, flow control and 
error recovery procedures. Thus, the message transfer services can be 
loosely coupled ("datagram") or tightly coupled ("virtual circuit") type 
connect i01-15. 

The increased use of digital communications far business transac-
tions also increases the need for secrecy and privacy. Unfortunately, 
the two requirements are sometimes contradictory. On one hand, we 
require access to a wide variety of services yet, we may wish to keep the 
information exchanged secret. The various types of  traffic on the 
network will have different characteristics and requirements such as 
delay, buffer space and priority. In addition, different types of 
traffic will have different security requirements. For instance?, in an 
industrial environment, top level m e m o s  may require complete secrecy. 
In the banking environment, more emphasis is placed on the authentica- 
tion of a transaction than on its secrecy. In the most basic time-
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sharing systems, t h e  operat ing system must ensure only l eg i t ima te  users 
are  allowed access. For d i g i t i z e d  voice, most people are content w i t h  the  
leve l  of pr ivacy provided by an unencoded analog telephone connection; 
t h e i r  only r e a l  concern i s  t h a t  a conversation does not  al low "par ty- l ine"  
intercept ion,  t h a t  is ,  no casual l i s t e n e r  can overhear t h e i r  convorsa-
t ion,  thus, t he  normal lmvml o f  pr ivacy f o r  voice i s  minimal. Data bases 
tend t o  bm avai lab lm t o  a11 users but c lear ly,  stmps m u s t  b m  takmn 
t o  prmvmnt unauthorirmd add i t i ons  or  delet ions. I f  we consider t h e  con-
cept of an e l e c t r o n i c  mai l  service, one would envisago a cmntral ma i l  
server which would a c t  as a temporary depository f o r  messagms which could 
not be immediately dol iverod. This type of service presents a d i f f i c u l t  
problem i n  t h a t  messages must be authenticated when they are placed i n  the  
service, they m u s t  be protected from unauthorized disclosure, addi t ion,  
modif icat ion and d e l e t i o n  whi le  i n  the mail  server and they m u s t  be de- 
l i ve red  i n  a manner which w i l l  preserve the privacy of  the message ( t h i s  
tends t o  be a more complex problem than a secure database system). 

O u r  objmctivm i n  t h i s  paper is t o  ou t l i ne  some pos9ible methods by 
which secrecy, pr ivacy,  and authent icat ion techniques can be incorporated 
i n t o  a h i e r a r c h i c a l l y  s t ruc tu red  network using already establ ished proto- 
co ls  as a base. An example of  the type of network where these methods may 
be applied 15 t h e  Waterloo Experimental ~ o c a ~ .  (WELNET) whichdglwork i s  
c lass i f i ed  as a non-contention broadcast network which conforms t o  t h e  
IEEE 802.2 standard f o r  Logica l  L ink Control (LLC) (see'C73). 

I n  the  IEEE 802 standard and OSI model a (N-1) layer may supply 
services t o  more than one N l aye r  en t i t y .  The (N-1) layer  and N l a y e r  
communicate through Service Access Points (SAPS) which a re  addressable 
points i n  each layer .  When a message i s  generated, the sourcm N laymr 
e n t i t y  and des t i na t i on  N l a y e r  e n t i t y  addresses are appended t o  t h e  mesr-
age. This i s  then passed t o  t h e  (N-1) layer. A t  t h i s  layer, t h e  corres-
ponding source/dmstination addresses f o r  the (N-1) e n t i t i e s  are a l s o  
appended. Upon recept ion,  t h e  address information i s  s t r ipped away as t h e  
message i s  passed up through the  layers t o  i t s  destination. The addtess- 
ing i s  thus s t ruc tu red  so t h a t  each layer only requires the pa r t  o f  t he  
address which a l l ows  t h a t  l aye r  t o  pass the message t o  the appropr iate 
SAP. I n  Fig. 5 ,  we show t h e  message format adopted f o r  WELNET as i t  
passes from the Network layer ,  LLC and the MAC sublayers. 

1.5 C l a s s i f i c a t i o n  of  Threats i n  a Network --------__--------------------------------
We now def ine a few of  t he  terms which w i l l  be used throughout th is  

study: A LAN i s  c l a s s i f i e d  as an open broadcast network i n  which w e  
assume messages may be received by both the intsnded rec ip ien t  and unruth- 
orized l i s tene rs .  T h i s  w i l l ,  i n  general, be the case unless t h e  
e n t i r e  network, i n c l u d i n g  the  transmission media and a l l  access 
points, are made p h y s i c a l l y  secure. I n  most case5 t h i s  i s  impract ica l .  

The p o i n t s  where at tacks can be made i n  the network are shown i n  
Fig. 6. Here t h e  network consis ts  of the transmission medium, a 
network i n te r face  ( t ransce ive r )  and the user equipment (terminal , host, 
etc. 1 .  

1.5.1 Low Level Threats....................... 

The types of t h r e a t s  present i n  a LAN environment can be broken 

down i n t o  a number of categories. The simplest f o r m  of  at tack i s  t h a t  
of the passive l i s t e n e r  (eavesdropper). I n  Fig. 6, we show the  p o i n t s  
i n  the network where the  wiretapper may pos i t i on  the l i s t e n i n g  
(recording) device. The p o s i t i o n  of the tap determines the complexi ty 
of the device, t h e  amount of information avai lable and the s e c u r i t y  
procedures the wiretapper must overcome t o  gain the information. If a 
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tap is p l a c r d  on t h e  transmimsion medium, the  l lmtaner  can in tmrcept  mess-
ages intended f o r  any user  on the  network s ince  messages con ta in  
source /des t ina t ion  address ing p l u s  v i r t u a l  c i r c u i t  and sequencing informa-
t i o n  ( the  job  i s  much e a s i e r  than t h a t  o f  i n te rcep t ing  telephone informa- 
t i o n  s ince  a l l  s i g n a l s  and in fo rma t ion  requ i red  t o  separate them a r e  
c a r r i e d  on one t ransmiss ion  medium). I f  the  tap i s  placed a t  t h e  
terminal  connection, o n l y  i n fo rma t ion  f o r  a s p e c i f i c  user i s  ava i l ab le ,  
but, t h e  w i re tap  dev i ce  can be r e l a t i v e l y  simple and t h i s  method has 
the  added advantage o f  d e f e a t i n g  any s e c u r i t y  procedures i n s t a l l e d  i n  t h e  
network i t s e l f .  The problem a l s o  changes w i t h  the  type  o f  LAN involved.  
Consider a LAN which uses a broadcast bus s t ruc tu re ,  t h i s  system has t h e  
proper ty  t h a t  i t  i s  very  easy f o r  a passive wiretapper t o  ob ta in  informa- 
t i o n  from t h e  bus w i thou t  de tec t ion ,  bu t  i t  i s  very d i f f i c u l t  f o r  an 
a c t i v e  wi retapper  t o  impersonate another t ransceiver  wi thout  de tec t i on  
(assuming t h e  o p e r a t i n g  system of  the  t ransce ivers  w i l l  check t o  determine 
i f  t he  header address i s  c o r r e c t ) .  Th is  p roper ty  i s  no t  t r u e  i n  a r i n g  
network where one can e a s i l y  conceive of us ing two t ransce ivers  t o  
surround a l e g i t i m a t e  t r a n s c e i v e r  and o r ig ina te ,  a l t e r  o r  d e l e t e  messages 
(although how one t a p s  i n t o  t h e  loop wi thout  de tec t ion  is not c l e a r ) .  

The t ransmiss ion  medium a l s o  p lays  a r o l e  i n  t h e  d i f f i c u l t y  f a c i n g  
an at tacker .  Coax ia l  cab le  is easy t o  tap  and t h i s  can be done w i thou t  
i n t e r r u p t i o n  o f  se rv i ce .  Pass ive l i s t e n i n g  can be performed w i t h  a d i r e c t  
connection o r  by i n d u c t i v e  means. An answer t o  t h i s  problem i s  t h e  use of 
f i b r e  o p t i c s  b u t  f i b r e  o p t i c s  do no t  lend  themselves t o  bus a rch i tec tu res .  

I n  c o n s i d e r a t i o n  o f  f i b r e  o p t i c s  as t he  transmission medium, one 
a lso observes t h a t  t hey  a re  n o t  prone t o  wi retap by i n d u c t i v e  p ickup o r  
electromagnetic emission. To t a p  t h e  f i b r e ,  some p o r t i o n  o f  t h e  s i g n a l  
m u s t  be d i v e r t e d  which, by  c u r r e n t  techniques r e s u l t s  i n  de tec t8b le  a t t m -  
ua t i on  f a c t o r s  a t  t h e  r e c e i v i n g  end. To counter t h i s  problem, t h e  a t t a c -  
ker could i n t r o d u c e  an a c t i v e  t a p  which would repeat t h e  s igna l  compensa-
t i n g  f o r  any a t tenua t ion ,  b u t  t h i s  again necess i ta tes i n t e r r u p t i o n  of t h e  
f i b r e  which shou ld  be  de tec tab le .  

I n  t h e  prmvious d i scuss ion  i t  was assumed t h a t  t h e  a t tacke r  was 
tapping t h e  network i t s e l f  t o  ga in  t h e  in fo rmat ion  or send t h e  messages he 
requi red.  These a r e  b a s i c a l l y  a t t a c k s  against  t he  lower l a y e r s  of t h e  OSI 
model. We now l o o k  a t  t h e  case where the  at tacker  has gained e n t r y  
(e i t he r  an au tho r i zed  user  making unauthorized use or  someone o b t a i n  
ng author ized use by  b reak ing  t h e  l o g i n  procedure). From t h i s  p o i n t  
on the  network serves  mere ly  as a t ranspor t  method f o r  accessing t h e  
serv ice  under a t tack .  (Th is  i s  shown i n  F ig .  7-8). A l l  safeguards 
incorporated i n t o  t h e  lower  p ro toco l  l e v e l s  w i l l  be n u l l i f i e d  once v a l i d  
en t r y  is obtained. 

The t h r e a t s  t o  t h e  h ighe r  l e v e l s  of t he  network can be q u i t e  
varied. The main o b j e c t i v e  is t o  p ro tec t  user data, data bases, hard-
ware and t h e  h o s t  o p e r a t i n g  system from delet ion,  mod i f i ca t ion ,  d i s c l o  
u re  and unauthor ized  use. Each type of data i s  d i f f e r e n t  and w i l l  
r equ i re  a d i f f e r  approach t o  secrecy and privacy. 

I n  t h i s  study, we w i l l  on l y  be concerned w i t h  t he  problems of 
secu r i t y  i n  a network environment. fit present, t he re  i s  a s t rong  i n t e r -
ac t i on  between t h e  v a r i o u s  LAN conf igura t ions  ou t l i ned  above and each 
w i l l  have i t s  own repercuss ions  when the  implementation of secrecy and 
pr ivacy  i s  considered. 

I n  t h e  OSI model, s e c u r i t y  i s  introduced i n t o  l e v e l  s i x  of t h e  
model. I f  we l o o k  a t  t h e  system model, there  i s  a d i v i s i o n  of t a s k s  
between t h e  network and t h e  h o s t  computer. This d i v i s i o n  i s  shown in 
Fig. 0. Below t h i s  d i v i s i o n ,  p ro toco ls  are needed t o  p r o t e c t  t h e  messages 
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on the network form t h e  passive of  act ive eavesdropper. Above t h e  d i v i -  
sion, the network is used pu re l y  as a means of access and any a t tacks  are 
directed a t  the host computer (we also consider here, the concept o f  the 
layered protocol  i s  t o  make the  operations of the underlying network t rans-
parent t o  the user) .  The i s o l a t i o n  present i n  the OSI model a l so  
decouples any "real- t ime" p ro tec t i on  form the upper layers, i.e., s ince 
the upper l aye rs  a re  indrpendent of the lower layers such as t he  media 
access protocol, an authent icat ion and data i n t e g r i t y  system bared on a 
time stamp approach could no t  be implemented a t  a high layer i n  t h e  model. 
On example of t h i s  would be t h e  wide variance of  access times present i n  a 
moderately t o  h e a v i l y  loaded CSMAICD system. These examples tend t o  
ind icate t h a t  c e r t a i n  forms o f  protect ion must be implemented very c lose 
t o  the physical  l a y e r  o f  t h e  protocols i n  addition, some of the serv ices 
may be b u i l t  on top of  thmse services a t  the low layers, thus wo can 
conceive of a secrecy and p r i vacy  implementation which is, i t s e l f  a 
layered protocol  which uses t he  services of the Layers underneath it. 

1.6 Network Secur i ty  

The main ob jec t i ves  o f  network %cgri&y as defined i n  CBI-ti03 are 
to: 

i )prevent unauthorizmd rmlease (disclosure) of in format ion 
i i ) p r e v e n t  unauthorized message addit ion, de let ion o r  
mod i f i ca t i on  
i i i j p r e v e n t  unauthorized denial of resource use. 

Network secu r i t y  can be broken down i n t o  two subtopics# 1JSecrecy and 
Privacy techniques and 2)Authent icat ion and Data I n t e g r i t y  techniques. 
Secrecy and Pr ivacy techniques are intended t o  provide protect ion ap r ino t  
passive at tacks (as per requirement (i)1 .  buthent icat ion deals w i t h  t he  
a b i l i t y  t o  uniquely (and c o r r e c t l y )  i d e n t i f y  the o r ig ina to r  of a message 
while I n t e g r i t y  deals w i t h  the  uncorrupted transport of user messages 
(requirements (ii)and (iii) i n  the presence of ac t i ve  attacks. 

Many o f  t he  cu r ren t  approaches t o  secrecy and pr ivacy are ad hoc i n  
nature, many of them evolv ing as remedies f o r  problems found i n  
ex is t ing systems. A review of  the various techniques which have been 
applied t o  networks can be found i n  references Clll-tl53. 

P a r t _ r l _ ~ , g b z e r v a $ i n ~ ~ - ~ ~ ~ - ~ ~ ~ ~ ~ ~ e ~ ~ ~ ~ ~ ~ ~ ~  

-----_Cryetanalyt ic_____ E f f o r t2.1 ---_______ 
The primary ob ject iveo of  A secrecy system can bm summarized as 

fol lowsr 
i ) p r o v i d e  as much p ro tec t i on  t o  the user's messages AS poss ib le  
( i .e. maximize the  amount of w o r k  an attacker m u s t  perform i n  OrdQI-
t o  recover message contents) 
ii)minimize the  amount of  information which the at tacker can gain 
ifcryptanalys is  i s  successful (i.e. t h i s  can be done by changing 
keys r e g u l a r l y  or by using mul t ip le  keys i n  the system) 
iii)minimize t h s  e f f o r t  required t o  perform network maintenance 
i.e. t o  change keys, manage keys and t o  i n i t i a t e  secure communi-
cations, e tc .  

o_ks_zrv_atLEn_-L 
It i s  genera l ly  accepted that,  from a secrecy and pr ivacy p o i n t  of  

view, the use o f  m u l t i p l e  keys i n  a network increases the p ro tec t i on  f o r  
users. messages and decreases the  amount o f  information an at tacker  can 
obtain by successful cryptanalys is .  Thus, i t  i s  advantageous t o  maximize 



355 


the number o f  keys i n  the  system ( i dea l l y ,  each user would have i t s  own 
key). Unfortunately,  t h i s  leads us t o  deal wi th the problem of key 
management and d i s t r i b u t i o n .  I f  the number of keys i s  large, t he  problem 
of maintaining t h e  s e c u r i t y  o f  the keys and d i s t r i b u t i n g  new keys require% 
serious considerat ion ( t h i s  problem has been the object of considerable 
study C163-tl71). 

ok?orva$L2Lll 
Let ’s consider t h e  e f f o r t  required by the attacker t o  recover a kry 

by cryptanalysis under the  fo l l ow ing  assumptions: 
i)a message on t h e  network w i l l  belong t o  a c lass i , 1 <= i <= n, 
i f  i t  i s  enciphered w i t h  key K i  
ii)messages are ind is t inguishable before cryptanalysis (i.e. 
source/dest inat ion informat ion i s  also enciphered as par t  of  the 
message) 
iii)the at tacker  must recover a t  least  t w o  messages of t h e  Sam@ 
class f o r  suceessf u l  cryptanal ys i  s 
i v )  the p r o b a b i l i t y  of  a pa r t i cu la r  message being of c lass  i i s  1/n 
( i .e .  messages of  t he  various classes are equally l i k e l y )  
v) the e f f o r t  t o  cryptanalyze one p a i r  o f  messages i s  1 work u n i t  

Under these assumptions, w e  can calculate the enpected number o f  t r i e s  and 
thus the expected e f f o r t  t h e  attacker must make before recovering two 
messages of the same class. I t  is easi ly  shown that  the expected e f f o r t  
i s :  

n 

E ( W )  = z i < ( n - I ) / n >  i-2Ci/n> 


i=2 


= n  

Thus, t he  e f f o r t  requi red by the attacker i s  l i n e a r  i n  n, t h a t  is, 
increasing the number o f  keys by a factor  m pimply increases t h e  e f f o r t  
required by the a t tacke r  by approximately the same amount. I f  we now 
consider the e f f o r t  requi red t o  manage and d i s t r i b u t e  keys and it also 
increases a t  l e a s t  l i n e a r l y  i n  n (i.e. i t  takes twice as much e f f o r t  t o  
manage two keys as one, e tc . )  then nothing i s  gained by using m u l t i p l e  
keys, t h a t  i s ,  undrr  these constraints,  i t  i s  bet ter  use one key and 
change i t  regu la r l y .  

An improvement could be made i f  w e  increased the e f f e c t i v e  number 
of keys without increas ing the  actual number o f  keys. I n  the next sect ion 
we w i l l  examine one method by which t h i s  could be done. 

2-Z-HnrLznnterLYertLcal,Kerinn 

I n  p a r t  I o f  t h i s  paper we described the protocols of t h e  IEEE 802 

standard and the  OSI model. I n  tha t  section we note tha t  the message 
st ructure was such t h a t  t h e  address and control  information f o r  a 
p a r t i c u l a r  l e v e l  (N) i s  encapsulated i n  the frame st ructure o f  t h e  layer  
below (N-1). Ifwe expand t h i s  s t ructure as shown i n  Fig. 9, we see that ,  
even though the re  are n e n t i t i e s  a t  the top leve l ,  the address space is 
the product of t h e  address spaces a t  each level  ( i .e .  two messages can 
share the 5ame address a t  l aye r  N but are d i f f e r e n t  a t  the (N-1) layer .  
Thus a unique path through t h e  t r e e  i s  defined even i f  addresses a t  the 
upper layers are reused. 

k t  t h i s  p o i n t  we w i l l  introduce two terms; $qcizontal-key&ng r e f e r s  
t o  the process of assigning ind iv idual  keys t o  each of  the n e n t i t i e s  a t  
the uppermost l aye r .  If we take advantage of the reuse of  address space 
and define a se t  o f  keys t h e  number of which i s  equal t o  the address space 
o f  t ha t  layer and use m u l t i p l e  encryption i.e., the message i s  f i r s t  
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encrypted with the key of the peer destination entity 2, then passed to 
the next lower layer where it is encapsulated and encrypted using the key 
of the peer destination entity of that layer (Notes by default, each half 
of a transaction is separately encrypted thus presenting on even more 
difficult task for the attacker). Rsnuming a block type encryption method 
that does not expand the message (for example DES 1181) and the multiple 
encryption process cannot easily be factored, then the effective number Of 

keys is the product o f  the number of keys at each level while the actual 
number of keys is the r;gm of the number of kmys at each level. If we look 
at the implementation shown in Fig. 5 ,  where there are two layers (LLC and 
MAC), the maximum number of entities is: 

n = 216 t 26 L 222 
while the number of keys required in the system is 

k = 216 + 2& = O ( Z i b )  
if all of  the address space is used for just these two layers. 

A s we noted in our discussion of the addressing format, when mess- 
ages (Protocol Data Units) are passed from layer N to layer (N+l), the N 
layer only needs to know the address of the appropriate Service Access 
Point (SAP) for that layer (i.e., upon delivery, address and control infor- 
mation is "peeled" away from the message). Thus, to implement the rtruc- 

tured enciphering method, we must ensure that the address information is 

easily recoverable at each level. This could be done by i)enciphering 
only the message portion of the PDU leaving the address information to be 
enciphered at the next lower layer or ,  ii)enciphering the entire PDU 
including the addresses before passing it to the next lower layer. Upon 
delivery, method (i )  allows the N layer to directly determine which N-SAP 
to pass the message to while method ( i i )  requires a test of  all the keys 
at that layer (which will add overhead to the system). The advantage of 
method ( i i )  is that, even if an N-layer key is recovered, it does not 
reveal the grouping of messages f o r  the (N+1) layer (i.e. which of the 
(N+l) layer keys the message is enciphered under). 


Z : 3 - ~ e E m E Y r - P r ~ v a c Y ~ - ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ ~ - ~ ~ ~ - ~ ~ ~ ~ - ~ ~ ~ ~ Q ~ ~ ~ Y  

In the previous part, we noted that the IEEE 802.2 LLC standard 
supports two types of services; loosely coupled unacknowledged connection- 
less service and a tightly coupled (by sequencing, flow control and error  
detection procedures) connection-oriented service. The requirements f o r  
secrecy and privacy in our definitions are met by the first type of 
service, that is, the multiple encryption scheme prevents the attacker 
from easily recovering information by passive techniques. If authenti- 
cation and data integrity is required, a connection oriented service 
shauld b r usad. The sequencing and error detection techniques integral in 
the service will prevent most active attacks. 

s,E.!?!KY 

We have shown that by using the hierarchical protocol structure 
proposed for local area networks, we can improve the difficulty presented 
to the passive attacker by using multiple encryption techniques. In most 
networks, a trade-off exists between the number of keys (which should be 
maximized) and the difficulty of distributing and managing the keys. By 

1"-------"--

We asmume here that t h e  key. for a particular layer arm known by all 

entities of that layer. In addition, since destination keying is perfor-
med, there is a different key used for each direction of  a conversation 
thus providing additional difficulty f o r  the attacker. 
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using the address s t r u c t u r e  used i n  the protocol  models, we can reduce the 
actual number of  keys by a s i g n i f i c a n t  f ac to r  while s t i l l  present ing a 
high l e v e l  of d i f f i c u l t y  t o  the  attacker. 

The use of  t h e  two types of  services supplied by the IEEE 802.2 
standard, we can choose between a service which supports p r i v a t e  and 
secret communication or one which t i g h t l y  couples the communication i n  
8uch a way as t o  a l l ow  authent icat ion (i.e. prevention of  a c t i v e  at tacks 
on the network). 

We a lso note t h a t  these features are transparent t o  the network 
users and f u r t h e r  serv ices can be b u i l t  upon these services (e.9. a Publ ic 
Key System f o r  e x t r a  secrecy or d i g i t a l  signature, etc.). This area w i l l  
continue t o  be an area of  i n t e r e s t  as more manufacturers begin t o  supply 
equipment conforming t o  the  new standards. 
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OSI LAYER THREATS COMPUTER MEASURES 
(Secrecy & Pri yacy Services )v 

Application 
a t t ack  on Operating - encryption of f i l e s  
System, Data Base, - seiure Operating System 
User F i l e s ,  e t c .  - s t r i c t  enforcement 

1(des t ruc t ion ,  rnodi f ica t ion  o f  access rules 
d i sc losure ,  usage) 

Presentation - secure log in procedures 

- encryption a t  
Data Terminal Equipment 

Session 

Lan used
n f o r  access 

I a t tack  on 
Lan 

- key exchange service 
(key directory) 

- authentication & ver i f i ca t ion  
Data L i n k  - message in tegr i ty  

(sequence and time stamp) 

Physical encryption (transceiver t o  
transceiver) 

Fig. 8 	 N e t w o r k  S t r u c t u r i n g  f o r  
Secrecy and Privacy 
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