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Abstract 

Selecting permutations for speech scrambling with t.d.m. 
means to define a suitable weight-function or metric on 
Sn (the full symmetric group). This can be done in a lot 
of different ways. We study some of that weight-functions 
and point out which one should be preferred. An algorithm 
is given to generate permutations with a prescribed weight. 
Some hints are given how to compute approximately the dis- 
tribution function of some weight-functions. Finally rank 
correlation methods are recommended for testing a t.d.m.- 
system. 
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1 .  In t roduc t ion  

W e  are mainly concerned with some open quest ions from [ 2 1  
(see also Chap. 9 of t h e  book [I]). Se l ec t ing  permutations 
f o r  speech scrambling w i t h  t.d.m. means, to  d e f i n e  a s u i t a b l e  
weight-function o r  metric on s ( t h e  f u l l  symmetric group)  - 
This can be done i n  a l o t  of  d i f f e r e n t  ways (see [ 1 2 ]  p.84) . 
I n  speech scrambling Houghtons s h i f t  f a c t o r  

n 

n 

i 51 
may be taken as a we igh t  func t ion .  W e  t r i e d  t o  use t h e  genera-  
l i z e d  weight-funct ions m 2 ,  m3,  ... e t c .  

They are of independent  i n t e r e s t  f r o m  a cornbinatorial ,  number- 
t h e o r e t i c a l  and p r o b a b i l i s t i c  p o i n t  of view (see [S, 61 , 
[ l o ] ) .  A thorough s t u d y  r e v e a l s  t h a t  m2 should be p r e f e r r e d .  
An a lgo r i thm i s  g iven  t o  gene ra t e  permutations with a p r e s c r i b e d  
weight.  The d i s t r i b u t i o n  f u n c t i o n s  of mk approach a normal dis- 
t r i b u t i o n  (mean and v a r i a n c e  f o r  k = 1 , 2  a r e  known) f o r  l a r g e  n. 
Th i s  approximation i s  good, even i f  n is small (n 25). T o  com-  
pu te  t h e  d i s t r i b u t i o n  f u n c t i o n  by combinatorial  methods seems 
t o  be extremely d i f f i c u l t ,  on ly  a s m a l l  number of v a l u e s  are 
known e x a c t l y .  m2 i s  r e l a t e d  t o  the problem of r e p r e s e n t i n g  
an i n t e g e r  number as a sum of squares .  

Compared wi th  o t h e r  crypto-systems speech scramblers have t h e  
c a p a b i l i t y  €or t e s t i n g .  The approach taken i n  [2] f o r  t e s t i n g  
a t.d.m.-system i s  u n s a t i s f a c t o r y  because no s t a t i s t i ca l  methods 
a r e  used. W e  recommend rank c o r r e l a t i o n  methods (see [lo]) and 
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that means for example to use Spearman‘s 7 based on m2. 

It should be noticed that we used the book [2] in its original 
form as a report (Arbeitsberichte des Instituts f. Mathematische 
Maschinen u. Datenverarbeitung (Informatik). Bd. 14,9;.Erlangen, 
Mdrz 1982). All citations, page numbers etc. are given with 
respect to that original version of [2]. 

2 .  Weights on groups 

Let G denote a (multiplicative written) finite group with unit 
element id and N the natural numbers (zero included). 

A mapping 
p: G + N  

will be called a weight-funct&on on G, if 

(1) p(a) = 0 <=> a = id (aEG). 

( 2 )  p(a) = p(a-l) for  all a e G. 
( 3 )  p(a-b) p(a) + p(b) for all a,b E G .  

By means of d (arb) = p(a-b-’) we can associate a metric on G 
to each weight-function on G. This metric has the property: 
d (arb) = d (a.c, b.c) f o r  any c E G; such a metric is called 
right-invariant. Conversely if there is a right-invariant metric 
d on G, a weight-function p ( a )  = d ( a ,  id) on G is associated 
to d. We are only interested in G = S where Sn is to be under- 
stood as the full symmetric group on, {1,2,..., nl. There are 
many ways to define a metric on Sn (see for example [ 4 ] ) .  Five 
common examples are given below, where 
of p(a) to emphasize the relationship to some well-known norm- 
functions. 

P 

P P 

d 
n’ 

//ad, is written instead 

Examples & , T e  5 ,  ( n > _ 4 )  

(k = 1,2, . . . I  
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b. 116f11 = number of inversions in 6 (if k L l  and d ( k ) > & ( l )  
we call this an inversion of 6 1 .  

d (6, -A 1 = the minimum number of pairwise adjacent transpo- 
sitions needed 
{ T i  -’ (11,. -. , CT 
tions inverse to 4 and l’r . 

I 
to bring{&-’ (1) /.. . (n) } into the order 

b-’  and 7r-l are the permuta- -1  (n) 1 .  H e r e  

C. 

11 6 11, = the minimum number of transpositions required to 
bring b (1 ) , . . . , b (n) I into the order E l  , 2 , .  . . ,n1. 
dT(d,ii-) = the minimum number of transpositions required to 
b r i n g  I 4 ( I ) ,  - .  . , (n) I into the order CiT(1), . . . , 7 (n) 1 - 

We have the following inequalities 

ll b [I, c- 11 411, c it L I I L  L- . . . 

for a l l  4 € sn. 

For a general review of metrics on discrete groups and semi- 
groups see [ 31 . 

3 .  Combinatorics 

We start our investigations on weight-functions on the Sn by 
a combinatorial approach. We are especially interested in 

il - and I\ - \\  and use the notation mk(6) = I\ b 11 k( & E. Sn) 
given by J . L .  Davison [ 5 , 6 ] .  Let 
permutation 7 (i) = n+l-i ( 1 5  i5n). Throughout the paper we 

4 L . . . n )  will write 5 =(n, n-I , . . . , 1) and more general if b = ( k C , l  L(d h(n),  

7 e S n  be the reverse 
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is any permutat ion,  t h e n  w e  will w r i t e  b = ( b ( 1 )  , b ( 2 )  , .. . , L (n) 1 .I 

Mu l t ip l i ca t ion  b - r  ( 6 , T E S , )  of permutations goes from r i g h t  

t o  l e f t ,  e.g. i f  = (2 ,3 ,4 ,1 ) ,  11 = ( 4 , 1 , 3 , 2 )  then b *ii = (1,2,4,3). 
- 

Lemma 3.1 

i n t e g e r  for any k 2 I .  
If d ES,, t h e n  m ( 6 )  I m ( ) and m,(B) i s  an even k k j  

Lemma 3 .2  The maximal v a l u e s  a t t a i n e d  by m, and m2 a r e  

(We use t h e  shorthand n o t a t i o n s  M1 , M 2 ) .  

I n  t a b l e  3 . 1  w e  have l i s t e d  t h e  maximal values for t h e  d i f f e r e n t  
weight-functions cons ide red  i n  s e c t i o n  2 .  Ins t ead  of ’ 

11 * . . . etc.  , w e  u s e  t h e  shorthand no ta t ions  T ,  I.. . and 
so on.  As can be s e e n  from t a b l e  3.1 t h e  domain of t h e  f u n c t i o n s  
H ,  -, T i s  v e r y  s m a l l  related t o  t h e  number n! of permutat ions.  
That means it is imposs ib l e  t o  make s t rong  d i s t i n c t i o n s  between 
d i f f e r e n t  pe rmuta t ions .  

I 
weight-function 1 maximal v a l u e  

m2 

1 m 

I 

H 

fcI 

T 

1 2  I?n I 
1 - n(n-1)  2 
n 

n- 1 

n- 1 
I 

Tab. 3 .1  - 

A u s e f u l  r e s u l t  due t o  Cayley states t h a t  T ( 4 )  = n - C ( b ) ,  
where C ( & )  i s  t h e  number of  c y c l e s  i n  b . I f  a permutation 
has an  i n v e r s i o n  a t  (k,Z), l i-k<Zsn, t h a t  means d ( k )  > d ( Z )  
t hen  6 ( k ) - d ( z )  i s  c a l l e d  t h e  weight of t h a t  i nve r s ion -  
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Lemma 3 . 3  L e t  V(b) d e n o t e  t h e  sum of  weights  t aken  over a l l  
i n v e r s i o n s  t h a t  h a s ,  t h e n  

_- 
Lemma 3 .4  I f  b E S ~ - ~  (1-123) w e  can c o n s t r u c t  a beSn w i t h  

mk(b) = 2(n-11k + m k ( Z ) .  

Theorem 3.1 For k = 1 , 2 ;  m ( S  )C[O, Mk] 

if 1124, l e t  w b e  a n  even  i n t e g e r ,  w i  Ik. Then, t h e r e  e x i s t s  
a & c S n  w i t h  mk(b) = w. 

= Ik and k n  

Remarks The proof  of theorem 3.1 goes through even i f  k23, 
see Davison [6], Theorem 1 .  p. 7 2 .  It should be  noted  t h a t  

Davisons proof t o g e t h e r  w i t h  some c o r o l l a r i e s  are o n l y  t r u e  

i f  k23. As can  be s e e n  from t h e  proof of  theorem 3.1 t h e  v a l u e  

M is  a t t a i n e d  by m2 o n l y  i f  & =  5 and t h i s  remains t r u e  for 
k23 and s. What c o n c e r n s  m, i t  can be  seen  by examples t h a t  
it is  p o s s i b l e  t o  have  m, ( A )  = M, and h f  . I n  t h e  case 
k23 w e  have Mk-4 4 m (S ) f o r  n23 and t h a t  means n o t  a l l  even  

va lues  i n  [O ,  %I w i l l  b e  a t t a i n e d  by mk. L e t  k=3 and n210 

then  a l l  even numbers i n  [O, M 3 - 1 1 2 1  are i n  t h e  r ange  of m3. 
There e x i s t s  i ndeed  a lways  numbers ak,  nk f o r  a l l  k2l t h a t  

have t h e  p r o p e r t i e s :  mk a t t a i n s  on Sn a l l  even numbers i n  

10, M-akl 
n = 2 ,  a =O and n2=4, a2=0. I n  case k>3 t h e r e  are no n o n t r i v i a l  1 1 
v a l u e s  of n k l a k  known (see Davison [61 3 .p .74) .  

2 

f o r  n2nk. An o p t i m a l  s e l e c t i o n  f o r  k=1,2 w i l l  be 

D e f i n i t i o n  3.1 L e t  r be a real  number, r > O .  

S( I I  - 1 1 , ~  n , r )  = { & I  ~ E S , ,  

B( 1 1 .  II,, n , r )  = { B i  6<sn, I l b t ~ ~  S r }  

II dI Ia  = r}  (a= 

I S ( * , * ,  * ) I  o r  l B ( - , - , * ) \  d e n o t e s  t h e  number 
t h a t  sets.  

Theorem 3 . 2  W e  have 

,2,-..,1,Tl-,H) 

of e lements  i n  

n 2 i f  n i s  an  even number. (?! ) 

\ S ( m l f n f M l ) t =  n . ( T ! ) 2  n-1 i f  n is  an odd number. 



405 

Theorem 3 .3  W e  h a v e  f o r  & ~ S ~ ( n 2 2 ) ,  

m ( t )+m2(L-$)  = M 
2 2,n 

and m 2 ( r j . b )  = m , ( b - . j ) .  

C o r o l l a r y  3.3.1 L e t  n24, and l e t  w be  an even i n t e g e r ,  

w ~ [ O , g n ( n  -111. Then,  t h e r e  e x i s t s  a & e S n  wi th  m 2 ( L )  = w.  

Lemma 3.5 L e t  n25 ,  t h e n  n (n2-1 ) /6  s (n-1) ( ( n - l ) 2 - l ) / 3  and e q u a l i t y  
ho lds  i f  and only i f  n=5. 

1 2  

1 2 1 
Lemma 3.6 L e t  n25 and w a n  i n t e g e r  number w c [ ~  n ( n  -1 )  ,Tn(n2-l)) .  
Then', e i t h e r  w = - n ( n  -1)-w 57.4-(42-1)  o r  t h e r e  e x i s t s  a least  
i n t e g e r  number .GI 55n < n and w E (-n(n 

Lemma 3.7 L e t  n25 and w a n  even i n t e g e r  w i t h  Kn(n2-1)-iwd-n(n2-l). 3 
Then exis ts  a p e r m u t a t i o n  b .? S; w i t h  n<n and 
where b is a n  e x t e n s i o n  of 6 f r o m  S; t o  Sn. 

2 is  d e f i n e d  byx(i)=i f o r  i = n+l ,.. . , n .  

T h i s  g i v e s  u s  a c o n s t r u c t i v e  method for f i n d i n g  for any g i v e n  
even number w ,  OSw5Tn(n2-1) a permutat ion beSn w i t h  I\ 1, = W. 

W e  have t h u s  proved  any g i v e n  i n t e g e r  w may be ( c o n s t r u c t i v e ! )  
r ep resen ted  as a sum of s q u a r e s  (see Davison [ 51 Th.1 .) . 

1 2  1 
3 1- -2- 1- -2 

1 )  , Tn(n  - 1 ) )  . 6 

1 1 
- j\z* g 1 = wf 

N - 

1 

Example & h S 8 1  u 611 
1 1 ( 1 )  w = 128, z . 8 . 3  = 84<128<168 --5d8-35, n = 8 

= 128 w e  a r e  looking for such a pe rmuta t ion .  
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It  is p o s s i b l e  t o  g e n e r a t e  immediately a second permutation 

of m2-weight 128. W e  n o t e  t h a t  by theorem 3 . 3  i t  is  admiss ib l e  
t o  mul t ip ly  by s from t h e  l e f t  s i d e  i n  s t e p s  ( 5 )  and ( 6 )  above. 
This gives:  

B , =  (5, 7 A 6 r  3,812 r 1 )  
2 2 2 2 2 2 2 2  1 2 8  = 4 +5 + I  +2 +2  +2  +5 +7 

Taking i n t o  c o n s i d e r a t i o n  a l l  p o s s i b l e  combinations of left and 
r i g h t  m u l t i p l i c a t i o n  by '5 g i v e s  fou r  permutations a t  a l l .  

( 8 , 7 , 1 , 6 , 3 r 5 1 2 , 4 )  
2 2 2 2 2 2 2 2  128 = 7 +5 +2 +2 +2 +l  +5 +4  

b, = ( 3 8 r 5 r 7 r 4 1 6 r 2 r 1 ) 

2 2 2 2 2 2 2 2  1 2 8  = 2 +6 + 2  +3 t l  +O +5 +7 

I n  Figure 3 . 1  a n o t h e r  approach f o r  generat ing permutations of  
m2-weight 128 i s  s e e n .  W e  w i l l  not  go i n t o  t h e  d e t a i l s  of a n  
algorithm t h a t  g e n e r a t e s  a l o t  of d i f f e r e n t  permutations.  Our 
d e s c r i p t i o n  i s  only a n  informal  one a more formal t r ea tmen t  w i l l  
be given elsewhere.  

There a r e  impor t an t  r e l a t i o n s  between t h e  var ious weight- 
func t ions  which g e n e r a l l y  t a k e  t h e  form of i n e q u a l i t i e s .  

Theorem 3 . 4  L e t  b ES,, t h e n  

( Durbin-S t u a r t  i n e q u a l i t y )  

(U4) I ( & )  + T ( b )  sm, ( 0 )  221(G;) 
(Diaconis-Graham i n e q u a l i t y )  

The Diaconis-Graham i n e q u a l i t y  suggests  t h a t  t h e  d i f f e r e n c e  be- 
tween I and m1 i s  n o t  very g r e a t .  The result 's  i n  Table 3.1 
suggest t h a t  H , -  and T a r e  u n s u i t a b l e  for u s e ,  having a v e r y  
small range. There remains only m 2  t h a t  has t h e  l a r g e s t  r a n g e  
and indeed as Lemma 3 . 3  shows i s  of a kind e s s e n t i a l l y  d i f f e r e n t  
from I and ml - 
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r 

m 
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Def in i t i on  3.2 L e t  

function on S ( n 2 l ) .  Then, t h e  map 

I\ a i \ a ( a  = 1 , 2 ,  . . . r I f T , - , H )  be a weight- 

n 

f a , n  : [O,M] + [ o f  n! 1 

where M = Maxi: 11 6 11 a I b 6Sn} and 

f (r) =I  S ( I 1  - l l a ,n , r )  1 , r 6 I0 ,MI a r n  

is c a l l e d  t h e  d i s t r i b u t i o n - f u n c t i o n  of - 11,. 

From theorems 3.1, 3 . 2  w e  know f 

f i , n ( 0 )  = 1 ,  f i ,n  ( r )  = 0 i f  1: i s  an even i n t e g e r  ( i  = 1 , Z ) .  

The d i s t r i b u t i o n - f u n c t i o n  f i s  symmetric about p ( n 2 - 1  1 . 

( M I ) ’  f2,-,(M2) = 1 and 
1 rn 

1 
2 ,n  

Lemma 3 . 8  f 2 , n ( r )  = f 2 , n ( M 2 , n - r ) f  r E [0,M2] an i n t e g e r  

number. 
f 2 , , ( r )  1 n - 3  f o r  n24 and r + 0 , M 2 .  

I n  Table 3 . 2  w e  have computed some values  of f (1124). 
2 ,n  

f 2  , n ( r )  

1 

n- 1 
3 i-p(n-5) 1 

p ( n  1 2  +59)-2n2-14 

Tab. 3 . 2  - 

r 

M2 

M2-2 

M2-4 

M2-6 

To compute t h e  d i s t r i b u t i o n - f u n c t i o n s  of m, and m2 by combina- 
t o r i a l  methods u n t i l  now nobody succeeded. 
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4 .  Statistics 

An example from Kendall [lo] p.3 will clarify the discussion. 
Consider a number of boys (or girls) ranked according t o  their 
ability in mathematics and in musics: 

BOY A B C D E F G H I J  

Mathematics (4) 7 4 3 10 6 2 9 8 1 5 

Music (7) 5 7 3 1 0  1 9  6 2 a 4 

We are interested in whether there is any relationship between 
ability in mathematics and music. In statistics widely used 
non-parametric measures of associations such as Kendall' s 
and Spearman's 9 lead to natural metrics or weight-functions 
on Sn. Statisticians most often normalize metrics so that they 
have the properties of a correlation coefficient, The transla- 
tion is the following one: if d is a metric on Sn and its maxi- 
mal value is M, define a rank correlation coefficient by: 

Most of the metrics that we mentioned in section 2. were known 
for a long time in statistics as measures of disarray. 

(Spearman's footrule, 1 go( 
2 .  m 1 (T acr;,c,,= I - 

Most of the combinatorial results given in section 3. are there- 
fore known in statistics, e.9. nearly all results of Davison 
[ 5 , 6 1 .  
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We look a t  we igh t - func t ions  now from t h e  po in t  of view of 
p r o b a b i l i t y  t h e o r y .  Then Sn i s  t h e  sample space and a weight- 
funct ion i s  a random v a r i a b l e  on t h a t  sample space.  W e  a s s i g n  
the p r o b a b i l i t y  l / n !  t o  each event (permutation) i n  sn. AS can  
be seen from a g r a p h i c a l  r e p r e s e n t a t i o n  t h e  d i s t r i b u t i o n  of the 
weight-functions co r re sponds  with t h e  normal curve.  A limit 
theorem f o r  11 * 11. and w a s  given by Feller  [ a ] ,  p. 256, 
what concerns t h e  limiting normality w a s  proved by 

Kendall [ l o ]  Chap. 5.8, p. 72 by computation of higher  moments 
or one can u s e  Hoef fd ing ’ s  [ 9 ]  Th. 3 ,  p . 5 6 0  combinator ia l  cen- 
t r a l  l i m i t  theorem. I n  Table  4 . 1  mean and va r i ance  of ml ,m211 
and T are g iven .  I t s  now v e r y  easy t o  c a l c u l a t e  approximately 

t h e  number of pe rmuta t ions  b fSn with r1 5 11 & I \  
L e t  

1 1 -  11, 
It. 11, , I I  * I I  

(a=I ,T , rn l  8m2) - 

r. - ( E  ( i l * i l ~ ) t I )  
( VC%f ( 1 1 .  11,) 

X L  = ‘r, - ( E ( l l~l l&-4) 
( V a r  ( II 9 I \&) 1 % I 

x, = 

then w e  have approx ima t ive ly  

X I  

permutations b c S n  w i t h  r , l  f/ 6 11, Sr2.  

weight- f u n c t i o n  

1 

2 

m 

m 

T 

I 

mean 

1 2  - (n  - 1 )  3 

1 -n (n2-1 6 

n-log n 
1 2  
4 
--n 

Tab. 4 . 1  

var iance 

log  n 
1 3  -n 3 6  

In  Table 4 . 1  f o r  T ,  I o n l y  the  leading terms of t h e  mean and 
variance are i n d i c a t e d .  The r e s u l t s  i n  T a b l e  4 . 1  suggest  a g a i n  
t h a t m 2  should be  p r e f e r r e d .  O f  t he  f o u r  metrics m2 has t h e  

g r e a t e s t  v a r i a b i l i t y .  
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6 

a 
10 
1 2  

1 4  
1 6  

18 

From t h e  r e p o r t  of Beth e t  a l . [2]  w e  have taken t h e  d i s t r i -  

bu t ion  of ml on S8 and l i s t e d  i n  Table 4 . 2 .  I n  Table 4.3 we 

have c a l c u l a t e d  t h a t  d i s t r i b u t i o n  by formula ( 1 )  by means of 
a HP25 p o c k e t - c a l u c l a t o r .  I n  comparison wi th  Table 4 . 2  it be- 

comes q u i t e  c lear  t h a t  f a r  a l l  p r a c t i c a l  purposes such an ap- 
proximation i s  good enough. 

115 

3 2 7  

765 
1 5 2 3  

2553 

3696 
4 8 5 2  

score I .1 -weight 

I 
0 

2 

4 

1 
7 

3 3  

m -weight 1 

2 0  
22 

24 

26 

2 a  

30 

3 2  

s co re  

5 7 0 8  

5 8 9 2  

5 4 5 2  
4 2 1 2  

2 8 4 4  

1 7 6 4  

5 7 6  

Tab.  4.2 D i s t r i b u t i o n  of ml on S8 

,-weight IR 
22 - 24 

2 2  - 26 
22 - 2 8  

22 - 3 0  
22 - 3 2  

3 2  

approximate s c o r e  

6 5 5 1  
1 2 0 0 6  

1 5 9 5 7  
1 8 2 7 4  

1 9 4 3 3  

1 9 9 2 0  

4 8 7  

t r u e  score 

5892 

11 3 4 4  

1 5 5 5 6  

1 8 4 0 0  
201 6 4  

2 0 7 4 0  
576 

e r r o r  i n  % 

-~ 

+ 1 1  
+ 6  

+ 2 , 5  

- 0 , 7  
- 3 , 6  

- 4  

- 15 

Tab. 4 . 3  N o r m a l  approximation t o  the d i s t r i b u t i o n  
of m l  on S8. 



41 2 

The distribution of m2 on Sn is known for n = 4-13 from tables 
given by Kendall [lo] (Appendix Table 2 ,  pp. 174-1771,  if 
n 2 14 then the normal approximation is good enough. 

5. Testing a t.d.m.-system. 

We look at an example given by Beth et al. [ 21 pp. 136, 140. 
Six different texts together with their intelligibility 
and the permutation used for scrambling are listed in Table 5.1.  
This gives the following ranking. 

ties - 
1 2 3 4 5 1/2 5 1/2 
1 3 4 5  2 6 

where equal weights of the last two permutations give rise to 
ties. We then have 

l 6  - 0 . 5 6  
35 P = I - - - -  

where the rank correlation coefficient 3 is modified because 
of the tied ranks (see Kendall [lo] Chap. 3). The standard 

error of 9 is = 0 .45 .  Thus the observed value is 

0.56/0.45 = 1.24 times the standard error. Thisris barely 
significant. 

ext 'kio. 

1 

2 

3 

4 
5 
6 

intelligibility 

1 

1 

6 

m1 -weight 

6 

12 

20 
26 
32 
32 

Tab. 5.1 
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Rank order statistics are thus well-suited for use in testing 
a t.d.m.-system. What concerns refinements and further possi- 
bilities we refer to Kendall [ lo ] .  We emphasize that a thorough 
testing of a t.d.m.-system should improve its security. 
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