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SECURITY OF TRANSPORTABLE COMPUTERIZED FILES 
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School  o f  P u b l i c  H e a l t h  
C a t h o l i c  U n i v e r s i t y  o f  Louvain 
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1. SCAMPI ( S t a r t i n g  on c o n c e p t i o n  au tomat i c  medical p r o f i l e  o f  i n d i -  
v i d u a l )  

The SCAMPI sys t em i s  a g e n e r a l i z a t i o n  of  t h e  pe r sona l  med ica l  f i l e .  
It i n c l u d e s  f e a t u r e s  l i k e  t r a n s p o r t a b i l i t y ,  cont inuous u p d a t e ,  p ro -  
t e c t i o n  of c o n f i d e n t i a l i t y ,  u n e r a s a b i l i t y .  As a d i s t i n c t i v e  c h a r a c -  
t e r ,  i t  i n c l u d e s  a summary of  pregnancy and b i r t h  as  i t s  f i rs t  s u b s e t .  
Other  p o i n t s  o f  i n t e r e s t  , t o g e t h e r  w i t h  t h e  main s p e c i f i c i t i e s  o f  t h e  
system a r e  d e s c r i b e d  below.  

A) The f i i e  i s  s t o r e d  on a f loppy  d i s k  belonging t o  t h e  p a t i e n t  (ID). 
S i n c e  t h e  d a t a  were coded u s i n g  a b i n a r y  conve r s ion ,  t h e y  a re  d i f -  

f i c u l t  t o  u n d e r s t a n d  w i t h o u t  a s p e c i f i c  program. T h i s  s p e c i f i c  
program i s  n o t  t h e  p a t i e n t ' s  p r o p e r t y .  It i n c l u d e s  a doub le  key 
r e q u i r i n g  f o r  e a c h  a c c e s s  t h e  s imul t aneous  agreement o f  t h e  pa-  
t i e n t  and o f  t h e  "master o f  t h e  d a t a " .  The meaning of  "master of 
t h e  d a t a "  and "owner o f  t h e  program'' w i l l  be made e x p l i c i t  l a t e r  
on .  

B) ID i s  e n t i r e l y  made of  r e c o r d s  made by persons who are g e n e r a l l y  
med ica l  d o c t o r s ,  o r  m e d i c a l  p e r s o n n e l .  Those d a t a  p roduce r s  w i l l  
be  c o n s i d e r e d  as "masters" of t h e  d a t a  they  have produced ( and  
r e c o r d e d ) ,  i . e .  o f  a sub-ID. 
For example,  t h e  g y n e c o l o g i s t  i s  t h e  master  o f  t h e  d a t a  h e  f e d  
i n t o  t h e  f i l e  d u r i n g  p regnancy .  To be  maszer i s  t o  be  r e s p o n s i b l e  
and co-owner. 
Consequen t ly ,  any  I D  can be broken down i n t o  sub-IDS w i t h  d i f f e -  
r e n t  masters, e a c h  one b e i n g  co-owned by i t s  mas te r  and by t h e  
I D  owner. F o r  example,  i n  t h e  sub-ID d e a l i n g  w i t h  b i r t h ,  d a t a  
were produced by t h e  g y n e c o l o g i s t  bu t  a l s o  by t h e  a n e s t h e s i s t  and 
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by t h e  p e d i a t r i c i a n .  These t h r e e  pe r sons  s h a r e  t h e  medial  secre t  
o f  t h e  sub-ID t o g e t h e r  w i t h  t h e i r  c o l l e c t i v e  co-ownership o f  t h e  
sub-ID a c c o r d i n g  t o  t h e  t r a d i t i o n a l  r u l e s  o f  sha red  med ica l  se- 
c r e t s .  

C) An i n t e g r a l  copy of t h e  I D  i s  produced t o g e t h e r  w i t h  t h e  I D  i t -  
s e l f .  While i t  seems t o  be  wise t o  a s k  t o  t h e  f ami ly  d o c t o r  t o  
keep t h e  copy ,  a more compl i ca t ed  system w i l l  a c t u a l l y  be  d e s -  
c r i b e d  i n  t h e  n e x t  s e c t i o n .  
The f a m i l y  d o c t o r  h a s  no r i g h t  t o  a c c e s s  t h e  whole I D  bu t  o n l y  a 
s u b s e t  d e f i n e d  by  t h e  v a l i d i t y  e x t e n t  o f  t h e  double  key p a t i e n t -  
master. 

9)'  The on ly  program a l l o w i n g  t o  r e a d  t h e  whole I D  i s  t h e  p r o p e r t y  
o f  t h e  d e s i g n e r s  of  t h e  SCAMPI Software.  However, even t h a t .  p e r -  
s o n  i s  n o t  l i k e l y  t o  b e  a b l e  to r e a d  t h e  I D  completely v e r y  o f t e n  
s i n c e  t h i s  would r e q u i r e  p r i o r  communication of t h e  key of t h e  
p a t i e n t  and  o f  a l l  t h e  keys of  t h e  masters. 

E) Data e n t r y ,  d i s p l a y  and  upda te  r e q u i r e  t h e  u s e  o f  a PASCAL code .  
The PASCAL s o u r c e  i s  n e v e r  communicated t o  d a t a  p roduce r s  o r  
owners.  Hence; no p a p e r  o r  o t h e r  v i s u a l  memo w i l l  a l l ow t o  b r e a k  
t h e  r u l e s  o f  d o u b l e  keys  by a d d i t i o n a l  programming. Each sub-ID 
i s  a c c e s s e d  by a d i f f e r e n t  program. Programs belong t o  three main 
c l a s s e s  : 

1' d a t a  e n t r y ,  c h e k i n g ,  copy ( f o r  medical  p r a c t i t i o n e r s )  
2' a d m i n i s t r a t i v e  forms p roduc t ion  ( f o r  p u b l i c  s e r v i c e s  and  hos-  

3 O  s t a t i s t i c s  ( f o r  e p i d e m i o l o g s t s  and p u b l i c  h e a l t h  manage r s ) .  
p i  t a1 a d m i n i s t r a t o r s  ) 

C l a s s e s  1' a n d  2' are  s u b j e c t e d  t o  t h e  t r a d i t i o n a l  r u l e s  o f  medi- 
cal e t h i c s .  Class 3 O  falls under the  j u r i s d i c t i o n  o f  t h e  statis- 
t i c a l  s e c r e t .  The l a t t e r  i s  no l e s s  e x a c t i n g  t h a n  t h e  m e d i c a l  se- 
c r e t  s i n c e  i t  r e q u i r e s  f o r  example a programmed d e l e t i o n  of a l l  
i d e n t i f i c a t i o n s ,  as w e l l  as s p e c i a l  measures of  p r o t e c t i o n  
a g a i n s t  i n 2 i r e c t  i d e n t i f i c a t i o n  t h a t  w i l l  be d i s c u s s e d  below.  

F) S i n c e  J a n u a r y  l s t ,  1984, t h e  f i r s t  program of  c l a s s  1' w i t h  I D  
p r o d u c t i o n  i s  r u n  i n  t h e  o b s e t r i c s  department of  t h e  S t .  Luke 
H o s p i t a l  i n  B r u s s e l s .  By t h e  end o f  1984 ,  tha t  program w i l l  be  
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complemented by o t h e r s  b e l o n g i n g  t o  c l a s s e s  2 O  and 3 O .  A p o s t n e o n a t a l  
p e d i a t r i c  fol low-up w i l l  t h e n  become mandatory (immunization t i m e t a b l e ,  

growth c h a r t s ) .  It seems t h a t  SCAMPI can  be expected t o  r e s u l t  i n t o  
s i g n i f i c a n t  consequences  i n  a t  l eas t  t h ree  f i e l d s  : 

1) From a m e d i c a l  p o i n t  o f  view, a p e d i a t r i c  follow-up and a f e e d -  
back between o b s t e t r i c s  and p e d i a t r i c s  can be o b t a i n e d  w i t h o u t  
any a d d i t i o n a l  c l e r i c a l  work. 

ment s i n c e  t h e  s i x  t o  e i g h t  forms t h a t  are r o u t i n e l y  produced 
now by hand f o r  e a c h  b i r t h  w i l l  now be produced a u t o m a t i c a l l y  
w i t h  no l i m i t  on  t h e  number o f  c o p i e s .  Important  a l s o  f o r  p u b l i c  
h e a l t h ,  t h e  compulsory l i n k a g e  between b i r t h  premium and a m i n i -  

-mum number o f  p r e n a t a l  v i s i t s  can now be  more e a s i l y  and reas l i s -  
t i c a l l y  e n f o r c e d .  

pregnancy i s  a modest b u t  r e a l  i n c r e a s e  o f  t h e  mothe r ' s  r e s p o n s a -  
b i l i t y  and autonomy. 

2 )  Fo r  a d m i n i s t r a t o r s ,  t h e  sys t em could mean c o n s i d e r a b l e  improve- 

3 )  A S  a s o c i a l  consequence ,  t h e  ownership o f  t h e  d a t a  about h e r  own 

2. DATA ENTRY 

The SCAMPI development  was i n i t i a t e d  by a PASCAL program used on t h e  
micro-computer Apple I1 for t h e  o b s t e t r i c s  department o f  t h e  S t .  Luke 
H o s p i t a l .  The program r u n s  i n t e r a c t i v e l y  for d a t a  e n t r y ,  s t o r a g e ,  re- 
t r i e v a l ,  c o r r e c t i o n s .  
Two k i n d s  of  d a t a  are  f e d  i n t o  t h e  micro-computer d u r i n g  b i r t h  : 

a )  A pregnancy r e c o r d  ( abou t  j O O  p i e c e s  of  i n f o r m a t i o n )  e x t r a c -  
t e d  from t h e  hand r e c o r d  j u s t  b e f o r e  i t  l e a v e s  t h e  depa r tmen t  
t o  be i n c l u d e d  i n  t h e  C e n t r a l  Archives  of t h e  h o s p i t a l .  

b )  A b i r t h  r e c o r d  ( a b o u t  100  p i e c e s  of  i n fo rma t ion )  whose d a t a  
are  e n t e r e d  i n  rea l - t ime,  and i n c l u d i n g  an a n e s t h i o l o g i c a l  
s u b - r e c o r d .  

While t h e  c h i l d  s t a y s  i n  t h e  n e o n a t a l  department ,  t h e  p a s t  p a r t  o f  
t h e  d a t a  i s  e n t e r e d .  Neona ta l  d a t a  e n t r y  cannot proceed l a t e r  t h a n  
t h e  d e p a r t u r e  of  mothe r  and  c h i l d  from t h e  h o s p i t a l .  I n f o r m a t i o n s  
communicated by n e o n a t a l  m e t a b o l i c  s c r e e n i n g  (PKU, hypo thyro id i sm)  
w i l l  u s u a l l y  n o t  be  a v a i l a b l e  a t  t h e  t i m e  anc' will have t o  be  e n t e -  
r e d  l a t e r  on. 
I n t e r a c t i v i t y  means e . g .  
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That l o g i c a l  mismatches o r  i m p o s s i b i l i t i e s  a r e  diagnosed and 
t h e i r  e n t r y  i n t o  t h e  f i l e  i s  prevented .  
No m i s s i n g  d a t a  s h o u l d  b e  t o l e r a t e d .  P a r t i a l  f i l l i n g  o f  a f i l e  
f o r  one b i r t h  p r e c l u d e s  d a t a  e n t r y  f o r  t h e  next one ( b u t  f o r  
s p e c i a l  p r o c e d u r e s  unknown t o  common o p e r a t o r s ) .  
Data are  s t o r e d  on f l o p p y  d i s k s .  They can be r e t r i e v e d ,  d i s -  
p layed ,  a l t e r e d  . 
The s a m e  program u s e s  t h e  same d a t a  i n  t e x t - p r o c e s s i n g  mode 
t o  p r i n t  a l e t t e r  t o  t h e  f a m i l y  d o c t o r .  

This  program (PETERPAN) was produced by a g e n e r a l  PASCAL program 
(GENFORM) used t o  g e n e r a t e  i n t e r a c t i v e  q u e s t i o n n a i r e s  d e f i n e d  p a r a -  
m e t r i c a l l y  GENFORM ( e x c e p t  some minor improvements) was w r i t t e n  i n  
1982.  It r e q u i r e s  comments, c o n t r o l s  and some o t h e r  parameters  t o  b e  
a b l e  t o  produce any computer q u e s t i o n n a i r e .  GENFORV was used f o r  a 
v a r i e t y  of  m e d i c a l  problems ( l e p r o s y ,  s c h o o l  medicine,  d e n t a l  h e a l t h ) .  
Data s t o r e d  on f l o p p y  d i s k  a r e  f i r s t  grouped i n t o  t h e  PASCAL " r e c o r d "  
s t r u c t u r e .  The r e c o r d  i n c l u d e s  a l l  d a t a  s t o r e d  i n  a "packed a r r a y  of 
CHAR" except  a n e s t h e s i o l o g i c a l  d a t a  (REAL) and i d e n t i f i c a t i o n s  
(STRING). About 100 r e c o r d s  can  be s t o r e d  on a s i g n l e - d e n s i t y  Apple I1 

d i s k e t t e .  Replacement o f  STRINGS by numeric codes f o r  i d e n t i f i c a t i o n  
allows t h e  c o n t e n t  o f  t h e  f l o p p y  d i s k  t o  r e a c h  200 r e c o r d s .  A f l o p p y  
d i s k  w i t h  PASCAL f o r m a t t i n g  and one s i n g l e  record  i s  g iven  t o  t h e  
mother when s h e  l e a v e s  ( I D  of  c h i l d ) .  

3. FOLLOW-UP 

The I D  f o l l o w s  t h e  c h i l d  for a l l  i t s  l i f e ,  growing a t  t h e  same paoe 
as i t  grows. It conforms t h e  f i r s t  day o f  i t s  product ion  t o  t h e  two 
r u l e s  of  p a t i e n t  ownersh ip  and shared  u s e  b y  programming. 
Shared u s e  means : 

1) To r e a d  t h e  I D ,  one needs a s  many programs a s  t h e r e  a r e  sub-  
IDS. 

2 )  A s  a r u l e ,  any d a t a  producer  owns t h e  program t h a t  a l l o w s  
him t o  v i s u a l i z e  t h e  d a t a  he e n t e r e d  by h i m s e l f .  

p roducers  s o  f a r  as t h i s  does not r e q u i r e  a n o t h e r  program i n  
a d d i t  i o n  t o  h i s .  

3 )  Moreover h e  i s  e f i t i t l e d  t o  r e a d  t h e  d a t a  e n t e r e d  by o t h e r  
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T r a d i t i o n n a l l y ,  and  l e a v i n g  a s i d e  any t e c h n i c a l  c o n s i d e r a t i o n ,  it i s  
a c c e p t e d , t h a t  t h e  m e d i c a l  s e c r e t  i s  s h a r e d  i f  t h i s  can  be of any use-  
f u l n e s s  t o  t h e  p a t i e n t .  The p e d i a t r i c i a n  i s  e n t i t l e d  t o  know what 
happened d u r i n g  pregnancy t o  t h e  c h i l d  he t r e a t s .  T h i s  i s  no more a 
break  of c o n f i d e n t i a l i t y  t h a n  t h e  u s u a l  r u l e  of medical  p r a c t i c e  de- 
manding t h a t  a l l  data tha t  c o u l d  p o s s i b l y  b e  of  i n t e r e s t  t o  t h e  phy- 
s i c i a n  i n  charge  s h o u l d  b e  communicated t o  him. The same r e a s o n i n g  
l e a d s  t o  o t h e r  e v i d e n c e s  : t h e  proper  t rea tment  of  t h e  c h i l d  does  
not  r e q u i r e  a f u l l  knowledge of t h e  gynecologica l  p a s t  of t h e  mother .  
S ince  t h i s  i s  no more i n  t h e  utmost i n t e r e s t  o f  t h e  p a t i e n t ,  it i s  
a c t u a l l y  f o r b i d d e n  and s h o u l d  be made t e c h n i c a l l y  u n f e a s i b l e  by 
a p p r o p r i a t e  s o f t w a r e  or hardware p r o t e c t i o n s .  
The same r u l e s  h o l d  t r u e  f o r  t h e  informat ion  flow through p e d i a t r i c s  
and s c h o o l  medic ine .  

4 .  INFORMATION S H A R I N G  

Some data d e s e r v e  s p e c i a  c o n s i d e r a t i o n ,  l i k e  t h e  neonata l  meta o l i c  
s c r e e n i n g  r e s u l t s  and  t h e  i m u n i z a t  i o n  t i m e t a b l e .  The d i a g n o s i s  Of  an  
inborn  e r r o r  of metabolism should  be  cons idered  as a medical  emergen- 
cy and t h e  r e l e v a n t  i n f o r m a t i o n  should be c m u n i c a t e d  by phone o r  by 
fas t  m a i l  t o  t h e  f a m i l y  p r a c t i t i o n e r .  Changing house o r  changing of 
f a m i l y  d o c t o r  a t  the  moment o f  communication can be v e r y  hazardous  
and t h r e a t e n  t o  r e d u c e  t h e  b e n e f i t s  o f  sc reening  t o  n i l .  It i s  sug-  
g e s t e d  that some d e v i c e  should  be used t o  s i g n a l  t h e  temporary igno-  
r a n c e  of the s c r e e n i n g  r e s u l t s .  S ince  t h e s e  r e s u l t s  a r e  u s u a l l y  n o t  
y e t  a v a i l a b l e  i n  the h o s p i t a l ,  and s i n c e  communication between Screen-  
i n g  l a b s  and h o s p i t a l  a re  l i k e l y  t o  be f a s t e r  t h a n  between lab and 
fami ly ,  the  I D  copy o f  t h e  h o s p i t a l  w i l l  s i g n a l  b y  a "red f l a g "  t h a t  
t h e  s c r e e n i n g  produced p a t h o l o g i c a l  r e s u l t s  r e q u i r i n g  immediate c a r e .  
A s  soon a s  t h e  h o s p i t a l  d o c t o r s  a r e  conf ident  t h a t  a proper  t r e a t m e n t  
h a s  been s t a r t e d ,  t h e  " r e d  f l a g "  i s  rep laced  by t h e  i d e n t i f i c a t i o n  of  
t h e  f a m i l y  d o c t o r ,  t he  s c r e e n i n g  r e s u l t s  and t h e  opening 0.f a s p e c i a l  
s u b f i l e  for subsequent  b iochemica l  c o n t r o l e s .  

A similar system c a n  be u s e d  w i t h  t h e  p a t i e n t ' s  I D  i n  order t o  a v o i d  
i n t e r f e r i n g  w i t h  t t e  b m u n i z a t i o n  t i m e t a b l e .  
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4 . 1 .  Ownership and u s e  

Use and ownership are k e p t  s e p a r a t e .  The c h i l d  (and up t o  the  a d u l t  
age ,  h i s  l e g a l  r e p r e s e n t a t i o n e s  i . e .  h i s  p a r e n t s )  i s  t h e  owner o f  t h e  
I D .  But h e  r e c e i v e s  nc program t h a t  would enab le  h i m  t o  r e a d  i t .  H e  
i s  a l s o  supposed t o  m a i n t a i n  t h e  p h y s i c a l  i n t e g r i t y  o f  t h e  I D .  Cop ies  
w i l l  be  s u p p l i e d  t o  compensate  f o r  l o s s  o r  d e s t r u c t i o n  but  t h i s  w i l l  
be  charged t o  t h e  owner i n  o r d e r  t o  d i scourage  c a r e l e s s n e s s .  

The u s e r  can read a l l  t h e  data he produced h imse l f  as w e l l  a s  t h e  
data s h a r e d  by o t h e r  p r o d u c e r s ,  and wi th  t h e  t a k i n g  i n t o  accoun t  t h e  
programmed compl i ance  w i t h  med ica l  c o n f i d e n t i a l i t y  r e g u l a t i o n s .  Any 
copy t o  a c e n t r a l  f i l e  ( a s  would occur  f o r  s c i e n t i f i c  p r o c e s s i n g  f o r  
example) r e q u i r e s  t ha t  i d e n t i f i c a t i o n s  should first b e  c l e a r e d .  
Some u s e r s  are c o m p l e t e l y  o u t s i d e  of  t h e  medical s e c r e c y .  Hence t h e i r  
s h a r e  o f  t h e  data i s  n a r r o w l y  l i m i t e d .  
F o r  example, h o s p i t a l  a d m i n i s t r a t i o n ,  i n s u r a n c e s ,  t h e  M i n i s t r y  of  
Hea l th  and t h e  town a d m i n i s t r a t i o n s  can b e  allowed t o  a s p e c i f i c  
s u b s e t  o f  t h e  data  w i t h o u t  any  medical  c o n n o t a t i o n ,  re la ted t o  accoun- 
t i n g  and c e r t i f i c a t i o n s .  
One o f  t h e  long- t e rm o b j e c t i v e s  of  SCAMPI i s  t o  ban hand c o p i e s  from 
t h e  p r o c e s s i n g  o f  m e d i c a l  i n f o r m a t i o n s .  

4 . 2 .  Advantages and  i n c o n v e n i e n c e s  

a )  I n c r e a s e d  p r o d u c t i v i t y  o f  t h e  h o s p i t a l  manpower. 
C l e r i c a l s  t a s k s  a n d ,  p r o m i n e n t l y ,  hand c o p i e s ,  were consuming a 
d i s p r o p o r t i o n a t e  s h a r e  o f  t h e i r  t ime a v a i l a b i l i t y .  

c e n t a g e  o f  medical  i n f o r m a t i o n  can be cons ide red  as l o s t  w i t h i n  
a few y e a r s .  To s u p p o r t  t h i s  o p i n i o n ,  it i s  w e l l  known t h a t  t h e  
p r a e d i a t r i c i a n  has t o  t r u s t  t h e  mothe r ' s  memories a t  t h e  f i rs t  
v i s i t  i n  s c h o o l  med ic ine  i n  o r d e r  t o  l e a r n  t h e  b o r t h  weight  of  
a c h i l d .  Later  on, t h o s e  i n f o r m a t i o n  l o s s e s  w i l l  grow worse and  
more e x p e n s i v e  (E.g. some c a s e s  o f  PKU went t h r e e  t imes t h r o u g h  
t h e  d i a g n o s t i c  p r o c e d u r e  and t h e  p a r e n t s  are s t i l l  not  aware of 
t h e  s p e c i f i c  r i s k  a t  t h e  t i m e  of t h e  next p regnancy) .  
A s  a r u l e ,  t h e  m u l t i p l i c a t i o n  of  d i a g n o s t i c  p rocedures  i n  pa- 
t i e n t s  whose p r e v i o u s  r e s u l t s  were l o s t  c o n t r i b u t e s  f o r  a c e r -  
t a i n  d e g r e e  t 3  t h e  c o s t s  o f  ou r  expensive medical  sys t em.  

b )  I n f o r m a t i o n  p e r s i s t e n c e  : I n  t h e  p r e s e n t  s i t u a t i o n ,  a l a r g e  p e r -  

c )  S c i e n t i f i c  u s e  o f  i n f o r m a t i o n  : Most r e t r o s p e c t i v e  e p i d e m i o l o g i -  
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c a l  s t u d i e s  a r e  p l a g u e d  by t h e  i n a c u r r a c y  o f  c o l l e c t e d  d a t a .  
d )  Threats : Floppy  d i s k s  canno t  be  s e r i o u s l y  contemplated as l o n g -  

term i n f o r m a t i o n  s u p p o r t s .  Hence, t h e y  shou ld  be dropped from t h e  
SCAMPI sys t em as soon  as p o s s i b l e .  A s a t i s f a c t o r y  suppor t  s h o u l d  
f u l f i l l  a t  l eas t  t h e  f o l l o w i n g  r equ i r emen t s .  : 

1' not  e r a s a b l e  (READ ONLY)  

2' no t  a l t e r a b l e  
3' cheap 
4 O  t r a n s p o r t a b l e  
5 O  i n e x p e n s i v e  r e t r i e v a l  
6 O  o b s o l e s c e n c e - p r o t e c t e d  by  be ing  r e a d i l y  t r a n s f e r r e d  on a new 

s t o r a g e  medium 

(E : The "smart c a r d "  cou ld  p robab ly  m e e t  t h o s e  r e q u i r e m e n t s )  

e )  T h r e a t s  : The i m p r e s s i o n  o f  c o n f i d e n t i a l i t y  for non-computerized 
med ica l  r e c o r d s  r e f l e c t s  p r i n c i p a l l y  t h e i r  h e t e r o g e n e i t y  and 
s y s t e m a t i c  l o s s .  Abuses a re  uncommon because i n f o r m a t i o n  s y n t h e -  
s i s  i s  as d i f f i c u l t  f o r  a b u s e r s  as i t  i s  f o r  l e g i t i m a t e  u s e r s .  
A s  soon as t h e  I D  c a n  b e  a c c e s s e d ,  t h e  p o t e n t i a l  p r o f i t  o f  a b u s e  
i n c r e a s e s  d r a m a t i c a l l y .  
Summarizing, t h e  m e d i c a l  s e c r e c y  of  non-computerized r e c o r d s  is  
u s u a l l y  the  s e c r e c y  s u r r o u n d i n g  i n f o r m a t i o n  a l r e a d y  l o s t .  
Problems of s e c u r i t y  are l i k e l y  t o  be  m e t  a s  soon as t h e  in fo rma-  
t i o n  is a v a i l a b l e .  P o t e n t i a l  a b u s e r s  i n c l u d e  b u s i n e s s ,  i n s u r a n c e  
companies,  s e c u r i t y  a g e n c i e s .  

f )  Conclusion : I n  o r d e r  t o  e a r n  a c c e p t a b i l i t y ,  SCAMPI needs e f f i -  
__----_c__ 

c i e n t  c o d i n g  p rocedures .  These p rocedures  s h o u l d  b e  
a l l o w e d  t o  e v o l u e  a t  t h e  same pace a s  t h e  CrYptOlO- 
g i c a l  a r t  s i n c e  no a b s o l u t e  p r o t e c t i o n  i s  known. 
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4.3. Medical S e c r e c y  

The very  o l d  c o n c e p t  of  medica l  s e c r e t  i s  a p a r t i c u l a r  b y  s e n s i t i v e  
a s p e c t  of  p r o f e s s i o n a l  s e c r e t .  
The i n t e r e s t s  o f  p a t i e n t  and s o c i e t y  are b e s t  se rved  i f  i n f o r m a t i o n  
c o l l e c t e d  i n  t h e  c o u r s e  o f  medical  a c t i v i t i e s  i s  kept  s e c r e t ,  and 
t h i s  has  been acknowledged f o r  c e n t u r i e s .  The medical  s e c r e t  i s  not  
on ly  b i n d i n g  f o r  t h e  d o c t o r  bu t  a l s o  for a l l  persons t h a t  happen t o  
be drawn i n t o  it ( f a m i l y ,  c o l l e a g u e s ,  medical  p e r s o n n e l ) .  S e c r e t  
s h a r i n g  b y  m e d i c a l  p r a c t i o n e r s  i s  a n a t u r a l  cornplement of t h e  m e d i -  
c a l  s e c r e t  s i n c e  t h e r e  i s  no o t h e r  way t o  a l low t h e  p a t i e n t  t o  bene- 
f i t  from t h e  d i v e r s e  e x p e r i e n c e  of t h e  medical  community. I t s  l i m i t s  
a r e  consequent  t o  t h e  wel l -unders tood  b e n e f i t  o f  t h e  p a t i e n t  : RX data, 
a r e  obvious ly  t o  be shared w i t h  t h e  surgeon while  p s y c h i a t r i c  data 
a r e  not  t o  be communicated t o  t h e  d e r m a t o l o g i s t .  

Moreover, t h e  p a t i e n t  h a s  no r i g h t  t o  a l low d i s c l o s u r e  of t h e  medica l  
s e c r e t  whose p r o v i s i o n s  c a n  only be l i f t e d  by a h i g h e r  i m p e r a t i v e  
j u s t i f i e d  by p a t i e n t  and s o c i e t y  b e n e f i t s .  To accept  t h e  p a t i e n t ' s .  
r i g h t  t o  l i f t  t h e  s e c r e t  would obvious ly  make h i m  v u l n e r a b l e  t o  
b lackmai l .  

S i n c e  t h e  p r i n c i p l e s  a r e  c l e a r  enough and rece ived  d e t a i l e d  l ega l  and 
j u r i s p r u d e n t i a l  t r e a t m e n t ,  t h e i r  t r a n s l a t i o n  i n t o  sof tware  s h o u l d  
s t i l l  be r e a l i z e d .  Such a t r a n s l a t i o n  w i l l  make s u r e  t h a t  no confu-  
s i o n  a r i s e s  between normal s e c r e t  s h a r i n g  between c o l l e a g u e s  and 
c r i m i n a l  s e c r e t  v i o l a t  i o n .  

4 . 4 .  Notary 

I n  t h e  p r e s e n t  s i t u a t i o n ,  t h e  medical  s e c r e t  i s  kept  by t h e  d o c t o r  
and f o l l o w s  h i m  i n  t h e  g r a v e .  This  i s  c l e a r l y  informat ion  s p i l l a g e  
and does not  agree w i t h  o u r  g e n e r a l  concept o f  ownership of  t h e  data .  
A computer ized p r o t o c o l  of  d a t a  communication can be implemented t h a t  
i s  a c t i v a t e d  n o t  o n l y  by t h e  p a t i e n t ' s  d e c i s i o n  of  going t o  a n o t h e r  
p r a c t i o n e r  o r  by t h e  l o s s  of  I D  copy but  a l s o  b y  t h e  d e a t h  o f  t h e  
p r a c t i t i o n e r  . 
G e n e r a l i z i n g ,  i t  amounts t o  u s i n g  a medical  no tary  r a t h e r  t h a n  t h e  
fami ly  d o c t o r  as  t h e  r e s p o s i t o r y  o f  t h e  i n t e g r a l  I D .  
Such a move i n v o l v e s  more t h a n  j u s t  a change of denomination. The 
f u n c t i o n s  of k e e p e r  and u s e r  of  medical  information a r e  more c l e a r l y  
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d i s s o c i a t e d  i n  t h e  p e r s o n  o f  a medical  n o t a r y  t h a n  t h e y  cou ld  be  i n  
a medical  p r a c t i t i o n e r .  

Moreover, t h e  m e d i c a l  n o t a r y  does not  need t o  be one p h y s i c a l  p e r s o n .  
It seems s p e c i a l l y  a t t r a c t i v e  t o  c o n s i d e r  t h e  ca.se where two p h y s i c a l  
h a l f n o t a r i e s  must c o o p e r a t e .  Each h a l f n o t a r y  owns a h a l f  I D  and t he  
a d d r e s s e s  t h a t  a l l o w  the  merging of  t h e  two h a l v e s  and each h a l f n o t a -  
r y  i s  aware o f  t h e  i d e n t i t y  o f  h i s  c o u n t e r p a r t .  
No program a l l o w s  t o  read t h e  complete  I D .  The h a l f n o t a r i e s  c a n  o n l y  
use  programs t h a t  a l l o w  t o  merge s p e c i f i c  p a r t s  o f  t h e  I D  as a p r e -  
l ' iminary s t e p  t o w a r d s  data communication on a u t h e n t i c a t e d  r e q u e s t  of 
both p a t i e n t  and d o c t o r .  

11.5. - T h e  d i c t a t o r  

A d i c t a t o r  i s  u s e f u l  t o  a c c e s s  some data o f  t h e  I D  w i thou t  p r e l i m i n a -  
r y  agreement o f  p a t i e n t  o r  d o c t o r .  The d i c t a t o r ' s  u s e f u l n e s s  i s  ob- 
v ious  i n  c a s e s  o f  u n c o n s c i o u s n e s s ,  emergency, e t c .  ... Many deaths 

o r  s e v e r e  i n j u r i e s  r e s u l t  from t h e  d i f f i c u l t y  o f  communicating w i t h  

unconscious p e r s o n s .  Most f r e q u e n t l y ,  t h i s  occur s  w i t h  b r a i n  damage, 
uraemia,  m e t a b o l i c  shock  . . . and these emergencies a r e  r o u t i n e l y  
n e g l e c t e d  because  t h e y  are misc l a s s i f i ed  as a c u t e  a l c o h o l i c  i n t o x i -  
c a t i o n .  I n  l a r g e  towns of t h e  West, problems l i k e  drug,  AV b l o c k ,  
d iabe tes ,  are l i k e l y  t o  be m e t  w i t h  i n c r e a s i n g  frequency as a resu l t  
of med ica l  p r o g r e s s  a n d  s o c i a l  i n v o l u t i o n .  
The d i c t a t o r  i s  ab le  t o  read some i n f o r m a t i o n s  ( r e l a t e d  t o  d rug  a l -  
l e r g i e s ,  b lood  g r o u p s ,  p r e v i o u s  d i agnoses  o f  shock) .  Any d i c t a t o r ' s  
a c c e s s  s h o u l d  be  a u t h e n t i c a t e d  and i d e n t i f i e d ;  t h e  d i c t a t o r  w i l l  be 
h e l d  r e s p o n s i b l e  o f  h i s  a c t i o n s  b e f o r e  t h e  a p p r o p r i a t e  j u r i s d i c t i o -  
n a l  c o u r t .  

4.6. T r a n s f e r s  

A s p e c i f i c  p h y s i c a l l y  un ique  l o c a l i z a t i o n  i s  unnecessary f o r  t h e  I D .  
It i s  s u f f i c i e n t  t o  b e  able t o  assemble i t s  h a l v e s ,  p o s s i b l y  by t e l e -  
communication from t h e  h a l f n o t a r i e s .  

'1.7.  B e n e f i t s  and i n c o n v e n i e n c i e s  

The lega l  c o n c e p t s  t h a t  c a l l  f o r  d a t a  e n c r y p t i o n  can a l s o  be invoked  
f o r  new d e f i n i t i o n s  l i k e  t h e  med ica l  n o t a r y  and d i c t a t o r .  The t h e o -  
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r e t i c a l  l e g a l  basis of these concepts should be c a r e f u l l y  i n v e s t i g a -  
t e d  a t  the same t ime  as the re l evan t  sof tware i s  developed. 


