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1- INTRODUCTION : 

S e v e r a l  a u t h o r s  h a v e  r e c e n t l y  p r o p o s e d  d i g i t a l  s i g n a t u r e  s c h e m e s  [I], 

(21. ... I n  a n  e n v i r o n m e n t  w h e r e  i d e n t i f i c a t i o n  is n o t  possible ,  a n d  t h e  

t r a n s m i s s i o n  s a f e  t h e  u s e  of t h e s e  s c h e m e s  c e r t i f y  t h a t  t h e  d a t a  o r i g i -  

n a t e d  from t h e  l e g i t i m a t e  p e r s o n .  However  i n  a n  e n v i r o n m e n t  w h e r e  i d e n -  

t i f i c a t i o n  c a n  be e n s u r e d  b y  o t h e r  means  a n d  w h e r e  t r a n s m i s s i o n  is  do- 

n e  i n  a n  u n s a f e  m e d i u m ,  t h e  u s e  of t h e s e  same s c h e m e s  e n s u r e  d a t a  i n t e -  
q r i t y  : a n y  m o d i f i c a t i o n  of t h e  d a t a  d u r i n g  t r a n s m i s s i o n  s h o w s  u p  when 

o n e  c h e c k s  t h e  c o r r e s p o n d i n g  s i g n a t u r e .  

T h e  s y s t e m a t i c  u s e  of s i q n a t u r e  f u n c t i o n s  f o r  d a t a  i n t e a r i t y  h a s  t w o  

important  s h o r t c o m i n g s  : 

I) T h e  r e d u n d a n c y  i n t r o d u c e d  b y  t h e  s i g n a t u r e  s c h e m e s  i s  about as l o n g  

a s  t h e  d a t a  t o  be p r o t e c t e d .  

2) T h e  a v e r a g e  number of c o m p u t i n g  s t e p s  per p r o t e c t e d  d i g i t  is v e r y  

l a r g e .  

I n  t h i s  p a p e r  w e  i n t r o d u c e  some f u n c t i o n s  a l l o w i n g  t h e  u s e  of d a t a  i n -  

t e q r i t y  w i t n e s s e s  w h i c h  i n t r o d u c e s  m i n i m a l  r e d u n d a n c y  ( 5 0  d i g i t s  f o r  
a b o u t  10.000 d i a i t s  of d a t a ) .  T h e  a v e r a g e  number  of o p e r a t i o n s  per pro- 

t e c t e d  d i q i t  i s  k e p t  s m a l l -  

W e  s t u d y  t h e  c r y p t o g r a p h i c  s t r e n g t h  o f  t h e s e  f u n c t i o n s  a n d  s h o w  t h a t  i t  

i n c r e a s e s  w i t h  t h e  l e n g t h  of t h e  d a t a  b e i n g  p r o t e c t e d .  

11 -. SEAL FUNCTIONS 

L e t y b e  t h e  s e t  of t e x t s  made of s t r i n g s  o f  h d e c i m a l  d i g i t s  : T =  K" 

w h e r e  R is t h e  r i n g  of d e c i m a l  d i g i t s .  L e t 3  b e  t h e  se t  of s t r i n g s  of p 
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1 
T storage on tape 

decimal digits :=f= R p .  A seal function E is a function : 

T S ( T )  

A seal of a text T is then.s(T) 
The seal function is used or storing in the following way : 
Prior to the transmission of the data on an unsafe medium, a seal is 
computed. It is then processed with the data. 

T 

When retrieving the data from an unsafe medium; a seal is recomputed 
from the data and compared with the one that is retrieved from the un- 
safe medium. If the two seals coIncide the data is considered free from 
alterations. 

S(TI s=s ‘ 
no 

i I 

computation of 
S(T) 

seal function 

seal check 

I11 - CONSTRAINTS ON THE SEAL FUNCTION 

a) length of the seal 
The seal being a decimal quantity, a length p of more then 20 decimal 
digits is enough to ensure that random attacks on the seal have a low 
probability of succeeding. If n is any integer between 10.000 and 
100.000, then one is sure that in any application the data flow is not 
interrupted too often for seal computation or recomputation. 

b) attacks on the seal and unforgeability 
The data that is to be protected by the seal is highly structured. The 

structure and content is known to an opponent. The aim of an opponent 
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to the system is to modify the data, and if necessary (and possible) 

the seal, in such a w a y  that the modified seal is legitimately asso- 
ciated to the modified data. 

Let n = 10.000 and p = 20 

10.000 Let s = R ,R2* 
F o r  a qiven seal S, the cardinality of S-l ( S ) ,  that is the set of 
texts having a given seal is of the order of R . 
Any structure in that set, will help an opponent in finding many Of 
its elements. 
Any structure relating S-l[S) and S-l(S') for two different seal S 
and S '  will also help an opponent in finding many of its elements. 
This leads us to the following conditions. 

be a seal function. 

9 9 8 0  

i) The mapping 

s : Rn+RQ is a random variable, uniformely distributed on Rp for 
each probability distribution on Rn. 

ii) For any qiven text (t ,... ,tn). Let 1 = 

The mapping : 

(i,r)--.+s (tl,...,ti-l, tl+r, ti+l,...,tr) - s (t 1'. a .  ,tn) 

,..., 9 
I X R+RP 

Should be a uniformely distributed random variable, for each probabi- 
lity distribution on I x R. 

iii) Let Sn be the permutation group of I = (l,.-. 
ment of Sn, €or any given text (t l,. . . , t ) the mappinq 

, and 6 an ele- 
1 . 3  

n 

should be a uniformely distributed random variable f o r  each probabi- 
lity distribution on S . n 

c) computational complexity of seal function 
A seal function is primarly intended to be used in software. Therefore 
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block 1 crypto 
tb.. . tl +algorithm 

a seal function should have a low computational complexity per pro- 
tected diqit. Most of the well known cryptoqraphic alqorithms have 
a high computational complexity ciphered digit of data and therefore 
perform poorly in software. Using a cryptoqraphic algorithm in a feed- 
back mode, meets the unforqeability requirements, but leads to a very 
slow seal computation. 

crypto 1 
Z C l , .  . . 'Cb 

& 

b l o c k  crypto crypto 

First computation 
computation at block 1. 

n algo nel 
c 

- 

computation at block n. 

IV - SOME FXAMPLES OF SEAL FUNCTIONS 

a )  the sum function 
Let b be any inteqer between 1 and n : 

For a text (t l'. - .  ,tn) 

L e t  T1 = tlt2.--tb , T2 = tb+l...t2b , . . . ,  tn = (n-1 )b+l' * '  tnb 

Define the s e a l  of the text tl...t as n 

s (tl,-..t ) = T i  
1 

Thic s e a l  depends on every diait of the text, but does not satisfy 
neither reauirnment 1) nor 11). Anv permutation of the diaits of the 
text correspondinq to the permutation of blocks on the T ' s  lead to 
the same seal. 
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the same seal. 

b) the sum of cryptos 

Let C: be a cryptographic function, assigning to each set of b inte- 
gers of text, a cryptogram of lenqth d 

c :  
c :  

( t 1, . . . , tb ) __3 

1’ let c1 = c 

cl,. * .  ,c ) = c (tl,. - .  ,tb) 

- =d 

d 

tb’ = d t l ’  ..., 

... 

and let S(tl, ..., tn) 
... 

= C l  
i 

This seal function satisfies requirement i) but not ii). Any permuta- 
tion of the digits of the text corresponding to the permutation of 
blocks beina ciphered lead to the same seal. 

cl tha concatenation of siqnatures 

Let r,q be two large primes, kept secret and m = q.r 
Let 1 be the length of r n :  and T = tlt 2...tl, T 2 = t l+l”.t21’’ - - r 

n (n-l)l+l’*--tnl**-- 
1 

T = t  

The leaitirnate owner of the text knowinq the factorisation of m, can 
easily compute square roots in Z .  

rn 

Let sl= El mod rn, s = m2 mod m , . . . ,  sn= fin mod m ,  2 

Define s(t l,...,t ) as ( s  l,...,sn) n 
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This seal furlction meets most oE the requirements on unforqeabili- 
ty. Its shortcominq is the computational effort as well as the lenqth 
of the ssal which is as long as the text itself: and a permutation 
of two portions of the text as well as their correspondinq signature, 
lead to a new leqitimate altered seal. 

d )  a new seal function (1) 
Let A = ( a i l )  be square matrix in order n, whose entries are random 
inteoers, chosen by the originator of the text and kept secret. 

Let T = (tl, ..., t 1 be a text n 

ti' t .  
3 

s ( T )  = T t A T  = . 5. . a . .  
1<1 1 3 '  

is the seal of T 

This seal involves o n l y  arithmetic operations for its computation. The 
total number of op.erations to compute a seal is seen to be 0 (n 1 mul- 2 

tiQliCatiO~S and 0 (nL) additions. It LS easily checked that the un- 
forqeability reauirempnts are met. 
A potential forqer of s e a l s  has to know the matrix al, in order to 
create a leqitimate spa1 for a given text. 
Lot us suppose that the foraer holds 

u texts 

1 s e a l s  s 

) and their corresponding (u) ,(u) 
,(tl , . . a ,  tl ,"., t, ) ,  ... (1) (1) 

s 2 '  - - -  ISU. 
To obtain the matrix (a,.) he has to solve the followinq system 

'7 

In t h i s  syst?m th? t .  t .  and s ( ~ )  are knowm. 
1' 1 '  
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Two methods are indicated to make this system unsolvable. 

- Chanse the matrix ( a , . )  oEten enouqh so that a potential forger 
cannot obtain enouqh information from existinq seals in order to 
solve the system. 

1 3  

- Choose n large enouqh, so that the best known algorithms for sol- 
vinq dense linear systems fail to do so in a short amount of time. The 
seal system 1s strenqthened by increasina the length of the text 
being protected. 

e) a new .seal function ( 2 )  

Let A = (a l,...,an,) be a sequence of random inteqers of length n', 
chosen the originator of the text and kept secret 

Define 

This seal function involves only arithmetic operations to compute a 
seal, and the total number of operations is then 2nt2 additions and 
2n' multiplications. It meets the unforgeability requirements. 

A potentail forqer has to know the sequence A in order to create a 

legitimate seal for a qiven text. 

(1) (1) (U) dU) ) n Let us suppose he knows u texts (tl ,..., t, 1 ,  . . ., (tl ,..., 
and their corresponding sea1.s sl,..,,su. 

He therefore has to solve a system, which is quadratic in the un- 
know a. ' s .  

(1) 5 ai aj tj = s1 
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The complexity of finding the ails is equivalent to factoring this 
polinominal. 
The complexity of this problem is 0 (n3 + log  n n ) in a modular ver- 
sion of the problem. 

2 
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