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1 Intreduction

~e

Ever since the discovery of public key cryptography in 19757, the search for public key cryp-
tosystems has been a central theme of cryptographic research. The public key eryptosystems® &7
that have been investigated during this period, however, are slower than conventional systems, re-
quire more storage, and, being based on areas of mathematies that were not previously important in
cryptography, have not inspired the same degree of trust as conventional systems. It would there-
fore be desirable to develop new techniques based on principles both different from those employed
in current public key cryptosystems and more closely allied with conventional cryptography.

Several years ago, after the development of the public key concept, but before any plausable
examples were known, a suggestion along these lines was made to one of the authors by John
McCarthy of Stanford University, who said he had gotten the idea from talking with an algebraic
geometer about birational transformations. The idea was to build inverse pairs of multivariate
polynomial transformations by a procedure commonly employed in algebraic geometry to construct
inverse pairs of rational transformations.

2 The Fundamental Scheme

Our approach is to regard the plaintext as an n-vector of elements selected from a suitable
ring R and build an invertible polynomial transformation P of several variables from R" to R".
The coefficients of this transformation will be the public key and the inverse transformation Q the
secret key. Thus:

Plaintext P Ciphertext
§=(zh---;xn) and (Pl(.f)’vpn(i))
where z;,...,r, € R and Py,..., P, are multivariate polynomials with coefficients in 7.

Assume, for example, that the plaintext is a vector of three components, z, y and z, from a
ring R and that po and p; are polynomials each in one variable over R. We can now build up a
polynomial transformation of three variables by acting on the variables one at a time.

In the first round, (z, v, z) is carried to:

(z1,91,20) = (2,9, 2 + plz, ¥}).

where p can be either pg or py. In the second, (zy, y1, 21) goes to:
(22,92, 22) = (21 + p(y1, 21) 1. 21)
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The process continues:
(I37 Y3, 23) = (12! y2 + p(z‘-Z; 22)) 22)

until after a number of rounds:

P(z,y, 2) = (£e—1 + P{Ye—1s Zk1), Yoty 1)

is a nonlinear, invertible, polynomial transformation on a module, M, of dimension 3 over E. The
secret key is the sequence of choices of pg or p; and the order in which they are applied to z, y,
and z. For example:

(zv, y1.21) = (z + p1ly, 2), 9, 2)

{72, y2, 22) = (21, 91, 21 + po(z1, 1))

{z3,y3, 23) = (22, ¥2 + polz2, 22), 22)

(T4, ya, 24) = (23,3, 23 + +P1{23, 13))
Pz, y,z) = (25, ¥5, 25) = {24 + Polys, 24), Y4, 24)

The secret key is ({z, 1), {z,0), (y,0), {2, 1), (z, 0)). The inverse transformation can be found by using
the key in reverse: ((z,0), (2, 1), (»,0),(2,0), (2,1)), L.e.:

(241 Y4, 24) = (25 - Po(?/.Sy 25)! Ys, 25)
(23, ¥3, 23) = (T4, Y, 24 — P1(24, 94))
and so on.
Naturally the number of polynomials need pot be limited to 2 ncr the dimension, d, of M
over R to 3, but there is probably no virtue in using polynomials of degree other than d — 1.

This plan offers on its face, not only plausible hope for constructing inverse pairs of transfor-
mations, but one with very close ties to the shift register mathematics of conventional cryptog-
raphy. The alternate transformation of variables z and y is closely analogous to alternate operation
on the left and right halves in DES®. In general, the notion of modifying some components of a
vector by adding to them functions of other components underlies all shift registers both linear
and nonlinear!-*,

A key difference between the construction of conventional cryptosystems and public key
cryptosystems lies in the way the systems are presented to the user, A shift register cryptosystem
is a description of the way in which the plaintext is modified incrementally throught a number of
interations to become the ciphertext. Such a description precludes public key use because it can
equally readily be read in the other direction as a description of how to derive the plaintext from
the ciphertext by incremental modifications. In order to develop a public key system along these
lines, it is necessary to simplify the equations that arise from the incremental substitution process
in such a way as to conceal the substitutions.

On first glance, it seems sufficient to carry out the substitutions as the process goes on.
On second, it becomes obvious that the number of coefficients in the polynomials will grow to
astronomical proportions after only a few interations. In order to prevent the equations from
exploding into unusable bulk, some device must be found for eliminating most of the terms; the
most obvious such devices are nilpotence and J-rings and these will be examined in the remainder
of this paper.

3 Reducing the Number of Coeffictents

3.1 Nilpotence

A ring R is nilpotent if there is an integer £ > 1 such that (R)* = {0}. That means that
for any elements ry,...,ry € R the product rirg - 73 is zero, so a multivariate polynomial with
coefficients in R can only have meaningful terms whose total degree does not exceed &.
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There is a hitch, however, in applying nilpotence in our fundamental scheme. We expect the
scheme, described in section 2, to yield a transformation of the form:

plaintext P ciphertext
T =(z1,...,2p) — (PiE), ..., Pa(T)) (3.1)

where 7y,...,2n € R and Py,..., P, have coefficients in R. Note that no transformation of this
form can be invertible. Suppose that each P; has constant term C;. Let T{Z) = Fy{%) — C;. The
system P is invertible if and only if the system T = (T3, ..., T,) is invertible but T can never be
invertible as Ty(%) € (R)ﬁ(_;R.

What went wrong is that although the iteration in section 2 always produces an invertible
transformation, if we apply this iteration scheme in a ring without a unit, we do not get a
transformation of the form (3.1) but rather one of the form:

plaintext P ciphertext
E = (z1,...,Zn) — T+ (P(E), ..., Fal(T) (3.2)

Where z1,...,2n € R and Py,...,P, have coefficients in R. The transformation (3.1) is a
polynomial transformation but its coefficients are not all in R as R is nilpotent and cannot contain
a unit element.

We can still make use of nilpotence, however. We take R to be a finite local ring, that is a
finite commutative ring with 1 that has a unique maximal ideal N of nilpotents. (Note R/N is a
finite field.) The general form of the encryption transformation again becomes:

plaintext o ciphertext
T = {(z1,...,2,) [ (Pi(T), ..., Pal@) (3.3)
where 71,...,1, and Pi(Z),...,Pa(Z) all lie in N. That is, P is a multivariate polynomial

transformation from K™ to R™ that is invariant and invertible on N™. The number of coeflicients
in the polynomials is restricted by the nilpotence because terms of high total degree are identically
zeroon N™ and we do not care how they behave on the rest of B, The transformations generated
by the iteration scheme of section 2 will be of this type if we choose the polynomials py, pe, ... to
have coefficients in N or to have coeflicients in R but constant terms in N.

3.2 J-Rings -

Let R be a finite commutative ring. R is a J-ring if there is an integer d > 1 such that ¢? =g
for any a € R. A multivariate polynomial over a J-ring can be reduced to a polynomial all of whose
terms have individual degrees < d (or total degrees « dn where n is the number of variables).
This time the transformation will be of the form of equation (3.1).

3.3 Upper-Triangular Matrices

We represent the plaintext by a pair of upper-triangular matrices with entries from a finite
ring R. The encryption transformation will be of the form:

plaintext P ciphertext
(X1, X2) —~ (Pr(X1, Xz), Po{ X1, X2)) (3.4)

where X, X, are upper-triangular k X & matrices over R and P;, P, have coefficients in R. If
M, ..., M, are upper triangular & X k matrices over R then the product AM;.--M, is zero. This
means that the polynomials will have terms of total degree at most k — 1. As the matrices do not
commute, there are more terms to deal with than in the commutative nilpotent case (3.1) but there
is also hope that non-commutativity will make lower degree polynomial systems more difficult to
invert.
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k=2 k=38 k=4 k=85 k=8 k=T k=8 k=90 k=10 k=11 ,=12 k=13 k=14 k=18 k=18 k=17 k=18

6 10 15 21 28 36 4 85 66 78 81 105 {120 [136 | 153 171 |190
ne=2 | 192 | 320 | 480 | 672 | 885 | 1152 | 1440 | 1760 | 2112 ] 2406 | 2912 1 3360 | 3840 | 4352 | 4896 {5472 {6080
384 | 640 | 960 | £344 | 1792 | 2304 | 2880 | 3520 | 4224 | 4992 | 5824 | 6720 | 7680 | 8704 | 9792 |10944 12160

10 |20 35 56 84 120 1165
n==3 | 220 | 440 | 770 | 1232 | 1848 | 2640 [3630
660 | 1320 | 2310 | 3696 | 5544 | 7920 | 10890

15 |35 70 126 210
n==4 | 240 | 560 | 1120 | 2016 |3360
960 | 2240 | 4480 | 8064 | 13440

21 56 126 1252
n==8 {273 | 728 | 1638 [3278
1365 | 3640 | 8180 16380

28 84 [210
n==o | 308 | 924 |2310
1848 | 5544 {13860

36 120 {330
a=7 | 360 } 1200 {3300
2520 ¢ 8400 123100

45 165
n==8 | 360 {1320
2880 110560

. iio ??go For multivariate polynomials of degree k in n variables
n=

3960 | 15840

126 | T(n, k) = # of terms possible in one polynomial
86 288 2016 | [8] - T(n, k) = # of bits to represent one polynomial

n= 200! o . .
? :ggo 20030 8064 | n-[%]. T(n, k) = # of bits in the public key

78 364
=1t | 462 2184
5082 |24024

91 455
n==12| 546 2730
5008 |32760

105 1560
ne==t8}| 525 12800
6825 {35400

120 |680
n=14| 600 |3400
8400 {47600

Figure 3.1 Bits of Key in Commutative Case (Plaintext = 64 bits)

+4  Finding Systems of Practical Stze

The public key in the system we have proposed consists of the coefficients of the polynomials
making up the transformation P. We do not want a key that is too large and have taken 10,000
bits to be the upper limit on the size of key that we will consider.

4.1 The Commutative Case

We must first count the maximum number of terms in a polynomial of total degree k in n
variables. This number, T{n, k) can be computed recursively as follows:

T, k) =k+1 (ie,1,X,...,X%

T(n,1) =n+1 (te,l,Xy,...,X5)
T(n k) =T(n, k=1 +T(n =1k}  Yinsr.
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k=2 k=3 k=4 k=5 k=4 k=T k=8 k=9 k=x10 k=11
6 10 15 21 28 36 45 55 88 18 01
n=2 | 384 | 640 960 13¢4 | 1792 | 2304 | 2880 | 3520 | 4224 | 4002 | 5824
768 | 1280 | 1920 | 2688 | 3584 | 4608 | 35760 | 7040 | 8448 | oese | 11648
10 20 35 56 84
a=s | 430 | 860 1505 | 2408 | 3612
1200 | 2580 | 4515 | 7224 | 10838
15 35 70 126
n=d | 480 1120 | 2240 | 4032
1920 | 4480 | 8960 | 18128
21 56 126
wet | 546 1456 | 3276
2730 | 7280 | 15380
28 B4
=t | 612 | 1848
3672 | 11088
38 120 r :iultivariate polynomials o ee k in n variables
wer | b4 2980 Fo ltivariate poly als of degr
4788 | 15960 35 T{n, k) = # of terms possible in one polynomial
. ;go égio 1120 |[487. T(n, k) = # of bits to represent one polynomial
n==. . . -
5760 | 21120 4480 |n-[1&8].T(n, k) = # of bits in the public key
55 220
a=s | 825 | 3300
7425 | 20700
66 286
a=10 | 858 ] 3718
8580 | 37180

Figure 4.2 Bits of Key in Commutative Case (Plaintext = 128 bits)

The recursion step follows since T(n, k — 1) is the number of terms of total < k in which X,
appears. Each such term is of the form X, times a term in r variables with total degree < k—1.
T(n — 1,k) is the number of terms of total degree < k in which X, does not appear.

Now we need the number of bits necessary to represent the coefficients of a polynomial of
total degree k in n variables. This clearly depends on the size of the ring but there are restrictions
on the ring size if we want the plaintext size to conform to present standards. If the plaintext
(X1,...,X,) is to have 64 bits then each X; must represent [2] bits. If R is a J-ring so that
encryption method (3.1) is used, then R must have cardinality 2I%1. The number of bits needed
to represent a single polynomial of total degree k in n variables is given by []- T'(n, k). The
number of bits in the public key polynomial transformation is n - [£] - T(n, k). These numbers
are computed and presented in Figure 4.1. The same computation for a plaintext of 128 bits is
presented in Figure 4.2.

If the ring is local and the general encryption method of equation 3.3 is used, then the
cardinality of the nilpotent ideal, N, must be 2l %1 or 21 The cardinality of R is at least
twice that of N. The number of bits needed to represent the public key is at least double the
numbers that appear in Figures 4.1 and 4.2. If the specific iteration described in section 2 is used
with Py,..., P, having coefficients in N then the number of bits needed to represent the public
key is exactly as shown in Figures 4.1 and 4.2.

It is striking that if we are restricted to 10,000 bits of key then the polynomials making up
the encryption transformation and also those making up its inverse can have no more than 153
terms (n = 2, k = 16, 64-bit plaintext). We shall see in the next section that this is too small for
eryptographic security.
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4 logp k=4 k=5 k=t k=7 ko= kw0  kw=i0 k=11 ka=12 k=13 k==ld ka=x1§ km=10 k=x17
2 | s [0 us o e Fas ] oas | ss 78 l o ] 105 ] 120 lJ
1 2 | 12 |20 |30 Ja] ss o0 | no |[132]

8 3118 ] 30 Jas ] oes 108 [[135
16 | 4 {28 Jaol 60 12 (1]

32 5 | 30 | so [[33]] 105 |[ia0

64 6 36 60 0 126

128 | 7 | s« 105 |[147

256 8 48 80 120

$12 9 o4 90 135

1024 10 60 100

2048 | 1t 116

4096 12 72 120

8192 13 78 130

16384 14 84

32768 15 20

65536 18 26

131072 | 17 102

262144 | 18 108

524288 | 19 114

10485761 20 120

2097152 21 126

4194304 | 22 132

Figure 4.3 Bits of Plaintext in one Upper-Triangular Matrix over Z,

4.2 The Upper-Triangular Case

We consider the special case of & X k upper-triangular matrices over Z,. We have taken p to be
2
a power of 2 so that there is no bit loss in representing the ring. A single matrix carries {log p)(%
bits. In Figure 4.3 we show the number of bits of plaintext in a pair of upper-triangular matrices

over Zp.

Figure 4.3 also provides information in the case of a general commutative ring £. The number
of bits shown for a particular p provides lower {upper) bounds when R is any commutative ring
with cardinality greater than (less than} p.
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2*_t= bits of key =

# bits per # terms per # bits per # bits per 2

p log p k matrix polynomial polynomial polynomials
64 Bit Plaintext

2 1 9 38 511 51t 1022

4 2 T 42 127 254 508

8 3 8 45 63 189 378

16 4 5 40 31 124 248

| o4 6 4 36 15 %0 180
128 Bit Plaintext

2 I 12 66 4095 4085 8180

4 2 8 72 S1t 1022 2044

8 3 8 81 255 785 1530

18 4 7 84 127 508 1018

32 5 [ 75 83 315 630

128 7 5 70 31 217 434

2048 11 4 86 15 165 330

Figure 4.4 Bits of Key; Upper-triangular Case

In Figure 4.4 we compute the number of bits in the public key when the plaintext has 64 and
128 bits respectively. To do this computation we must find the number of terms in a polynomial
in 2 upper-triangular & X & matrices. Recall that these polynomials will have total degree at most
k— 1. The number of terms of exactly degree j in 2 non-commuting variables is 2. It is the same
as making j choices from 2 items with repetition allowed. The total number of terms is, therefore:

k-1

ZQ’lz?}'—l.

j =

There appear to be cases where the key is not terribly big and where the number of terms in each
polynomial is large enough that we might have cryptographic security. We will see, however, in the
next section that we can solve for the coefficients of the polynomials in the inverse transformation
in layers so that we need never face a very large system of equations.
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kwm2  k==8 k=4 k==f  kx=8 =7

ne=2 | 224 | 480 | 092 | 2016 | 4064 |8160
448 | 960 | 1984 |} 4032 | 8128 16320

28 81 241
572 | 1782 15302
1718 | 5346 {15018

23

na=.

vt :’308 iggo For multivariate polynomials of degree k in n variables
4032 | 16320 81 n*+1 — | — # of terms possible in one polynomial
. 12;2 gf‘l‘z 1782 fﬁ,ﬂ - (n*+! — 1) = # of bits to represent one polynomial
8060 | 40560 5348 | n - [27]. (n®*1 — 1) = & of bits to represent the public key.
215
ne=g |2365
14190

Figure 4.5 Bits of Key; Non-commutative Case; 64-Bit Plaintext

4.3 The General Non-Commutaiive Case

As will be shown, in the next section, the commutative and upper-triangular cases are not
cryptographically secure so we offer one other suggestion. Let R be a non-commutative finite ring.
In figure 4.5 we show the number of bits of key in this case. The number of terms in a polypomial
of total degree k in n non-commuting variables is given by n**! — 1. The reasoning is the same
as that used to compute the number of terms in the polynomials of section 4.1 above. Figure 4.5
shows that there are very few cases to investigate. The number of terms in the polynomials is
small but there is some hope that the complications of non-commutative arithmetic will impede
cryptanalysis.

5 Inverling These Systems

Assume that we know the public key, P = {Fy,. .., F,), and we want to find a transformation
Q=(Q@1,...,@n)such that @Q(Py(T), ..., Pu(T)) = Xi(i = 1,...,n). We know that such a system
Q of polynomials exists and that the Q; have the same types of terms as the Pj. That is:

Qi=ai+ by Vi+ o+ b Vatan, Vit -
We know which terms are present, we must find the coeffictents of Q; (i = 1,...,n).

51 IfR tsa J-ring

Pick a vector A = (A1, - .., Ap) in B*. Compute Pi(4),..., Pa(A). Set @i(P1(A), ..., Pu(A)) =
Aj. This gives a linear equation with coefficients in R whose unknowns are the coefficients of @;.
Let ¢ by the number of coefficients of Q1. If we can produce vectors A; = (4;,,..., 4;,) in R* (i =
1,...,q) such that the resulting linear equations are independent then, hopefully, we can solve
for the coefficients of @;. As Q is invertible, we know that such an independent system exists.
Any J-ring R is a direct sum of finite fields®. Hence the system can be solved independently over
each component field of R using standard techniques of linear algebra over fields. A system of
approximately 150 equations can be solved in a reasonable time by existing techniques and in our
systems of practical size, J; never has more than 153 coeficients.

There remains the problem of generating q independent equations. We suggest the following
simple procedure. 1. choose 3 A 2 O in R, and accept the linear equations it produces. 2. After
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having found k — 1 independent equations, choose a new vector A 3 O at random and accept it
if it is independent of the k — 1 vectors already found. Otherwise, discard it and repeat this step
until you succeed. If, at each stage, the system is put, componentwise, into reduced row-echelon
form, then checking the new equation and row-reducing the new system are both easy. We cannot
prove that this method will produce the necessary ¢ equations in a reasonable amount of time but
believe it does for the following reasons:

Assume R = Z,, p a prime. If k vectors are chosen at random from {Z5)7 then the probability

that they are independent is given by (1 — 117‘.;)( — Fﬁ)- (L - ,T—I::T) > E% so the probability

that a random g X g determinant over Zp is non-singular is given by:

q

1 -2
He-=> p—_j
i=1 r P

Although this gives 0 as a lower bound when P = 2 the products are actually greater than 1/4 in
this case.

Unfortunately, the coefficient vectors in these equations are not generated at random from all
possible p? vectors over Zp; we can only generate p® vectors but, expect that they will be randomly
distributed in the larger set. Given this, the above argument shows that we are likely to generate
g independent equations without much difficuity.

5.2 The Nilpotent Case

The message is a vector in N” where N is a nilpotent ring embedded as a maximal nilpotent
ideal in a local ring R. The quotient ring K//V is a finite field. N™ is invariant under the public
key polynomial map P:R™ — R". That is, P:N™ — N" is one to one and onto. The component
polynomials P; of P have coefficients in R. To find the coefficients of Q@ = P~! we first work over
the field R/N and then raise the solution to R.

We can assume that P; (i = 1...n) has no constant term. Otherwise P(X) = T(X)+C
where C is a constant vector in N and T(X) is a polynomial transformation whose components
have no constant terms. P is invertible on N™ if and only if T is. If U = T~! on N" then:
QY)=U(Y -C)is P~ on V.

Let Py and Qg be the linear parts of P and Q. Then

sl

= Q(P(Z)) = Qr(P.(F)) + higher order terms.

Let (Py mod N) mean the polynomial obtained by replacing each coefficient, ¢, of Py by (C mod IV).
We invert Py to find Q. First find

QL= (Prmod NY™!  overR/N.

Now form Qff with coefficients in R by replacing each coeffictent of QY by a representative in R
of its class. Then

QfoPL==]+ B where B has entries in N

and
U~B+D - B N)QiP =12+B*=1 on N".

So set
Qr=P'=(I-B+B~...2B"1qQ].



349

Now go on to the quadratic terms. Let Pg and Qg be the quadratic parts and Py and Qg the
higher order parts of P and Q respectively. Then

T = Q(P(%)) = QL(PL(T) + Po(Z) + Py(Z)) + Qq(PL(z) + Pg(Z) + Pu(z))
+Qu(PL(Z) + Po(Z) + Pu(z))
= QL(Pu(T)) + QL(Pg(Z)) + Qo(PL(Z)) + bigher order terms.

This gives a system of equations whose unknowns are the coefficients of Qg. We can proceed as
with the linear parts, finding the coeflicients of Q one degree at a time.

For rings of practical size, these systems are therefore too easily solved to be secure.

5.3 The Upper-Triengular Case

The encrypting transformation is (X, Xz) — P(X1,X2) = (P{X), X2), P,(X1,X2)) where
X1, X, are upper-triangular matrices over a commutative ring R and Pj, P; are polynomials
with coefficients in R. To decrypt, we must find a polynomial system Q = (Q;, &2) such that
QiP(X1,Xz2)) = X; (i = 1,2). As before, we can use P and Q to produce pairs (U, V), Q(U,V)
and to set up a system of linear equations in the coefficients of Q. This system is particularly easy
to solve as only the linear and constant terms show up in the entries just above the diagonal of
Q(U,V). The quadratic terms enter into the entries two levels above the diagonal and so on. We
can, therefore, solve for the coefficients of @ in a layered manner, similar to the nilpotent case.

8 Conclusions

We set out to build a public key cryptosystem by repeatedly substituting for variables in
multivariate polynomials and simplifying the results to conceal the substitution process. There
seerns, however, to be no way to build such a system that is both secure and has a public key of
practical size when the devices used to limit the number of coefficeints are nilpotence and J-rings.
We have only shown, however, that it is impossible to produce such a system if the total degree of
the encryption polynomial determines the size of the public key. Perhaps, by properly choosing pg
and p;, we can employ the fundamental scheme to produce sparse encrypting polynomials. Then
the public key could be kept small while the encrypting polynomial has large total degree and is
difficult to invert.
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