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Mktz!z& 
We c o n a i d e r  the  fo l lowing  c r y t o g r a p h i c  and coding q u e s t i o n s  i n  

r e l a t i o n  w i t h  the  u3e o f  "wri te-once" memories (o r  woms) 

-8ow to prevent anyone f r o m  r e u s i n g  the worn (iplrutable (xdee). 

-Row t o  fix the w r i t t e n  informat ion  i n  the worn a f t e r  a g iven  number of 

g e n e r a t i o n s  ( locking c o d e s ) .  

-How t o  encode a "credit" i n  a way that  guarantees t h e  u s e r  t g e n e r a t i o n s  

or "purchases"  i n  any possible way and makes it impossible t o  cheat : i . e .  

w r i t i n g  on the wom n e c e s s a r i l y  increases t h e  s p e n t  w u n t  of money. The 

a x l i n g  vill be c a l l e d  "increpental locked". 

These q u e s t i o n s  were on ly  raised i n  [51 ,  where the a c c e n t  was p u t  on  

the g e n e r a t i o n  of womcodes p o s s e s s i n g  an "easy reading-reserved w r i t i n g "  

P=4?=tY. 

>. D e f l n i t i  
. . .  ons and n o t a t i o n s  

Let u s  suppose w e  have a storage medium, called rap ([I]), c o n s i s t i n g  

Of n b i n a r y  p o s i t i o n s  or  w i t s ,  i n i t i a l l y  conta in ing  a "0". A t  80me step, a 

W i t  Can be i r r e v e r s i b l y  o v e r w r i t t e n  w i t h  a "1" ( e . q .  by some laser beam i n  

d i g i t a l  optical disks, or b u r n i n g  microscopic fuses  in P ~ M S ) .  

For two binary n-tuples x and y ,  we s a y  t h a t  x covers  y. and write 

y<r if supp(y)Csupp(x) ,  where f o r  a b i n a r y  n-tuple z=(z , z  ,.. ., z 1, 

supp(z)  = ( i  ; z - 1) is the support of z .  Then rzi=isupp(z)i is the 

f laming weight  of z .  The b i n a r y  complement of z is denoted by z .  

1 2  n 

i - 

The firat problem we address is the following : how to  c o n s t r u c t  

oodes with maximdl rate (or  c a r d i n a l i t y )  and forwarding impossible 

updating? 
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2.  1 m u  table codes 

n 
L e t  F be the b i n a r y  f i e l d .  A subset C o€ Y is called imutable ( s e e  

C61) if, for any a and b i n  C ,  a<b never  h o l d s .  C l e a r l y ,  if such a code is 

used t o  w r i t e  on a wom, no u p d a t i n g  is possible ( u p l a t i n g  a i n t o  b would 

imply acb) .  The c h a r a c t e r i z a t i o n  of maximal immutable codes is a w e l l  

known c o m b i n a t o r i a l  problem, s o l v e d  by Sperner  [21.  

P r o m s i t i o n .  The set S of all the n- tuples  of weight  Ln/ZJ is a m a x i m a l  

immutable code (called Spxner cude). 'me s o l u t i o n  is unique €or odd n. 

For even n, there is a n o t h e r  s o l u t i o n  s, where ii=( SBFZ ; SSS). 
- n  

The rate OF these codes, R = ( l / n ) . l c q (  IS1 ), is approximately 

R = 1 - ( 1 / 2 n )  l o g ( n ) .  

These Sperner  cdes are however n o t  v e r y  e a s y  t o  encode ( see e . g .  C71).  

One way t o  overcome t h i s  is t o  impose L i n e a r i t y .  This w i l l  be very 

suboptimal, as we now ahow. L e t  us say t h a t  a l i n e a r  Cn,kl code C is 

intersecting iE a n y  two non-zero codewords have i n t e r s e c t i n g  s u p p o r t s ,  t h e n  

one has : 

P r o w s i t i o n .  A l i n e a r  code C is i n t e r s e c t i n g  iff c\ {o)  is immutable. 

e m f .  C\{O) is n o t  immutable i f f  t h e r e  exist tw d i s t i n c t  nonzero 
e lements  i n  C, say a and b, w i t h  a c b. Then a + b is i n  C and has 

d i s j o i n t  s u p p o r t  with a, h e n c e  C is not i n t e r s e c t i n g .  o 

Kntersec t ing  codes are s t u d i e d  i n ,  e.g. C31, and have low rate, namely : 

. .  PEnPosl t lo  n .  For n large enough, i n t e r s e c t i n g  Cn,kl codes have rate 
R c 0.283 n .  

we nav propose a s l igh t ly  suboptimal s o l u t i o n ,  f i r s t  in t roduced  i n  C71, 

w i t h  a v e r y  simple e n c o d i n g  scheme. Let u s  denote  by 2( i ) the w r i t i n g  

the i n t e g e r  1 i n  base 2 ,  and by 12( i )  1 t h e  weight of such a w r i t i n g .  

Define the c o d i n g  of i < 2 by 
k 

of 

1 --, c ( i )  = ( 2 ( i ) ,  2( 1 2 ( i ) l )  ) (1) 
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where the t w o  PJrts of c( i )  are w r i t t e n  u s i n g  k and rlog(k)l  b i t s  

respectively. For example, i€ k=7, i=98,  t h e n  2 ( i )  = 1100010, 1 2 ( i ) l = 3 ,  

2( 1 2 ( i ) l )  = 011 and c ( 9 8 )  = (110001o l oo ) .  
I n  €act, t h i s  e n c o d i n g  is  systematic, i .e .  the i n f o r m a t i o n  w r i t t e n  on t h e  

worn is c o n t a i n e d  i n  k fixed p o s i t i o n s ,  say the first o n e s .  Clearly, one 

has : 

- P r o w s i t i o n .  The e n c o d i n g  scheme d e s c r i b e d  i n  (1) g i v e s  immutable C o d e s  

w i t h  rate R = 1 - ( l / n )  l o g ( n ) .  

_PwPasitm. The e n c o d i n g  scheme of (1) is optimal, i . e .  yields  the 

largest possible rate for a systematic immutable code. 

-2. Let  C be s y s t e m a t i c  w i t h  k i n f o r m a t i o n  bits. C o n s i d e r  t h e  chain 

(€or i n c l u s i o n )  of k - t u p l e s  (000.. .o), ( 100.. .a), ( 110.. .O), . . . , 
(111.. .l). For C t o  be immutable ,  these k+l vectors must be appcnded 

different S U f € i X t ? S  of s i ze  n-k. Hence 2 2k+l. 0 

We thank D. Coopersmith for s u g g e s t i n g  t h i s  proof. 

n-k 

- 3. L o c k i n s  codes 

The problem of locking, i . e .  of f i x i n g  the w r i t t e n  in€ozmation i n  

the  won^ after a given number of g e n e r a t i o n s ,  is closely related t o  the  

p r e v i o u s  one. The only d i f f e r e n c e  is tha t  one  rum has the possibility of 

c h o o s i n g  when the w i t t e n  i n f o m a t i o n  s h o u l d  become i nmutab le ,  which is a 
s l igh t ly  s t r o n g e r  a s s u m p t i o n .  Among the  t e c h n i q u e s  described i n  paragraph 

2, the c o d i n g  s c h w  (1) allows locking : to that end ,  take a worn of 

k+flogkl wit, 
- use m wits for the  u p d a t i n g s ,  

- t o  lock the wom when v is w r i t t e n ,  mite 2(  IvI ) on the r e m a i n i n g  w i t s .  

4 .  Incremen ta l .  locked cod es 

The f o l l o w i n g  problem is i n t r o d u c e d  in C41 : write s u c c e s s i v e l y  t 

messages v ,v , . . . ,v o n  a won, s u c h  that 
1 2  t 

o<v <v <. . . <v < v-1 , (2 1 
1 2  t 

Such a code is called increrental ( E W ) .  
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W e  connider  the problem where any w r i t i n g  on the wom can only 
i n c r e a s e  t h e  v a l u e  of t h e  w r i t t e n  message. Such a ccde w i l l  be called a 

incrementa l  locked e e  (ILW) and can  be used to e l i m i n a t e  c h e a t i n g  

possibilities on credit cards. T h i s  assumption i s  s t r o n g e r  than the 

previous  one : now ( 2 )  is a n e c e s s a r y  and s u f f i c i e n t  condi t ion  on a set of 

t messages €or its w r i t i n g  to be possible, vtrereas i t  was o n l y  s u f f i c i e n t  

i n  the cme OE Iw. 

W e  shall s t u d y  i n  the f o l l o w i n g  a n  e a s y  way t o  c o n s t r u c t  a ILW : the 

(or coins) echem. Each w i t  r e p r e s e n t s  a coin w i t h  v a l u e  a . 
i 

Thus t h e  s p e n t  amount of money cor responds  to the sum of "marked" c o i n s  

v = r  a ,  
j i d  i 

where I is t h e  set o€ w r i t t e n  w i t s .  We call i n c r e P e n t a l  )I -eS (Em) 

the cor responding  codes. Clearly we have 

ik il i 
w > w  . w  

i k  il i 
where w , w , w are the minimal l e n g t h s  of a IKW, CW, tW, respectively. 

W e  c o n s i d e r  the directed graph (treillis) represent ing  a l l  t he  

pnssihle + . r a n s i t i o n s  i n  the WDM. A v e r t e x  is i d e n t i f i e d  w i t h  a b i n a r y  

n-tuple, and there is an edge from x t o  y i f f  y>x and ly-xI=l. To every y 

is a s m i a t e d  a measage a(y) e Z u ( w )  by means of the i n t e r p r e t i n g  f u n c t i o n  

a : u ( w )  means tha t  the state y is n o t  used (achievable  a~ a coding state) 

i n  t h e  coding  proceee. The i n c r e m e n t a l  code is locked i f f  €or achievable x 

and Y 
y,x -> a ( y )  3 a (x ) .  

V 

For every set 

V=(v ,v , . . . ,v  ), w i t h  v <v C . . . v GV-1 
1 2  t 1 2  t 

of t messages t o  be w r i t t e n ,  we c o n s i d e r  the "h is tory"  of w r i t i n g s  

i 
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L e t  H be the set of all p o s n i b l e  Y. The number of possible V must be 

less than  t.he 

P r o w s i t i o n .  

v+t  
( t  ) 

We now d e f i n e  

e ( x )  = i n f (  i 

number of possible Y .  Thus we obtain : 

t 
The parameters of a tv> /n rw must satisfy 

n 
6 (t+l) . 

n 
for ye F : 

( 1 )  (1) ( 1 )  
I X=y for some Y = ( y  , . . .,y , . . . ), YE H ) .  

pro~ositio~. 
x 

If y is a state i n  t h e  rn such that e ( y ) = j ,  then 
t- j 

n-lyl 2 w (cv-a(y)> ) + j ,  

where h stands for i, il, ik i n  the case of a LW, TL, LKW respectively. 

Kndeed. at state j ,  there are at least t- j  generations to write on n-lyl 

wits. 

Using t h i s  Proposition we can begin  to fill up a table of the w for small 

v and t. W e  start from the f irst  l i n e  w( ~ v )  L)=Tloggr( v ) l  . The noticeable 

points  are 

A 

ik 3 il 3 il 2 i 2  
w ( < 9 >  )d > 5- ( < 9 >  ) and w ( < 9 >  )=5 > +=w ( < 9 >  ). 

3 

4 7 5 

v = 1 2  3 4 5 6 7 8 9 10 11 12 

0 1 2 2  3 3 3  3 4  4 4 4  

2 3 3 4 4 4 4,5,5 5 5 5 

3 4 4 5 5 5,5,6 6 6,6,'1 

4 5 5 6 6  

5 6 6 . 1  

i t i l t i k t  
Table  : v a l u e s  of w (tv) ), w (tv) ), w (tv) ) €or small v and t .  
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5. C o n s t r u c t i o n  of i n c r e m e n t a l  K w o w o d e s  LIKW) 

As we said before a n  i n c r e m e n t a l  K womcode 1s based on  a set of C o i n s  

P=( ..., &,...,I,...), w h e r e  IS a c o i n  with v a l u e  1 and IPI=n. The set P 

LS hereafter refered t o  a s  a purse.  The c o d i n g  a l g o r i t h m  obeys the 

f o l l o w i n g  rule : " u s e  f i r s t  t h e  heaviest remaining c o i n  c o m p a t i b l e  w i t h  

the purchase". W e  shall say that a < (  s+l). /n IKW realizes ( 8 ,  t ). Let us 

i n t r o d u c e  some n o t a t i o n s  : 

t 

n ( P )  is the number of c o i n s  i n  P with v a l u e  j ; 
j 

i 
C . ( P )  =..Z j n , L(P) = & (P) ; 
1 3'1 j m 

P / i  is the set of c o i n s  i n  P w i t h  v a l u e  at most i ; 

i 
t h e n  IP / i l  = C n ( P )  a n d  S . ( P )  = E ( P / i )  ; 

j=1 j 1 

Q.[kl or Q : a p u r s e  w i t h  o n l y  k c o i n s  of v a l u e  i ( t h e n  k=lQ I=n ( Q  ) )  1 
3 i i i  i 

D = ( d  , d , ... , d ) a t - t u p l e  of p u r c h a s e s  ; & ( D )  = g d . 
1 2  t 1 )  

I n  t h e  f o l l o w i n g ,  P d e n o t e s  a p u r s e  r e a l i z i n g  ( s . t ) ,  and m=Ls/t 

prowsi t ion  K1. For every i n t e g e r s  p a ,  r, 

(r) 
P = P u Q Crl realizes ( s + r w , t ) .  

P 

fl . 

(k) m f .  By i n d u c t i o n  o n  r. Suppose  it is t r u e  u p  to  k i . e .  P =PLQ Ckl 
Ir 

(k+l) realizes (E+kp,t). Let D be a t - t u p l e  t o  be s p e n t  u s i n g  P , l e t  jo be 

the  first j s u c h  tha t  d Lp ( i f  n o  s u c h  j o  ex is t s  C(D)< (p -1 ) tSs  and w e  are 
done). Set 

D '  - ( d l )  = (d ,d ,..., d 

3 

-&....,dt). 
3 1 2  jo 

amounts t o  
(k+l) Prom o u r  "heavy c o i n  first" algorithm, r e a l i z i n g  D with P 

r e a l i z i n g  D' w i t h  P , hence is possible s i n c e  C(D)C s+kp. o 
(k) 
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P r o p o s i t i o n  KZ. The p u r s e  P d e f i n e d  recursively by 
i 

1 = 

P = P U Q Cn I w h e r e  n is the smalleet i n t e g e r  such t h a t  E ( P  )>2t, 
2 1 2 2  2 2 

... 
P = P u Q Cn 1 where n is the smallest i n t e g e r  8 . t .  &(P  )2l.t, 
i i-1 i i i i 

realizes every t-tuple of purchases D=( d , d , * .  . , d ) w i t h  E( D ) < & ( P ,  ). 
1 2  t 1 

P a .  By i n d u c t i o n .  For any fixed J, o<jqi-l, step P -- > P  is 

a c h i e v e d  by a p p l y i n g  P r o p o s i t i o n  K1 w i t h  p=j+l, r=n , s=]t and therefore 

m=j+l. a 

j 3 + 1  

j +i 

Remark. The c o n s t r u c t i o n  i n  P r o p o s i t i o n  KZ also works w i t h o u t  a s suming  the  

n minimal .  By s t o p p i n g  at some level k, we 0btai .n  p u r s e s  P €or which the 

f o l l o w i n g  also holds 
j 

E ( P / j ) > j t ,  Y j 8 . t .  l<j& 

or e q u i v a l e n t l y  

& ( P / j ) > j t ,  Y j s . t .  j t < & ( P )  ( * )  

But ( * )  is at t h e  same time a necessary c o n d i t i o n  for  a purse P t o  realize 

( C  ( P ) , t )  because every t-tuple D with &(D)<& (P) and M?x d C j must be 
k k ? . i  

realized with P/j. This shows : 

--. For given s and t, a necesaary and s u f f i c i e n t  c o n d i t i o n  for a 

purse P w i t h  Z ( P / m ) 3 e ,  m=Ls/tJ+l, t o  realize ( s , t )  is that  t h e  m-1 

following t - t u p l e s  of purchases be realizable : 

(j,j, ...j ) for l < j < m .  

Qptimalit v s t r u c  t ion_ 

NOW we want t o  prove that the p u r s e  defined by P r o p o s i t i o n  K 2  is optimal 
i n  the class of KKW. Por fixed t ,  a p u r s e  P is said saturated i€ P 

redliZeS ( Z ( P ) . t ) .  W e  first show tha't we c a n  restrict ourselves t o  

s a t u r a t e d  p u r s e s .  As before, P d e n o t e s  a purse r e a l i z i n g  ( s , t ) ,  w i t h  

m=Ls/tJ+l. 
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p . r o w 8 i t i o n .  For a n y  P realizing ( s , t ) ,  there exists a s a t u r a t e d  PO s u c h  

t h a t  E ( P O ) = s  and IPOl<lPI. 

p r s f .  We first show that  P/m realizes ( s , t )  : Cons ide r  D=(di),  C( D)-s 

and d a(m-1.m). Such a set of p u r c h a s e s  u s e s  c o i n s  w i t h  v a l u e  at most m, 

hence C ( P / m ) b s .  Then apply  Corollary, which shows tha t  P / j  realizes 

( E ( P / j ) , t )  i f  l<jUn. 

Define m' by 

E ( P / ( m ' - l ) )  < s G &(I? /m+) .  

It i S  clear t h a t  m'<m. The purse PI- Q Ckl u (P/(m'-l)) realizes ( f ( P ' ) , t )  

by p r o p o s i t i o n  IU. Choose k s . t .  E(P')<s<t(P')+rn'. If the l e f t - h a n d  side 

i n e q u a l i t y  is a c h i e v e d  t h e n  PO=P' is a desired p u r s e .  1 E n o t ,  c o n s i d e r  

PO=P'u{i), j = s - Z ( P *  ), then  PO realizes (s , t ) ,  a g a i n  by p r o p o s i t i o n  K1, and 

&( PO ) -8 .  After straight forward c o u n t i n g ,  w e  get  

IPoi=IP/m'I - L(&(P/m')-s)/m'] 6 Ip/m'~ 6 I P I  

W e  have t r a n s f o r m e d  P i n t o  a s a t u r a t e d  Po w i t h  fewer  c o i n s .  o 

i 

m' 

L e t  now €( s , t )  be the  minimum number of coins €or a p u r s e  r e a l i z i n g  ( s , t )  : 

f ( s , t )  = w (<(s+~)D ). Then we have : 
i k  t 

P r o m s i t i o n .  The purae P d e f i n e d  by P m p o s i t i o n  K2 is optimal. 'chat 18, 
i 

f(C(P. ) , t ) - IP i l .  
1 

M. By i n d u c t i o n  on i. Suppose it is true up t o  i-1. we first recall 

that P. 1s obtained from P by p0Ssibly a d d i n g  coins w i t h  v a l u e  i. Then 

m t t i n g  6 =C( P. ), s= s and s ' =s , w e  have s '-s=ki for fmme i n t e g e r  k . 
L e t  p be b 0d-l Saturated p u r s e  r e a l i z i n g  ( 8 '  , t  ) ; therefore P-P/i (see 

1 i-1 

i- 1 i 

p r e v i o u s  proof). Prcw P we can c o n s t r u c t ,  as before, a s a t u r a t e d  

r e a l i z i n g  (s,t) by s u p p r e s s i n g  heaviest coins ( w i t h  v a l u e  a t  most i) 

possibly adding a "cheapened"  extra one. 
l P O l  < I P I  - L(s'-s)/iJ. 

Now if I P I - f ( s ' , t ) q l P  I ,  t h e n  f ( s , t ) t l P  I and we g e t  a c o n t r a d i c t i o n .  
i i- 1 

6 ,  AsymDtotical r e s u l t s  

PO 

and 

a 

Por  worncodes, the asymptotical behavior is s t u d i e d  i n  [ t ] .  F o c u s i n g  

on t h e  case when t is fixed a n d  v goes t o  i n f i n i t y ,  one has 
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t 
W ( < V >  ) = f ( t )  l o g z ( v ) ,  

with €( 2 )  = 1.29 a n d  €( t )  = t / l o g z (  t) for t large 

t 
clearly, an i n c r e m e n t a l  womcode r e a l i z i n g  ( v + l , t )  is also a c ( v + l ) / t >  

mucode. Hence, for fixed t 

i t  t t 
w ( < V >  ) 2 w( < ( V + l ) / t >  ) == f (  t) l o g z ( ( v + l ) / t )  9 W( < V >  ). 

j 
mat is, w * w (cf. C 4 1 ) .  

From t he  p r e v i o u s  s e c t i o n ,  we know t h a t  r e c u r s i v e  p u r s e s  yield i n c r e m e n t a l  

K worncodes w i t h  

and maximum coin of v a l u e  ( i + L ) .  

For fixed t and i going t o  i n f i n i t y ,  the average i n c r e a s e  of C ( P .  ), 

E( Z(Pi+l)  - C ( P ,  ) )  is equal to t, or 
L 

1 

E( IP  1 - IP I )  = 1. 
i +  L i / t J  i 

In oLhers words, the purse P r e a l i z i n g  (s.cit,t) has j c o i n s ,  with 
i 1 

i 
j =  I: t/k =Z t l n ( i )  = t l n ( s . / t ) .  

k=l 1 

Finally, s i n c e  these codes are optimal 

ik 
w = t ( l n ( v )  + O ( 1 ) ) .  

il 
The asymptotical behavior of w is s t i l l  unknown. I t  would be i n t e r e s t i n g  
t o  estimate 

i l  ik 
R - l i m s u p  w / w  , 

for fixed t and v g o i n g  to  infinity, and to prove that  

R < 1 ,  

Iet us surranarite h a t  w e  know a b o u t  w. 
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no cod ing  wo = t log2 v 

ik 
i nc remen ta l  K womcodes v = t log v 

e 

I 
2 l o g z  v 1 3 l o g z  v 

1.38 l c g z  v 2.07 l o g 2  v 

i 
doncodes w = w == t 1- v 

t 

We thank o u r  g r a d u a t e  s t u d e n t s  Beveraggi, Assaraf and Luguern f o r  their 

h e l p f u l  comments. 
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