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0 .  Abstract 

A g e n e r a l  method,  b a s e d  o n  t h e  f - d i v e r g e n c e  ( C s i s z a r )  is p r e s e n t e d  t o  

o b t a i n  d i v e r g e n c e  b o u n d s  o n  error p r o b a b i l i t y  and k e y  e q u i v o c a t i o n .  The 

method p r e s e n t e d  here i s  a p ? l i c a b l e  f o r  d i s c r e t e  d a t a  as w e l l  as  f o r  

c o n t i n u o u s  d a t a .  A s  a s p e c i a l  case o f  t h e  f - d i v e r g e n c e  i t  i s  shown t h a t  

t h e  u p p e r  bound on  k e y  e q u i v o c a t i o n  d e r i v e d  b y  B l o m  is of  t h e  B h a t t a -  

charyya  t y p e .  F o r  a p u r e  c i p h e r  model u s i n g  a d i s c r e t e  memoryless  m e s -  
s a g e  s o u r c e  a r e c u r s i v e  f o r m u l a  i s  d e r i v e d  f o r  t h e  t r r o r  p r o b a b i l i t y .  

A g e n e r a l i z a t i o n  of the B - u n i c i t y  d i s t a n c e  i s  give?.,from which i t  i s  
shown why t h e  key e q u i v o c a t i o n  i s  a poor  measure of  t h e o r e t i c a l  s e c u r i -  

t y  i n  many cases, a n d  why lower bounds on e r r o r  p r o b a b i l i t y  must  b e  con- 
s i d e r e d  i n s t e a d  of u p p e r  b o u n d s .  P i n a l l y  t h e  conceFt  of u n i c i t y  d i s t a n c e  

i s  g e n e r a l i z e d  i n  terms of t h e  e r r o r  p r o b a b i l i t y  and i s  c a l l e d  t h e  Pe- 

S e c u r i t y  D i s t a n c e .  

1. I n t r o d u c t i o n  

Cipher  s y s t e m s  h a v e  517:en b i r t h  t o  t h e  possib:li:y 0; s e n d i n g  secret  

messages v i a  p u b l i c  i n s e c u r e  c h a n n e l s .  The s e c r e c y  of t h e  messaqes  de-  

pends h i g h l y  or1 t h e  s t r e r i g t h  of t h e  cipher s y s  tex used .  When e v a l u a t i n g  

the  t h e o r e t i c a l  s t r e n g t h  of cipher s y s t e m s ,  i t  i s  asscmed t h a t  t h e  c r y p t -  

ar la l is t  beliaves r a t i o n a l l y ,  tf-.at he  o r  s h e  knows ti.e set o f  t r a n s f o r m a -  
t i o n s ,  t h e  s t a t i s t i z s  o f  t h e  n e s s a g e  and t h e  key  source. The c r y p t a ; l a -  

l i s t  t r i e s  to e s t i m a t e  t h e  m e s s a q - e  used and/or t h e  k e y  t - o m  t h e  i n t e r -  

c e p t e d  c r y p t o g r a m .  Shannon [l] used  a p r o b a b i l i s t i c  model for t h e  t h e o -  

r e t i c a l  a n a l y s i s  o f  s e c r e c y  s y s t e m s .  This model has been  r e f i n e d  r e c e n t -  

l y  by J c r g e n s e n  and >!a t thews  [ 21. 
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I n  S h a n n o n ' s  p a p e r  i t  i s  p o i n t e d  o u t  t h a t  i f  t h e  c r y p t a n a l i s t  i n t e r -  
c e p t s  a c r y p t o g r a m ,  h e  i s  a b l e  t o  c a l c u l a t e  t h e  a posteriori p i - o b a b i l i -  

t i e s  of t h e  v a r i o u s  p o s s i b l e  m e s s a g e s  and keys which m i g h t  have  produ-  

c e d  t h i s  c r y p t o g r a m .  T h i s  s e t  of a p o s t e r i o r i  p r o b a b i l i t i e s  d e s c r i b e s  
how t h e  c r y p t a n a l i s t s  knowledge  o f  t h e  message and key g r a d u a l l y  be- 

comes more p r e c i s e  as m o r e  e n c i p h e r e d  t e x t  i s  i n t e r c e p t e d .  Shannon u s e d  

as  a m e a s u r e  o f  theore t ica l  s t r e n g t h  t h e  e q u i v o c a t i o n  which d e a l s  w i t h  

a s i m p l i f i e d  d e s c r i p t i o n  of t h e  s e t  of a p o s t e r i o r i  p r o b a b i l i t i e s .  Then 

z e r o  e q u i v o c a t i o n  means t h a t  one k e y  o r  m e s s a g e h a s a  p r o b a b i l i t y o f o n e , a n d  

a l l  o t h e r s  z e r o ,  c o r r e s p o n s i n g  t o  c o m p l e t e  knowledce of t h e  o r i g i n a l  

key  or  message .  Shannon a l s o  n o t i c e d  t h a t  c a l c u l a t i n g  t h e  e q u i v o c a t i o n  

f o r  t h e  s i m p l e s t  t y p e  o f  c i p h e r  a n d  l a n g u a g e  s t r u c t u r e  i n d u c e s  f o r m u l a s  

which a r e  n e a r l y  u s e l e s s .  H i s  o b s e r v a t i o n  xhat t h e  c o m p l e x i t y  of  t he  

problem s u g g e s t s  a method of a p p r o a c h ,  s i n c e  s u f f i c i e n t l y  c o m p l i c a t e d  

problems c a n  f r e q u e n t l y  b e  solved s t a t i s t i c a l l y ,  leads t o  t h e  i n t r o d u c -  

t i o n  o f  the famous "random c i p h e r " .  Hellman [31 h a s  shown t h a t  t h e  r a n -  

dom c i p h e r  a c t u a l l y  d e f i n e s  a lower bound on t h e  e x i s t e n c e  o f  good c i -  
p h e r s .  

Blom [ 4 ]  followed a n o t h e r  way, by d e r i v i n g  a n  e x p o n e n t i a l l y  t i g h t  u p p e r  

bound on  t h e  k e y  e q u i v o c a t i o n  f o r  a s i m p l e  s u b s t i t u t i o n  c i p h e r  ( S S C )  

w h i c h i s c o m p u t a t i o n a l i y  more t r a c t a b 1 e . m  Blom [ 5 ]  an uFper  bound on 
t h e  key e q u i v o c a t i o n  f o r  p u r e  c i p h e r s  i s  g i v e n  which e x h i b i t s  the same 
s t r u c t u r e  as t h e  bound i n  [ 4 1 .  L a t e r  o n ,  Dunham [ 6 ]  d e r i v e d  bounds  on 
t h e  key a p p e a r a n c e  e q u i v o c a t i o n  f o r a n S S C  and used t h e  r e s u l t s  of Blom 
[ 4 1  f o r  b o u n d i n g  t h e  m e s s a g e  e q u i v o c a t i o n .  S q a r r o ' s  p a p e r  [ 7 1  i s  b a s e 2  

on  a n  a p p r o a c h  i n  c0dir .g  t h e o r y ,  where  one  e s t i m a t e s  e r r o r  p r o b a b i l i -  

ties w i t h  r e s p e c t  t o  o p t i m a l  c o d i n g  problems.  S q a r r o  made u s e  of K u l l -  

b a c k - L e i b l e r  d i v e r g e n c e  a n d  c o m p o s i t i o n  classes t o  bound t h e  error p r o -  

b a b i l i t y .  H i s  main r e s u l t s  are  a s y m p t o t i c  and c o n t a i n  t h e  same r e l e v a n t  

p a r a m e t e r s  a s  o b t a i n e d  by  B l o m  [ 4 1  and 3unliam [ 6 l .  

2.  Bounds w i t h  f - d i v e r g e n c e  

T y p i c a l  i n  t h e  a p p r o a c h  i s  t h e  u s e  of I n f o r n a t i o n  measures .  F o r  e x a m p l e ,  

Using Shannon's  i n f o r r t a t i o n  m e a s u r e  lea3s t o  easy  m a n i p u l a t i o n  i n  d na- 
t u r a l  a n d  i n t u i t i v e  way b e t w e e n  d i f f e r e n t  p r o b a b i l i t y  d i s t r i b u t i o n s  

( p d ' s ) .  But  s t i l l  Che u n d e r l y i n g  r e l e v a n t  parameter  is t h e  e r r o r  p r o b a -  

b i l i t y  (Pe). By b o u n d i n g  Pe w i t h  i n f o m a t i o n  measures ,  a r e g i o n  i s  de-  

te rmined  i n  which  t h e  a c t u a l  Pe c a n  b e  found.  The u n c e r t a i n t y  i n  t h e  

v a l u e  of Pe is r e s o l v e d  o n l y  i n  l i m i t i n g  c a s e s  where t h e  bounds a r e  
t i g h t .  An e x c e l l e n t  a n 6  s t r a i g h t f o r w a r d  u s e  of  t h i s  a p p r o a c h  i s  g i v e n  
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by Lu [ 8 1 ,  who u s e s  S h a n n o n ' s  i n f o r m a t i o n  measure t o  o b t a i n  t h e  d e s i r e d  
r e l a t i o n  and  a p p l i e s  t h e  Fano i n e q u a l i t y  t o  lower bound Pe. 

I n  the p a p e r  w e  c o n s i d e r  t he  e n c i p h e r  s y s t e m  as  a b l a c k  box.  Suppose  w e  

know t h e  pd of t h e  i n p u t  (messace) and t h e  pd o f  t i e  o u t p u t  ( c r y p t o g r a m ) .  
Transform t h e  pd of t h e  o u t p u t  t o  t h e  i n p u t  under  a known key  and  c o m -  
p a r e  the twa p d ' s  b y  means o f  P e .  Xepeat  t h i s  f o r  a l l  k e y s  and  select  
tha t  key f o r  w h i c h  P e  is  m i n i m a l .  If t i e s  occur  t h e n  f o r c e  a d e c i s i o n  

a c c o r d i n g  t o  a n  a r b i t r a r y  r u l e .  Whereas d e t e r m i n i n g  Pe i n  a d i r e c t  man- 

n e r  i s  q u i t e  i n v o l v e d ,  a much more  n a t u r a l  way i s  t o  make u s e  of t h e  

c o n c e p t  of d i s t a n c e  m e a s u r e s  s i n c e  Pe i s  a c t u a l l y  a d i s t a n c e  measure  it- 
s e l f .  

The s t u d y  of bounds o n  Pe h a s  b e e n  of p a r t i c u l a r  i n t e r e s t  i n  t h e  f i e l d  

Of p a k t e r n  r e c o g n i t i o n  r e l a t e d  t o  f e a t u r e  s e l e c t i o n .  S e v e r a l  d i s t a n c e  

measures  have  b e e n  u s e d  t o  o b t a i n  bounds on P e ,  l i k e  Kolmogorov 's  var ia -  
t i o n a l  d i s t a n c e ,  the Bha t t a c h a r y y a  d i s t a n c e ,  t h e  J - d i v e r g e n c e ,  t h e  ( g e n -  

e r a l i z e d )  B a y e s i a n  d i s t a n c e  as w e l l  as  many o t h e r s .  Much e f f o r t  h a s  b e e n  

p u t  i n t o  g e n e r a l i z i n g  t h e s e  m e a s u r e s  from two c l a s s e s  w i t h  e q u a l  a 
p r i o r i  p r o b a b i l i t i e s  t o  c lasses  w i t h  non-equal  a p r i o r i  p r o b a b i l i t i e s  

and from t h e r e  t o  m classes,  w i t h  r, 1. 2. The comparison of t h e  v a r i o u s  

bounds on  Pe has a l s o  r e c e i v e d  much a t t e n t i o n .  Kore d e t a i l s  c a n  b e  f o u n d  

i n  Kana1 [ 9 1  and i n  Chen 1101. 

A g e n e r a l i z e d  a p p r o a c h  c a n  b e  g i v e n  by  u s i n g  t h e  f - d i v e r g e n c e ,  as  de- 

f i n e d  by C s i s z a r  1 1 1 1 .  I n  t h i s  p a p e r  w e  s h a l l  u s e  a s l i g h t  m o d i f i c a t i o n ,  

which w e  s h a l l  c a l l  the  n o r m a l i z e d  a v e r a g e  f -d iverger -ce .  T h i s  d i v e r g e n c e  

measure i s  d i r e c t l y  r e l a t e d  t o  p e  by  i t s  v e r y  d e f i n i t i o n , a n d i t i S  t h e r e -  
f o r e  c o n v e n i e n t  f o r  r n a n l p u l a t i n g  i n  t h i s  t h e o r e t i c a l  c o n t e x t .  We s h a l l  u s e  

a d e f i n i t i o n  which  i s  s u f f i c i e n t  for this paper. More d e t a i l s  c a n  b e  

found i n  Boekee a n d  v a n  T i l b u r g  [ 1 2 1  and i n  [ 1 3 1 [ 1 4 ] .  

Before  c o n t i n u i n g , a  s h o r t  n o t e  a b o u t  t h e  n o t a t i o n .  A s  f a r  as p o s s i b l e  

the n o t a t i o n  i s  i n  a g r e e m e n t  w i t h  t h a t o f  B l o m  i n  [ 4 ] [ 5 ] ,  w i t h  t h e  e x c e p -  

t i o n  t h a t  t h e  l o g a r i t h m s  i n v o l v e d  a r e  t a k e n  t o  Lase 2 .  Throughout  

t h i s  p a p e r  w e  s h a l l  u s e  t he  c o n v e n t i o n  t h a t  c a p i t a l  l e t t e r s  d e n o t e  r a n -  

don v a r i a b l e s ,  b o l d f a c e  l e t t e r s  d e n o t e  sequences ,  c a p i t a l  s c r i p t  l e t -  
ters a re  r e s e r v e d  f o r  se t s  a n d  lower  case l e t t e r s  r e p r e s e n t  t h e  e l e m e n t s  

i n  a s e t .  

L e t  $ d e n o t e  a n  a r b i t r a r y  ( f i n i t e )  se t  w i t h  c a r d i n a l  number I S / .  SL i s  
t h e  c l a s s  of a l l  s e q u e n c e s  s of l e n g t h  L .  A sequence ( c o n c a t e n a t i o n  of 
symbols) s of l e n g t h  L of e l e m e n t s  s ( n o t  2 e c e s s a r i l y  d i f f e r e n t )  i n  $ 

i s  i n d i c a t e d  by s . 
The c i p h e r  model is a se t  of u c i q u e l y  r e v e r s i b l e  t r a n s f o r m a t i o n s  Of 

- 

L 
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T = {tj}S=l of a set o f  poss ib l e  messages  M = {rn n ' n = i  '.N i n t o  a s e t  of 

c ryptograms E = { e n l n = l ,  t h e  t r a n s f o r m a t i o n s  h a v i n g  a s s o c i a t e d  p r o b a b i -  N 

l i t i e s  P = {pj}j=l. J i s  t h e  c a r d i n a l  number of  t h e  s e t  of k e y s  

K = Ckj?j,l. J 
j 

D e f i n i t i o n  2 . 1 :  T h e  n o r m a l i z e d  average f - d i v e r g e n c e  ( f o r  short: f - d i v e r -  I 

I g e n c e )  f o r  i s o n o r m - f u n c t i o n s  f ( X I  i s  g i v e n  by: 

w h e r e  f i s  a c o n v e x  f u n c t i u n  s a t i s f y i n g :  

f m  = l i r n  - f ix) f = lim f ( x : ,  
X' 2) x '  -' x1G 

f o  = f_ ( i s o n o r m  r e s t r i c t i o n ) ,  

fl = f ( l )  

and 
PXiEL i:  

6 ( 1 ; 2 )  = E - f 

i s  t h e  average f - d i v e r g e n c e  f o r  d i s c r i m i n a t i o n  of k e y  

kl a g a i n s t  k 2 .  By E we mean t h e  e x p e c t a t i o n  operator.  
EL D 

1-x L If we d e f i n e  f ,  (x) = x.f (-j x and uL = u(e 1 = P,,,L(k,/eL), t h e n  i t  

f o l l o w s  t h a t :  

L 

j i u  ) = ' ? * ( G )  - f,($) 

a n d  h e n c e  5 = I f  (uL) 1 .  

Note t h a t  Pe = Pe ( K / E  ) = 1 - E 

which shows t h a t  t h e  f - d l v e r g e n c e  i n c l u d e s  t t e  e r r o r  p r o b a b i l i t y  as a 
special case €or  f (x) = P e ( x )  = rn in lx ,  1-x) - 

f,(O) - f*(u ) L ' 

f -EL 
L L L L  

[max ( u L ,  1-u ) 1 = Z [ m i n ( u  , l - u  ) 1 ,  
E13 EL 

D e f i n i t i o n  2 . 2  : The Bb.attackar>-ya d l s  tance i s  giver. 'sy 

9 = - l o g  p ,  

w h e r e  
t 

L L L " -  - - ;(E /:<) = ',I dp (e /k1) .p ( e  / k 2 )  
e L ~ ~ L  EL/K E ~ / K  

is the B k a t t a c h a r y y a  c o e f f i c i e r t .  4 
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If w e  t a k e  t h e  a p r i o r i  p r o b a b i l i t i e s  of the keys i n t o  a c c o u n t ,  w e  
o b t a i n  t h e  n e x t  d e f i n i t i o n .  

D e f i n i t i o n  2.3. THe average B h a t t a c h a r y y a  d i s t a n c e  is g i v e n  by 
- 
B = - log E ,  

L L = J P  L ( k l , e  ).P L ( k 2 , e  1 '  
XE eL€€L KE 

is the a v e r a g e  B h a t t a c h a r y y a  c o e f f i c i e n t .  n 

I f  t h e  k e y s  a re  e q u i p r o b a b i e  i t  f o l l o w s  

s e t  f (x)  = - x ' - ~ ,  w e  f i n d  t h a t  f ( x )  = xa 

gence becomes 

L L Ef  = E [ f ( u  1 1  = E [ ( u ~ ) ~ .  ( I - u  
EL EL 

L which is t h e  C h e r n o f f  d i s k a n c e  C a ( X / E  1 .  

h a t  z(K/EL) = 5 p (EL/X). If  w e  
(1-x) Then t h e  f - d j v e r  - 

1-a I ,  

For a=% w e  have  

Ef = E [iu-] = E [ P L ( k l / e  L ) .P L ( k 2 / e  L 1'1, 
EL EL 'K/E K/E 

which shows t h a t  t h e  a v e r a g e  B h a t t a c h a r y y a  c o e f f i c i e n t  i s  a s p e c i a l  

case c;f t h i s  f - d i v e r g e n c e .  

S i m i l a r l y  w e  f i n d  f o r  f ( x )  = I l - ~ " ~ ] ' :  

where 

= [ E  L ( k l / e L )  L / r  - P 
EL K/E X/EL 

is  t h e  g e n e r a l i z e d  M a t u s i t a  d i s t a n c e .  

F o r  r= l  w e  h a v e  Kolmoqorov ' s  v a r i a t i o n a  
M a t u s i t a  d i s t a n c e .  

k2 /eL)  'Ir 

d i s t a n c e  

r I / r  
) I  

and f o r  r = 2  t h e  u s u a l  

I n  t h e  n e x t  theorem a c l a s s  of u p p e r  and  l o w e r  bouncis on t h e  f - d i v e r -  

qence is  c o n s i d e r e d  i n  terms o f  Pe. A s u f f i c i e n t  c o n d i t i o n  f o r  t h e  v a l i -  
d i t y o f  t h e  t h e o r e m  i s  t o  r e s t r i c t  t h e  I - d i v e r g e n c e  t o  symmetr ic  f u r i c -  

t i o n s , i . e .  f ( l - u ) = f ( . a ) .  
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Theorem 2 . 1 .  A c la s s  of u p p e r  a n d  lower bounds induced  by P e  on  t h e  

symmetric f - d i v e r g e n c e  i s  

Pe 5 E < f ( P e ) .  
f -  

Proof: F i r s t  o b s e r v e  t h a t  f i x )  i s  a n o r m a l i z e d  concave f u n c t i o n  o n  
[ 0 ,%1  and [ # , I 1  r e s p . ,  s u c h  t h a t  f ( x )  2 r n i n ( x , l - x )  f o r  x E [0,1] w i t h  
e q u a l i t y  a.t l ea s t  for x E { o , t , l } ;  

L L  L i) since m i n ( u  ,l-u ) 2 f ( u  ) i t  foLLows t h a t  

[ r n i n ( u L , l - u  ) I  = Pe,  L E~ = E [ f ( u L 1  I 2. E 
EL EL 

- L L  L L  L ii) D = E , [ f ( u  ) I  = E [ f ( m i n ( c  ,1 -u  ))I 2 f ( E L [ r n i n ( u  , l - u  1 1 )  
f E  EL E 

= f (Pe)  . 
0 

Remark. The t h e o r e m  also gives bounds  fo r  normal ized  concave  f u n c t i o n s  

f (x)which  d o  n o t  s a t i s f y  the f - d i v e r g e n c e .  Moreover +he symmetr ic  res t r ic-  
t i o n  i s  n o t  used i n  t h e  p r o o f  of t h e  lower bound. So f o r  the Chernoff  
bound i t  h o l d s  t h a t  P e  - < Ca(K/EL). 

I n  f a c t ,  t h e  lower bound s t a t e d  i s  a d i r e c t  upper  bound on Pe(K/E 1 .  
The u p p e r  bound i n  t h i s  t h e o r e m  sometimes c a n n o t  b e  r e w r i t t e n  ( e x p l i c i t -  
1y)as a bound on Pe ( X / E  ) . T h i s  c a n  b e  a d i s a d v a n t a g e  i f  w e  a re  i n t e r e s -  

L L t e d  i n  bounds on  Pe(K/E ) . However, t h e  l o w e r  bocnd on  Pe(K/E ) c a n  
t h e n b e  computed n u m e r i c a l l y  o r  i n d i r e c t l y  v i a  the upper  bound. 

L 

L 

E x a w l e  2.1. Bounds f o r  t h e  a v e r a g e  B h a t t a c h a r y y a  c o e f f i c i e n t .  B e c a u s e  
t h e n  f ( x )  = m, w e  o b t a i n  

and 

Example 2 . 2 .  5our.ds for the key e q u i v o c a t i o n .  Beuadse t h e n  f ( x ) = % . h ' x ) =  

f.[-x.log x - ( l - x > . l o q ~ , l - x ) ] ,  w e  o b t a i n  

where 

i s  Shannon ' s  key e q c i v o c a t i o n .  
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The n e x t  lemma c a n  e a s l l y  b e  v e r i f i e d .  A proof car. be found,  e . q . ,  

i n  I t o  [PI]. The lemma i s  i l l u s t r a t e d  i n  f i g u r e  2 . 1 .  

Lenma 2 . 1 .  The r e l a t i o n  j e t w e e n  t h e  bounds i s  given by 

P ~ ( K / E ~ )  5 ~ . H ( K / E ~ )  P(K/E~). 

0 0.5 1 

-U 

F i g u r e  2 . 1 .  The b a s i c  functions which  c o n s t i t u t e  t h e  measures  E ,  %H 
and Pe. 

N e x t  P w i l l  b e  d e t e r m i n e d  f o r  t h e  g e n e r a l  case, a f t e r  which  we s h a l l  

r e t u r n  t o  the b i n a r y  case. The model u s e d  i s  t h a t  o f  a p u r e  c i p h e r  w i t h  

the f o l l o w i n g  assumptions. 

. The message and  t h e  key a r e  s t o c h a s t i c a l l y  i n d e p e n d e n t .  

- The message  source i s  d i s c r e t e  a n d  memoryiess .  

. T i s  t h e  s e t  of a l l  u n i q u e  i n v e r t i b l e  t r a n s f o r n a t i o n s  t of .I! o n t o  E ,  
3 

where t h e  i n d e x  j i s  t h e  a s s o c i a t e d  key.  

Note t h a t  l K /  = J .  

- The c r y p t o g r a m  a l p h a b e -  E i s  ( n o t  c e c e s s a r i l y )  iuenzical t o  hl .  

D e f i n i z i o n  2 . 4 .  P u r e  -2pher (see Blom [ 1 6 ,  theorem 3 1 ) .  

A c i p h e r  is pure if and o n l y  if i t s  set of e n c i p h e r i n g  

t r a n s f o r m a t i o n s  J i s  a c o s e t  ( l e f t  o r  r i g h t )  i n  L and 



496 

the keys are equiprobanle. 
0 

Remark. G is the multiplicative group of all invertible transformations 
of M onto S l .  

Following Blom 151,  the set of enciphering transformations T forms a 
left coset in the group G. When the keys are equiprobable, it follows 
that the cipher is pure. 

As J is a left coset, we may define 

J where g E G and R = trjij=l is a subgroup in S .  

Recalling Shannon [l], two secrecy systems R and S are similar, if 
there exists an invertihle transformation A such that R = A . S .  This 
means that enciphering with R is the same as enciphering with S follow- 
ed by the transformation A. It is clear thac shilarity is an equiva- 
lence relation. The problem of finding bounds for a cipher using the 
set of transformations T is now transformed to a cipher using the set 
of transformations R ,  where 2 is asubgroup in G. 

Theorem 2.2 .  The Bhattacharyya coefficient for the j z h  transformation 
in a pure cipher model T usinganN-arq- discrete memory- 
less source with a priori probabilities q, is given by 

where 
-1 
3 

r t R, Z is the group generati:.? 7 .  

r1 is the identity element in ?.  

Proof. Because the keys are equiprobable aid indepe;?ent of tnc message 
source it follows for L=l =hat 

A s  stated we compsre the pd of t h e  message s c u r c n  xxth the inversely 
transformed encryption pl whi-h deper.ds or; t h e  transformation (key) >used. 
By noting that kl is associated with the identity transformation, 0 be- 
comes 

- 
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ifter s u b s t i t u t i o n  of pEX(e ,k i )  one easily o b t a i n s  

l l j  for t h e  e x t e n s i o n  of  t h e  c r y p t o g r a m  (L > 1 )  f o l l o w s  d i r e c t l y  f rom 

;he weak a d d i t i v i t y  of t h e  B h a t t a c h a r y y a  d i s t a n c e  3. 

- L - l o g  p = - log 2 L I 

so t h a t  

- - - L For  t h e  b i n a r y  case p l j  r e d u c e s  t o  p12 = p = f(Y’4qlqi) . 
S u b s t i t u t i o n  i n  lerrma 2 . 1  a n d  example 2 . 1  p r o v e s  rhe n e x t  theorem.  

Theorem 2 . 3 .  Bounds o n  t h e  a v e r a g e  p r o b a b i l i t y  o f  e r r o r  ( o r  p r o b a b i l i t y  

of i n c o r r e c t  k e y  i d e n t i f l c a t i o n )  i n  a p u r e  c i p h e r  model 

u s i n s  a d i s c r e t e  memoryless  s o u r c e  wit :?  a p r i o r 1  p r o b a b i l i -  

t i e s  q, a re :  

The u p p e r  bound o n  the k e y  e q u i v o c a t i o n  i s  t h e  sane as  o b t a i n e d  by B l o m  

[4] u s i n g a n S S C - m o d e l ;  however, a t  the  same t i n e  xe have  a lower bound 

t o o .  Moreover ,  f o r  a d i f f e r e n t  c i p h e r  model w e  only have  t o  s u b s t i t u t e  

t h e  c o r r e s p o n d i n g  i n  exalr.ple 2 . 1 , y i e l d i n g  the new ulsper a n d  lower 
hounds.  T h i s  i l l u s t r a t e s  the  g e n e r a l  s t r u c t u r e  of t h e  bounds.  

By a s imi la r  a rgument  i t  c a n  be shown t h a t  for t h e  Chernoff  bound i t  
h o l d s  t h a t  

where 0 5 a 5 1. 

T h i s  i s  a s y m m e t r i c  u p p e r  bound,  which i s  minimal  f ~ r  a=$; t h a t  i s , i f  

it c o i n c i d e s  w i t h  t h e  B h a t t a c h a r y y a  bound.  T h i s  shows t h a t  t h e  B h a t t a -  

charyya bound i s  o p t i m a l  i n  t h i s  c o n t e x t .  

Thus f a r  bounds on Pe h a v e  b e e n  c o n s i d e r e d .  I n  t h e  n e x t  theorem s o m e  

r e c c r s i v e  p r o p e r t i e s  o f  Pe are  s t a t e d .  
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Theorem 2 . 4 .  For t h e  a v e r a g e  p r o b a b i l i t y  of  e r r o r  ( o r  p r o b a b i l i t y  of  

i n c o r r e c t  k e y  i d e n t i f i c a t i o n )  i n  a p u r e  c i p h e r  model u s i n g  

a d i s c r e t e  memoryless  s o u r c e  w i t h  a s r i o r i  p r o b a b i l i t i e s  
p - > q i t  holds  t h a t  

I,+ 1 L L - L  
i) L i s  even:  Pe(K/E ) = P e ( K / E  ) - $(p-q) i L / 2 )  i r p q )  

w i t h  P e ( K / E " )  = 0 . 5  

L 11) L i s  odd : P e ( K / E L + l )  = Pe(K/E ) . 
Proof 

i) If L i s  even  w e  h a v e  

ii) i f  L i s  odd w e  have 

L+ 1 

An e f f i c i e n t  a l g o r i t h  can be o b t a i n e d  i f  thecrer?. 2 . 4  i s  w r L t t e n  i n  t h e  

f o l l o w i n g  way. 
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P e ( 0 )  = 0 . 5 ,  

A ( 0 )  = p - 0.5, 
€3 = 4 . p .  (1-p) , 

'cr L i s  e v e n :  p e ( L + 2 )  = Pe(L+l) = P e ( L )  - A ( L )  

A ( L + 2 )  = A ( L ) .  ( l - l / ( L + ; ) )  .B. 

lemark. Although the  key e q u i v o c a t i o n  i s  a s i m p l i f i e d  d e s c r i p t i o n  of 
:he s e t  of a pos t e r io r i  p r o b a b i l i t i e s ,  i t  cannot S e  t r a n s f o r m e d  i n t o  

In e f f e c t i v e  a l g o r i t h m  of t h e  a b o v e  t y p e  for a n  SSC-xociel. 

'rom t h e  theorem w e  c o n c l u d e  t h a t  t h e  behaviour of Pe fo r  s m a l l  L 
.s d e t e r m i n e d  by Ip-q . T h i s  i s  i n  c o n t r a s t  t o  t h e  lonoterm e x p o n e n t i a l  

behaviour which  i s  c h a r a c t e r i z e d  by  1 ~p - J q / .  

d i s c u s s i o n  of t h e  r e l a t i o n s  be tween t h e  d i f f e r e - t  bounds and  t h e  ac- 
:ua l  a v e r a g e  error p r o b a b i l i t y  i s  d e f e r r e d  t o  s e c t i o n  4 ,  where t h e  va-  

, i a n c e  of t h e  bound i s  i n v e s t i g a t e d  t o o .  

8 .  Bcund e x t e n s i o n s  of t n e  B h a t t a c h a r y y a  t y p e  

n s e c t i o n  2 w e  h a v e  c o n s i d e r e d  bounds  on  Pe f o r  c i?ner  s y s t e m s  usir.g 
r inary  s o u r c e s .  W e  now t , a r n  t o  t h e  N-ary problem where a ger.era1 bound 

.n t e r m s  of t h e  : - d i v e r g e n c e  c a n  b e  g i v e n .  G e n e r a l l y  5peakir.g t h i s  gen- 

r a l i z e d b o u c d  becomes less t i g h t  f o r  i n c r e a s i n g  N. Xowever, some p a r t i -  

. u l a r  f u n c t i o n s  a l l o w  b e t t e r  b o u n d s .  For t h i s  r e a s o n  t h i s  s e c t i o n  is 
: o m p l e t e l y  d e v o t e d  t o  t h e  e x t e n s i o n  05 t h e  Bhat tacb-aryya bound. F u r t h e r -  

lo re  t h e r e  e x i s t s  a g e n e r a l  c l a s s  of  d i s t a n c e  measllzes ( f o r  i n s t a x e  

.he g e r e r a l  mean d i s t a c c e  [ 1 4 ] )  w h i c h  are i n h e r e n t l y  based a n  t h e  N-ary 

)roblem. F i r s t ,  a g e n e r a l  bound of t h e  3haiCacha1i .y~ t y p e  i s  d e r i v e d  o n  

le (K/E ) as well as on H(:(/E ) , a f t e r  which t h e  bou7.d i s  r e s t r i c t e d  to 
.he p u r e  c i p h e r  model .  F i n a l l y ,  t h e  pure c i p h e r  bound i s  a p p l i e d  i n  t h e  

'ase of a d i s c r e t e  memor:iless s o u r c e .  

L L 

d i r e c t  e x t e n s i o n  of t?.e 3 h a t t a c k r y y a  bound c a n  Be found by making u s e  

if t h e  f o l l o w i n g  t h e o r e x :  

'heorem 3 . 1 .  The  u p p e r  hounds o n  t h e  p r o b a b i l i t y  35 error i n  a c i p h e r  

model u s i r 5 a ; l  N-ary s a u r c e a r e  q i v e n  by 

rhere 
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P r o o f .  i) K o v a l e v s k i  [ I 7 1  h a s  p r o v e d  t h a t  
m+ 1 L L m- 1 m log m + m .  (m+l) .log(--). ( P e ( K / E  ) - 

For m=l or 0 2 Pe 5 # t h i s  bound r e d u c e s  t o  2.Pe(K/E 1 5 H ( K / E  ) . This 
h o l d s  f o r  P e  > 5 t o o , w i t h  the i m p l i c a t i o n  t h a t  t h e  i m p l i c i t  e x p r e s s i o n  

i s  t i g h t e r .  

5 H [ X / E  j , w i t h  -- < Pe 5 m+l. 
L L 

m m -  

K / E ~  
L 

ii) H ( K / E  ) = E [ H ( K / e L )  ]= E L(ki /eL)  . log P ( k . / e L )  
EL 1 

J 
< E log ( 1 P L(ki /e  
- EL [ i=l  K/E 

T h i s  r e s u l t  has i m p l i c i t l y  been  provee  by Blom [ 4 1 .  

Conbining (i) a n d  (ii) y i e l d s  t h e  theorem.  

For  t h e  p u r e  c i p h e r  model  w e  h a v e  
,T J 
1 - . i n d e p e n d e n c e  of k e y s  u s e d :  C p i j  - - C p k j  , 

j=1 j=1 

- 
f o r  i = j ,  - ’ ’ i j  - - J 

. e q u i p r o b a b l e  keys 

which i m p l i e s  the  next c o r o l l a r y .  

C o r o l l a r y  3.1. For t h e  u p p e r  bounds  o n  t h e  p r o b a b i l i t y  of e r r o r  i n  a 

Dure  c i p h e r  model  u s i n g a n  N-ary s o u r c e ,  we have  
J 

Pe(K/EL) 5 4H(K/EL) 5 410g(l + Z c . I ,  
i = 2  11 

where 

o l j  = J.; ax2 J = I K ; .  
l j  

The  n e x t  c o r o l l a r y  e n s u e s  f r o m  s u b s t i t , a t i r . g  L~~ (Theorem 2 . 2 )  i n  

c o r o l l a r y  3.1.  Because t h e  summation of  2 1 j  i s  taXen o v e r  a l l  t r a n s f o r -  
m a t i o n s  i n  t h e  g r o u p  4 i t  makes no d i f f e r e n c e  15 we wr i te  r .  ( n )  i n s t e a d  

of r y l ( n ) .  
7 

1 
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o r o l l a r y  3 . 2 . -  F o r  t h e  u p p e r  bounds  on t h e  p r o b a b i l i t y  o f  e r r o r  i n  a 
p u r e  c i p h e r  model  T u s i n y a n  N-ary d i s c r e t e  memoryless  

s o u r c e ,  w e  h a v e  

h e r e  

E R ,  R is t h e  g r o u p  g e n e r a t i n g  T a n d  r1 i s  the i d e n t i t y  element.  
j 0 

he u p p e r  bound on the  key e q u i v o c a t i o n  i s  t:ie same as o b t a i n e d  by Blom 
51. However, t h e  p r o o f  i s  s i m p l i f i e d  c o n s i d e r a t l y  and t h e  g e n e r a l  s t r u c -  
u r e  of the bound becomes c l ea r .  

lower bound c a n  be f o u n d  b y  u s i n g  t h e  n a t u r a l  m u l t i p l i c a t i v e  e x t e n -  

i o n  of the  B h a t t a c h a r y y a  c o e f f i c i e n t .  A g e n e r a l  ( n o n - t r i v i a l )  Upper 

ound for t h i s  e x t e n s i o n  d o e s  not e x i s t  ( v a n  T i l b u r g  [18]). 

'heorem 3.2.  A l o w e r  bound on  t h e  p r o b a b i l i t y  o f  e r r o r  i n  a c i p h e r  mo- 
d e l  u s i n g a n N - a r y  s o u r c e  i s  g i v e n  by 

- 
rhere pJ = E IT P , ( k j / e  ) is t h e  m u l t i p l i c a t i v e  e x t e n s i o r .  of  

.he a v e r a g e  B h a k t a c h a r y y a  c o e f  f icieAt.  
L ' r o o f .  i) D e f i n e  x = x(e 1 = 

L J-1 
K / E L ) )  . Pe(K!E ) 

.i) S i r c p l i f y i n g  t h e  i r - e q u a l i t y  i n  ( i) b y  making u s e  of 

J- 1 ( l -pe )  . peJ-' _c Pe 

J - (-) 
.mpl ies  

(J-1) - P J  J-l - < Pe(K/EL). 
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The proof of t h e  n e x t  lemna i s  s i m i l a r  t o  that of  theorem 2 . 2 .  and 
is t h e r e f o r e  omi t t ed .  

Lemma 3.1. The m u l t i p l i c a t i v e  e x t e n s i o n  of t h e  Bhattacharyya c o e f f i -  

c i e n t  i n  a p u r e  c i p h e r  model T us inganN-ary  d i s c r e t e  memo- 
r y l e s s  s o u r c e  w i t h  a p r i o r i  p r o b a b i l i t i e s  qn  i s  g iven  by 

where - 
'J r j  E R ,  R is t h e  g roup  g e n e r a t i n g  T and js = J . 

S u b s t i t u t i n g  lemma 3.1  i n  theorern 3.1 y i e l d s  c o r o l l a r y  3 . 3 .  

Coro l l a ry  3 . 3 .  A l o w e r  bound o n  t h e  p r o b a b i l i t y  of e r r o r  i n  a p u r e  
c i p h e r  model T u s i n g a n N - a r y  d i s c r e t e  memoryless 
w i t h  a p r i o r i  p r o b a b i l i t i e s  qn  is g iven  by 

L 

s o u r c e  

where 
r .  E R and R i s  t h e  group gene ra t ino  T .  
1 

For l a r g e - s i z e d  key s p a c e s  w e  have  t h e  t i g h t  approximation 

N J  ' q r .  l/J (n )  1" - .: Pe(K/EL) .  
n= l  j=1 J 

4 - The Pe - secu r i ty  d i s t a n c e  

The f -d ivergence  i s  d e f i n e d  i n  a p r o b a b i l i s t i c  environment and t h e r e -  

f o r e  e a s i l y  f i t s  i n t o  t h e  p r o b a b i l i s t i c  model of cryptosystems proposed  
b y  Jcrgensen  and M a t z h e w s  [ 2 ] .  I n  t h e i r  paper ( s e c t i o n  6 )  they  have  de- 
f i n e d  t h e  6-UD a s  M I N  IL/H(K/E ) 5. 6). 
They a l s o  propose  t h e  ( ? , ? ) - s e c u r i t y  d i s t a n c e :  a s y s t e m  i s  s a i d  t o  be 

( c ,B) - secu re  a t  L i f  Pr{H(K/e ) _<. 6) 5 a .  Ir. the presen t  s e c t i o n  t h e  
8-UD i s  r e l a t e d  t o  Pe  and i s  n o t  r e s t r i c t e d  t o  t h e  key equ ivoca t ion  
only .  T o  a v o i d  confus ioE  w e  r e f e r  to t h i s  gene ra l i zed  9-UD as  t h e  Y-UD. 

When d i s c u s s i n g  t h e  r e s u l t s  of t h e  SSC-model it is observed t h a t  Pe i s  
a n a t u r a l  ( t h e o r e t i c a l )  s e c u r i t y  measure.  By not ing  t h i s ,  ??e i s  d e r i v e d  

L 
L 

L 
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€or a random c i p h e r  (RC-model). As a r e s u l t  it i s  found t h a t  a t  un i -  

J i t y  d i s t a n c e  Pe h i g h l y  depends on  t h e  s i z e  of t h e  key space .  Hence 

qe conclude t h a t  l i n k i n g  t h e  UD t o  Pe l e a d s  t o  a b e t t e r  and more ade- 
p a t e  e x p l a n a t i o n , o f  t h e  u n i c i t y  d i s t a n c e .  F i n a l l y ,  t h e  concept of 
JD i s  g e n e r a l i z e d  i n  terms of Pe and  is c a l l e d  the Pe-secur i ty  d i s -  
tance (Pe-SD). Th i s  s e c u r i t y  d i s t a n c e  can  be cons idered  as a s p e c i a l  

:ase o f  t h e  y-UD and i n c l u d e s  the o r i g i n a l  UD found i n  a n  RC-model too. 
loreover ,  i t b e c o m e s  clear t h a t  l o w e r  b o u n d s a r e  n e e d e d t o a p p r o x i m a t e t h e  

?e-SD. For the key e q u i v o c a t i o n  t h i s  means t h a t  one must m a k e  u s e  of 
rhe Fano- inequal i ty ,  b e c a u s e  t h e  key  equ ivoca t ion  i t s e l f  d e f i n e s  a n  

ipper bound. 

t n  tfiis section our  main conce rn  i s  t h e  b i n a r y  case. Fox t h i s  r eason  
ind t o  avoid unnecessa ryno ta t iona lp rob lems they-UD i s m a i n l y  d e s c r i b e d  
€or t h e  b i n a r y  case. 

> e f i n i t i o n  4.1. The g e n e r a l i z e d  B-unicity d i s t a n c e  or, f o r  s h o r t  t h e  

y-UD is  d e f i n e d  as  

~ ( y )  = MINIL E I R + / E  [g(uLi  1 2 y:b, 
L EL 

vhere 
L uL = u(e ) , =  P ( k  /eL), 

K / E ~  
snd g(.) i s  a normal ized  f u n c t i o n  such  t h a t  g ( x )  min(x,l-x) for 
K E [O,ll w i t h  e q u a l i t y  a t  l eas t  f o r  x E {0,$,11. 

L 3bserve t h a t  f o r  g ( u L )  = f (u ) we have the  y-UD f o r  the  f -d ivergence ,  
Mhereas i f  g ( u  = # . h ( u  1 t h e  y-UD f o r  t h e  normalized key equivoca- 
t i o n  is ob ta ined .  

The y-UD n o t  o n l y  depends  on  t h e m e a s u r e  used, b u t  it depends on t h e  

-nodelused ( i n c l u d i n g  t h e  s o u r c e )  too. This  i s  i l l u s t r a t e d  by t h e  

fo l lowing  examples : 

Example 4.1. For t h e  y-UD u s i n g  t h e  key equ ivcca t ion  we have 

L L 

L ( y )  = M I N  {L E lR+jkH(K/EL) 2 y). 
L 

I f  the key and message s o u r c e s  a re  independent  w e  f i n d  
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I f  i n  a d d i t i o n  the message s o u r c e  i s  memoryless t h i s  becomes 

wi th  
H (K) 

L ( o )  = H(E) - H ( M )  

L Note t h a t  H(K/E ) i s  convex i n  t h e  s e n s e  t h a t  H(K/EL) - H(K/EL+l) 2 
H ( X / E L + I )  - H(K/ELC2) and H ( E )  - H ( M )  = H ( K / E  ) - H(K/E1l, so t h a t  
L ( 0 )  can  be found a s  the p o i n t  of i n t e r s e c t i o n  of t h e  s t r a i g h t  l i n e  
through H(K/E ) and H(K/E1) w i t h  t h e  L-axis .  This  l i n e  d e f i n e s  a l ower  
bound on t h e  key e q u i v o c a t i o n .  0 

Example 4 . 2 .  For  a random c i p h e r  model w e  have 

0 

0 

w i t h  

L ( 3 )  is the o r i g i n a l  UD f o r  t h e  RC-model ob ta ined  by Shannon [l]. HL(M) 
denotes  t h e  e n t r o p y  p e r  symbol i n  a sequence of L message synbols, i . e .  
H L ( M )  = H ( M  ) / L .  N o t e  t h a t  the d e c r e a s e  of L ( y )  i s  l i n e a r :  t h i s  i s  n o t  
n e c e s s a r i l y  so f o r  other models.  

L 

0 

NOW w e  are a b l e  t o  s t a t e  t h e  n e x t  lemma which i s  a g e n e r a l i z a t i o n  of 

t h e  second p a r t  of p r o p o s i t i o n  7.6 [ 2 ]  w i t h  theassumpt ions  made above. 
The proof is  s i m i l a r  and  i s  t h e r e f o r e  omi t t ed .  

Lemma 4,l. I f  Lo is t h e  y - u n i c i t y  d i s t a n c e ,  then f o r  L > Lo w e  have 

L e t  us c o n s i d e r a n  SSC-model. u s i n g  a b ina ry  rnemoryless message s o u r c e  
wi th  a p r i o r i  p r o b a b i l i t i e s  p=O . 6  and q=O . 4 .  The upper and lower  
bounds on Pe ( d e r i v e d  i n  s e c t i o n  2 )  are app l i ed  t o  t h i s  model and il- 

l u s t r a t e d  i n  f i g u r e  4.1,i.n which the e x a c t  va lue  of Pe i s  g i v e n  too. 
T h e  f i g u r e  shows t h a t  and S H  are  loose upper bounds for small  v a l u e s  
of L ;  even a t  UD t h e y  are  s t i l l  not t i g h t .  This is a l so  demonst ra ted  
by t h e  nex t  example. 
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Example 4 .3 .  (see also example 7.2 [ 2 ] ) .  

Consider the SSC-model W i t h  p=O.7 and L=7 

Although these values are n o t  t oo  higk t h e y  are  still much t oo  optimis- 

(RC-model: UD=8.4). For this 
model we have P ( X / E  7 I = 0.27 and \ . H ( X / E  7 1 = 0.22.  

tic since Pe(K/E 7 ) = 0 . 1 2 6 .  

I 
0 

0 . 5  

1 0 . 4  
Y 

0.3 

0.2 

0.1 

1 

0.0 

0 10 20 30 UD 40 50 
-L 

F i g u r e  4.1. Bounds on the average probability o f  i n c o r r e c t  key identi- 
fication Pe in a memoryless SSC-model w i t h  p=0.6 .  

0.034 

- L  
Figure 4 .2 .  The variance of (uL), fh (u L ) and Pe(u L ) for a memoryless 

SSC-model w i t h  p=O .6. 
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I n a d d i t i o n  t o a l l  t h i s ,  c o n s i d e r  L ( y )  wi th  y cons tan t  f o r t h e d i f f e r e n t  
bounds. Now i t  becomes clear  t h a t  t h e  6-UD (and thus t h e  G,B)-SD, 
too)  i s  a poor and  p o s i t i v e l y  b i a s e d  e s t i m a t o r  of L i n  Pe(K/E ) = y ;  

tttis i n  c o n t r a s t  t o  t h e  lower  bounds which are  nega t ive ly  b i a s e d  and 

t i g h t e r .  

I n  f i g u r e  4 . 2 .  t h e  v a r i a n c e  of g ( u  ) i s  shown f o r  t h e  SSC-model. It 

i s  observed t h a t  the variance of H(K/e ) i s  maxixral a t  UD,which is 
found f o r  o t h e r  v a l u e s  of p too, Moreover, t h e  l e n g t h o f  t h e  c i p h e r  t e x t  

at which t h e  v a r i a n c e  of P e ( u  ) reaches i t s  maximum i s  always l e s s  
L L than  the l e n g t h  o b t a i n e d  by z ( u  ) and h ( u  ) . This can be e x p l a i n e d  

from t h e  convex n a t u r e  of Pe (u ) ; this i n  c o n t r a s t  to  p (u ), which i s  
a concave f u n c t i o n  (see a l s o  f i g u r e  4 . 3 ) .  Besides t h i s ,  f o r  t h e  norma- 
l i z e d  f u n c t i o n s  it h o l d s  t h a t  Var [g (u  ) 15. E[g(u ) 1 s i n c e  

Var[g(uL) 1 2. E[g (u  ) 1 5 E [ g ( u L )  ] 
example. 

Example 4 . 4 ,  (see a l s o  p ,  292  [ 3 ]  and p .  3 4 3  I 2 1 ) .  

Suppose t h a t  a f t e r  i n t e r c e p t i n g  L enc iphered  symbols i t  ho lds  t h a t  

L 

L 
L 

L 

2 L  - 2  L 

L L 
2 L  This  i s  i l l u s t r a t e d  by t h e  n e x t  

1 - 

10 i n  which nk is t h e  number of s p u r i o u s  key decipherments. Then n =iO 
and Var (nk)  4 1 0  . k 30  

L L I n  t h e  wors t  case P L(ki /e  ) = p L(k./e ) for  a l l  ki  and k .  i n  K ,  
3 K/E K/E ' 

so t h a t  t h e  key space must  s a t i s f y  \ K \  

-10 P ~ ( x / E ~ )  - 10 and Var 
EL 

S ince  t h e  r e a l  key s p a c e  may be l a r g e r  
i t  follows t h a t  

?e(X/EL) FJ 1 C  and Va r 
EL 

= 1O2'+1. For P e  we t h e n  o b t a i n  

P e ( u L )  ] = 10 -10 

100 s a y  f o r  example IKI = 10 

L -170 P e ( u  )j F3 1 0  

So, the i n t e r p r e t a t i o n  of :k (and e ( K / E L )  a l s o )  depends g r e a t l y  on  the 
S i z e  of t h e  key s p a c e .  Fo r  this r eason  it i s  necessary to u t i l i z e  nor- 
malized f u n c t i o n s .  Moreover,  t h e  i n t e r p r e t a t i o n  of the v a r i a n c e  be- 
comes more r e a l i s t i c  t o o .  Q 
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0 . 5  1 
- u  

F igure  4 . 3 .  The v a r i a n c e  w e i g h t i n g  f o r  p ,  H and Pe. 

10 20 3 0  4: 5 0  
-L 

? i q u r e  4 . 4 .  Lower b o u n d s  (Lemma 4 . 1 )  on Pr!g(u’) < ‘ , > f o r  t h e  d i f f e r e n t  -. 

m e a s u r e s  i n  a m e m o r y l e s s  SSC-model w i t h  p = 0 . 6 ,  

? i g u r e  4 . 4 .  i n  c o m b i n a t i o n  w i t h  f i g u r e  4 . 1  te l ls  u s  t h a t  Pe(K/E L ) f o r  
f g i v e n  y is  m o r e  r e l i a b l e  t h a n  t h e  o t h e r  measures .  T i n a l l y  i t  i s  ob- 

served  that i n  t h e  SSC-model Pe(K/EL) a t  L=UD (LID i n  RC-model) is a l -  
n o s t  c o n s t a n t  f o r  d i f f e r e n t  v a l u e s  o f  p and  i s  a p p r o x i m a t e l y  0.12 even 
€or UD = 1 0  . 
? r o m  t h e  SSC-model i t  seem t h a t  Pe i s  a good and c a t u r a l  m e a s u r e  of 
t h e o r e t i c a l  s e c u r i t y .  F o r  t h i s  r e a s o n  w e  s h a l l  b r i e f l y  pay a t t e n t i o n  

t o  i t s  b e h a v i o u r  i n a n  RC-model. 

6 
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The nex t  theorem is a d i rec t  consequence of Hellman's d e f i n i t i o n  o f  
anRC-model and the e x p e c t e d  number of spu r ious  key decipherments [ 3 1 .  

Theorem 4 . 1 .  The a v e r a g e  p r o b a b i l i t y  of e r r o r  ( o r  p r o b a b i l i t y  o f  i n -  
correct key i d e n t i f i c a t i o n )  i n  a random c i p h e r  model is 
g i v e n  by 

where 
HL ( M I  

R = log  / M I  . ( 1  - - l o g  -pq' - 
Proof.  There are I K ]  d i f f e r e n t  and  independent keys so t h a t  

L n  k PeRC(K/E ) = i n  which nk i s  t h e  average  nunher of s p u r i o u s  key de- 

c ipherments .  Accord ing  t o  Hellman [ 3 ,  t heo ren  11 we have 

Ek = ( I K I  - 1) .2-L.R w i t h  R = l o g  ( h f /  - H L ( M ) .  S u b s t i t u t i o n  y i e l d s  t h e  
theorem. If  t h e  key s p a c e  i s  s u f f i c i e n t l y  l a r g e  w e  have t h e  n i c e  appro-  
ximation 2-L*R. 

0 

I n  a s imi l a r  way the o t h e r  theorems i n  [ 3 ]  car. be  adapted  i n  terms of 
Pe too. 

Remark. It is  i m p o r t a n t  t h a t  t h e  assumptions imposed by t h e  RC-model 

be reasonable  f o r  t h e  real  s e c r e c y  system inc luding  t h e  language used .  
For example, n o t  o n l y  t h e  un i fo rmly  d i s t r i b u t e d  assumption must b e  
cons ide red  b u t  a l s o  t h e  e f f e c t i v e  s i z e  of t h e  key space  which depends 
h igh ly  on t h e  l anguage  used and on t h e  l eng th  o f  t he  i n t e r c e p t e d  t e x t .  
For l a r g e  L t h e  dependence  may be n e g l i g i b l e , b u t  f o r  sma l l  and mode- 
ra te  va lues  one  h a s  to face t h e  f a c t  that some of t h e  keys a c t  simila?lyr 
i .e.  key r e s i d u e  classes must be cons ide red  in s t ead  of t h e  s i n g l e  keys .  
I f  a key r e s i d u e  c lass  i s  d e t e c t e d  wi th  a smal l  p r o b a b i l i t y  of e r r o r  t h e  
remaining keys  i n  this c lass  are i n d i s t i n g u i s h a b l e .  A t  b e s t  one  can  
choose a key a c c o r d i n g  t o  a n  a r b i t r a r y  r u l e .  This i n t roduces  an  e x t r a  
e r r o r  which depends  o n  t h e  s i z e  of t h e  r e s i d u e  c l a s s .  Note t h a z  d a t a  

compression r e d u c e s  t h i s  e x t r a  e r r o r  ~ So when one's aim is  t o  p r o t e c t  
t he  k e y , d a t a  cornpression m u s t  be cons ide red  with c a r e .  

A t  u n i c i t y  d i s t a n c e  i t  h o l d s  t h a t  H ( K )  = L.R.  h'cw t h e  next  c o r o l l a r y  
follows immediately from theorem 4 . 1  and t h e  corresponding remark. 
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Corol la ry  4.1. The a v e r a g e  p r o b a b i l l t y  of e r r o r  ( o r  p r o b a b i l i t y  of 
i n c o r r e c t  key i d e n t i f i c a t i o n )  i n  a random c i p h e r  model 
a t  u n i c i t y  d i s t a n c e  is  g iven  by 

0 

UD Note t h a t  PeRC(K/E = 0 . 2 5  f o r  / K /  = 2 .  For  t h e  SSC-model w e  have 

found t h a t  a t  L=UD (UD i n  RC-model) PeSSC(X/E 

f a i r l y  c o n s t a n t  even  f o r  a UD=106. This discrepancy is  due t o  t h e  f a c t  

UD 
) r: 0.12,which was 

t h a t  Pe,(K/EL) i s  a n  uppe r  bound o n  PeSSC(K/E L ) and is  t i g h t  f o r  

L >> UD. 

Example 4 5. I n  an  SSC-model u s i n g  t h e  Engl i sh  language f o r  smal l  

and moderate v a l u e s  of L t h e  e f f e c t i v e  numberofkeys i s  less t h a n  26! 

This i s  caused by t h e  f a c t  t h a t  t h e  average  number of d i f f e r e n t  le t -  
ters t h a t  occur  i n  messages  o f  l e n g t h  L i s  less than 26. This  i s  il- 
l u s t r a t e d  i n  t a b l e  4 - l - A t  UD i n a n  RC-model the average number of dAf- 
f e r e n t  le t ters  p e r  message  i s  a b o u t  14. Therefore  the  average  probabi -  
l i t y  of error becomes 

This  means t h a t  on t h e  a v e r a g e  1 key r e s i d u e  c l a s s  t o  every lo1* key resi- 
due c l a s s e s  w i l l  b e  i n c o r r e c t l y  i d e n t i f i e d  from t h e  e f f e c t i v e  number 

UD of keys induced by the c i p h e r t e x t  o f  UD l e n g t h .  The a c t u a l  PeRC(X/E 
depends on t h e  s i z e  of t h e  key r e s i d u e  c l a s s  t oo ,  which may be r a t h e r  
l a r g e .  Never the less  when w e  know t h e  key r e s idue  class w e  know t h e  

message too .  This  e x p l a i n s  w h y i t i s  a lmost  always p o s s i b l e  t o  g e t  a 
unique s o l u t i o n  a t  UD. 

As s t a t e d  i n  c o r o l l a r y  4.1 t h e  UD i n  anRC model de f ines  a Pe w h i c h  de- 

pends on t h e  s i z e  o f  the key s p a c e  ( t h e  l a r g e r  t h e  s i z e  of t h e  key 
space ,  t h e  smaller P e ) .  A s  a r e s u l t  t h e  meaning of t h e  UD f o r  d i f f e r -  

e n t  s izes  of t h e  key s p a c e  i s  a lso d i f f e r e n t ,  i n  the  sense  of Pe. Ac-  

t u a l l y  t h a t  i s  n o t  what  one  p r e f e r s .  I t  i s  d e s i r a b l e  t o  have a UD f o r  
which t h e  e x p l a n a t i o n  i s  independent  of the s i z e  of t h e  key space .  From 
t h e  above arguments it s e e m s  t h a t  l i n k i n g  t h e  UD t o  Pe l e a d s  t o  a b e t -  
t e r  and more adequa te  e x p l a n a t i o n  of t h e  UD.  For this r eason  w e  w i l l  

g e n e r a l i z e  t h e  c o n c e p t  of  UD i n  terms of  P e  and c a l l  t h e  new d i s t a n c e  
the  Pe-secur i ty  d i s t a n c e  (Pe-SD) . 

) 

D 
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Message l e n g t h  

( C h a r a c t e r s  ) 
L 

5 
10 
15 
20  
2 5  
30 
40 
50 
7 5  

100 
2 0 0  
300 
400 
500 
700 

1000  
1500 

Average number 
o f  d i f f e r e n t  

l e t te rs  pe r  message 

4 . 5  

1 0 . 2  
12 .0  
13.4 
14.5 
1 6 . 1  
17 .3  
1 9 . 2  
20.4 

7 .a 

2 2 . 4  
23.0 
23.4 
23.7 
24.2 
2 4 . 6  
2 5 . 2  

Table 4.1. The a v e r a g e  number of d i f f e r e n t  let ters i n  L l e t te rs  of 

E n g l i s h  t e x t .  T h i s  t a b l e  was adapted from Meyer and Matyas 
[19, t ab l e  12-31  

D e f i n i t i o n  4 . 2 .  The P e - s e c u r i t y  d i s t a n c e  i s  def ined  by 

where 

m i s  the a c t u a l  c i p h e r  modeL and 

y i s  a v a l u e  of Pe. 0 

Remark. Depending o n  what o n e ' s o b j e c t  is ( t h e  key o r  t h e  message) I t h e  

Pe - secu r i ty  d i s t a n c e  ( f o r  t h e  N-ary c a s e )  can  be  based on Pem(K/E ) o r  
L on Pem(M/E ) .  From the d e f i n i t i o n  i t  fo l lows  t h a t  t h e  Pe-SD depends  on  

t h e  model "m" used  ( i n c l u d i n g  t h e  sou rce )  and the d e s i r a b l e  v a l u e  Of 

Pe " y " .  The  a v e r a g e  per formance  of t h e  Pe-SD is  r a t u r a l  and  clear.  

L 

Coro l l a ry  4 . 2 .  The P e - s e c u r i t y  d i s t a n c e  inc ludes  t h e  o r i g i n a l  u n i c i t y  

d i s t a n c e  i n  a random c i p h e r  model a s a  s p e c i a l  c a s e .  

Proof.  A f t e r  s u b s t i t u t i o n  of -- 

l K /  - 1 I 

lK12 
and y = L [ K [  , i l l  2-L.R PeRC(K/E = 
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HL ( M )  
v i t h  R = log / M I  . (1 - ) ,  one  e a s i l y  o b t a i n s  

log  I M I  

which is  t h e  o r i g i n a l  UD i n a n  RC-model. 

For t h e  SSC-model w i t h  redundancy R t h e  Pe-SD c h a r a c t e r i s t i c s  are 
given i n  f i g u r e  4 . 5  for d i f f e r e n t  va lues  of y. Note t h a t  P e  a t  UD is 
almost cons t an t ,  i n  confo rmi ty  w i t h  t h e  p r e d i c t i o n s  Erom t h e  RC-model. 

I f  de te rmining  L,(y) i n  a d i r e c t  manner i s  q u i t e  involved one  can  make 

use of t h e  lower bounds g iven  i n  t h e  p rev ious  secz iom.  

F igure  4 . 5 .  The Pe-SD c h a r a c t e r i s t l c s  for anSSC us ing  a b i n a r y  memory- 
less source w i t h  redundancy R .  The dotted l i n e  r e p r e s e n t s  
Pe a t  UD. 
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Example 4 . 6 .  Fo r  a PC-model u s i n g  a d i s c r e t e  memoryless sou rce  w i t h  
a p r i o r i  p r o b a b i l i t i e s  p and q w e  have f o r  t h e  Bha t t a -  

cha ryya  c o e f f i c i e n t  

from which it i s  e a s i l y  found t h a t  

The Pe-SD can  b e  a p p l i e d  i n  t h e  r e v e r s e  d i r e c t i o n  too ,  i . e .  f o r  a 

g iven  L t h e  c o r r e s p o n d i n g  expec ted  v a l u e  of  y can  be found. Using t h e  

same arguments  l ower  bounds on Pe can  be  co2s ide red  t o  de te rmine  7 .  

Example 4 . 7 .  Again,  c o n s i d e r  anSSC us ing  a d i s c r e t e  memoryless s o u r c e  

wi th  p=O.7 and L=7 [ 2 ,  example 7 . 2 1 .  Jiirgensen and Matthews s t a t e d  
t h a t  t h i s  sys tem i s  h i g h l y  i n s e c u r e  even though H ( K / E  ) p: 0 . 4 4  i s  f a i r -  

l y  l a r g e .  S i n c e  H ( K / E  ) i t s e l f  d e f i n e s  a n  upper bound on Pe (K/E  ) I one 
must make u s e  of Fano's i n e q u a l i t y  H ( K / E  ) 5 H(Pe) + Pe. log(N-1) .  From 

N=2 and H ( X / E  ) M 0 . 4 4  i t  i s  found t h a t  y 2 0 . 0 9 .  The re fo re  w e  may 
conclude  t h a t  t h e  s y s t e m  f o r  t h e  g iven  s o u r c e  i s  indeed i n s e c u r e .  

7 

L L 

L 
7 

It i s  i l l u s t r a t e d  by  t h e  example why t h e  key equ ivoca t ion  i t s e l f ,  

judged as measure of t h e o r e t i c a l  s e c u r i t y ,  behaves poor ly :  it i s  a n  

upper bound and u s u a l l y  o n l y  t i g h t  for l a r g e  L .  Although t h e  key e q u i -  
v o c a t i o n  may be a poor  measure of s e c u r i t y  i n  many c a s e s ,  it c e r t a i n -  
l y  does n o t  deg rade  t h e  u s e  of Shanr.on's i n fo rma t ion  measure i n  c r y p t -  

a n a l y s i s ,  The s t r e n g t h  of t h i s  measure can  be  exp la ined  by t h e  n a t u r a l  
i n t e r p r e t a t i o n  and  a c c o r d i n g l y  by tk.e convenient  way o f  man ipu la t ing  
between d i f f e r e n t  p d ' s .  For  example, t h i s  h a s  been demonst ra ted  by Lu 

[ 8 1 .  
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