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1. I n t r o d u c t i o n  

In  Mul le r  and W .  Nobauer (1981)  a new publ ic -key  c ryp tosys t em was 
i n t r o d u c e d .  S i m i l a r  t o  t h e  well-known RSA-scheme. t h e  p l a i n t e x t  
a l p h a b e t  and t h e  code  a l p h a b e t  of  t h i s  c ryptosys tem a r e  g iven  by 
Z / ( n ) ,  t h e  r i n g  o f  r e s i d u e  c l a s s e s  of t h e  i n t e g e r s  Z modulo a n a t u r a l  
number n .  In c o n t r a s t  t o  the RSA-scheme, however, n need n o t  be 
s q u a r e f r e e ,  b u t  c a n  be an  a r b i t r a r y  p o s i t i v e  i n t e g e r .  The e n c r y p t i o n  
polynomia ls  x k  o f  t h e  RSA-scheme a r e  r ep laced  by a n o t h e r  c l a s s  o f  
po lynomia l s ,  namely by t h e  s o - c a l l e d  Dickson-polynomials.  We c a l l  t h i s  
c r y p t o s y s t e m  t h e  Dickson-scheme. 
So f a r ,  t h e r e  i s  n o t  known v e r y  much a b o u t  t h e  s e c u r i t y  o f  t h e  
Dickson-scheme. The goal of  t h i s  paper  i s  t o  perform a c r y p t a n a l y s i s  
of t h e  Dickson-scheme. We s t a r t  w i th  some bas i c  f a c t s  on Dickson- 
po lynomia l s .  o u t l i n e  a f a s t  a l g o r i t h m  f o r  t h e  computation o f  f u n c t i o n  
v a l u e s  f o r  t h e  Dickson-polynomia ls  a n d  then  g ive  a s h o r t  d e s c r i p t i o n  
o f  t h e  Dickson-scheme. A f t e r w a r d s ,  s e v e r a l  p o s s i b l e  c r y p t a n a l y t i c  
a t t a c k s  on  t h e  s y s t e m  a r e  d i s c u s s e d  a n d  a s  a consequence r e q u i r e m e n t s  
t o  t h e  key p a r a m e t e r s  a r e  f o r m u l a t e d ,  which gua ran tee  t h e  sys tem t o  be 
s e c u r e  from t h e  d e s c r i b e d  a t t a c k s .  
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the author W.B. Muller in the Department of Mathematics a t  Monash University, 
Clayton, Vic. 3168. Australia. 
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2 .  Some b a s i c  f a c t s  

L e t  R b e  a c o m m u t a t i v e  r i n g  w i t h  i d e n t i t y ,  and l e t  a €  R.  The D i c k s o n -  

p o l y n o m i a l  g k ( a , x ) E  R l x l  o f  d e g r e e  k i s  g i v e n  by  

where  [ k / 2 1  d e n o t e s  t h e  g r e a t e s t  i n t e g e r  i s k / 2 .  

If R 1  i s  a n  e x t e n s i o n  r i n g  o f  R and  i f  u E  R1 i s  a u n i t ,  t h e n  t h e  

e q u a t i o n  

(1)  

h o l d s ,  as c a n  b e  

and  N i e d e r r e i  t e r  
I n  t h i s  p a p e r  we 

g k ( l , X )  = :  g k ( x ) -  

p r o v e d  b y  u s i n g  W a r i n g ' s  i n v e r s i o n  f o r m u l a  ( c f .  L i d 1  
( 1 9 8 3 ) ) .  

r e s t r i c t  o u r s e l v e s  t o  t h e  case  a =  1 and w r i t e  

S i n c e  f o r  a = 1 f r o m  (1) t h e  f u n c t i o n a l  e q u a t i o n  
g k ( x ) O g t ( X )  = g k t ( x )  f o l l o w s ,  t h e  D i c k s o n - p o l y n o m i a l  s g k ( x )  a r e  

c l o s e d  u n d e r  c o m p o s i t i o n .  

I n  o r d e r  t o  u s e  D i c k s o n - p o l y n o m i a l  s i n  pub1 i c - k e y  c r y p t o g r a p h y ,  

we p u t  R =  Z / ( n ) .  The p l a i n t e x t  messages m E  Z / ( n )  a r e  e n c r y p t e d  by 

m - g k ( m ) m o d  n. 

I f  t h e  f a c t o r i z a t i o n  o f  n i s  g i v e n  b y  n = 

scheme t h e  n u m b e r  '1 

r ei 
n pi , t h e n  i n  t h e  D i c k s o n -  
i =1 

p l a y s  t h e  same r o l e  a s  t h e  number w ( n )  = [p1 - l , p2 -1 ,  . . . ,pr -  11 f o r  a 

s q u a r e f r e e  n i n  t h e  RSA-scheme. F o r  examp le ,  whereas  t h e  power p o l y -  
n o m i a l  x k  i n d u c e s  a p e r m u t a t i o n  o f  Z / ( n )  f o r  a s q u a r e f r e e  n, iff') 
( k , w ( n ) )  = 1, t h e  D i c k s o n - p o l y n o m i a l  g k ( x )  i n d u c e s  a p e r m u t a t i o n  o f  

Z / ( n ) ,  n a r b i t r a r y ,  i f f  ( k , v ( n ) ) = l  ( c f .  W .  Nobauer  ( 1 9 6 5 ) ) .  A n o t h e r  

o b v i o u s  a n a l o g y  t o  t h e  RSA-scheme i s  g i v e n  by  t h e  f o l l o w i n g  f a c t :  

If t h e  p e r m u t a t i o n  77 o f  Z / ( n )  i s  i n d u c e d  by a D i c k s o n - p o l y n o m i a l  

g k ( x ) ,  t h e n  77-1 i s  a l s o  i n d u c e d  by  a D i c k s o n - p o l y n o m i a l ,  rPamelY b y  
g,(x), where  k t s l m o d v ( n )  ( c f .  Lausch ,  Muller and  W. Nobauer  ( 1 9 7 3 ) ) .  

r' 

r' 

By [al*...,ar1 we denote the  l e a s t  common m u l t i p l e  o f  the i n tege rs  al, ... 'a 

By (al, ... ,ar) we denote the g rea tes t  comnon d i v i s o r  o f  the in tegers al, ..., a 
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Thus, e x a c t l y  l i k e  i n  t h e  RSA-scheme, t h e  t r a p d o o r  i n f o r m a t i o n  o f  t h e  

D i c k s o n - s c h e m e  c o n s i s t s  i n  t h e  f a c t o r i z a t i o n  o f  n: A l l  known m e t h o d s  

f o r  c o m p u t i n g  t h e  i n v e r s e  o f  an e n c r y p t i o n  f u n c t i o n  x-r g k ( x )  mod n 
need t h e  p r i m e  f a c t o r  d e c o m p o s i t i o n  o f  n. 

3 .  A f a s t  e v a l u a t i o n  a l g o r i t h m  f o r  D i c k s o n - p o l y n o m i a l s  

We now g i v e  a n  e v a l u a t i o n  a l g o r i t h m  o f  c o m p l e x i t y  O ( l d ( k ) ) ,  w h i c h  

p e r m i t s  t o  c a l c u l a t e  f u n c t i o n  v a l u e s  o f  g k ( x )  ( c f .  a l s o  R.  N o b a u e r  

( 1 9 8 5 / 8 6 ) ) .  G i v e n  b € Z / ( n ) ,  we w a n t  t o  compute g k ( b )  mod n. F o r  d o i n g  

t h i s ,  we h a v e  t o  s o l v e  
1 u + -  = b, ( 2 1  U 

o r  e q u i v a l e n t l y  

( 3 )  u 2 - b u + l  = 0 

i n  some e x t e n s i o n  r i n g  o f  Z / ( n ) .  

As c a n  be s e e n  e a s i l y ,  t h e  f a c t o r  r i n g  R b = Z / ( n ) [ u l / ( u Z - b u + l )  i s  an  
e x t e n s i o n  r i n g  o f  Z / ( n ) ,  and  e v e r y  e l e m e n t  s € R b  can  be r e p r e s e n t e d  
u n i q u e l y  i n  t h e  f o r m  

s = alu + a o, ao,al E Z / ( n ) .  

M u l t i p l i c a t i o n  i n  Rb  c a n  b e  i m p l e m e n t e d  b y  u s i n g  t h e  f o r m u l a  

(4) 

O b v i o u s l y ,  t h e  e l e m e n t  u E  R b  i s  a s o l u t i o n  o f  ( 3 ) .  S i n c e  u ( b - u )  = 1, 
u i s  a l w a y s  i n v e r t i b l e .  

Now, f o r  t h e  e v a l u a t i o n  o f  g k ( b )  j u s t  c a l c u l a t e  t h e  power u k  i n  t h e  
r i n g  R b  b y  u s i n g  t h e  " s q u a r e -  a n d  m u l t i p l y - t e c h n i q u e " :  T h a t  i s ,  f i r s t  

compute 

2 2  

(alu+aO)(blu+bO) = (albO+aObl+alblb)u + aObO - albl. 

2 
u ,  , ( u  ) , - . .  

a n d  t h e n  mu1 t i p l y  t o g e t h e r  t h e  a p p r o p r i a t e  f a c t o r s ,  t h u s  f i n d i n g  
e l e m e n t s  ao,al E Z / ( n )  w i t h  

k u = alu+ao. 

S i n c e  u-' a l s o  s a t i s f i e s  ( 3 ) ,  t h e  e q u a t i o n  

h o l d s ,  and t h e r e f o r e  

1 = al(u f u )  1 t 2a0 = alb + 2a0 .  2 g k ( b )  = g k ( u  + c )  = u k  + 

The number o f  r e q u i r e d  s t e p s  i s  O ( l d ( k ) ) .  
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We s u m m a r i z e  o u r  p r o c e d u r e  i n  t h e  f o l l o w i n g  

A l g o r i t h m  1: 
I n p u t  n ,  k ,b 

Compute  ao,al E Z / ( n )  w i t h  u 

Compute  g k ( b )  = alb + 2 a 0  mod n. 

End .  

k 2 
P alu+aomod u - b u + l .  

Comment  [ u s e  t h e  s q u a r e - a n d  mu1 t i p l y - t e c h n i q u e ] .  

- 

4 .  The D i c k s o n - s c h e m e  

E v e r y  p a r t i c i p a n t  C o f  t h e  c o m m u n i c a t i o n  n e t w o r k  c h o o s e s  a p o s i t i v e  

i n t e g e r  rC : =  r ,  r o d d  p r i m e  p o w e r s  p g i  ( i f  a l s o  a p o w e r  Z e  i s  c h o s e n ,  

t h e  f o l l o w i n g  f o r m u l a s  h a v e  t o  b e  m o d i f i e d  s l i g h t l y ) ,  and  a n  

e n c r y p t i o n  k e y  k C  : =  k w i t h  ( k ,  pi 

Then C c a l c u l a t e s  t h e  n u m b e r s  

e i - 1  2 
( p l - 1 ) )  = 1 f o r  i = 1 ,2 , . . . , r .  

e i  el-1 2 e r - 1  2 
n c  : = n  = ll p .  , v ( n )  = [ p l  ( p l - 1 )  , . .., pr  ( p l - l ) ] ,  a n d  c o m p u t e s  

j = l  ' 
a d e c r y p t i o n  k e y  tC  : =  t, t h a t  i s  a n a t u r a l  number  s a t i s f y i n g  t h e  

l i n e a r  c o n g r u e n c e  

( 5 )  k t  1 mod v ( n ) .  

The p u b l i c  k e y  o f  C c o n s i s t s  i n  t h e  p a r a m e t e r s  n a n d  k ,  a n d  t h e  s e c r e t  

k e y  i s  g i v e n  b y  t h e  p r i m e  f a c t o r i z a t i o n  o f  n a n d  b y  t .  

I f  A i n t e n d s  t o  s e n d  t h e  s e c r e t  m e s s a g e  m E Z / ( n B )  t o  B y  h e  h a s  t o  

e n c r y p t  m b y  c a l c u l a t i n g  c 

The r e c e i v e r  B d e c r y p t s  c b y  c a l c u l a t i n g  g t  ( c )  --= qt (gk (m)) 

g k  (m)  mod n B  a n d  t h e n  h e  s e n d s  c t o  B .  
B 

m mod "B '  
B B B  

5 .  C r y p t a n a l y s i s  

S i n c e  u n l i k e  t o  B a s p y  d o e s  n o t  know t h e  f a c t o r i z a t i o n  o f  n B ,  h e  

c a n n o t  c o m p u t e  a d e c r y p t i o n  k e y  tB i n  t h e  s a m e  way a s  B d o e s .  H o w e v e r ,  
h e  m i g h t  t r y  t o  u s e  o t h e r  m e t h o d s  o f  d e c r y p t i o n ,  e s p e c i a l l y  t o  d o  

p a r t i a l  d e c r y p t i o n ,  t h a t  i s  t o  d e c r y p t  c e r t a i n  c i p h e r t e x t s  w i t h o u t  

k n o w i n g  a d e c r y p t i o n  k e y  tB.  

I n  t h e  f o l l o w i n g  we d i s c u s s  s e v e r a l  p r o c e d u r e s  o f  p a r t i a l  d e c r y p t i o n .  

We show, t h a t  i n  some c a s e s  t h e s e  a t t a c k s  c a n  b e  u s e d  a l s o  f o r  

f a c t o r i n g  n .  A l l  d i s c u s s e d  a t t a c k s  a r e  a n a l o g u e s  t o  w e l l - k n o w n  a t t a c k s  
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on t h e  RSA-scheme ( c f .  S c h n o r r  ( 1 9 8 1 ) ,  Simmons and N o r r i s  ( 1 9 7 7 ) ,  
B e r k o w i t z  ( 1 9 8 2 ) ,  H e r l e s t a m  ( 1 9 7 8 ) ,  R i v e s t  ( 1 9 7 8 ) ) .  F o r  a more 
a l g e b r a i c  d i s c u s s i o n  o f  s u p e r e n c i p h e r i n g  a t t a c k s  on v a r i a n t s  of t h e  
RSA-scheme see  a l s o  W .  Nobauer  ( 1 9 8 5 ) .  
In  t h e  f o l l o w i n g  we r e s t r i c t  o u r s e l v e s  t o  t h e  c r y p t o g r a p h i c a l l y  m o s t  
i m p o r t a n t  c a s e  where n i s  t h e  p r o d u c t  o f  two d i s t i n c t  odd p r i m e  numbers, 
t h a t  i s  n = p 1 p 2 .  We show t h a t  t h e  Dickson-scheme i s  s e c u r e  f r o m  t h e  
d e s c r i b e d  a t t a c k s ,  i f  p i - 1  ( i  = 1,2) c o n t a i n s  a l a r g e  p r i m e  f a c t o r  p i ,  
i f  p i c 1  ( i  = 1,2) c o n t a i n s  a l a r g e  p r i m e  f a c t o r  p T ,  a n d  i f  a s  w e l l  t h e  
o r d e r  o f  kmod p i  a s  t h e  o r d e r  o f  k mod p t  ( i  = 1 , 2 )  i s  l a r g e .  T h e s e  
r e q u i r e m e n t s  a r e  f u l f i l l e d ,  i f  e . g .  f o r  i = 1 , 2  

I 

o r d  p i  ( k )  > 10" 
(7) {- o r d  p t  ( k )  > 1 0  11 

5 . 1 .  A t t a c k s  by f i n d i n g  an s w i t h  g S ( c ) = 2 m o d n  

5 . 1 . 1 .  P a r t i a l  d e c r y p t i o n  

Let c E Z/(n) be  a g i v e n  c i p h e r t e x t .  S u p p o s e ,  t h e  c r y p t a n a l y s t  s u c c e e d s  
i n  f i n d i n g  a n a t u r a l  n u m b e r  s w i t h  g s ( c )  = 2 mod n .  L e t  s = s l s 2 ,  w h e r e  
s1  c o n t a i n s  a l l  t h o s e  p r i m e  f a c t o r s  o f  s which d i v i d e  k , a n d  s 2  
c o n t a i n s  t h e  r e m a i n i n g  p r i m e  f a c t o r s .  The numbers s 1  and s 2  c a n  be  
computed  w i t h o u t  t h e  knowledge  o f  t h e  pr ime f a c t o r i z a t i o n  o f  s ,  by 
u s i n g  t h e  f o l l o w i n g  

A l g o r i t h m  2: 
I n p u t  k , i .  
I n i t i a l i z e  s 1  = 1 ;  s 2  = s .  
While  
E n d .  

(s2'k) > 1 5 S I  = ~ ~ ( ~ 2 . k ) ;  s 2 = ( s , , k ) .  s 2  

- 
2 1 L e t  u i  E G F ( p i ) ,  i = 1 , 2 ,  

a l w a y s  e x i s t . )  From g s ( c )  ~2 mod n we o b t a i n  g s ( c ) =  2 mod p .  1 

and u s i n g  ( 1 )  i t  f o l l o w s ,  t h a t  i n  G F ( p : )  t h e  e q u a t i o n  
g ( c )  = g ( u .  + - )  = u s  + -  = 2 h o l d s .  T h i s  i s  e q u i v a l e n t  w i t h  u i  = 1, 

be s o l u t i o n s  o f  u t - =  c .  (Such  s o l u t i o n s  
U 

f o r  i = 1 , 2 ,  

1 1 S 
S s 1 u i  1 s  

U, 
I 

h e n c e  w i t h  u f l "  = 1. Since ( k , p i - l )  2 = 1 ,  we have  a l s o  ( s l , p ( - l )  2 = 1 

2 *  L e t  Oi be  t h e  o r d e r  o f  ui i n  G F ( p i )  , t h e  m u l t i ? l i c a t i v e  g r o u p  o f  
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2 2 G F ( p i ) .  A s  o i l p . - l .  t h e r e  h o l d s  
1 

( 8 )  ( s l , o i ) = l .  

= 1 we g e t  o i l s1s2 ,  h e n c e  o i l s 2  b y  ( s 1 s 2  F r o m  ui 1,  t h a  

By  d e f i n i t i o n  o f  s 2  we h a v e  ( k , s 2 )  = 1. Thus  t h e r e  e x i s t s  a n a t u r a l  

n u m b e r  E s u c h  t h a t  k k r l m o d  s 2 .  S u p p o s e  t h a t  k i =  s 2 r t 1 .  

I f  r n =  g k  ( c )  = g ( c ) m o d  n i s  t h e  p l a i n t e x t  c o r r e s p o n d i n g  t o  c ,  t h e n  t h e  
e q u a t i o n  m =  g ( c )  = g ( u i  +-) = u .  + -  h o l d s  i n  G F ( p i )  f o r  i = 1 ,2 .  
T h e r e f o r e  we h a v e  ui 

-1 
1 t 1  2 t 

t t u i  1 t 

z 
i n  G F ( p i ) -  By  t h e  C h i n e s e  r e m a i n d e r  t h e o r e m  we o b t a i n  g F ( c )  = m m o d  n .  

I f  we assume t h a t  t h e  s e a r c h  f o r  a n  s s u c h  t h a t  g s ( c )  = 2 mod n i s  d o n e  

b y  t r i a l  a n d  e r r o r ,  a n d  m o r e  c o n c r e t e l y  b y  t e s t i n g  a l l  s b e t w e e n  1 a n d  

l o 5 ,  we c a n  s u m m a r i z e  o u r  a t t a c k  i n  t h e  f o l l o w i n g  

A l c j o r i t h m  3 ( D e c i p h e r i n g  t h e  c r y p t o g r a m  c E  Z / ( n ) ) :  

I n p u t  n ,k ,c .  
I n i t i a l i z e  s = 1. 
W h i l e  s < 10 
- I f  g s ( c ) t f 2  mod n - t h e n  s t o p ;  comment  [ a l g o r i t h m  u n s u c c e s s f u l l .  
E l  s e  

5 g s ( c )  f 2 m o d  n - do s = s + l .  

- 
C o m p u t e  s = s 1 s 2 ,  w h e r e  s 1  c o n t a i n s  a l l  t h o s e  p r i m e  f a c t o r s  

o f  s w h i c h  d i v i d e  k ,  a n d  s 2  c o n s i s t s  o f  t h e  

r e m a i n i n g  p r i m e  f a c t o r s  o f  s ;  comment  [ u s e  

a l g o r i t h m  2 1 .  
C o m p u t e  a n a t u r a l  n u m b e r  k s u c h  t h a t  k k n  1 mod s 2 .  

D e c i p h e r  c b y  c a l c u l a t i n g  g - ( c )  m m o d  n. k 
End.  - 

N O W  we w i l l  show t h a t  t h e  D i c k s o n - s c h e m e  i s  s e c u r e  f r o m  a t t a c k  5 . 1 . 1 . ,  
if t h e  k e y  p a r a m e t e r s  s a t i s f y  ( 6 ) .  F o r  i = 1 , 2 ,  we c o n s i d e r  t h e  p i  

e q u a t i o n s  

q E G F ( P j ) *  
1 

Z f - =  q ,  ( 9 )  Z 

o r  e q u i v a l e n t l y ,  t h e  p i  q u a d r a t i c  e q u a t i o n s  z 2 - q z + l  = 0.  L e t  Mi b e  t h e  
s e t  o f  e l e m e n t s  o f  G F ( p i ) ,  w h i c h  a r e  s o l u t i o n s  o f  a n y o n e  o f  t h e  

e q u a t i o n s  ( 5 ) .  I n  W .  N o b a u e r  ( 1 9 6 8 )  i t  i s  shown t h a t  Mi = K .  U Li, 

2 

1 
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O b v i o u s l y ,  Ki a n d  Li a r e  s u b g r o u p s  o f  G F ( p f )  . I f  w i s  a g e n e r a t o r  

o f  GF(p i )  , t h e n  K .  = Cw 
( P i + l ) r l  

: r l =  O , l ,  . . . ,pi- 21 and  2 *  
1 

( P i - 1  ) r 2  
L .  = { w  : r2 = 0,1, ..., p i } .  

1 
2 

F o r  q # + 2 ,  t h e  e q u a t i o n s  ( 9 )  have  e x a c t l y  two s o l u t i o n s  u ,v  E G F ( p i ) ,  

w h i c h  a r e  e i t h e r  b o t h  e l e m e n t s  o f  Ki o r  o f  Li ( c f .  W .  Nobauer  ( 1 9 6 8 ) ) .  

F o r  q = + 2 ,  t h e s e  e q u a t i o n s  h a v e  e x a c t l y  one s o l u t i o n  u € G F ( p i ) ,  n a m e l y  
u = 1 o r  u = -1 r e s p e c t i v e l y .  

The g r o u p s  Ki a n d  L. a r e  c y c l i c ,  and by  ( 6 )  t h e  o r d e r s  o f  Ki and  L i  
a r e  g i v e n  b y  I K . 1  = p . - l = a . p '  and  b y  / L i j  = p . + l = b i  p * .  I f  u EKi, t h e n  

1 1 i i  1 1 
o r d  ( u )  1105 h o l d s  i f  and  o n l y  i f  o r d ( u ) l a i .  I f  d l a i ,  t h e n  t h e  number 

o f  e l e m e n t s  u E  Ki w i t h  o r d K . ( u )  = d i s  g i v e n  by p ( d ) ,  and t h e r e f o r e  t h e  

number o f  e l e m e n t s  u E K i  w i t h  o r d K i ( u )  2 l o 5  i s  g i v e n  b y  Z v ( d )  = ai. 
Thus we h a v e  p r o v e d  d l a i  

( 1 0 )  

2 

1 

5 ( u ) < l O  11 = a . ,  I { u E K i  : o r d  
1 Ki 

and s i m i l a r l y ,  we o b t a i n  

I C u E L i : o r d L  ( u ) 5 1 0  5 } l = b i .  
i 

(11) 

F o r  a g i v e n  c i p h e r t e x t  c E Z / ( n ) ,  a l g o r i t h m  3 i s  s u c c e s s f u l ,  i f  a n d  

o n l y  i f  t h e r e  e x i s t s  a n  s w i t h  1 5 s s 1 0 5 ,  such t h a t  g,(c) = 2 m o d  n ,  o r  
e q u i v a l e n t l y ,  s u c h  t h a t  g s ( c )  I 2mod pi,  i = 1 , 2 .  I f  u E Ki u L i  i s  a 

s o l u t i o n  o f  u + - =  c ,  t h e n  g s ( c )  = 2 mod p i  h o l d s  i f  and  o n l y  if 

u s + - =  2 ,  t h a t  i s ,  if and  o n l y  i f  u s  = 1. U s i n g  t h e  C h i n e s e  r e m a i n d e r  

1 
U 

1 

U S  
t h e o r e m  a n d  t h e  e q u a t i o n s  ( 1 0 )  and  ( l l ) ,  we o b t a i n  

5 I { c E Z / ( n ) :  3 s w i t h  I r s r l O  s u c h  t h a t  g s ( c ) = 2 m o d n 1 / S  

1 5  s s  10 5 s u c h  t h a t  g s ( c )  = 2 m o d p i ) l  = 2 

i = l  

i = l  Ki 

I r~ I ( c E Z / ( p i )  : 3 s  w i t h  

= n 2 1  [ ; y l {u  E K i \ { C 1 )  : o r d  

= n 2 1  [;y(ai-2) + 2  1 ( b i - 2 )  t 2 
i = l  

T h e r e f o r e ,  i f  ( 6 )  h o l d s  and  i f  c i s  u n i f o r m l y  d i s t r i b u t e d  on  Z / ( n ) ,  

t h e n  t h e  p r o b a b i l i t y  t h a t  c c a n  be d e c r y p t e d  by  a l g o r i t h m 3  i s  
bounded  by 101o/10 1 6 0  - - 1 0 - 1 5 0  



57 

5 . 1 . 2 .  F a c t o r i n g  o f  n 

I n  c e r t a i n  c a s e s ,  k n o w i n g  a n  s s u c h  t h a t  g S ( c ) r 2 m o d  n n o t  o n l y  

a l l o w s  t o  d e c i p h e r  c ,  b u t  a l s o  t o  f a c t o r i z e  n .  

F o r  t h e  f o l l o w i n g  c o n s i d e r a t i o n s  we p u t  v 2 ( s )  : =  max{e€ lN : Z e l s 1  . 
S u p p o s e  t h a t  a c r y p t a n a l y s t  s u c c e e d s  i n  f i n d i n g  an  e v e n  s s u c h  t h a t  

g ( c ) = Z m o d  n .  L e t  u i E  G F ( p i ) ,  i = 1 , 2 ,  b e  a s o l u t i o n  o f  u i t - = c .  

Then  we h a v e  ui  = 1 f o r  i = 1 , 2 .  

L e t  j : = m a x  { r E  {O,l, . . . ,  v 2 ( s ) }  : u .  

2 1 

'i S 

S 

s / 2 r  

s / 2 '  

= 1, i = 1 , 2 }  = 

( c )  s 2 m o d n  1 .  
1 

= m a x  { r E  {0 ,1 ,  . . ., v 2 ( s ) }  : g 

S i n c e  t h e  e q u a t i o n  x 2  = 1 h a s  j u s t  t h e  t w o  s o l u t i o n s  1 a n d  -1 i n  t h e  

c y c l i c  g r o u p  GF(p:)*, i = 1 ,2 ,  o n e  o f  t h e  f o l l o w i n g  f o u r  c a s e s  h o l d s :  

Case  (i) i s  e q u i v a l e n t  t o  g ( c )  = 2 m o d  n ,  c a s e  ( i v )  i s  

e q u i v a l e n t  t o  g ( c )  _= - 2  mod n, a n d  i n  t h e s e  c a s e s  o u r  p r o c e d u r e  

d o e s  n o t  p r o v i d e  t h e  f a c t o r i z a t i o n  o f  n .  

I f  c a s e  (ii) h o l d s ,  t h e n  g 

S / 2 V 2  ( 

S / 2 J f 1  

( c )  I 2 mod p1  and  g ( c )  f 2 mod p Z y  
S / 2 j + l  S / 2 J f 1  

a n d  t h e r e f o r e  ( g  

h o l d s  ( g  j+l(c)-2,n) = p 2 .  

I f  we assume t h a t  s e a r c h i n g  f o r  a n  s s u c h  t h a t  g S ( c ) = 2 m o d  n i s  d o n e  

b y  t e s t i n g  a l l  e v e n  s b e t w e e n  1 a n d  l o 5 ,  we c a n  s u m m a r i z e  t h e  a t t a c k  

i n  t h e  f o l l o w i n g  

( c ) - Z , n )  = pl. S i m i l a r l y ,  i n  c a s e  ( i i i )  t h e r e  
s / 2 j f 1  

s / 2  

A l g o r i t h m  4 :  
I n p u t  n , c .  

I n i t i a l i z e  s = 2 .  

W h i l e  s < l o 5  a n d  g s ( c )  P 2 mod n - do s = s+2.  
I f  g;(c) f 2 m o d  n t h e n  g o t o  1 0 .  

Compute  v 2 ( s ) .  

Compu te  j = max { r  E { O , l , .  . . , v 2 ( s ) l  : g 

- 
- 

( c )  2 mod n }  
s / 2 r  
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- I f  j = v 2 ( s )  goto 10 ;  comment  [ c a s e  ( i ) l .  

E l s e  i f  g ( c ) o - 2 m o d  n goto 10;  comment  [ c a s e  ( i v ) ] .  
S / 2 j + l  

-- 

E l s e  c o m p u t e  d = ( g  ( c ) -  2 , n ) ;  comment  [ d  i s  a n o n -  
S / 2 J t l  . t r i v i a l  f a c t o r  o f  n l .  

1 0  Comment  [ a l g o r i t h m  u n s u c c e s s f u l ] .  

S i n c e  a l g o r i t h m  4 i s  s u c c e s s f u l  o n l y  w i t h  c i p h e r t e x t s  c w h i c h  c a n  b e  

d e c r y p t e d  b y  a l g o r i t h m  3 ,  t h i s  a l g o r i t h m  d o e s  n o t  r e p r e s e n t  a r e a l  
t h r e a t  t o  t h e  D i c k s o n - s c h e m e :  If c o n d i t i o n  ( 6 )  h o l d s  a n d  i f  c i s  

u n i f o r m l y  d i s t r i b u t e d  o n  Z / ( n ) ,  t h e n  t h e  p r o b a b i l i t y  t h a t  a l g o r i t h m  4 
p r o v i d e s  a n o n t r i v i a l  f a c t o r  o f  n i s  b o u n d e d  b y  10  . - 1 5 0  

5.2 F a c t o r i n g  b y  means  o f  f i x e d  p o i n t s  

L e t  s b e  a n  o d d  n a t u r a l  n u m b e r ,  a n d  l e t  c f r 2 m c d  n be  a f i x e d  p o i n t  O f  

g s ( x )  mod n.  C l e a r l y  c i s  a l s o  a f i x e d  p o i n t  o f  g s ( x )  mod pi f o r  i = 1 , 2 .  

L e t  u i  E G F ( p i )  b e  a s o l u t i o n  o f  ui + - =  c ,  i = 1 , 2 .  Then we h a v e  2 1 
'i 

1 +q, h e n c e  ( u ; + ' - l ) ( u ; - ' - l )  = 0, a n d  t h e r e f o r e  1 s 1  gs(u i  +-) = u .  t -  = u u i  1 s 
U .  

1 

o n e  o f  t h e  e q u a t i o n s  u S + l  = 1 o r  u 7 - l  = 1 h o l d s .  C l e a r l y ,  u s + ' =  1 i s  

e q u i v a l e n t  t o  gs,l(c) = 2 mod p 

gs-l(c) = 2 mod pi .  

I f  u:+' = 1 a n d  u:-' = 1, b u t  n o t  u;" = 1, 

o r  u1 '-' = 1 a n d  u;+' = 1, b u t  n o t  u;-l = 1, 

t h e n  ( g s + , ( c ) - 2 , n )  E {p1 .p21,  a n d  a f a c t o r  o f  n i s  f o u n d .  H o w e v e r ,  if 

1 

a n d  u s - '  = 1 i s  e q u i v a l e n t  t o  i' 1 

u f f l  = 1 a n d  uzcl = 1 o r  u;-' = 1 a n d  u;-' = 1, t h e n  we h a v e  f o u n d  a n  e v e n  
1 

n u m b e r  s 
a p p l  i e d .  

A s p e c i a  

p o i n t  o f  
A s  t h e  r e  

f i x e d  P O  

w i t h  g - ( c ) =  2 m o d  n ,  a n d  t h e r e f o r e  a t t a c k  5 . 1 . 2 .  c a n  b e  
S 

c a s e  o f  t h i s  a t t a c k  i s  g i v e n ,  when s =  k .  Then c i s  a f i x e d  

t h e  e n c i p h e r i n g  p o l y n o m i a l  g k ( x ) m o d  n .  

i s  n o t  k n o w n  a n y  s y s t e m a t i c  a l g o r i t h m  f o r  t h e  s e a r c h  f o r  
n t S  o f  9 s  ( x )  mod n ,  o n l y  t r i a l  a n d  e r r o r  m e t h o d s  c a n  b e  u s e d .  

T h e r e f o r e ,  t h e  D i c k s o n - s c h e m e  i s  s e c u r e  f r o m  a t t a c k  5 . 2 . ,  i f  t h e  

n u m b e r  f i x ( n , s )  o f  f i x e d  p o i n t s  o f  g s ( x )  m o d n  i s  s m a l l .  By t h e  C h i n e s e  

r e m a i n d e r  t h e o r e m  f i x ( n , s )  = n f i x ( p i , S ) ,  a n d  a c c o r d i n g  t o  R .  N o b a u e r  
2 

i = l  
1 + ( s t 1 , p . - 1 )  + ( s - l , p i + l ) + ( s + l , P i + l )  1 - 2 . ( 1 9 8 5 )  f i x ( p i , s )  = 7 [ ( s - 1 , p i - 1 )  1 
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I f  t h e  key p a r a m e t e r s  s a t i s f y  ( 6 ) ,  t hen  
f i x  ( p i Y s )  = 2  1 [ ( s - l , a i ) ( s - l y p i )  + ( s + l y a i ) ( s + l , p l )  + ( s - l y b i ) ( s - l , p T )  + 

+ ( ~ + l , b ~ ) ( ~ + l , p ~ ) ]  - 2 .  

I f  f o r  i = 1,2 

( 1 2 ) l )  p;xs-*1, p + + 1  y p;(s-l ,  p ;xs t1 ,  

we h a v e  f i x ( p i  , s )  < l o 6 ,  and c o n s e q u e n t l y  f i x  n , s )  < lo1'. In t h i s  c a s e ,  
t h e  p r o b a b i l i t y  t h a t  a un i fo rmly  d i s t r i b u t e d  c E  Z ( n )  i s  a f i x e d  p o i n t  
o f  g s ( x )  mod n 
f i n d i n g  any f i x e d  p o i n t  i s  c o m p u t a t i o n a l l y  i n f e a s i b l e .  

i s  bounded by 1012/10160= 10-  4 8 ,  a n d  t h e  t a s k  o f  

Let us assume t h a t  t h e  number s i t s e l f  i s  chosen acco rd ing  t o  a 
uniform d i s t r i b u t i o n  o n  M =  { 1 , 2 ,  . . . ,  r I y  where r i s  a l a r g e  p o s i t i v e  
i n t e g e r ,  e . g .  r = lo1''. In t h e  f o l l o w i n g  we w r i t e  [ X I  f o r  t h e  grea tes t  
i n t e g e r  which i s  l e s s  o r  equa l  t h a n  t h e  r e a l  number x .  There  a r e  
e x a c t l y  [*]+1 numbers s E M  such t h a t  p i  1 5 - 1 ,  namely t h e  numbers 

1, l + p ; ,  1 + 2 p i y  .. . , 1 + [7]pi . S i m i l a r l y ,  t h e r e  a r e  e x a c t l y  

[+]+1 numbers s E M  such  t h a t  p 7 l s - 1 ,  t h e r e  a r e  e x a c t l y  [ 7 1  numbers 

s E M  s u c h t  t h a t  p ; l s + l ,  and t h e r e  a r e  e x a c t l y  [-] numbers s E M such  

t h a t  p;[ s+1.  S i n c e  p i  > lo8', we o b t a i n  

r-1 I 

Pi 

P i  , 

r + l  

P i  Pi 
r + l  

P i  

a n d  t h e  same i n e q u a l i t i e s  h o l d  a l s o  wi th  p y  i n s t e a d  o f  p i .  T h e r e f o r e ,  
a n  upper b o u n d  f o r  t h e  number of e l emen t s  s E M  with 

p : ~ s - l  1 o r  p i j s + l  o r  p y j s - 1  o r  p l j s + l  

i s  g iven  by 4 ( [ % 1 + 1 ) .  Consequen t ly ,  a lower b o u n d  f o r  t h e  
10  

p r o b a b i l i t y  t h a t  a u n i f o r m l y  d i s t r i b u t e d  S E M  s a t i s f i e s  ( 1 2 ) ,  i s  g i v e n  

4 r  4 4  
( r - ? - 4 ) / r  = 1 -  p - r  . 

T h e r e f o r e ,  a u n i f o r m l y  d i s t r i b u t e d  s E { 1 , 2 ,  . . .  1-1 s a t i s f i e s  ( 1 2 )  

a1 most c e r t a  i nl y .  

We write a l b  f o r  "a does n o t  divide b" .  
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A l t o g e t h e r  we o b t a i n :  I f  t h e  k e y  p a r a m e t e r s  s a t i s f y  ( 6 ) ,  t h e n  t h e  

t a s k  o f  f i n d i n g  a n  s E N 
o f  g S ( x ) m o d  n i s  c o m p u t a t i o n a l l y  i n f e a s i b l e .  

a n d  a c E Z / ( n )  s u c h  t h a t  c i s  a f i x e d  p o i n t  

5 . 3  S u p e r e n c i p h e r i n g  

L e t  C E  Z / ( n )  b e  a g i v e n  c i p h e r t e x t .  We c o n s i d e r  gk(c ) ,  g k ( c ) ,  2 gk (c ) , . - . ,  3 
w h e r e  g L ( x )  d e n o t e s  t h e  f u n c t i o n  g k ( x )  i t e r a t e d  r t i m e s .  S i n c e  Z / ( n )  

i s  f i n i t e ,  t h e r e  a r e  t w o  e x p o n e n t s  r a n d  s s u c h  t h a t  gL (c )  = g i ( c )  modn. 

T h i s  i m p l i e s  t h e  e x i s t e n c e  o f  a p o s i t i v e  i n t e g e r  t s u c h  t h a t  

g ( c ) ~  c m o d  n ,  o r  e q u i v a l e n t l y ,  g ( c )  e c m o d  n .  I f  m d e n o t e s  t h e  

p l a i n t e x t  c o r r e s p o n d i n g  t o  c ,  i t  f o l l o w s  f r o m  c = g k ( m )  mod n t h a t  

t 
k k t  

g;"(m) = g k ( m )  mod n .  H e n c e  g k ( m )  t = m mod n, a n d  t h e r e f o r e  

g;-'(c) = mmod n, a n d  t h e  p l a i n t e x t  i s  o b t a i n e d .  

S o m e t i m e s  s u p e r c i p h e r i n g  a l s o  y i e l d s  t h e  f a c t o r i z a t i o n  o f  n .  N a m e l y ,  

f r o m  g k ( c )  c mod n g , ( c )  = c m o d  n .  T h a t  means,  c i s  a f i x e d  

p o i n t  o f  g ( x )  mod n .  S i n c e  k t  i s  o d d ,  a t t a c k  5 . 2 .  c a n  b e  a p p l i e d .  

t f o l l o w s  
k 

k t  
S u p e r e n c i  p h e r  

t S 1 O 1 0  - s u c  

D i c k s o n - s c h e m  

i n g  i s  o n l y  s u c c e s s f u l  i f  t h e r e  e x i s t s  a s m a l l  t - s a y  

h t h a t  c i s  a f i x e d  p o i n t  o f  g , (x )  mod n .  Thus  t h e  

e i s  s e c u r e  f r o m  s u p e r e n c i p h e r i n g ,  i f  f o r  a l l  t S 1 0  10 k 

t h e  m a p p i n g  x -f g t ( x ) m o d  n h a s  o n l y  a s m a l l  number  o f  f i x e d  p o i n t s .  

L e t  u s  assume t h a t  t h e  c o n d i t i o n s  ( 6 )  a n d  ( 7 )  a r e  s a t i s f i e d .  T h e n  a l l  

t b e t w e e n  1 a n d  10'' f u l f i l  k f +1 mod p i  

k 

t t a n d  k f t l m o d  p f .  H e n c e  

f i x ( p i , k  t 1  ) = [ ( k  t - l , a i p i )  + ( k  t + l , a i p i )  + ( k t - l , b i p t )  + 
t + ( k  + l , b . p * ) ]  - 2 s  

5 ai+bi-2 < l o  6 , 
1 1  

t 12 a n d  t h e r e f o r e  f i x ( n , k  ) < 1 0  . 
T h i s  y i e l d s  

( { C E Z / ( n ) :  3 t w i t h  l s t S 1 O 1 O  a n d  

T h e r e f o r e ,  i f  t h e  c o n d i t i o n s  ( 6 )  a n d  ( 7 )  h o l d ,  t h e n  t h e  f r a c t i o n  o f  

c i p h e r t e x t s  c E  Z / ( n )  w h i c h  c a n  b e  d e c r y p t e d  b y  s u p e r e n c i p h e r i n g  i s  
b o u n d e d  b y  1 0 2 2 / 1 0 1 6 0  = 
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