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Abstract. Due to immense competition in the market, mobile equipment ven-
dors and service providers are faced with the challenge of delivering solutions
early, way ahead of their competitors. Time-to-market pressures necessitate a
carefully worked out test strategy for verifying and validating the correctness of
mobile communication solutions. This paper outlines the various challenges
that are faced in the protocol testing of mobile communication products. An
evaluation of formal languages such as SDL and TTCN in the design, develop-
ment and testing phases of such products is also included in the paper. The
strategy employed in the testing of a 3G 1XEV-DV Base Station stack has been
covered as a case study.
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1 Introduction

With the increase in the sophistication and complexity associated with mobile com-
puting, the challenges faced in the verification and validation of mobile communica-
tion components becomes manifold.

This paper describes briefly some of the challenges that are confronted in the test-
ing of components of radio access networks in third generation networks. This paper
discusses the challenges in the context of testing a 3G-reference stack for a IXEV-DV
Base Station. The stack development had been undertaken while the standards were
still evolving, due to which the risk of having to undertake major rework was very
high. As a direct consequence of this, the design, development and testing of the stack
required a carefully worked out strategy to be able to cope with changing specifica-
tions.

2 Outlining the Challenge

The difficulties that were faced in the testing of the 3G stack solution, by virtue of it
being an aggressively evolving technology are listed below:

e Non-availability of handsets or related equipment: One of the major problems
encountered in testing of the built product was that handsets against which the de-
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veloped product needed to be tested were not available. This was handled by use of
the complementary protocol stack method, which is described in the subsequent
sections of the paper.

¢ Conformance to specifications: Testing the implementation against its specification
was a very challenging and critical task. The specifications are large and complex,
which only increased the intricacies of the problem. TTCN was used for testing
conformance of the stack.

¢ Platform independent protocol: The target segment for this kind of protocol devel-
opment included mobile manufacturers who use their own custom hardware, there-
fore the best interest laid in providing a stack solution which would be portable
across platforms. SDL was chosen as the design and development platform to han-
dle this. The usage of an SDT provides a mechanism to generate code for most of
the contemporary RTOS’s prevalent in the industry today.

e Automated Testing Environment: To reduce the testing time, an automated testing
environment was desired through the usage of tools. TTCN supporting tools and
the SmarTEST tool developed in-house were used for automated testing.

¢ Evolving Specifications: The most challenging of all issues and unique when com-
pared to the regular testing issues encountered was the non-availability of a frozen
standard against which the stack components could be tested. There was the need
to be able to cater to changing test conditions and changing Implementations Under
Test IUT). To deal with this issue SDL was used as the design and development
platform, as it aids in the rapid incorporation of changes without impacting the rest
of the system. SDL tools facilitate testing at the model level itself. They enable the
testing of continuously changing systems.

e Time-to-market pressures: To handle the pressures associated with delivering an
early solution owing to stiff competition in the market. This resulted in a reduced
development lifecycle, and a reduced timeframe for the testing activity. This was
again one of the factors, which influenced the decision of choosing SDL as the de-
velopment platform.

3  The Role of Formalism

Formal Description Techniques (FDT) were used in the design, development and
testing of the stack. FDT’s are increasingly used in the industry while working with
complex communication protocols [15]. In the tight schedules for completion of the
work, they helped in guaranteeing syntactically and semantically un-ambiguous for-
mal descriptions of the protocol as well as interoperable and compatible implementa-
tions of the protocol so that it can have value to the potential customer.

Specification and Description Language (SDL), [6] was used for the design of the
system primarily because of the fact that the SDL system can be tested at an early
stage in the design phase, as the built system is completely specified in SDL.

Another formal language introduced by the OSI standardization committees “Tree
and Tabular Combined Notation (TTCN)’ was used for describing conformance test
cases [7, 8]. Abstract Test Suites (ATS) were created using TTCN. The ATS were a
description of tests to be executed for the system. The tests were described using a



22 Tra Acharya and Hemendra Kumar Singh

black-box model, i.e. only control and observe using the available external interfaces.
The advantage of using TTCN for testing included the possibility of specifying con-
straints of complex data types, to react to alternative results of use cases and to define
the expected results [9]. Interworking between SDL and TTCN is shown in Figure 1.
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Fig. 1. Interworking between SDL and TTCN

TTCN is extensively used for conformance testing of the system. Conformance
testing verifies whether an implementation performs according to the stated stan-
dard/specification/environment [10]. This involves the development of Test Suites, a
collection of test cases that specify objectives, operating conditions, inputs and ex-
pected outputs, in order to evaluate an implementation.

Among the other formal description techniques available include Estelle and Lotos
developed by ISO. Estelle is based on an extended finite state machine model and
Lotos is based on a calculus of communicating systems [12,13].

4 Testing a 3G 1xEV-DV Stack

1XEV-DV is a CDMA based third generation standard in the wireless value chain and
has been standardized within 3" Generation Partnership Project 2 (3GPP2). It pro-
vides for high peak data rates (3.072 Mbps on the forward link and 451.2 Kbps on the
reverse link) and promises the enabling of real-time applications such as video-
conferencing, voice over IP, 3G-multimedia and telemedicine.

3GPP2 had taken up the IXEV-DV Standards Development activities. Working
Group (WG) 5 of the Technical Specification Group — CDMA 2000 (TSG-C) was
entrusted with the responsibility of identifying a framework proposal for the standard.
Within WGS, two groups (out of a total of eight) LANQS and 1XTREME submitted
framework proposals for the standard. L3NQS constituted Lucent, LG, LSI, Qual-
comm, Nortel and Samsung whereas IXTREME constituted each of Nokia, Motorola,
Philips Semiconductors and Texas Instruments. A harmonized version of the propos-
als was sought in the light of which Nokia submitted a proposal on a way to move
forward during the October 2001 TSG-C meetings. This resulted in a consensus on a
harmonized framework for the 1XEV-DV Standard without objection. Thereafter the
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Fig. 2. 1IXEV-DV Architecture

Working Groups 2 and 3 in 3GPP2 took up the text development activity and a re-
leased standard was available by the end of May 2002 as release "C’ of IS-2000 [1-5].

The 1xXEV-DV Base Station stack consists of Upper Layer Signaling, Link Access
Control (LAC), Medium Access Control (MAC), Radio Link Protocol (RLP) and the
Physical Layer. An additional entity called the Forward Packet Data Channel Control
Function (F-PDCHCEF) also exists in a 1XEV-DV Base Station stack. The architecture
of the IXEV-DV Base Station stack is depicted in Figure 2.

In order to facilitate testing of the stack, every artifact of the protocol stack was
treated as an entity. The artifact may be a layer or sublayer of a stack or it may be the
entire Mobile or Base Station. The definition of every artifact as an entity results in it
possessing the following attributes:

e Channels: These are the communication paths between processes contained in
different entities. It is through channels that entities are notified of events. The be-
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havior of an entity is defined solely in terms of its dynamic reactions to events on
its input channels, and the production of events on its output channels.

State: The state of the entity captures its current status at a particular moment in
time. An entity undergoes state change on the occurrence of events which are
communicated to it through the channels

Parameters: These are the variables whose values at any point of time form a part
of the abstract state of the entity

Processes: These are the threads of computation that act on the events arriving on
the input channels of the entity, or that act upon timers. As a result of the computa-
tion performed within processes, events may be generated on the output channels.
Components: These are again entities, which form sub-entities of the entities be-
havior.

The entity framework is shown in Figure 3.
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| __ Parameters . Notification
o ARG I |
: State |
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:_ _______________ 1
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________________ 1

Fig. 3. The Entity Framework

With this definition of an entity SDL was chosen for the design, development and

testing of the stack. SDL provides the concept of blocks, processes and channels,
which merge very well, with the entity concept. SDL also has a high degree of test-
ability owing to its formalism for parallelism, interfaces, communication and time.
The powerful simulation facilities of the tool enabled early testing of the developed
system. This allowed an early assessment of the performance of the system as well as
that of the required resources. Decision in favor of SDL was also taken due to the
following additional reasons:

Continuously evolving specifications necessitated an easy way of modifying the
design model
It has architecture that reflects the standard

SDL tools e.g. Telelogic Tau enable code generation for nearly all the commonly
used platforms such as VxWorks, Win32, Nucleus, OSE Delta and QNX. This
provides a way of dealing with the challenge of delivering portable solutions
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e Studies suggested that the time for development of a call automation solution were
reduced by 50% [16]

In the SDL system, Architecture is graphically represented with the help of Blocks
while Processes represent Behavior. Communications between various processes are
handled with the help of Signals and Channels. SDL has its own set of Abstract Data
Types to handle data and functions.

The entities such as Signaling, LAC, MAC and Physical Layer of the IxXEV-DV
stack were represented by blocks in the SDL system. The various sub-layers such as
Authentication, Automatic Repeat Request (ARQ), Addressing, Utility, Message
Integrity and Segmentation and Reassembly (SAR) within LAC were represented by
processes. Each process undergoes various state transitions during its life cycle de-
pending on the primitive being transmitted from other processes. Primitives between
processes were handled in the form of signals sent over the channels in the system.
State machines within processes handled the transition between different states. The
system level diagram for the 1XEV-DV reference implementation is shown in Fig-
ure 4.

Signaling

MS Simulator

LAC SSIGNALS FOR
7 INTER- PROCESS
£ COMMUNICATION

SIGNALS

FROM/TO
ENVIRONMENT
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Fig. 4. System Level Diagram of 1XEV-DV Reference Stack

A Reference Implementation (RI) of the IXEV-DV Base Station stack was devel-
oped which included Layer 3 and Layer 2 of the stack [11]. In the absence of actual
hardware, Layer 1 was simulated using a simulator tool. The reference implementa-
tion was tested independently. The various stages in the workflow of testing of the
reference stack are described in the following sections. Also discussed are some of the
distinctive techniques adopted to test the system.

Task Testing: At its heart a mobile communication system is a collection of
tasks/processes working together to accomplish system function. Each task is often a
deterministic program able to execute separately from, and concurrently with, other
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tasks. In the SDL system each process, analogous to a task, was tested independently
using a number of techniques such as simulation and logging. In the absence of im-
plementations for the adjacent layers, the simulation facilities were exploited. Input
signals to the process were provided through the connecting channels.

Signal from
external process

> Log Manager

i Log Msg in file

Send Log Message

Fig. 5. Logging Framework

Logging was extensively used for testing at various stages. A Log Manager entity
in the SDL system was responsible for logging all data received in the form of signals
to a file. The output in the file was then examined to verify the functional correctness
of that layer/sublayer. The logging framework is depicted in Figure 5.

The Log Manager collected all the parameters to be logged in the form of a signal
from the external entity. The Log Manager then directed the message with all the
parameters to the ‘sendLogMsg’ function, which would put the information in the
appropriate log file. For instance, if the message to be logged were the error message
then it would go in the error log file and if the message contained debug information
it would be logged to the debug log file. The logging in SDL is depicted by in Fig-
ure 6.

Behavior Testing: Test scenarios covering the different kinds of input signals to a
process were designed in order to test the behavior of the various entities. Environ-
ment functions for interaction between the outside world and the SDL system were
handled in the SDL system. Test cases corresponding to input signals from the envi-
ronment were executed to verify the correctness of the functionality of entities that
received inputs from environment.

Finite State machines (FSM) represented the behavior of each process. The FSMs
were tested using Message Sequence Charts (MSC) in SDL. MSC was also used to
show interactions between components. MSC’s provided a clear description of sys-
tem communication in the form of message flows. The behavior of the process was
expressed in terms of a number of states and inputs, and the outputs and state transi-
tions produced by the arrival of a given input in a given state.

Inter-task Testing: A technique used to carry out inter-task testing, was to store the
output from the intermediate processing stages i.e. the outputs from the intermediate
entities of the stack were stored into a file and made available to the next entity in
sequence. This enabled use of the same parent test data for all of the entities in the
stack. This mechanism of testing is depicted in Figure 7.
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Tasks that communicate via FIFO queues were tested to uncover errors in the asso-
ciated processes. Mobile communication system designed with multitasking approach
use various mechanism such as semaphores, mailboxes, message systems and FIFO
queues for inter task communication. In the stack, queues were used at the boundaries
of tasks such as LAC and MAC. The queues were tested extensively with different
conditions and inputs to ensure their correctness.

Once errors in individual tasks and in system behavior were isolated, time-related
testing was performed. The expiry of timers such as those indicating the sending of
the next Physical Layer frame (every 20 ms) was simulated by the manual sending of
signals from the environment. These were used to trigger the sending of a Physical
Layer frame from the MAC layer.
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Fig. 8. Complementary Stack for 1IXEV-DV

System Testing: SDL provides the feature of simulation using MSCs through which
the flow of data can be easily traced. The simulation feature proved to be an invalu-
able tool, allowing easy verification of message interactions via MSCs. COM files
(File containing all the input signals) were generated for the 1XEV-DV system and
various scenarios were tested. The excitation in the SDL simulator was done by ex-
plicitly feeding test values into system.

In the absence of a Mobile Station implementation, a complementary protocol
stack was developed. The complementary protocol stack bypasses the Physical Layer
completely and eliminates hardware dependencies while testing the protocol stack and
the application layers. It could test the adequacy of system timer values while sending
and receiving messages. It could analyze the messages and point out non-
conformance to protocol standards.

The complementary stack and 1XEV-DV stack runs on same system. The SW on
the system has an alternate module, which hides the routing information from the
upper layers and route the messages/signals to the complementary stack. During a
normal product run, these messages are to be routed to the Physical layer through the
interface provided by the hardware. The complementary stack is shown in Figure 8.

Conformance Testing: In order to verify the functional correctness of each entity in
the stack against its protocol specification generic protocol conformance test
architecture was designed. TTCN was used extensively to carry out the conformance
testing activity.

The Telelogic Tau TTCN tool was employed to create the Test System. Each entity
to be tested was configured as the IUT. The test architecture is depicted in Figure 9.

The LT and the UT are the Lower and Upper Testers for the implementation under
test (IUT). The Points of Control of Observation (PCQO’s) are the points in the abstract
interface where the IUT can be stimulated and the responses can be inspected. The
communication between the LT/UT and the IUT is through Abstract Service Primi-
tives (ASP’s). An ASP may or may not contain a Protocol Data Unit (PDU).

The SDL system was simulated using TTCN-SDL co-simulator. The simulation al-
lowed execution of a TTCN test suite in the host environment. For the conformance
testing at the system level, the IUT was the IXEV-DV system. The TTCN-SDL co-
simulator was connected with the SDL simulator using the ‘start-itex’ command in
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the SDL simulator window followed by a ‘go-forever’ command to execute the SDL
system. Then the test cases were executed. The logs were also generated after the tests
were carried out.

Fig. 9. General Protocol Conformance Test Architecture

Protocol standards bodies such as 3GPP and 3GPP2 have defined standardized
conformance test suites, which usually consist of a large number of test cases. The
successful execution of these test cases provides a reasonable assurance that the tested
implementation follows all the rules defined by the protocol. The TTCN scripts were
developed using Signaling Conformance Tests for CDMA 2000 Spread Spectrum
Systems [17], since 3GPP2 conformance test cases for IXEV-DV were not released.
Specific tests were designed for testing the F-PDCHCF and the Message Integrity
sublayer, which are new in the IXEV-DV standard. The message flow between the
Mobile and Base Station was verified by using the logging framework and MSC’s in
SDL. A sample MSC for a Mobile Originated 1XEV-DV call is shown in Figure 10
and 11.

In the absence of a Physical Layer implementation, the 1XEV-DV stack was inte-
grated with a tool providing Layer 1 simulation. The tool provided a solution for de-
signing, modeling and simulating analog and digital signals. All the features of physi-
cal layer such as modulation, demodulation, encoding, decoding etc. were
implemented in the form of blocks. The PDU from the MAC sub layer was presented
as an input to the simulator and the simulated data was visualized with the help of
various charts.

5 Usage of Testing Tools

In order to provide for test automation, the testing tool SmarTEST was used to auto-
mate the functional and regression testing of the stack.

The framework in which SmarTEST can be used for test automation is depicted in
Figure 12. Scripts executed the logic of a test case. The execution of a test case
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Fig. 10. MSC for a Mobile Originated Call-1
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Fig. 11. MSC for a Mobile Originated Call-2

resulted in the generation of Mobile Originated (MO) or Mobile Terminated (MT)
calls as desired. Each test case contained the logic required to initiate MO or MT calls
with different scenarios. Based on the results of call execution, the script decided the
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Fig. 12. Test Automation Framework

success or failure of the test. The necessary parameters required for executing the
calls were set-up using the SmarTEST GUI, and routed to the stack with the help of
scripts. The test cases are managed and automatically executed through the SmarT-
EST engine. APIs provided on top of the 1IXEV-DV stack, enabled the test cases to be
driven through its Command Line Interface. Scripts have the ability to execute the
logic of the test case and decide the status of success or failure of the test case. The
system test cases were managed and automatically executed through the SmarTEST
engine. APIs provided on top of the IXEV-DV stack, enabled the system test cases to
be driven through its CLI.

6 Conclusion

Testing of mobile communication protocols is a very complex exercise. With time-to-
market becoming a very important business success factor for vendors of mobile
communication solutions, the testing activity becomes all the more critical. This chal-
lenge is magnified in the absence of hardware. The testing strategy needs to be
planned and worked out carefully while the stack development is under progress.
Usage of techniques such as complementary protocol stacks and logging can provide
a low-cost and flexible solution in the testing of mobile communication protocols.
SDL tools enable faster, portable, testable and maintainable protocol stack develop-
ment.
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