Lecture Notes in Computer Science 2255
Edited by G. Goos, J. Hartmanis, and J. van Leeuwen



Springer
Berlin
Heidelberg
New York
Barcelona
Hong Kong
London
Milan

Paris

Tokyo



John Dean Andrée Gravel (Eds.)

COTS-Based
Software Systems

First International Conference, ICCBSS 2002
Orlando, FL, USA, February 4-6, 2002
Proceedings

€)) Springer



Series Editors

Gerhard Goos, Karlsruhe University, Germany
Juris Hartmanis, Cornell University, NY, USA
Jan van Leeuwen, Utrecht University, The Netherlands

Volume Editors

John Dean

National Research Council Canada, Software Engineering Group
1600 Montreal Road, Ottawa, Ontario, Canada, K1A OR6

E-mail: John.Dean@nrc.ca

Andrée Gravel

Universie du Q&bec a Hull, Pavillon Lucien Brault

101, rue Saint-Jean-Bosco, Hull, Québec, Canada, J8X 3X7
E-mail: Andree.Gravel@nrc.ca

Cataloging-in-Publication Data applied for

Die Deutsche Bibliothek - CIP-Einheitsaufnahme

COTS based software systems : first international conference ; proceedings /
ICCBSS 2002, Orlando, FL, USA, February 4 - 6, 2002. John Dean ; Andrée
Gravel (ed.). - Berlin ; Heidelberg ; New York ; Barcelona ; Hong Kong ;
London ; Milan ; Paris ; Tokyo : Springer, 2002

(Lecture notes in computer science ; Vol. 2255)

ISBN 3-540-43100-4

CR Subject Classification (1998): K.6.3, D.2, J.1

ISSN 0302-9743
ISBN 3-540-43100-4 Springer-Verlag Berlin Heidelberg New York

This work is subject to copyright. All rights are reserved, whether the whole or part of the material is
concerned, specifically the rights of translation, reprinting, re-use of illustrations, recitation, broadcasting,
reproduction on microfilms or in any other way, and storage in data banks. Duplication of this publication
or parts thereof is permitted only under the provisions of the German Copyright Law of September 9, 1965,
in its current version, and permission for use must always be obtained from Springer-Verlag. Violations are
liable for prosecution under the German Copyright Law.

Springer-Verlag Berlin Heidelberg New York
a member of BertelsmannSpringer Science+Business Media GmbH

http://www.springer.de

© Springer-Verlag Berlin Heidelberg 2002
Printed in Germany

Typesetting: Camera-ready by author, data conversion by PTP-Berlin, Stefan Sossna
Printed on acid-free paper SPIN: 10846018 06/3142543210



Foreword

Modern software systems increasingly use commercial-off-the-shelf (COTS) soft-
ware products as building blocks. In some cases, major software systems are
assembled with virtually no custom code in the system.

The use of COTS software products as components offers the promise of
rapid delivery to end users, shared development costs with other customers, and
an opportunity for expanding mission or business capabilities and performance
as improvements are made in the commercial marketplace. Few organizations
today can afford the resources and time to replicate market-tested capabilities.
Yet, the promise of COTS products is too often not realized in practice. There
have been more failures than successes in using COTS software products.

The research and software practitioner communities have been working with
COTS-based software systems for a number of years. There is now sufficient
documented experience in the community to collect, analyze, and disseminate
success stories, common failings, lessons-learned, and research advances. The
mounting experience shows that the effective use of COTS software products in
major software systems demands new skills, knowledge, and abilities, changed
roles and responsibilities, and different techniques and processes.

The International Conference on COTS-Based Software Systems (ICCBSS)
focuses on the challenges of building and maintaining systems that incorporate
COTS software products. The conference sponsors, the National Research Coun-
cil Canada, the Software Engineering Institute, and the University of Southern
California Center for Software Engineering, aim to bring together managers, de-
velopers, maintainers, and researchers to share their expertise and experience.
ICCBSS 2002 in Orlando, Florida, USA is the first of an annual series of confe-
rences devoted to the building, fielding, and evolution of COTS-based software
systems.

The conference series has made an impressive start. For ICCBSS 2002, pa-
pers were submitted from the USA, Canada, Europe, the Middle East, Africa,
Australia, and Asia. The standard of the papers was very high, and the program
committee found it difficult to reduce the number to fit into the conference sche-
dule. These proceedings provide a broad picture of the state of practice and
research in the use of COTS software products.

We look forward to a stimulating first conference, and a successful ICCBSS
conference series.

February 2002 Lisa Brownsword
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The USC Center for Software Engineering (USC-CSE) focuses its research and
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X Panels

Panels

Building Survivable Systems from COTS Components: An Impossible
Dream?

Moderator: Nancy Mead, Software Engineering Institute

Panelists: Joe Besselman, USAF; Nancy Mead and Howard Lipson, Software
Engineering Institute; and Jeff Voas, Cigital

Much of the literature on COTS-based systems and the license agreements for
COTS products concede that such systems are not suitable for critical applica-
tions for business, government, and defense. However, COTS-based systems are
already being used in domains where significant economic damage and loss of life
are possible. Can we ever build such systems so that the risks associated with
using COTS components in critical applications are commensurate with those
typically taken in other areas of life and commerce? Building survivable systems
using COTS components is a daunting task because the design team typically
has little or no access to the artifacts of the software engineering process used
to create the components. These artifacts are the primary sources from which
assurance evidence for a composite system is derived, and lack of direct access
to the artifacts greatly increases the risks of building critical applications. The
key question to be addressed is this: Can those who acquire, design, implement,
operate, maintain, or evolve systems that use COTS components adequately
manage the risks of using these components in critical applications? This panel
will debate if, when, and how COTS components can be used to build survivable
systems and discuss strategies for risk mitigation.

COTS Test Strategy

Moderator: Christina Laiacona, BASF Corporation

Panelists: John Dean, National Research Council; William Perry, Quality Assu-
rance Institute; and Randall Rice, Rice Consulting Services

One of the pressures created by COTS applications is the paradigm shift for
new testing strategies. This spirited panel discussion will begin the dialogue on
COTS Test Strategy for product evaluation, deployment, and maintenance. The
following questions will be addressed during the session:

— What are the testing considerations for a COTS Product Evaluation?

— What are the management processes and people considerations of a testing
strategy for COTS applications?

— Are there different approaches to testing COTS applications according to the
development risk of the systems’ ability to capture, create, store, manage,
and archive trustworthy data?

— What are the considerations for surveillance/maintenance of COTS systems
in a production environment?



Panels XI

Once Burned - Forever Learned - Vendors Be Warned

Moderator: Will Tracz Ph.D., Lockheed Martin Systems Integration

Panelists: Tom Baker, The Boeing Company; Anthony Earl, Sun Microsystems
Inc.; and Ronald J. Kohl, Titan Systems Company

Some people want COTS-based solutions in the worst way. Unfortunately, as we
all know, sometimes they get what they want (i.e., an unpleasant experience).
COTS venders have a checkered reputation for meeting expectations in terms
of component documentation, functionality, quality, and interoperability. The
less than successful use of COTS components cannot always be blamed on user
inexperience, lack of process, or unrealistic expectations (though all three reasons
are applicable more often than not).

Given the market pressures (and maybe a little economic greed), COTS ven-
dors sometimes deliver products with less than perfect documentation, poorly
understood feature interaction, and insufficiently tested interoperability with all
possible permutations of other components (and versions of those components),
presenting the buyer with an impossible task. Besides most vendors have a ve-
sted interest in expanding the scope of their products so as to make obsolete the
need to integrate other vendor components with theirs. Finally, some vendors
have assured their customers that bugs will be fixed in the next release of the
system, for free (which is why there are maintenance fees).

The goal of this panel is to identify, based on personal experience, the gaps
between the marketing hype and actual reality of using COTS components and
to come up with a prioritized list of recommendations for COTS vendors. COTS
components are a means to an end and not necessarily an end in themselves.
The user community will continue to waste resources, duplicating efforts until
these issues are resolved.
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