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ABSTRACT

We generalize the birthday attack presented by Coppersmith at
Crypto'85 which defrauded a Davies-Price message authentication
scheme. We first study the birthday paradox and a variant for
which some convergence results and related bounds are provided.
Secondly, we generalize the Davies-Price scheme and show how
the Coppersmith attack can be extended to this case. As a
consequence, the case p=4 with DES (important when RSA with a
512-bit modulus is used for signature) appears not to be secure
enough.
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INTRODUCTION

The public-key algorithms, which appeared in 1976 [1], permit
among other things the attachment of digital signatures to
messages. These signatures are generally produced in two steps.
Firstly, the message is condensed (or hashed) into a short
value: the imprint. Secondly, the secret function of a
public-key digital signature scheme (for example RSA [2] or its
variants) is applied to the imprint. This method of producing
signatures is particularly convenient when the messages are
long, because it would take too much time to apply the secret
function to the entire message.

The main problem is to design hash-functions which are both
efficient +to compute and cryptographically secure. The first
point can be achieved by using (properly) a secret-key
block-cipher algorithm for which fast chips already exist (for
example DES [3]). The second point requires the hash-function
to be collision-free, i.e. it must be computationally
infeasible to find distinct messages which hash to the same
value. For if such messages were found, then a fraudor could,
in an undetected manner, replace a properly signed message with
another bogus one which has the same imprint (and hence the
same signature).

Some general attacks on hash-functions have been described
in the <cryptanalytic 1literature [4]. Some of them (Yuval's
attack [5], meet-in-the-middle attack [6]) are closely related
to the famous "birthday paradox" and its variants. This paradex
can be stated as follows: let r be the number of the pupils in
a classroom and let g(r) be the probability that at least two
pupils of this classroom have the same birthday; what is the
minimal wvalue of r such that g(r) 2 % ? The answer is 23, much

smaller than the wvalue usually suggested by intuition (at least
ours).

A variant of +the birthday paradox is as follows: let r be
the number of the pupils in two different classrooms and let
p(r) be the probability that at least two pupils belonging to
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different classrooms have the same birthday; what is the
1
minimal wvalue of r such that p(r) = 5 ? The answer is now 17,

but is somewhat more complicated to calculate, due to the fact
that each classroom may itself contain some "twins".

In [7], Rabin introduced an efficient hash-function based
on DES. However it was later shown that this scheme was subject
to a meet-in-the-middle attack. In order to thwart such an
attack, Davies & Price have proposed an improvement to the
Rabin scheme, which consists of repeating the message twice [8]
-or, by extension, using two initializing values and passing
the message twice- but the new schemes were broken by
Coppersmith [6], using a "triple birthday attack”.

This paper aims at extending the Coppersmith attack to a
general scheme wusing p initializing values and passing the
message p times. It 1is organized in two main and almost‘
independent parts: we first present a rigorous approach of the
birthday paradox and its variant. We show in particular that,
in both cases and under particular assumptions, the probability
distribution of the number of "coincidences" converges towards
a Poisson distribution, and we provide bounds for the error
committed when using this limit to approximate a probability or
a frequency distribution.

Secondly, we use these approximations to prove by induction
that the Coppersmith attack can be extended to break the
general scheme and we provide the number of "constrained”
message blocks and the running time as a function of the number
of initializing wvalues.

As a consequence, the 4-pass Davies-Price scheme with DES
appears not to be secure enough (Coppersmith already claimed it
for the 3-pass scheme but without details). This result is
particularly important when the imprint is obtained by
concatenating the initializing values and the end-values. For,
in that case, p=4 is the maximum number of possible passes if
the modulus length of the signer is equal to 512 bits (a very
usual length).
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PART I: THE BIRTHDAY PARADOX

This part provides a rigorous analysis of the birthday
paradox and its wvariant, as stated in fhe introduction. After
having defined some symbols and recalled some classical results
(section 1), we calculate (section 2) the exact probability to
find i "coincidences" in:

a) a sample of size r drawn from a set of n elements with
replacements (initial birthday problem);

b) 1in two samples of sizes r and s drawn from a set of n
elements without replacements; and finally,

c) in two samples of sizes r and s drawn from a set of n
elements with replacements (variant of birthday problem).

(The calculation of the last probability is a combination of
the two previous ones.)

The asymptotical behaviour of these probabilities is then
examined (section 3) in a particular but important case: E%, ;%
and EE have finite limits when r,s and n — +; for each
problem, the 1limit-distribution is shown to be a Poisson
distribution, and +this convergence is illustrated by some
numerical results (section 4). Moreover, we provide very small
bounds for the difference between a probability (or a frequency
distribution) and i1ts 1limit. This permits us to give some
precise results (section 5) which will be wused in the
cryptanalysis of part II.

I.1 SYMBOLS AND DEFINITIONS

Let us define some symbols

- E, is the symbol for a sample of size r (drawn with or
without replacements)
- |El denotes the number of elements of the set E
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n!
(n~-k)! k!
- let Q(x,y) be a quantity depending on x and y. Let L be a set

n
- [kJ is the notation for the binomial coefficient:

of 1l1limit conditions on x and y. We denote by £L-1im Q(x,y) the
limit of Q(x,y) when the conditions of [ are satisfied
- the probability of the occurrence of the natural integer k in

a Poisson distribution with parameter X is equal to:
)\k
= e-M 2.
P, (k) = e w1
- the frequency distribution at o of a Poisson distribution

with parameter X is equal to:
o

)\k

Fo(a) = 2: e~ —

k=0 ki

Let us recall that in the discrete case, and when all the
possible events are egqually probable, the probability P(E) of
an event E is given by the ratio of the number of favorable

events N(E) to the number of possible events N :
P(E) = N(E)

When drawings are made with replacements from a population
of size n, we define the number of coincidences as the
difference between the number of drawings and the number of
distinct elements that have been drawn.

I.2 CALCULATION OF PROBABILITY

The meet-in-the-middle attack is related to the following
problem, a variant of the birthday problem:

The drawing with replacements of r elements from a
population of size n yields a first sample E,. The drawing with
replacements of s elements from the same population of size n
yields a second sample E_. What is the probability that exactly

i elements belong to the two samples?

The probability P(IE.N E i=1) that there are 1 distinct
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elements in the intersection of the two samples is denoted by
P(n,r,s,i) and is equal to:
r-i s-1i
p(n,r,s,1) = (L U (15 1=c-k, 15, 1=s-1, 1EN E_1=1})
k=0 1=0 .
i i

P(IE.N E_1=i/1E_l=r-k, IE_l=s-1) P(IE_l=1-k, |E, |=s-1)
0

v M

0

r~-i s-1i

2. 2 P(IEN E 1=i/1E, I=r-k, |E, |=s-1) P(IE, I=r-k) P(IE, l=s-1)
k=0 1=0

(the 1last equality stands since the drawings are independent).
Hence,

r—
P(n,r,s,i) = Z Q(n,r,k) H(n,r-k,s-1,i) Q(n,s,1)
k:

where:

- O(n,r,k) = P(IE_lI=r-k) denotes the probability that k
coincidences occur in the sample with replacements of r
drawings from a population of size n,

- H(n,r-k,s-1,1i) = P(IEN E I=1 /IE_l=r-k N |E l=s-1) is the
probability that exactly i distinct elements have been drawn in
the two (independent) samples (drawn with replacements, of
respective sizes r and s) with respectively r-k and s-1
distinct elements: in other words, H(n,r-k,s-1,i) 1is the
probability that the intersection of two independent samples
drawn without replacement of respective sizes r-k and s-1 is
made up of exactly i distinct elements.

I1.2.1 EVALUATION OF PROBABILITY H

We first evaluate H(n,r,s,i). The problem can be stated as
follows:

The drawing without replacement of r elements from a
population of size n yields a first sample E, . The drawing

without replacement of s elements from the same population of
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size n yields a second sample E . What is the probability that
the intersection of the two samples is made up by exactly i
elements?

The first sample vyields r distinct elements drawn from n
elements. Thus, 1 elements are drawn from among the r elements
of the first sample and s-i among the n-r elements that have
not been drawn. The probability distribution is the
hypergeometric distribution:

1.2.2 EVALUATION OF PROBABILITY Q

We now evaluate Q(n,r,c), related to the birthday problem.
The drawing with replacements of r elements from a
population of size n yields a sample E. . Wwhat is the

probability Q(n,r,c) that ¢ coincidences occur in the sample?

The probability 0Q(n,r,c) is equal to the ratio of the
number of favorable events to the number of possible events. If
rzn and c<r-n then Q(n,r,c) = 0. If r<n, or if rzn and c2r-n,
then:

- the number of samples with replacements of size r drawn from
a set of size n is equal to nt,

- the r-c distinct elements drawn from among the n elements can
n
be chosen in [ ) ways,
r-c

- the ¢ coincidences are drawn from among the r-c elements. We
choose from among the r drawings of the sample «, ones which
correspond to the element n°l, then 2, ones from among the
remaining r-2;, which correspond to the element n°®2, etc. up to

the r-c distinct elements of the sample. There are
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r\(r-o, Ty ==, oy

. possible orders for each
& &, o

r-c
(r-c)-vector of the set R={(o,, ..., __), with c+1 2 ajz 1 for
all j, having a sum equal to r}. The product of these binomial
r!
coefficients can be simplified as: S "
1 **Tr-c”®

The number of favorable events is obtained by taking the
sum over the set R. Therefore the probability is:

Remarks:

a) By direct computation, the probability that r distinct
elements are drawn 1is also equal to the ratic of the

n(n-1)...{n-r+l1) favorable events to the n’ possible events.
n!
Hence: Q(n,r,0) = ———————. For the "birthday paradox", this
(n-r)! nt
formula yields the number r: for n=365, r=23 is the lowest

integer such that: Q(365,r,0) < 0.5.

b) Using, as in [9], the Poincaré formula, one obtains a
formula which is easier to program. Let A, denote the event
"the element k is not drawn". Then the event "r-c elements in
the sample E_" can be written as:

r-c n
{IE.l = r-c} = LJ (j A;VFW r] A,

(i, ,...,43€9 __ |3=1 "3  j=r-c+1 3

(=4

n
where ¥___ is the set, having [r c] elements, of partitions of

{1,...,n} in sets of r-¢, and n-r+c elements. Using the
relation P(AYB) = P(A/B) P(B), it follows:
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-C n

ﬂAcﬂ ﬁ A, =|P(mA=/ ﬂ A, ) P( M a. )

3 j=r-c+1 1} i j=r-c+1 73 j=r-c+1 3

The second term is easy to computé; for the first one we

can use the Poincaré formula, since: P(A°N BS) = 1 - P(A U B).

Since the probability does not depend on the partition of
{1,...,n}, it follows that:

n
(r—c] —° r-c
O(n,r,c) = 2 (-1)* «r
nt x=0 o
This formula differs from the one of [9] because the
definitions of the coincidences are not the same.

1.3 ASYMPTOTICAL BEHARVIOUR

We now study the asymptotical behaviour of P(n,r,s,i) when
r 52 rs
-— — A\, — — p, — — v, r,s,n — +. We show that Q(n,r,c)
2n 2n n
converges towards a Poisson distribution with parameter .
Combining this result with the well-known convergence of the

hypergeometric distribution of parameters n,r,s towards a

2

Poisson distribution with parameter A, we finally prove that
P(n,r,s,i) converges also towards this distribution. In other
words, the number of elements belonging to both E. and E;, is
only slightly dependent on the fact that the samples have been
drawn with or without replacements. This is due to the fact
that we expect a very small number {(about X) of coincidences
inside each sample.

Before starting, we recall that for any natural integer I
and when N,K — 4o :

Kz KZ

K3 N! -— NI -—

If — — 0 then ——— ~ NK e 2N and —4m4MM— ~ NK -1 e 2N
N2 (N-K) ! (N-K+1)!



138

K 1
More precisely, one can prove that, for ﬁ < E:
2
S S S K2 K
2N 2N 2 N! T 5y DI
e 3N € — < e 2N 2N (1)
NK (N-K)! '
1.3.1 THE CONVERGENCE OF H
rs .
1f {;— - v, T,8,n -~ 4o}, it is well known [9] that the

limit distribution of H(n,r,s,.) is a Poisson distribution:

Trs .
¥i fixed, if - =+ v for r,s,n » +», then H(n,r,s,i) = P,(1i)

In particular, H(n,r,s,0) - e .

Remark:

In order to obtain bounds on the error for the probability

P(n,r,s,i) with respect to the Poisson distribution with
rs

parameter v = ;—, we first need to compute bounds relatively to

H(n,r,s,1i). Using the inequality (1), we obtain:

i2(§;8) -5 rzs:szr ,y (x*s)
P,(i) e n < H(n,r,s,i) £ ®,(i) e n

Therefore the error on the frequency distribution function
F, related to H, with respect to the frequency distribution
function ¥, related to the Poisson distribution with parameter
v = — isg:
2

2
IF(ee) - F (x) < (r+s) x? 4 3(r+s) o s o SEZ*IS

rs n n2

Example: If n= 2%¢, r=s= 23¢ then IF(256) - Fose (256)) < 2716
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1.3.2 THE CONVERGENCE OF Q

We study here the asymptotical behaviour of Q(n,r,c) if
r2/2n - A, when r,n — +x.

The most important part of Q(n,r,c) comes from event "there
are only pairs of coincidences". We wish to evaluate the
contribution of every configuration of coincidences. Remember
that:

Q(n,r,c) =

E: r!
Nt (e, ..., )ER Bt ot
We are going to divide & into some interesting subsets.In
an event x of &, only at most c components are not equal to 1
(if there are exactly ¢ such components, then o, = 2 for every
index and the others are equal to 1).
Let o be an (r-c)-vector of R with k components which are

not equal to 1. As the product e, te.x ! is invariant by

-

r-c
permutation, then the ratio ri/e, t...a, ! will appear [ ]
k

times in the sum. So

o) &
r-c (r-c)! E: r!

Q(n,r,c) = Z

-1 k! (r-c-k)! [ R T
n® k=1 ( Moy, e )ER, % K
k
- X . -
where & ={(e,,...,2 )E{2,...,c+1} ,2: aj~c+k, and o, <.. .S, }.
j=1
r!
For ¢ fixed, and kSc, ———— ~ 1r°**%  yhen r — +x. Hence:
(r-c-k)!
n
r-c S K
- oo
Q(n,r,c) ~ (r-c)! Z Yy
n’ k=1 k!
n! rie 2¢¢ 2%c!
= 1+ Yooy teeo* 1
n* (n-r-c)! 2°c¢! r re-t

with
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v, = > =

k 1

|
(al""’ak)eak Ccl....O’.k.

( Y. = 2-¢, for the c-vector defined by ;= 2, j=1,...,c is the

only element of ﬂc).

Finally, using obwviocus notation:

n! r?c Y
Q(n,r,c) ~ [l + —)
n® (n-r+c)! 2° c! T
_ r2 [ﬁ}c
2n 2¢ - — |2n
-~ e___ T 1 + I ~ @ 2n
n¢ 2¢ ¢! r c!

Hence the convergence:

I_-2
Ve fixed, if > - X for r, n — +w, then Q(n,r,c) = P, (c)

The limit is a Poisson distribution with parameter
. r?
A= lim —_—.
T, 4o 20

Remarks:

a) The probability of event "at least a coincidence is not

a pair" can be dominated by the probability of event "an
r nt-3

element is drawn at least three times”, that is [3] n . So:
nl‘

r
n! ! ¥ 3
> 3 A S

c=1 n'(n-r-c)! (r-2c)! 2°c! T 6n?

b) Using the inequality (1), we obtain the inequality on
Q(n,r,c) related to the Poisson distribution P, with parameter

2

T

T 2n’
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We can evaluate the precision of approximation of frequency
distribution F of the Q distribution by the frequency
distribution ¥, of the Poisson distribution with parameter

r2
“2n’
3
IF(a) - Fo(a)l € 2 a?s 3% o 4 T
r n 3n2

Example: If n = 264, r = 23%, then IF(256) - F ,,(256)| < 2°17

1.3.3 THE CONVERGENCE OF P(n,r,s,i)

2 2

Let L be the set of conditions {E— - A, . L, T = +oo,
2n 2n
S = 4+, n + +»}. We study the L-1limit of:
r-i s-i
P(n,r,s,i) = §: E: Q(n,r,k) H(n,r-k,s-1,1i) Q(n,s, 1)
k=0 1=0

1) Using (1) we obtain the following bounds for H(n,r-k,s-1,i):

H(n,r,s,i) @i(n,r,s,i,k,l) < H(nlr—kls_lli)l
k+1

with ¢; (n,r,s,i,k,1) = ¥(r,i,k;s,i,1) ¥(n,r,k;n,s,1) e N"T~S

k k2
where ¥(r,i,k;s,j,1) = e T r-i [l - i]k e
r

0|

12
s-j [l - ;}1,
and:

H(n,r-k,s-1,i) £ H(n,r,s,1) ¢, (n,r,s,1i,k,1),
(k+1)?

r+s

- - +2(k+l)—

with ¢_(n,r,s,1,k,1) = ¥(n,r,i,k) ¥(n,s,i,1) eN~T"S n
k? k k

_ - + - +

where ¥(n,r,i,k) = eF~1 r-i n-r.
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For k and 1 fixed, we have:
L-1lim ¢, (n,r,s,i,k,1) = L-1im ¢ (n,T,s,1,k,1) = 1.

2) Since the terms of the sum are positivé, for » and g fixed:
8

o
P(n,r,s,i) = E: Qo(n,r,k) H(n,r-k,s-1,i) Q(n,s,1)
k=0 1=0

z H(n,r,s,i) ¢,(n,r,s,i,2,8) E: Q(n,r,k) E: 0(n,s,1)
k=0 1=0

Taking the L-limit:
L-1im P(n,r,s,i) 2 L-1im H(n,r,s,i) F(a) F (B)

3) The double sum 1is broken into four parts, and we over
estimate H(n,r-k,s-1,i) by 1 (it is a probability) for k2x or
128, and by a function of H(n,r,s,i) for the last double sum.
Therefore, P(n,r,s,i) is bounded by:

o 8
H(n,r,s,i) ¢,(n,r,s,i,2,8) E: E: Q(n,r, k) Q(n,s,1)
k=0 1=0
r-i s-1
+ E: Q(n, r, k)E: Q(n s,1) +§: Q(n r, k) E: 0(n,s,1)
k=o+1 1=g+1
r-i s-i
+z Q(n,x,k) Z Q(n,s,1)
k=ax+1 1=p+1

By taking the L-1imit, we get:
L-1im P(n,r,s,i) € L-1im H(n,r,s,1i) F,(x) F . (B)

+ (1-Fy(a)) Fo(B) + Fyla) (1-F, (B)) + (1-Fy(x)) (1-F . (8))
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4) If o« and 8 tend to + o, the frequency distributions tend to
1 and the probabilities of drawings with or without replacement
are identical:

L~1im P(n,r,s,i) = L-1im B{(n,r,s,1i)

rs
If we add to L the condition = - v of § 1.3.1, we get:

. . . S rs
¥i fixed, if — - X -— —+ u, — = v fOr r,s,n - +x
2n 2n n

then: P(n,r,s,i) = P, (1)

The limit is a Poisson distribution of parameter

rs

Vo= lim — . In particular for r=s=k{n, we get a Poisson
r,s,no+ee O

distribution with parameter k2.

Remark:

Using the bounds on H, together with the previous
inegualities, we obtain that the lower bound for P(n,r,s,i) is:

P, (1) e s n® 4 (n,r,s,i,2,8) F, (x) F,(8)

., (Tr+s) 2 ris+sir
l D e —

and the upper bound is:

21 LZ¥S)

P.(1) e D e (n,r,s,i,2,B) F (a) F (B)

+ (1-F_(2)) F (B) + F_(x) (1-F_(B)) + (1-F_(x)) (1-F,(8))

where here F_. is the frequency distribution of the Q(n,r,.)

distribution, and for arbitrary = and 8.
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I1.4. NUMERICAL RESULTS

Some values of Q(n,r,c¢) and P(n,r,s,i) have been computed using
the formulas of §I.2 (the formula used‘ for Q was taken from
remark b of §I.2.2). The numerical results illustrate the
convergences when r = s = {n . The corresponding values of the
Poisson distribution with parameter 0.5 and 1 are given for
comparison.

c Q(100,10,c) Q(256,16,c) | Q(625,25,c) | P, 5(c)
c =0 0.628 0.619 0.611 0.607
c =1 0.310 0.308 0.307 0.303
c =2 0.056 0.064 0.068 0.076
c =3 0.004 0.007 0.009 0.013
c =4 0.000 0.000 0.000 0.002
c=5 0.000 0.000 0.000 0.000

i P(100,10,10,4i) P(256,16,16,1)|P(625,25,25,1)| &, (1)
i=20 0.366 0.367 0.365 0.368
i=1 0.405 0.391 0.379 0.368
i=2 0.179 0.182 0.182 0.184
i =3 0.041 0.049 0.053 0.061
i=4 0.005 0.008 0.010 0.015
i=25 0.000 0.001 0.001 0.003
i=256 0.000 0.000 0.000 0.001
i=7 0.000 i 0.000 0.000 0.0cCco
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1.5 SOME USEFUL RESULTS FOR PART I

In the next part, some cryptanalytic attacks are exposed,
based on the paradoxes we just have studied in previous
sections. The probability of success of these attacks is
calculated according to the numerical results we provide in
this section.

We define the number ng of twins between the samples
E =(x;,...,%x.) and E,=(y,.,----.Y.) as the number of pairs (i,3)
such that x, =
P(ng 2 1)

In the particular case i=1, the two probabilities are equal.

. Since ng 2z |EN E I, we have:

¥;
> P(IE_N E_I21)

So, the meet-in-the-middle attack exposed in section I.1
has a probability of success S equal to P(IE.N E 121) with

r=s=232 and n=2%% (hence v= EE =1) and :
S =1 -Pnr,s0) =1 -2(0)+¢e =1=-el+e 2 0.632

(because the bounds provided in sections 1.2 and 1.3 allow us
to show that lel<10°5).

If we now want the probability of success S to be 2 1-10-%,
by changing only r and s (but preserving r=s both powers of 2),
we can choose r=s=23% because v=16 and:

S=1-2,,(0) +¢'" =1-e1¢+¢'21-10"

(because & '1<10°5),

The attack provided in section .3 also needs an integer x
and two other integers r and s, equal, powers of two, as small
as possible and such that x* 2 r and P(ng 2 x) 2 1 - 10-* . The
minimal choice for r (and s) is 237 and we can take x=609 (the
smallest integer whose 4-th power is greater than 237 ) since:

P(ng 2 609) 2 P(IE.N E_ (2609) = 1-F ,,, (608)+e".

Now, an easy lemma shows that 1nF,(i) < [i-v+i(lnv-1ni)], so
that ¥,,,,(608) < 10°%3, and 1¢"| can be shown to be smaller

than 10°°. Hence, we can conclude that: P(ng 2609) =2 1 - 107*.
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PART II: THE BIRTHDAY ATTACK

This part provides a generalization of Coppersmith's attack
to a general scheme using p initializing'values and passing the
message p times. We first present the Rabin scheme and its
evolutions (section 1), then present our main result (section
2) and its proof (section 3).

I.1 THE RABIN SCHEME AND ITS EVOLUTIONS

For continuity, we use (almost) the same notations (and
sometimes +the same expressions!) as Coppersmith did in [6]. In
particular, E . (X) denotes throughout +the paper the DES
encipherment of the cleartext X wunder the key K and Dg(Y)
denotes the decipherment of the ciphertext Y under the key K.

In the Rabin scheme, the message M is divided into n 56-bit
blocks M; , used as keys for the iterated encipherment of some
initial wvalue H; . The final encipherment, along with the

initial value, forms the hash value:

Hy = random

H, = E,

(H;_,) 1

IA
[}
IA
o]

3

RSA-Sign(Ho,Hn)

This scheme is subject to a so-called "meet-in-the-middle
attack", whose invention is attributed to Merkle by Winternitz
and which works as shown below. For convenience, if M is a

message made up of message blocks M;,.... M we will use the

n 7

following notation:

V X, Ey(X)
Dy(X)

|
[l

w [By_ Lol (B (X)]....1]
my [Py Lovnnnn [D, (X)1....1]

{
w)
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The meet-in-the-middle attack allows the opponent, given a
message M and its hash wvalue (H,,H ) , to construct a bogus
message M' without affecting the hash value. The opponent can
then replace M with M' without being detected, since the
signatures of both messages are identical;

In order to achieve this, the opponent generates 232
messages M, and M, of arbitrary length (the shorter they are,
the faster the attack is). He may for example create a few (32)
variations of a wunique message and combine these variations
together. For each message M; (respectively M ), he computes:
H = EML(Ho) (respectively H = DMr(Hn) Y, sorts and stores
these wvalues.

If E is supposed to have good "random" properties, then the
set of all the H, and the set of all the H. can be considered
as two "random" and "independent" samples of 23? drawings with
replacements from a population of size 2%%. Therefore, as shown
in Part I, the probability is greater than % (about 1-e-1) that
a coincidence exists (i.e.: 31,r such that H, = Hr). This

coincidence will appear while sorting the values.

Let now M be +the concatenation of M, and M, for these

particular values of 1 and r. Then:
EM(HO) = EML_(Hl) = EMI(HZ_) = Hn

We say that H, and H, have been "linked up"” or "joined up”
by M. In +this way, the opponent succeeds in constructing a
bogus message M'.

This attack is plausible because the total number of
operations is not too large, considering today's technology:
for example, if the attacker chooses single-block messages M,
and M. (in order to speed up the computation), he will have to
perform 2.232 = 233 ~ 10!° encipherments. To that must be added
the time taken to sort wvalues H, and H. , which can be evaluated
to about 23% =~ 3,10'! operations. No doubt the high-speed and
large-memory computers available today can achieve this (and
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even more).

In order to avoid this attack, Davies and Price proposed in
[8] to pass the messages twice:

H, = random

Hy = By (H;_;) 1<j<n
<

Ho,; =E, (H ;. ;) 1< 3j<n

M
n+ j j

RSA—Sign(HO,HZD)

A variant of this scheme consists of choosing two

initializing values and also passing the message twice:

/

H, ,H;= random

H; = Enj(Hj_l) 1<j<n
<

Hy = Enj(HS_l) 1< 3j<n

RSA-Sign(H, ,H_,H, ,H )

Of course, the Davies-Price scheme is easier to break than
the 1last one (it suffices for the enemy to choose H, = H ). At
Crypto'85 [6], Coppersmith showed that a "triple birthday
attack" permits the attacker to construct bogus messages in
both above schemes, with not much larger computational
requirements than for the Rabin scheme. He also claimed that
the Davies-Price scheme remained insecure with three passes
instead of two, but without providing details.

In the next section, by generalizing Coppersmith's attack,
we show rigorously +that the Davies-Price scheme and its
extension are insecure even if the message is passed four
times, provided the enemy can accept a number of encipherments

in the magnitude range of 2*% and messages of length 14 Kbytes.
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I.2 THE GENERALIZED SCHEME

We now consider the following general scheme, with p
initializing values: '
1 Y2
H, ,H;, ...,H} random
< H} = Enj(H§-1) l1€j<nandl <is<sp

RSA-Sign(H] , HI HE , HP )

nr e

For p=1, it becomes the Rabin scheme; for p=2, it becomes
the Davies-Price scheme (or, rather, its strong variant). The
question is: does Coppersmith's attack extend to p greater than

2?7 The answer is yes. More precisely, we claim the following
result:

A message of 2.107°"' blocks joining the H! and the H} for

each 1 in [1.p] can be found using less than 233.107
encipherments with probability very close to 1.

Before providing the proof in the following section, we
first give a few comments about this result:

a) The above values result from a trade-off between four
different parameters: the degree of significance placed on the
message obtained, the 1length of this message, the number of
encipherments and the probability of success. Of course, it is
possible +to improve some of +them but at the detriment of the
others. For example, the enemy can get a "more meaningful"
message, which will necessarily becomes longer. Or he can get a

shorter message but the number of encipherments will increase
etc.

b) The number of blocks indicated is only, other things
being equal, a minimum: these are "constrained blocks"
generated by the attack, on which the attacker has no (or very
little) control. But he can design his attack in such a way
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that the final message will also contain an arbitrary number of
other blocks completely selected by him. The proportion of
bogus blocks can, in that way, be made as small as wanted
(hence less wvisible!).

¢) Though it is highly wunlikely, it could theoretically
occur that the attack as described below might not succeed. In
practice, it suffices to (slightly) increase the number of
trials at the step where the attack fails in order to render it
effective.

d) Of course, the time of sorting must be added to the time
of enciphering in order to get the total computation time. But
a close look at the proof shows that the time of sorting grows
much slower than the number of encipherments (the ratio of the
geometric progression is only 3).

e) 1f E 1is replaced with a block-cipher algorithm whose

block-length is L, the number of encipherments becomes
E+l
22 100,

I.3 THE CRYPTANALYSIS

We come now to the proof of our result. In fact, we will prove
the more precise following theorem:

Theorem: Let p be an integer 2 1, let (Al,...,Ap) be distinct
64-bit values and let (51/---er) be distinct 64-bit values.

1) A message M of u, blocks can be found using t, encipherments

(or less) with probability Qp, which is such that

E,(A,) = B, 1<ic<p

1

where :
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u, = 2.10°°1

233 for p =1
t =
P

236 [39-2+ 4.10P-2(1+;—0 (1—(%6]"'1]}] for p 2 2
g 21 - =
P 2.10%

2) 609 distinct messages M of u, blocks can be found using t;

encipherments (or less) with probability Q; such that :

E,(A; ) = B; 1<1i<p
where :
' 238 for p =1
tp=
236 |3p-24 4,10P-2 8+£9 1- 2— Pt for p z 2
7 10
. 3P
Q, 21 -
2.104
Comments:

a) The result claimed in the previous section is clearly a
consequence of the part 1 of this theorem (that tp is less than

233 .10° is very easy and figures in the proof).

b) The apparition of the integer 609 (somewhat mystericus!)
has been explained in section I.5.

c) The proof below implicitly assumes (as always in
birthday attack literature) that good encipherment algorithms
have good random properties. In particular, for any given
distinct inputs X and Y, the values taken by E,(X) and E.(Y),
when K runs through the key space, should be independent
events.
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d) if E is replaced with a block-cipher algorithm whose
block-length is L, the proof remains almost unchanged and the
part 1 of the theorem is still valid after having replaced 233

£+3 .Ii+4

with 22 , and 23¢ with 22 in t, .

Proof: by induction on p.
e E=l

The meet-in-the-middle-attack, exposed in section I.1, permits

the enemy to find (as already shown in section I1.5):

1) at least one two-block junction between A, and B, (i.e. a
message M such that Ey(A;) = B, ) using 2.2°* encipherments with
probability Q,2 1-107%.

2) at least 609 two-block junctions between A, and B, using

2.2%7 encipherments with probability Q; 2 1-10"%.

So:
u = 2
t, = 2%° t, = 23%
Q 2 1-107¢ Q = 1-10°*

* assumed to be true at rank p

Let (A1r""pr.1) be p+1 distinct wvalues.

Let (Bl,....,Bp’l) be p+l distinct wvalues.

We now have to make A, and B; meet, for each i in [1,p+1]
with the same message y%.l. This can be done in three steps:

Step 1: Choose arbitrarily Z,,.-+-.2, p distinct values. Then

P
find a set £ of 609 u, -block messages M; which link up the Z,;

to themselves for each i:
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EMj(Zi) = Z, for all i and all j.

From the induction hypothesis, the set € can be found using
t; encipherments with probability Q; (note that this step,

called ‘"precomputation" by Coppersmith, needs only to be done
once and can be used for any A, and B, ).

Step 2: Find a u, -block message M, such that A, and Z; meet for
each i and let C, = EMO(Ap’l)' This message can be found using

tpencipherments with probability Qp.

Find also a up—block message M, such that Z; and B; meet
for each 1 and let C, = Dmt(Bp,l).

Step 3.1: (It remains now to link up C and D while "preserving"
each Z,)

Perform a meet-in-the-middle attack between C and D using
only elements of €. More precisely:

let M, = (M, .M, M, M) € E* and H, EMl(co)
let M, = (MM M, M) € E and H_ = Dy (C,).
b

[}

As there are (609)*> 234 elements in €%, we can obtain two
random and independent samples of 23% H and 2%¢ H . We will

therefore find a coincidence between the two samples with a
probability of Q, .

In other words, we can find one junction M between C, and

C, preserving each Z,,

constituted of Sup blocks and using
4‘2.234upencipherments.

Thus, the message J%‘ which is equal to the concatenation

1
of M;, M and M, links up A, to B, for each i in [1,p+1].

The total number of blocks of M, , is:

P
The number of encipherments is:

to.y = t, + 2t, + 237

U,,; = u, + Bu,+u, =10 u,

P



The

154

probability of success is :
= ' 2
Q,,, =9, Q¢ Q

Step 3.2: In step 3.1, we do not need all the elements of &% to

find a coincidence, since 23* (at each side) will probably

suffice.

will find (at least) 609 junctions with probability Qi.

The

The

Let

For

number of encipherments is:
= +' 40
t =t + 21:p + 2 u,
probability of success is:
. A PR
Qp*l = Qp QP Ql

p+l

It remains now to sclve the recurrence relations
t t Qp and QP.

p’ p’
seguence (up) is geometric and we have immediately

u,= u, .10°°1 = 2.10°°1 for any p 2 1

(x,) be the sequence equal to t; + 2t,. We have:
= + - 40, L 938, _ 3810p
%p= Yoo v 28, = B+ 290y + 270, = 3+ 27710

p = O this eqguation becomes:
236

o, = 3, + 23%, so we put: o, =

0 0

We have for any p 2 1:

@ = 3Po,+ 238 (10P-1+3.10P 2+, ,.437P-2 10 +37-1) =

3 \»r
38 (9
2 a [10] )

p
3 a, +

_ _ 10 3 Yp-1
tp= o, + 227u, = 2%° (39 2+ 4.10° 2[1+7— {1-[—] )]]

, _ R 10 3 Ye-1
tp= oyt 2800, = 236 (39 2+ 4.10¢° 2[8+7— (1—[—-] J])

If we now use all the (609)¢ 2 237 elements of €%, we

in
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Remark that :
tps 236 [3P-24 gg 10P-27] < 236 11.10p-2< 233 10°

It
[
]
H
Q
£y
=
o
o
V]
<
(1]

Now let g

Lo
iy
v
o]
3
Q
e
3%
Q
[
4
©
w
v
fte]
1N
w

More generally : Q, 2 q 2 >

Note that Qp =z 0.995 for p = 4.

CONCLUSION

This paper generalizes the birthday attack presented by
Coppersmith at Crypto'85.

In the first part, we analyse the mathematical aspects of
the birthday problem, for which exact and asymptotical results
(with bounds) are provided. In particular, under some natural
hypothesis, the underlying distributions are proved to converge
towards Poisson distributions.

In the second part, the Coppersmith attack is generalized
to schemes which cycle through the message blocks p times
(instead of +twice). A 1lower bound for the probability of
success of the attack is given. For example, if DES is used and
if p=4, a bogus message of 14 Kbytes can be forged with (almost
surely) less +*han 2%’ encipherments. As a consequence, the

4-pass Davies-Price scheme appears not to be secure enough.

This last result is of importance when the signature is
obtained by signing the initializing values and the end-values.
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For, in that case, p=4 is the maximum number of possible passes
if +the modulus 1length of the signer is equal to 512 bits (a
very usual length).
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