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Abstract This paper discusses an asymmetric cryptosystem C* which
consists of public transformations of complevity O(m?n®) and secret
transformations of complexity O((mn)?*(m+logn)), where each complex-
ity is measured in the total number of bit-operations for processing an
mn-bit message block. Each public key of C* is an n-tuple of quadratic
n-variate polynomials over GF(2™) and can be used for both verifying
signatures and encrypting plaintexts. This paper also shows that for C”*
it is practically infeasible to extract the n-tuple of n-variate polynomials
representing the inverse of the corresponding public key.

I. INTRODUCTION

With the aid of public-key cryptography!!l, how much computation is
sufficient to keep the authenticity and the confidentiality of digital data?
Reducing the computational complexity implies wider and deeper uti-
lization of the fascinating nature of public-key cryptography. This paper
gives an answer to this challenging question by constructing an asymmet-
ric cryptosystem C* (called c-star) which consists of public transforma-
tions of complexity O(m?n®) and secret transformations of complexity
O((mn)*(m + logn)), where each complexity is measured in the total
number of bit-operations for processing a message block of mn bits.

Each public key of C* is an n-tuple
F=[FO(zg,...,2n_1),...,F" D(zo,...,20_1)]
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of quadratic n-variate polynomials over K = GF(2™), and the corre-
sponding public transformation translates a message block £ € K™ into
another message block n € K™, by evaluating F' at £&. Here the term
“quadratic polynomials ” means “polynomials of degree 2”, and the de-
gree deg(P) of a polynomial

P(-TO, e ,xs—-l) = Z{P{O...i’_ll'éo e .'L':’:lllio, s ,i,...] Z 0},
is determined by

ax{io + -+ is-1|Pig.i,_, #0}); P #0,
deg(P)z{riloo-{zo et Finoy 7 0F Pf-O.

Since F is defined to be representing a bijection, F' can be used for both
verifying signatures and encrypting plaintexts.

Small Example 1.

m=1n=28

v0 = FOaq,...,21) = To + T1 + T3 + Tr + 20T\ + ToTz + ToZy + ToTs + ToTs + ToT7 + T1T4 + T1Z6
+ Z127 + T2 + T3Ty + 23T5 + T3T7 + £4T5 + TsTe + 5T

w1 = FO(zo,...,27) = 21 + T2 + T4 + Ts + ToT3 + ToZs + ToTr + 1123 + T1T4 + T1T6 + T2Ts + TaTr
+ 2324 + T3T7 + Taxg + 2427 + Te27

y2 = F@(zo,...,22) = L + 2o + 21 + To + T3+ Ts + Te + ToTy + ToTy + ToTs + L1 + T124 + T176
+ T 27 + T3Ts + T2Z7 + T3Ts + TaTs + TaTr + £4Ts + TsTs + TsTr

ya = FO(zq,...,27) = 2o + 22 + T3 + T1 + ToTy + ToTs + T1Z4 + 7125 + T1T6 + T127 + T2%3 + TaTs
+ Tox7 + T3T4 + T3T7

Y4 = F“)(zo, coaZ7) =14 zq +Ty + 22 + Te + T7 + Tola + ToTu + ToTs + T1T3 + 7177 + 9T + T3Ts
+ T3x5 + T3Te + T4Ts + TeTs + T4T7 + TsTe + T5T7 + TeT7

Ys = F(s)(ﬂfo, <., T7) = T4 + Ts + ToZy + ToTy + ToT3 + T1T2 + T1T3 + 11 Ts + TaTe + Ta%y + T3T7

s = F(s)(:ro, ceaaxr)=14z0+ 22+ T3+ T7+ 2021 + ToTs + 2y T3 + 1Ty + Ty T + T2T3 + T2T4

. + T2Ze + T3Ty + T3ZTs + T3T7 + T4Ts + TaZe + T4T7 + T5T6 + T5T7 + 6T
yr = Fm(zo, ce o T7) = To + Ty + Te + T + 27 + 20T + 2123 + T1Ts + 2T + TaT7 + TaTs + T3Ts
\ + 327 + T4Ts + TsTp + T5T7

Solving a randomly selected system of multivariate polynomial equa-
tions is widely recognized as a very difficult problem!?!, and indeed it is
NP-hard even in the casel®! of quadratic equations over GF(2). Therefore,
the idea of using multivariate polynomials as public keys has attracted
several cryptographers. The problem they must answer is how to con-
struct a tuple of multivariate polynomials which (1) represents a bijection
and (2) is easy to evaluate but difficult to invert.

For example, Matsumoto et all*l have proposed the idea of starting
from univariate polynomials over large finite fields. And they have de-
veloped this idea into a general construction method called the algorithm
composition method 151, on which the cryptosystem C* is also based.
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On the other hand, Fell and Diffiel6! have proposed an approach
of combining DES-like structure into multivariate polynomials and con-
cluded that their approach seems not to produce polynomial-tuples sat-
isfying the request (2) since the degrees of the original and the inverse
polynomial-tuple are the same. Here, the degree deg(Q) of a polynomial-
tuple @ = [Q®, ..., Q"1 is defined as maz{deg(Q)|j = 0, --,t~1}.

Also, Zhou!™ 8] have proposed a cryptosystem using polynomial-tuples
over GF(2) constructed by a method similar to Fell’s and Diffie’s.

However, at least by the method due to Matsumoto et al. it is possi-
ble to systematically construct low-degree multivariate polynomial-tuples
whose inverse polynomial-tuples have very high degree. Actually, this pa-
per shows that for C* it is practically infeasible to extract the n-tuple

G of n-variate polynomials representing the inverse of the corresponding
public key F.

In the following, Chapter II describes the definition of the asymmet-
ric cryptosystem C* and three important theorems for it. Chapter 111
develops concrete algorithms for implementing C* and proves Theorem
2, which states the operational complexity of C* . Chapter IV describes
the process of deriving C* and proves both Theorem 1, which states the
consistency of the definition of C* | and Theorem 3, which guarantees a
certain security aspect of C* . And Chapter V concludes the paper.

II. THE PROPOSED ASYMMETRIC CRYPTOSYSTEM

Definition 1. The asymmetric cryptosystem C* is defined by the fol-
lowing public items P1,...,P5 and secret items S1,...,54.

[Public Items]
P1. A positive integer m and an integer n > 3, but n # 4;
P2. A finite field K of order ¢ = 2™ with an adder and a multiplier;

P3. The set of message blocks K™, which is the n-dimensional vector
space consisting of all n-tuples over K;

P4. Each public key is an n-tuple F of quadratic n-variate polynomials

over K;

P5. The public transformation algorithm PA, which transforms a mes-
sage block £ € K™ into another message block n = PA(F,§) € K"
by evaluating F' at &.



422

[Secret Items]

S1. A v-degree extension field L,y of K and a K-isomorphism %, from
K" to Ly, for each integer v = (2X +1)2° with A > 1 and p 2 0;

S2. Each secret key is a tuple I' = [SE,T® #,0] :

S2-1. Two n-tuples S® and T® of n-variate polynomials of degree one
over K, representing affine bijections s~! and ¢t~ on K™* ;

S2-2. A partition ™ = [nq,...,ny] of the integer n such that
n=ny+---+ng and 3<ny <--- < ny,

where d > 1 and n; = (2¢; + 1)2™ with £; > 1 and r; > 0 ;

S52-3. The n determines a bijection
p=[g1,...,pq) : K" — K™ x---x K™
and projections
i K® — K™ |zo,...,Tn-1] — [Ta;=nis-- - Tai=1],

where a; = E;=1 n;;
S2-4. A tuple © = [6,...,0,] of positive integers, where §; = 5;27
with 1 < b; < ¥¢; ;

S3. The structure of the public key : F represents the composite func-
tion f: K™ — K", f =toulo [w(‘nll),...,w@z)] oler,... eq| 0
[Tp(nl)7 s 7w(nd)] opnos, where

€ : Ln,) = L(ny), wir w9

S4. The secret transformation algorithm S 4, which outputs £ = SA(T, n):

step 1 {Affine transformation}: Evaluate TR at n € K™ to obtain

v=TRn) e K" ;

step 2 {Separation}: Compute py(v) € K™,...,pq(v) € K™ from

v € K™, i.e., split up a tuple of length n into d subtuples of
lengths ny,...,ng;

step 3 Execute the following steps fori =1to d:

(i-1) {Decoding}: According to the base of L(,;) determined by the
K-isomorphism tn,), translate the n;-tuple u;(v) into an ele-
ment z; = P, (pi(v)) of Linyy 5
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(i-2) {Powering}: Compute
w; = 2,7'_ € Lny
from z; € L(n;), where h; is the multiﬁljcative inverse of h; =

1+ qf‘ modulo ¢ — 1

(i-3) {Encoding}: Compute the vector-representation z,[)(,,'.)_](w,-) €
K™ ofw; € L(n;) ;

step 4 {Concatenation}: Compute

U = /—L-I(lp(nl)_l (’LU]), s 7¢(nd)—l(wd)) € Kn’
i.e., concatenate d;-tuples of lengths ny, ...,nq4 into a tuple of
length n ;

step 5 {Affine transformation}: Evaluate S® at u € K™ to obtain
&= SR(u) e K.

The validity of Definition 1 is checked and summarized as the fol-
lowing theorem.

Theorem 1.  For every appropriate pair [F,T] of keys of C* ,

PA(F,SA(l',n))=n, foranyne K™,
SA(T,PA(F,¢))=¢, forany { € K™
(Proof) See Chapter IV.

We can develop concrete algorithms for C* and have the

Theorem 2. The size of a message block Sy = mn [bit]
The description length of
— a secret key = Dgg ~ 2mn? [bit]

- a public key = Dpg ~ tmn® [bit]
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The circuit-size complexity (measured in the number of GF(2)-operations
for one message block) of

— the secret key generation = Csxg = O(m?n?)
— the public key generation = Cpgg = 0(m?n?)
- the secret transformation = Cs4 = O(m?n%(m + logn))
(=0(m*n(m+n)) ifn=0(d))
— the public transformation = Cps = O(m?n?)
(=0(m?*n?te), (0<e <)
if transform n blocks at a time).

(Proof) See Chapter III .

Suppose that P is an n'-tuple of n-variate polynomials. Define a
function 7,, by

rup(P) =n'- (n Zeztzi})l’))

It can be easily shown that the total number of nonzero terms of P,
denoted by 7(P), is always less than or equal to T,,(P).

For the security of C* , the next theorem shows that it is practically
infeasible for large n to extract the n-tuple G of n-variate polynomials

representing the inverse of the function represented by the corresponding
public key F.

Theorem 3.  The degree of n-variate n-tuple G satisfies :
1 1
2m=1 = 54 < deg(G) < 5{(‘1 - 1)ng + 1}

In particular, if nq is odd and ged(84,n4) = 1, the most right inequality
becomes an equality, and also a upper bound 7,,(G) of the number of
terms in (G satisfles

rp(@) = - (M5 I 5 yom -y (L

where ¢ is the Napier’s number 2.718 - - - .

(Proof) See Chapter IV .
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Small Example 2. The degree of G corresponding to F in Small Exam-
ple 1 is equal to three because the F is based on = = [3,5] and © = [1,1].

The following is the exact description of the G.

Zo=GNyo,...,v7) = vo+ N +ya+Ys +¥s + v+ Yoy + Yo¥s + Your + V12 + N¥3
+v1ya +ys + viye + y2ys + YoYe + Yaya + vave + yayr + va¥s + ys¥e + usyT
+ Yo¥1¥s + Yov1¥s + Vo1 Y7 + Yo¥3V4 + YoVYa¥s + Yoyayr + Yo¥sys + YoVa¥e + YoVsVs
+ Yo¥s¥r + Yo¥e¥r + Y1¥3Va + 1¥a¥s + N¥ayr + ¥2vays + ¥2vs¥s + Y2¥ay7 + Yaval¥s
+ y3ysys + Y2ysy7 + YavaVs + YaVa¥e + Yavayr + Ya¥sys + vaysyr + vaysyr + YsVeyr
71 =GMyo,--.,¥7) = 1 + 30 + ¥1 + ¥4 + Yoy + Yo¥3 + Yo¥s + Yo¥s + Yoy7 + v2v4 +v205
+ yays + V7 + Yays + va¥s + vayr + Ys¥1 + Ve¥r + Yol ¥2 + Your ¥ + Yov1ve + Yov2¥s
+ yoya¥s + Vivays + ¥1¥a¥e + ViVave + Vi¥ayr + n1Vsyr + Y2ys¥e + YsVaYe + YaVsyr
+ ysysyr
T2 =GP (yo,....y7) = +y2 + 3+ ¥s + ¥s + Vovz + N1va + 1ys + viyr + y2ys + v2us
+ 937 + va¥s + vayr + ys¥e + vsyr + ve¥r + Yo¥i¥2 + Yovryr + Yoy2¥s + Yoy2u7 + Yo¥aye
+ Yo¥aVs + Yo¥syr + YovaUs + YoVa¥T + Yo¥s¥e + Yo¥syr + N2¥s + vivays + V1y2le
+ y1V2y7 + V1VaVe + V1VaVe + ViVays + Vidayr + N1¥s¥s + Nysy7 + yiVey7 + yavavs
+ yoyays + y2yaye + y2ysys + Yaysyr + Y2¥elr t+ Y3Vays + Yavave + ya¥sye + Yausyr
+ yaYsys + Yaysyr + VavsU7
T3 = G(s)(yo.- cayr) =vo +y1+y7r +¥oy2 + N1y + nys + Ny +v2ys + 2 + ¥2yr
+ Ys¥a + ¥3¥s + Ya¥e + ¥aV7 + YaVs + Ys¥e + YoVr¥2 + Yo¥1¥7 + YoY2y4 + Yoy2¥7 + Yo¥3Ys
+ yoyaVe + Yoyayr + VoVa¥s + YoVa¥r + Vo¥s¥e + YoUsyr + Viv2y¥s + yiy2¥e + ViY2Ve
+ yivoyr + V1vavs + Y1V3Ve + ViVays + Vivayr + niysve + nysyr + V1VeYr + Y2¥ave
+ Y2Ya¥s + Y2¥s¥s + Y2ys¥e + Y2¥sy7 + YaVeyr + YaVa¥s + Yava¥e + Ya¥s¥e + YaYsyr
+ y4Ys¥e + Vaysyr + YaYs¥r
z4 = GW(yo,-...¥7) = vo + ¥2 + ¥s + Yovr + Yo¥2 + Vovs + Yoyt + N1 ¥s + N1V + 197
+ Yoya + Y2¥s + Y2¥s + ¥avs + Ya¥e + Ya¥r + va¥s + yalr T ysve + ¥s¥7 + Yo¥s + voni¥s
+ YoyUs¥a + Vovsyr + Yoyays + voUsyr + Vi¥eys + viveys + yiyave + N1¥ay¥s + N¥al¥e
+ y1yavs + V1YsYs + Y2¥als + vous¥s + ¥avaUs + Yavave + Yaysyr + Ya¥YsUs
25 = G (yo,...,y1) = 1+ yo + y2 + ¥s + ys + y7 + vou1 + Yoz + Yo¥a + Vo¥r + N¥3 + V1¥4
+ y1vs + n1Y7 + w2v3 + vays + Ya¥e + Ya¥e + Ys¥7 + YeUr + Yot ¥2 + Yohr¥7 + YoYa¥s
+ yovays + Yo¥ous + Yoyayr + vo¥a¥s + Vo¥s¥s + Yovays + Yoyay7 + Yo¥sys + V1y2¥3
+ y1Yayr + Y2y + Y2yays + Yayayr + Vavays + Vavayr + Yavsys
26 = GO(yo,. .., y1) =1 + yo + y2 + ¥3 + va + v6 + vou1 + Yous + Yoyr + N1¥z + V25 + Y2¥s
+ yay7 + Ya¥a + Ya¥s + ya¥e + Yayr + Ya¥s + ys¥e + Youivz + Yo ¥z + Yor¥s + Yo Ys
+ Yoy1¥s + Yo¥aus + Yoyz¥r + Yo¥a¥a + Yoysyr + VoVays + Yova¥es + Yoyay7 + Vo¥syr
+ yoysyr + V1¥avs + V1vays + Niva¥s + niteyr + ivave + nysys + nivays + Nivayr
+ Y1yayr + Vi1Ysyr + vive¥T + ¥2¥a¥s + Vava¥s + Yayayr + vavaVe + Ya¥s¥e + Y2YslyT
+ yayays + ¥aya¥e + vayayr + ya¥syr + Yaveyr + Ysveyr
Tr = GMP(yososy7) = L+ y1 + 24 + Ve + y1 + Y0¥t + Yot + Youu + Yous + 1¥2 + Va¥s + Va7
+ y4¥e + YayT + Ys¥s + ys¥r + veur + vonr¥a + YoV1¥s + vavaye + Voval¥s + Yov2ur
+ Yoysya + Yoyayr + Vova¥s + Yo¥4y7 + YoyYsyr + YoYsYr + V1va¥e + v1vays + Yi¥2¥7
4 y1yays + Y1vayr + N veyr + ¥a¥avs + Ya¥s¥s + Y2yayr + Vayale + yayeyr + Yalals
+ yavayr + yaysyr + Yayeyr + va¥eir
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Besides the above aspect, we must discuss the complexity of de-
ducing a secret key by decomposing the corresponding public key; the
period of the public transformation which reflects the robustness of the
system against the iteratively-transforming-attack; the relation between
bit-security and block-security, etc.

For small values of the parameters m and n, we have some experi-
mental results showing that there seems to be no apparent clues to reduce
the complexities of the above mentioned atacks. However, more advanced
theories should be necessary to confirm this circumstantial evidence.

In our present point of view, if the parameters areset tobel <m <
32,32 < n <64, and 64 < mn, then C* can achieve both high security
and great realizability.

III. ALGORITHMS FOR C* AND THEIR COMPLEXITY

III -1. Secret Key and Its Generation

As defined in Definition 1, a secret key for C* consists of four parts:
two n-tuples of linear n-variate polynomials S# and T#, a partition 7 =
[n1,...,n4] of n and a tuple of integers © = {6, ...,84].

First, we consider S® and T®. Let B represent either of them. B can
be represented by an n-tuple B, over K and an n-dimensional square
matrix B, as follows:

B(.’IIQ, e ,.’En_l) = B + [.’L‘g, . ,xn_l]Bt.

B is bijective iff the matrix B, is nonsingular.

As there are a great many nonsingular matrices, B, can be found
using the method of trial and error. However, it will be shown in Section
IIT -3 that to generate a public key, we have to solve the following linear
system in xg,...,Tp-1:

Yo,y Yn—1] = B(zo,...,Tn-1). (1)

Hence we can use an excellent method — the LDU decomposition method.
That is, we can first select an n-dimensional lower triangular matrix L
over K whose diagonal components are all 1, a non-zero n-dimensional
diagonal matrix D over K, and an n-dimensional upper triangular matrix
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U over K whose diagonal components are all 1, then find the product of
them

B, =1LDU.

Apparently, B, is nonsingular, since L, D and U are all nonsingular.
Of course, there are other nonsingular matrices not expressible by the
above formula, but that part is very small. Using L, D and U but not
By, solving the system (1) becomes fairly convenient.

Obviously, it requires mn(n + 1) [bit] to describe B. Further, it
requires 2 Ele log n;[bit] to describe 7 and © which cannot exceed n [bit].
Thus, we have the following estimations:

Dsg{the description length of secret key of C*}
= (2m(n+ 1) + )n [bit]
~ 2mn? [bit],
Cskc{the circuit — size complexity of secret key generation of C*}
=0(m?n?) [GF(2) — operation].

IIT -2. The Secret Transformation Algorithm

The secret transformation algorithm SA consists of (step 1)~(step 5)
outlined in Definition 1. The running time of (step 1) and (step 5) per-
forming affine transformations is clearly O(m?n?) [GF(2) — operation].
As compared with the other steps, the running time of (step 2), (step
3-i-1), (step 3-i-3) and (step 4) can be neglected. Now what remain to be
investigated are only the concrete algorithm which performs powering in
step (step 3-i-2), and its complexity. Taking advantage of features of h;,
this section constructs an efficient algorithm for the powering.

First, we have the following theorem.

Theorem 4. For integers m,q,€,n,b, and 8 satisfying m > 0,q =
2™ 0> 0,r > 0,n=(204+1)2",0< b<£,0=>b2", the integer h = 1+ ¢°
possesses a multiplicative inverse element h modulo (g™ — 1), which can
be expressed as

m—1 81 {-1

A={(X 2 )3 M)+ ¢ 2™ (modg™ — 1).(2)

=0 j=0 k=0
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Proof: We notice that

22)(Zq (@-1) Zq)—q -1

=0
and that ¢°~1 -2™=1 = 14% Thus we have

-1

h-(RES of (2)) = {1+ ")’ -1 _#) +(1+ qe)qzat}(%qa)
k=0
-1

9 ].
- (Y @) + o+ Y (Se)

1
=(q281_1 29£+q )(2 0)

= (2~ 1+ 1)(-;-q") (modg™ — 1)
= g2ttn)e

— qnb
=1 (modq"-1). &

From this theorem we see that the Ath power of an element of a finite
field L of order ¢™ can be computed from the (327 b')th and the b%th
powers of the element for some a and b.

Let us consider evaluating the (Zf_gl b')th power. For example, we
can use the fact that

Db = (B + 1)+ 1)(b+ )b+ 1 (3)

1=0

to compute z, the Z?:O b'th power of z, by the following algorithm:

(stepl) yo—z
(step2) y—¢* -y;
(step3) ye— 3" -z}
(stepd) ye—1y"-y;
(steps) y— ¢’ -z
(stepb) ze—y.
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This algorithm requires 4 multiplications and 4 evaluations of the b%th
power (where k is a suitable positive integer). The latter operation re-
quires about 6 times b-th powering.

a

Similarly, for general 3" "0 ¥, to evaluate the (i b°)th power can
be completed by using a formula like (3). The complexity is estimated
as follows.

Theorem 5. For two positive integers a and b, evaluating the
(ZZS b')th power can be accomplished in

(¢) |logoa]| + W2(a) — 1 times multiplications ;
(n) |log, a] + Wa(a) — 1 times evaluation of the b¥th power,

where k is a suitable positive integer and where Wa(a) denotes the 2-
weight of a defined by

Wala) =Y {a;l5 =0,1,--},

when the binary representation of a is
a=)Y {2 -a;0<a; <2, j=0,1,--}.

Furthermore, if evaluating the b* th power is done by evaluating iteratively
the bth power, then (n) can be expressed as

(n") (a— 1) times evaluation of the bth power.

Proof(sketch): For a general (3¢ b'), we form the corresponding
formula like (3). Counting the number of “+” appearing in the right
hand side of the formula, we get ({) and (n); summing the superscripts
of b, we get (n'). &

Corollary 1.  For positive integers a and b, the complexity of evaluat-
ing the (Z::ol b*)th power is estimated as “O(log a) times multiplication”
, if the complexity of evaluating the bth power can be neglected as com-
pared to that of multiplication.

It is known!® that, for the n-degree extension field L of a finite
field K of order ¢, there always exists a base of L over K which takes
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the form of [ﬁ,ﬁq,ﬁqz,...,ﬁq"_l] (called a normal base). Let V(z) =
[z0,...,Zn—1] € K™ denote the (vector) representation of an element
z of L by a normal base [B,ﬁ",ﬂ‘f,...,,@q"_l], i.e., x is expressed as
£ =Y 1 z:89. Now, for any integer k, we have

k
V(mq ) = [z(O—k)modn,x(l-k)modnr . -’-T(n—]—k)modn] (4)

= C5:(V(z))

since z! = z;, where CSi(V(z)) is a bijection on K", and represents the
k-step (right) cyclic shift operation.

By the use of this well-known fact, we see that the complexity of
evaluating the ¢*th power of an element of L, can be neglected as com-
pared to the complexity of the L-multiplication (the multiplication of two

elements over L ), if elements of L are represented by using a normal base
of L over K.

Assembling all the above results, we get an algorithm for evaluating
the Ath power over the field L of order ¢", where ¢, n, h satisfy the
conditions stated in Theorem 4.

[HPA : algorithm for evaluating the hth power]

PREREQUISITE: Each element of L is given in the form of a vector
representation by a normal base of L over K.

PROCEDURE (Outline): Evaluating the Ath power according to (2). No-
tice that evaluating the Z?:ol 2°th, the Zf;(l, ¢’th and the i;t ¢*%*th
powers, is decomposed into the L-multiplication and evaluating the 27th
and the ¢®th powers of elements of L by using formulae like (3). Also,
all the evaluations of the ¢°th power are performed by cyclic shifts to the
right.

The complexity of the algorithm HPA is estimated in the following
theorem.

Theorem 6. For HPA, O(m + logn) times L-multiplication are
sufficient for evaluating the hth power of an element of L. And hence,
the circuit-size complexity of HPA is

O(m?n%(m + logn)) [GF(2) — operation].



431

Proof: From Corollary 1, we know that evaluating the Zf;(l) ¢’th and
the Ez;t) ¢*%*th powers can be performed in O(logé) and O(log¥), re-
spectively, times L-multiplication. Since 6,¢ < n/2, the summation of
them is O(logn). And also we know, from Theorem 5, that evaluating
the 3"7>12'th power can be performed in at most m — 1 + |logm]} +
Wa(m) — 1 = O(m) times L-multiplication. Further, evaluating ¢?°*th
and the ¢®~!th powers can be done only by cyclic shifts, hence the com-
plexities of them can be neglected. Now, evaluating the 2™ 1th power
can be accomplished in (m —1) times multiplication. Summing all the the
above terms, we get the first half of the theorem. The second half of the
theorem is obvious, since the L-multiplication can be done in O(m?n?)
times operations over GF(2). &

Thus, when the algorithm HPA is used in evaluating power, the
total circuit-size complexity Cs 4 of the secret transformation algorithm
is estimated by

d
O(m*n?) + Z O(m*ni(m +logn;)) [GF(2) — operation].

i=1
The above estimation can be further condensed to
Csa = O(m*n*(m +logn)) [GF(2) - operation).

In particular, if there is a constant ¢y independent from n such that n; <
co, i.€., if n = O(d), then it holds °F_, O(m?n?(m +logn;)) = O(m®n) ,
which implies that the circuit-size complexity of the secret transformation
algorithm can be estimated by

Csa = O(m*n(m +n)) [GF(2) - operation].

IIT -3. Public Key and Its Generation

A public key F of C* is an n-tuple of n-variate polynomials over K. So
obviously, we have

Dpgx = m7u,(F) [bit]

%mn(n +1)(n+2) [bit]

~ %mn3 [bit]
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for the description length Dpg of a public key of C* .

Next, we consider how to generate a public key F'. F can be ex-
pressed by n-tuples Fo, F;, Fi;, Fi; € K™ as

n~1 n—1 '
F(:Co,...,:l:n_l) =F°°+ZF;$,'+ZF,‘;$?+ Z F,'j.’t,'.‘l)j (5)

=0 =0 0<i<s<n

where F;; = 0 when m = 1. Thus, we can first compute, according
to the definition of the public transformation, values of F' at the points
corresponding to several elements of K™, then from these values, find
Foo, Fi, Fii, F;j by the use of the interpolation method, and finally, gen-
erate the desired F'.

Now suppose that n,, € K™ is a 0 vector, n; € K™ a vector whose
ith (0 €7 < n) coodinate is 1 but all of the others are 0, and n;; € K™ a
vector whose 7th and jth (0 < ¢ < 7 < n) coodinates are 1 but all of the
others are 0. When m > 2, we have

F(ni) = Foo + Fi + F,
F(an,) = Foo + aF; + a*F; (a € K,a#0,1),
F(nij) = Foo + Fi + F; + Fii + Fj; + Fij.
When m = 1, we have
F(ni):Foo"l’Fi’
F(T),‘j) =F + F; +FJ‘ + F.'j-

Hence, the n-tuple F of n-vatiate polynomials can be computed from

-——1_——(F(a77,-) —aF(n)+(1=-a)fy); m>2
Fy = a(a —1)
0: m=1, ’ (6)

Fi=F(m)—Fi— Fu,
Fij = F(ni;) — F(m:) — F(n;) + F(s0)-
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Applying this method, we have the following algorithm :

[PKG : algorithm for generating a public key ]

(step 1){ Evaluating v = F(n) € K" at n = neo,mj,an5,Mjk }
(step 1-1) : Compute w € K™ satisfying S%(w) = 7 ;
(step 1-2) : Find y;(w) € K™ (1 <i<d);

(step 1-3) : Execute the following steps for i =1 to d :
(step 1-3-i-1) : Find w; = ¢n,)(1:(w)) € L(nyys
(step 1-3-i-2) : Compute z; = w?" € Lay;
(step 1-3-i-3) : Find v,b(“;lli)(z,-) € K™,
(step 1-4) : Find zi = #_1(117(_"11)(21),---,?/J(';L)(Zd)) € K™
(step 1-5) : Find v € K™ satisfying TR(v) = ¢;
step 2) : Find Fu, F;, Fi;, F;; according to (6).
i

Using the matrices L, D and U, based on which ST and T® were
computed in Section III -1, (step 1-1) and (step 1-5) can be executed
in O(n?) K-operation. According to Theorem 5, (step 1-3-i-2) can be
executed in O(m?n?)[GF(2) — operation]. Notice that the complexities

of the other steps can be neglected as compared to these, and there are
totally ("}?) points n to be used, we can estimate the complxity of (step
1) by

d
n+2 2 2_2yy _ 4
(73 ?)otmnt) + 3 0(mn} = Ot
[GF(2) — operation].
From (6), the complexity of (step 2) is estimated as
n-0(min)+n-O(mn)+ (g) -O(mn) = O(mn*(m+n)) [GF(2)—operation].

Thus we conclude that

Cpic{the circuit — size complexity of public key generation of C~ }
= O(m?n*) [GF(2) — operation].
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III -4. Public Transformation Algorithm

As noted in Definition 1, the public transformation algorithm PA evalu-
ates the polynomial tuple F at points of K™. Let

- 2 2
F=[T0,- s Tae1,Tas---3Tn15T0T1s -3 Tn—2Ln—1)

be a vector corresponding to z = [zg,...,Tp-1], and

F=[Fo,...,Fo_1,Fo0,..., Facin-1, For,--- Fn2aa]”
be a 1n(n + 3) X n matrix. Using & and F, we can rewrite (5) as
F(z) = Fo + ZF.

So, we can first find Z, then find F(z) to perform the public transforma-
tion. This complexity is

Cpa= %n(n +1)-0(m*) +n- %(n +1)(n+2)  O(m?)
= O(m?n?) [GF(2) — operation].

Furthermore, when performing public transformation on n message
blocks z(9,...,z(*=1) in parallel, we can do it by computing Ag + XF
according to an n x 1n(n+3) matrix X = [z(®,...,#(*D|T and an nxn
matrix Ag = [Feo,..., Foo]T. Ao + X F can be rewitten into

Ao+ X1+ + Xnt3dngs

where X; and A; are n X n matrices and satisfies X = Xy,... , Xn+3] and
F= [A1,..., An13]T, respectively. Here, we can multiply two matrices in
O(n?t<) [K-operation] (0 < ¢ < 1) by the use of various, say Strassen’s,
divide and conqure methods. Thus, in this case, the circuit-size complexity

of public transformation for one block is

{(n+3)-0(n***). 0(m*)}/n = O(m*n***) [GF(2) — operation].

IITI -5. Collection of Main Results

Theorem 2 can be directly proved by the results of the above four sections.
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Corollary 2. For C* with m ~n and mn = N, the parameters in
Theorem 2 become :

DSKN2N]'5 . DPKN-;—Nz
— 2
{SMB = N} CSKG _ 0(N2)5 CPKG = O(NS)
CSA = O(N : ) CPA - 0(N25)
(OI‘ = O(N2)) (or = O(N2+a))

Now we briefly compare C* with the RSA cryptosystem[1®. For
the RSA system, the complexities of secret transformation and public
transformation are both O(N?) for a block of size N. When a particular
secret key or a public key is selected, the corresponding complexity can be
reduced to less than O(N?). However, it seems that, in general, we have
no way to reduce both of them. As opposed to the above fact, the order
of the complexity of public transformation of C* is much lower than
that of the RSA system. Also, for the RSA system, public and secret
keys connot be generated if an integer with certain particular properties
is not found. For C* , keys can be easily genarated.

The description length of a key for C* is greater than those of
previous systems with the same block size. However, this is not always
a demerit because the total number of usable keys of C* is larger than
that of those. Further, the large description length will not be a serious
problem, if public keys are kept by the corresponding owner after they are
certificated by the manager of the system or network, and when necessary,
sent to other ones with the certificates.

IIT -6. Implementation—Primary Results

Using a 32-bit microprocessor M C68020 (16.67 MHz) on a SONY NEWS
UNIX workstation with programs written in the “C' ” language, our first
implementation confirms that algorithms SA and PA run at least 100
Kbps for m = 8 and n = 32. Since these programs are not optimized, we
may expect that C* can run much faster in the same environment.

Besides this , we also have been implementing C* using multiple
transputers (7'414, 7800) with occam programs, and verifying high per-
formance. Detailed results will appear in another paper.
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IV. A THEORY OF POLYNOMIAL-TUPLE
ASYMMETRIC CRYPTOSYSTEMS

In this chapter we discuss why we have stated C* as Definition 1
and prove Theorem 1 and Theorem 3.

IV -0. Preliminaries

Basic concepts and notations used in this chapter are sketched in the
following.

Finite Fields(®

Let p be a prime integer, m and n positive integers, and ¢ = p™. Fix
a finite field K of order ¢ (i.e., with ¢ elements). Denote by K™ the
n-dimensional vector space over K, each element of which is an n-tuple
over K. Determine an n-degree extension field L of K. L contains ¢
elements. When L is taken as an n-dimensional vector space over K, L is
isomorphic to K. The isomorphism between L and K™ will be denoted
by a bijection % : K™ — L.

Polynomial Representations of Functions

Denote by L[u] the polynomial ring over L in indeterminate u, and by
(P(u)) the ideal generated by a polynomial P(u) € L[u]. As shown in [11],
any function f; : L — L can be represented by a univariate polynomial
E(u) € L[u], where E(u) is uniquely determined in the residue class ring
L{u]/(u?" —u) (i.e., mod(u?" —u) is applied ). In other words, we always
have f1(&) = E(§) for every £ € L, and furthermore, there is just one
such E(u) which has no terms divisible by u? . Such an E(u) is called
the univariate polynomial representation of f; over L, and denoted by

[f1]-

Similarly, functions f, : L — K", f3 : K® — L, and f4 : K* —
K™ can be uniquely represented by a tuple of polynomials over L in
indeterminate u mod(u?” - u), a polynomial over L in indeterminates
To,...,Zn_1 mod (2§ — zo,. .. , L1 _1 —Zn-1), and a tuple of polynomials
over K in indeterminates zg,...,Zn-1 mod (2§ — zo,..., 2! _; — Zu_1),
respectively. These items are called the univariate polynomial n-tuple
representation of f; over L, the n-variate polynomial representation of
f3 over L, and the n-variate polynomial n-tuple representation of fg over
K, and denoted by [f:],[f3] and [f4], respectively.
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Functions Represented by Algorithms

Polynomials or tuples of polynomials can be considered to be a kind of
algorithms. In general, there are two sets I and J with related to an
algorithm A. When A outputs n € J on input £ € I, we say A represents
a function I — J,£ — n, and denote the function by (A). For example,
since the polynomial representation [f1] of the function f; is considered
to be an algorithm, it is apparent that ([f1]) = f1-

Functions on Integers

Let a be an integer greater than 1, ¢ a nonnegative integer. Denote the
a-ary representation of ¢ by

i=> {a-4;{0<4;<a, §=0,1,---}.
We define a function W, on the nonnegative integers as follows:
Wa(i) =Y {5l =0,1,--}.
W,(z) is called the a-weight of 7, which has the following properties:
(W1) If s> 0,t>0and 0 < s+t < a, then

Wa(s +t) = Wa(s) + W,(t).

(W2) If 0 <t < a, then

Wa(as +t) = Wa(as) + Wa(t)
= Wa(s) + Walt).

(W3) If s>0,t >0and s+t=a" 1, then
n(a—1) = Wo(s +1t) = Wals) + We(¢).

Also, we define a function R, from the positive integers to the non-
negative integers as follows:

R, (i) = max{j > 0|i is divisible by a’}.

R,(7) is called the a-rank of i, which has the following properties:
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(R1) R,(%) is equal to the number of consecutive (’s appearing in the
least significant digits of the a-ary representation of the positive
integer 1.

(R2) Ifaisaprimeand s > 0andt > 0, then R,(st) = Ro(s)+Ra(2)-

Functions from Polynomials to Integers

For a univariate polynomial E(u) = Eo + Eju + Esu® +--- + Eju?, the
exponential a-weight wt,(E) of E is defined by

_ | max{W,(1)|E: # 0}; E #0,
wta(E) = {—oo; E=0.
Besides this, we use the notations deg(P), 7(P), and 7,,(P) for
polynomial-tuple P as defined in Chapter I.

IV -1. Multivariate Equations and Cryptosystems

Imagine that we are to realize a public-key signature scheme, when given
an asymmetric cryptosystem with multivariate polynomial-tuples as pub-
lic keys. Finding the valid signature z with respect to a message M and
a public key F can be rephrased as solving the equation F{z) = M for z
given F and M. The essential idea behind the present research is that we
can employ a system of multivariate algebraic equations as the equation
F(z) = M. The grounds for it are that, in general, as briefly intro-
duced in Chapter I, it is an extremely difficult problem to solve systems
of multivariate algebraic equations. Of course, when given hints about a
system, say some information on the structure of F, one may be able to
to solve the system quickly.

In the rest of this chapter, we will aim at constructing a system of
multivariate algebraic equations F(z) = M. The system corresponds to
an asymmetric cryptosystem supporting both authenticity and confiden-
tiality, so we cannot say the system is a completely general one. But
it should not be easy to get any hint on effectively solving the system
of equations, i.e., the system should possess no apparent features. In a
sense, the system should be a nearly random one.
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IV -2. From Univariate Polynomials Into Tuples of Multivariate
Polynomials

For our purposes, we require that the above tuple F of multivariate poly-
nomials represents a bijection, and that the equation F(z) = M can be
readily solved when given some knowledge on it. Hence, we take the
following approachl* : We begin our discussion by thinking about uni-
variate polynomials. Coping with such polynomials is relatively easy.
Then we transform them into multivariate ones. Several aspects have
to be considered : (1) Tuples of multivariate polynomials must be made
as random as possible; (2) It should be easy to estimate the size, and
the likes, of the resulting multivariate polynomial-tuples from the basic
univariate polynomials.

Here is an idea. Following the ways of thinking on the algorithm
composition method proposed in [5], we consider a function f : K™ — K™
expressed as follows (K is a finite field of order ¢ = p™ with prime p):

f=togos (7
g=p o[y oe ooy, -+, Y7 oegotyopgl (8)

where s and t are affine bijections on K™, n is a positive integer which can
be partitioned into d positive integers satisfying n = ny+ns+---+nq, and
L; is an n;-degree extension field of the field K. v; is an isomorphism from
K™ to L;, and e; a bijection on L;. Further, y; : K™ — K™ is a projec-
tion which maps [zg,...,z,—1] € K™ to [;zz]: nj,...,x(Z;=1 nj)—l] €
K™, and g : K® — K™ X --- x K™ is a bijection determined by
B= [#1,---,#4]-

Apparently, the function f is a bijection. Now we establish an asym-
metric cryptosystem which uses f as a public transformation.

Definition 2. Let K™ be the set of message blocks. The following system
constitutes an asymmetric cryptosystem. The system is constructed by
designating

(1) [f], an n-tuple of n-variate polynomials over K, as a public key;
—1 ~1 -1 ~1 Ay

(2) [t7 1 ler 1o+ -+ o le; 7] and [s77] as a secret key;

(3) the evaluation of [f] as the public transformation algorithm;

(4) the operations series in the following order as the secret transforma-
tion algorithm:
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(a) the evaluation of [t~1],

(b) the projections due to y;,

(c) the transformations due to ¥;,
(d) the evaluations of [e; ],

(e) the transformations due to ©;’,
(f) the concatenation due to y, and
(g) the evaluation of [s~!].

This asymmetric cryptosystem will be called Cj for short.

IV -3. Degree of A Tuple of Multivariate Polynomials

Now, the size of public key and the complexity of public transformation
of C5 can be estimated by the following formulae:

{ The description length of a public key of C3 } = O(7([f]) log, p)(bit].
{ The complexity of a public transformation of C5 }
= O(r([f])m?) [GF(2) — operation].

Clearly, both the descreption length of a public key and the complex-
ity of a public transformation are increasing functions of 7([f]) — the
number of terms in the n-tuple [f] ( the public key ) of n-variate poly-
nomials. From the equations (7) and (8), we can see that [f] is hardly
sparse, but dense in most cases. Thus, decreasing deg ([f]) which domi-
nates the upper bound 7., ([f]) of 7([f]), is strongly related to reducing

the description length of a public key and the complexity of the public
transformation.

Similarly, it is also true that in most cases, the polynomial represen-
tation [f~!] of a secret transformation f~! of Cj is dense. Therefore,
increasing deg ([f~!]) which dominates 7,,([f!]) is related to raising
the number of terms in 7([f~!]), and also related to raising tremen-
dously the complexity of extracting the secret key [f~!] from the public
key [f] by the use of the symbolic computation, the interpolation, or
other methods for solving algebraic equations.

First, turn our attention to a basic theorem.

Theorem 7. Let s and t be any two affine functions on the vector
space K™, FE denote the set of all functions on the finite field L. We have
the following (i), (ii) and (iii) :
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(i) For any e € E,

1

[e] = constant => [to ¢! o e o ¢ o 5] = constant.

(ii) For any e € E,
[e] # 0= deg([t oy~ 0 €0 os]) < wty([e]).

(iii} If and only if both s and t are bijections, the following holds for all
ecE

[e] # constant = deg([t o ™' o e 0w o s]) = wty([e]).

Proof (sketch): Proving this theorem is not difficult but wastes pages.
So, we mention here only that the proof for general ¢ can be readily
obtained from that for the case ¢ = 2, which is described in [12]. &

Using Theorem 7, we can compute the degree of the multivariate
polynomial tuple [f] from the exponential g-weights of univariate polyno-
mials [e1], ..., [ea]. The computing method is described in the following
theorem.

Theorem 8.  For the bijection f defined by (7) and (8), the followings
are true :

1) deg([fD) = ma‘x{u)tq([eiu)li =1,...,d}
2) deg ([f~!]) = max{wt,([e; )i =1,...,d}.

Proof: Using a bijection e : L — L, g can be expressed as

g=v"loeod. (9)

From Theorem 7, we get

deg ([g]) = wity({e]). (10)

Also, from (7) and (9), f can be expressed as

f:toz[;_loeogbo.s
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so, from Theorem 7 we have

deg ([f1) = wiy([e])- (11)

(10) and (11) imply

deg ([f]) = deg (Ig])- (12)

Well, from (8) we have

lo] = [t cerotal,... . [¥7 oeao ]l

and according to the definition of the degree of a tuple of polynomials,
we have

deg ([g]) = max{deg([y;  oeiows])li=1,...,d}. (13)

Further, from Theorem 7, we get

deg ([ o ei 0 9i]) = wty([e:])- (14)

(12),(13) and (14) imply the first half of the theorem. The second half
can be proved in the same way. &

IV -4. Univariate Monomials as Grounds

The functions e; are bijections expressed by univariate polynomials. Poly-
nomials representing bijections are also called permutation polynomials,
and it is well-known that there are many kinds of such polynomials.
However, in this paper, we only deal with those [e;] which possess the
simplest form — the monic monomials. Other forms of [e;] will be topics
for further discussion. We do so for several reasons :

i) It is easy to judge whether a monic monomial represents a bijection
or not;

ii) When the bijections e; are represented by monic monomials [e;],
their inverse functions e 1 are also represented by monic monomials

le; ], so it is easy to compute [e; '] from [e;].

ili) A monic monomial can be readily evaluated.
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Now let [e;],7 = 1,...,d, be a monic monomial in indeterminate u
over the finite field L; of order ¢™¢, which takes the form of

[ed(u) = u™, 0<hi<g™ -1 (15)

Since the exponents constitutes a multiplicative semi-group of order ¢™ —
1, e; forms a bijection only when k; and ¢™ — 1 are relatively prime, i.e.,
only when gcd(h;,¢™ —1)-= 1.

Furthermore, suppose that 0 < k; < ¢™ — 1 is the multiplicative

inverse element of h; modulo (¢™ —1), then [e;!] forms a monic monomial
in indeterminate v :

[er'1(v) = o™, 0<hi<gq™ -1 (16)

Since exponential g-weights of [e;] and [e;!] are equal to the g-weights
of h; and h; respectively, Theorem 8 immediately implies a new theorem:

Theorem 9.  For the bijection defined by (7), (8), (15) and (16), we
have

1) deg([f]) = max{W,(h:)|i =1,...,d}
2) deg([f~]) = max{W,(R;)|i = 1,...,d}.

As mentioned in the beginning of Section IV -3, a small deg([f}),
but a large deg([f~!]) are desirable. Considering Theorem 9, we require

that for all i, W (h;) are small, but for some i, W, (h;) is large .

Assume that deg([f]) = 1. Now we have W (h;) = 1 for all 7, and
also Wy(h;) = 1 for all <. This implies that deg([f~!]) = 1, which is
not desirable. Hence, it is essential that deg([f]) > 2. The rest of this
chapter will be concerned with the case deg([f]) = 2, which can be easily
treated. The other cases will also be topics for further discussion.

IV -5. Utilizing Tuples of Quadratic Multivariate Polynomials

For the simplicity of presentation, in this section we only treats the case
d = 1, and instead of n;,%;, L;,e; and h;, we will use the notations
n,%, L,e and h. The results can be easily generalized to the cases d > 2.

As stated in the end of the last section, here we still assume deg([f])
=2, i.e., W(h) = 2. The following theorem can be easily obtained.



Theorem 10. Let p be a prime integer, m,n,q and h be integers
satisfying m > 0,n > 0,g=p™,0 < h < ¢" — 1, and ged(h,¢" — 1) = 1.
Then p = 2 is the necessary condition for Wy(h) = 2.

Proof: Assume ¢ be odd. When W,(h) = 2, h can be written as
h = ¢/(1+¢%), where j and 9 are nonnegative integers. Hence h must be
even. Also notice that ¢™—1 is apparently even. Thus ged(h, g™ —1) must
be divided by 2, which contradicts to the assumption of gcd(k, ¢"—1) = 1.
Therefore ¢ must be even. Put it in other words, p = 2 is the necessary
condition for W,(k) =2. &

In the sequel, we will always suppose that p = 2, i.e., ¢ = 2™.

Now that W,(h) = 2, as mentioned in the proof of Theorem 10, A
can be expressed as

h=¢(1+¢)
where j and 6 are nonnegative. Since ¢~} 0<’qu>0¢ is a linear function, we
can consider the functions of evaluating the ¢’th power together with the
affine transformations s and ¢, between them the function e is inserted.
So it suffices to consider the case 7 = 0,and 0 < 6 < [n/2].

If8 = 0, then A = 2. In this case, ¢ is a bijection since ged(2,¢"—1) =
1. Now consider the n-variate n-tuple representation of the bijection
toyploeorosover K:

ﬂtow—l oce O‘Qb OS]] = [PQ((ZI(),...,(L'n_l),...,Pn_l(.’lto,...,l‘n_l)].

Since both p = 2 and h = 2, it is clear that each P; contains only
constant terms and the terms z2,...,22_,. In this case, one can quickly
solve the following system of quadratic multivariate polynomial equations

in indeterminates zg,...,Zp_1 :

Yo = PD(:EO"'~ amn—l)

Yn—-1= Pn—l (an R axn-—l)-

First, taking the system as a system of linear equations in variables

z%,...,z1_,, one can readily solve the new system and get z2,...,2%_;.

Then, one can uniquely determine z; from z? (note that p = 2). The
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above algorithm ( method) requires about O(n®) times operations over
the fleld K. So such a system is far from being a good cryptosystem.

Now let us assume that 8 # 0 furthermore.

From the above discussions, it becomes obvious that we can concen-
trate our attention upon the case h = 14+¢%,0 < 6 < |n/2|. The function
e = {u*) is a bijection iff gcd(h,q" — 1) = 1, which can be restated in
another way :

Theorem 11. Let m,q,0,n and h be integers satisfying m > 0,q =
2™ 0< 0 <nandh=1+¢° We have gcd(h,q* — 1) = 1 iff Ry(8) >
R2(n), where R,(8) (resp. Ra(n)) is the 2-rank of 8 (resp. n).

Proof: From Theorem Al of Appendix, it can be proved that gcd(h, g™~
1) = ged(1 + 2™¢,2™™ — 1) = 1 is equivalent to Ry(m8) > Ra(mn). Ac-
cording to the property (R2) of 2-rank functions, we bhave Ry(mf) =
Ry(m) + R;(8) and Ry(mn) = Ry(m) + Ra(n), which implies the theo-
rem. &

According to Theorem 11, it is necessary that n > 3. Thus it suffices
for us to consider those 8 restricted by

9=06.2", 1<b<?
where r is a nonnegative integer and £ is a positive integer such that
n=(20+1)-2", r=Ry(n).

In this case, the g-weight of A can be calculated from the g-rank of h, as
is stated in the following theorem.

Theorem 12. For integers m,q,0,n,h satisfying m > 0,¢q = 2™,0 <
6 <n,h=1+q° gcd(h,q® — 1) = 1, the g-weight of the multiplicative
inverse element h of h modulo (¢™ — 1) is given by:

Wo(R) = £{(a~ )(n = Ry(R) + 1}
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Proof: In Appendix (Lemma A2), we have
Wo(q" — h) = W,(h),
and also from Appendix (Lemma A3), we havé
Wo(h) + Wy(q" ~h) = (¢ - )(n - Ry(R)) + 1,

hence,

2W,(R) = (4= 1)(n — Ry(R)) + 1

and it proves the theorem. &

Corollary 3.  Under Theorem 12, we have

24 SWa(R) < (- Dn+1}

Proof: 0< R, (h)<n-1,since0 <h <q"—1. Hencel < n—R,(h) <
n, which implies the corollary. &

Now we see that, fortunately, W, (R) can be increased greatly even
when W, (k) = 2. In certain special cases, the g-weight of z can be exactly
calculated by using the following theorem.

Theorem 13. Ry (h) = 2" ~ 1 when ged(h,2(+1) = 1.

Proof: ¢(2*1)% = 1(modg™ - 1), since (2£ + 1) = (2¢ + 1)27b = nb.
Hence

2¢
2=141=1+¢%D0 = (14 4% Z(—l)kqgk(modq" -1).
k=0
Let @ = ¢*", the above equation becomes :

h

il

22
3 > Q*(=1)(modg™ - 1).
k=0
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Since ged(b,2£ + 1) = 1, the multiplicative inverse element b of b modulo
(2€ + 1) exists. Assume that j = (bk) mod (2£ + 1), k can be expressed
as k = (bj) mod (2¢ + 1). Hence

E 5 ZQ;( -1 (b))mod(21+])(m0dq - 1)
j=0

Using the relation 1 = ¢-¢> =1 - Q~!(modg™ — 1), we get

24
5 = qZ"._l . (%) . Z Q]-l(_1)(bj)mod(2£+l)(m0dqn _ 1)
7=0
q 2¢ . _
= (5) . Z Qz(_1)[b(z+1)]mod(2l+l)(modqn ~1).
=0

In other words, A can be written as

¢+ (3) - Almodg™ - 1),

2
A= Z Qi(_l)[b(:+l)]mod(2£+l)
=0
20—1 ~
=1+ Z Qc’(_l)[b(i-i-l)]mod(ﬂ«}-l) + QZt.
=0

Apparently, A is not divisible by ¢. Also, we have

QZH-] - 1

0<A<ZQ'—

=0

and
o1 q . 1 Q2£+1 -1 B Q2l+l -1
¢ QAT T sa o)

Therefore, from 0 < h < g™ — 1, we have

<M _1=g"—1.

h=g¥ 1. (-g—) <A, ¢ does not divide A

{(Notice : not =, but = ). Hence Rq(ﬁ) =2"-1. &
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From Theorem 12 and Theorem 13, it can be shown that, when n
is an odd integer > 3 (r = 0) and @ is relatively prime to n, the g¢-
rank of A becomes zero, and the g-weight of h reaches its maximum —
3{(g—1)n + 1}. Thus, when R,(R) = 0, we get

- £ m n " 1/2
ruo( LD > {(G)@™ — D} (52)

where ¢ is the base of natural logarithms. The above inequality tells
us that the n-variate polynomial n-tuple representation of the function
fTl=s5"1oyploe lorot™!, contains approximately exponentially
in m and n many number of nonzero terms, and writing down all those
terms is practically impossible. The correctness of the inequality can be
ascertained by a simple calculation using the definition of 7,,, Theorem
9, Theorem 12, and the Stirling’s formula on factorials.

IV -6. Proof of Theorem 1 and Theorem 3

In Sections IV -3, -4 , -5, we discussed in detail specializations of Cy .
The resulting asymmetric cryptosystem is nothing but our C* defined in
Definition 1. Therefore we can see that Theorem 1 really holds. And the
first half of Theorem 3 follows from Theorem 9 and Corollary 3 and from
that ny < --- < ng. The second half of Theorem 3 immediately follows
from the discussions made in the end of Section IV-5.

V . CONCLUDING REMARKS

On a basis different from the previous, this paper has proposed and an-
alyzed an asymmetric cryptosystem C* which can serve for both digital
signatures and encryption.

An advantage of C* over the previous asymmetric cryptosystems is
that both secret and public transfromations can be done in complexity
much less than O(N3) for a message block of size N. Actually, we have
implemented C* with the languages “C” and occam on 32-bit micropro-
cessors and verified high performance of C* .

The description length of a key for C* is greater than that of previous
systems with the same block size. However, this is not always a demerit
as mentioned in Section III -5.

Thus the present authors believe that C* is a cryptosystem worth
investigating for everybody interested in high-speed cryptographic com-
munications.
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APPENDIX

Lemma Al. If integers a,b,c and f satisfy a > b > ¢ > 0 and
a=>bf +c, then

ged(2® £ 1,28 4+ 1) = ged(2® + 1,2¢ + (-1)7),
ged(2® +1,2% — 1) = ged(2% - 1,2+ 1).
Proof: From
2% +1=22°41

and
2 ={F1+(2*+ 1)}/

= jéo (f) (;1)j(2b + 1))‘-1

=l . _
=2+ 1){)_ (j)(q:w(?" 1)1} + (71)/
j=0

~



451

we get

f-
2“:&1—(2”+1){Z G) Y (28 + 1)~ l}2°+( nf2e+1,

=1

2° 4+ 1= —-1){2 (f)(zb 1)f=7=132¢ 24 1.

J

&

Theorem Al. If integers a,b,d satisfy a > 0,b > 0,d = gcd(a,b),
then
1, Ry(a) > Ra(b)

ged(22 +1,2° - 1) =
( ) 2¢ +1;  Ra{a) < Ry(b).

Proof: By applying Lemma Al iteratively, we can find that gcd(2* +
1,2b — 1) is equivalent to ged(2? +1,2° + 1) = ged(29 £ 1,2) = 1 or
ged(24£1,2° — 1) = ged(2¢ + 1,0) = 2¢ + 1. Now from the definition of
Ry and Lemma Al, we have
Ry(a) < R2(b) <= Rz(a) = Ry(d) < R,(b)
Rg(a/d) = Rz((l) - RQ(d) =0
=
Ry(b/d) = Ra(b) — Ra(d) > 0
= (-1)*%=-1 apnd (-1)*?=1
ged (2% +1,2¢ + 1) = ged(2? + 1,20 + (-1))
=241
ged(2b — 1,29 +1) = ged (29 + 1,2° - 1)
=2¢+1
= (224 1)) ged(2® +1,2° - 1)

—

which proves the theorem. &

Lemma A2. For integers m,q,0,n and h withm > 0,¢q = 2™,0 <

0 < n,h=1+¢%gcd(h,g™ — 1) = 1, the multiplicative inverse element
h of h satisfies

Wo(q" = F) = W,(R). (42 - 1)
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Proof: Let the g-ary representaiton of & be b = 2:.:01 ¢, (0< €< q).
By introducing an integer &, (1 + ¢) - h can be writen as k(g™ — 1) + 1.
Hence,

" —h=¢F-(k-1)(¢" - 1) (42 -2)

Because
3 -1 nl
Ch=q") Forj+) I
1=0 =0
n-1 ) g-1 ‘
= & -tymodn + (D Pénrj—)@" — 1),

we get

n-1 g1
@ —P= ¢ bymodn + (Z Fntj-o— (F~1))(q" - 1)
=0

j=0

from (A2-2). Also, ¢® — h < ¢™ — 1 since h > 1. Hence
— n_l .
qB —h= Z qJ’S(j—B)modn
j=0
which implies (A2-1). &

Lemma A3. If an integer a satisfles 1 < a < g™ ~ 1, then
Wola) + Welg” —a) = (g —1)(n - A) + 1,

where A = Ry(a).

Proof: We can uniquely determine a positive integer b such that a =
¢* - b and b is not divisible by g. Thus

W,(a) = W, (). (43 -1)
Also, from ¢" — a = ¢" — ¢*b = ¢*(¢"~* - b), we get

We(g™ —a) = Wo(q" ™ —b). (A3 -2)
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Since b is not divisible by ¢, and can be expressed as
b=qu+tp+1l, (0<p<g-1)
by using the properties (W1) and (W2) of W,, we get

Wo(b) = Welqv + (1 + 1))
= Welqv) + Wo(p + 1)
= Wlqv) + (Wy(p) +1)
= (Wy(qv) + Wo(w)) +1
= Welgv +p) +1
= W, (b—-1)+1,

W,(b) = W,(b— 1)+ 1. (A3 —3)

Furthermore, from (b—1)+ (¢®~*~b) = ¢"~* —~1 and the property (W3)
of W, we get

Wilb=1)+ W@ =) = (- N(g=1). (43 -4)
Thus, by (A3—-1), (A3-2), (A3—3), and (A3 —4), we have the following:

Wy(a) + Wi(q" —a) = W,(b) + Wq(qn—'\ - b)
=1+ W,(b—1)+ W, (¢"* - b)
=1+(n-A)g-1) &.



