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Abstract

Elliptic curves play an important réle in many areas of modern cryptology such as integer
factorization and primality proving. Moreover, they can be used in cryptosystems based on
discrete logarithms for building one-way permutations. For the latter purpose, it is required to
have cyclic elliptic curves over finite fields. The aim of this note is to explain how to construct
such curves over a finite field of large prime cardinality, using the ECPP primality proving test
of Atkin and Morain.

1 Introduction

Elliptic curves prove to be a powerful tool in modern cryptology. Following the original werk of H.
W. Lenstra, Jr. [18] concerning integer factorization, many researchers have used this new idea to
work out primality proving algorithms (8, 14, 2, 4, 22} as well as cryptosystems [21, 16] generalizing
those of (12, 1, §]. Recent work on these topics can be found in [20, 19].

More recently, Kaliski [15] has used elliptic curves in the design of one-way permutations. For
this, the author needs elliptic curves which are cyclic and the easiest solution is to build elliptic curves
with squarefree order. The aim of this paper is to show how o construct such elliptic curves using
some byproducts of the Elliptic Curve Primality Proving (ECPP) algorithm of Atkin and Morain
(4].

The problem of building elliptic curves of given order in finite fields of small characteristic is dealt

with in [5] and our work can be seen as solving the same problem in large characteristic.
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The paper is organized as follows. Section 2 contains a brief summary of the properties of elliptic
curves modulo some prime p. Section 3 gives the heart of ECPP. Section 4 describes a theoretical
means of building curves of given order and it is shown that the running time of this procedure would
be exponential in log p. Section 5 explains how ECPP can be used to find cyclic curves in a faster
way, the running time of the process being that of ECPP that is conjectured to be polynomial with
complexity O((log p)3**).

2 Elliptic curves modulo p

2.1 Group law

We briefly describe some properties of elliptic curves. For more information, see [25].

An elliptic curve E over a field Z/pZ with p a prime greater than 3 can be described as a pair
(a,b) of elements of Z/pZ such that A(E) = —16(4a® + 276%) is invertible in Z/pZ. This quantity is
called the discriminant of E. The set of points of E, noted E(Z/pZ) is the set of triples (z: y : 2)

of elements of Z/pZ that are solution of
yiz =23 + az2? + b2°.
These triples can be 1aterpreted as the coordinates of points in the projective plane of Z/pZ. There

is a well known law on E(Z/pZ). This is called the tangent-and-chord method and the law is noted
additively. The neutral element is just the point at infinity: Og = (0:1:0).

o[
_

Figure 1: An elliptic curve over R.

In order to add two points My = (2, : 4 : 1) and My = (z; : y; : 1) on E, resulting in
M; = (23 : y3 : 23), the equations are
{ r3 = AN —z,—1,,
Az — z3) — 1,

Ys
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where
(y2 —p)(za —21)"t i 29 # 21,

(322 + a)(2y:)? otherwise.

We define also the invariant of the curve E, noted j(E):

a3
H(E) = —%-

We then have the following easy result.

Proposition 1 All elements of Z/pZ are invariant of an elliptic curve.

Proof: Let jo be an element of Z/pZ. We look for an elliptic curve E = (a, b) such that j(E) = jo.
If jo = 0, take a = 0, and any nonzero b. If jo = 1728, take any nonzero a and b = 0. In the general
case, let k = jo/(1728 — jo) and choose a = 3k, b = 2k.

Among the interesting and deep properties of these objects, we note the following. (We use the

notation #.4 to designate the cardinality of a set A.)
Theorem 1 (Hasse) Let m be the cardinality of an elliptic curve E(Z[pZ), then
(VP—1<m<(Vp+1)2 (1)

We use the notations of {18] for what follows and we refer the reader to it for more information.

Theorem 2 (Deuring [11]) Let t be any integer such that |t| < 2,/p. Letting K(d) denote the
Kronecker class number of d, there exists K(t? —4p) elliptic curves over Z/pZ with number of poinis

m=p+1—t, up to isomorphisms.
Concerning the group structure of E(Z/pZ), we have:

Theorem 3 (Cassels [7]) The group E(Z/pZ) is either cyclic or the product of two cyclic groups

or order m, and m, that satisfy
mq|m,, my|ged(m,p —1), (2)
where m = #E(Z/pZ).

Note that if m is squarefree, then surely E(Z/pZ) is cyclic.
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2.2 Twists

We define the twisted curve E’ of E as the curve
B ytz = 2° + actzz® + bP2P,

where c is any non-quadratic residue modulo p. The main point in this is that if the cardinality of £

ism=p+1—t, then #E'(Z/pZ) = p+1+1t. Note that E and its twist have the same invariant jo.

2.3 Computing #E(Z/pZ)

From a theoretical point of view, there exists an algorithm of Schoof’s that solves the problem
in time polynomial in log p, see {23]. However, it appears difficult to implement, even after some
improvements of Atkin [3] and Elkies [13]. In practice, it is not feasible as soon as p has more than

65 decimal digits.

3 Overview of ECPP

The following results are at the heart of the Elliptic Curve Primality Proving algorithm in [4]. The
first one can be found as [10, Prop. (5.29)] and the second one is a summary of the theory involved

in [4].

Theorem 4 Let p be a prime number and D any positive integer. Then 4p = x>+ Dy? has a solution
in integers (z,y) if and only if —D is a quadratic residue modulo p and the polynomial Hp(X) has

a root modulo p, where Hp(X) is a monic polynomial with integer coefficients depending on D only.

Theorem 5 Let p be a prime that can be written as 4p = z° + Dy? for a given D. Then there ezists
an elliptic curve E defined over Z[pZ such that 4#(E(Z/pZ)) = (z — 2)* + Dy®. Moreover, this

curve can be computed explicitly using any root of the polynomial Hp(X) modulo p.

The algorithm then proceeds as in the classical DOWNRUN process of the well known primality

proving algorithms based on the converse of Fermat’s Theorem [6, 22].

4 Building curves of given order

Let p be a given prime number greater than 3. Suppose we want to build an elliptic curve of order
m, where m satisfies {1). We will use the theory of ECPP to achieve this. The algorithm runs as

follows:
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procedure BuildCurveGivenM(p)

1. computet =p+1—mand D = 4p — t%;
2. compute Hp(X), the minimal polynomial of j(v/D) where

(14240555, £5)°

i(z) =
i (1 — ¢%)™

with ¢ = exp(2itnz) (see (4]);
3. find a root jg of Hp(X) = 0 mod p;
4. build the curve E of invariant jo and cardinality m.

5. end.

The validity of this method is easily seen once we remark that 4p = t2+ D and that the Theorems
4 and 5 of the preceding section apply.

Note also that there are a lot of technical details involved in such computations and the interested

reader should consult [4, 22].

Example. Suppose that p = 101. By Hasse’s theorem, a good m satisfies: 82 < m < 122. Let us
try to build a curve of cardinality m = 85. We get t = 17 and D = 5 x 23. Using the algorithms

described in [4], we compute
Hys(X) = X? 4 427864611225600.X + 130231327260672000.

This polynomial has two roots modulo 101, namely {67,96}. We choose j; = 67 and get

k=98,a=3k=92b=2k = 95.
Next, we select the point (1 : 17 : 1) on the curve

E:y’2 =2+ az2® + b2® mod p.
But we find that

85P = (24:88:1)
and thus the cardinality of E(Z/101Z) is not m. We then consider the twisted curve E’ obtained by
replacing a (resp. b) by ac? (resp. bc®) with ¢ =2. On
E':y*z = z° + 65z2? + 532°
we take P’ = (7:12:1) and find that
85P' = Og.
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It is now easy to verify that P’ is a point of maximal order on £'.

A rough analysis. We can now state the following result.
Proposition 4.1 The running time of BuildCurveGivenM is erxponential in logp.

Proof: By Siegel’s Theorem [24], we know that h(—D) is O(D*/**<). Hence, we may want to find D
small. If we brutally apply the preceding algorithm, we require that m be as close of (\/p % 1)? as
possible. This implies that D is O(,/p), yielding h(—D) = O(p'/**<).

5 Finding cyclic curves

Let p be as usual a given (large) prime. Suppose now that we do not insist on having a curve with
given number of points, but simply that the curve be cyclic. This is the case in [15]. The easiest way
to do this is to find a curve with squarefree order. It then follows from Theorem 3 that the resulting
curve is cyclic. Note that we can relax this condition by imposing that any prime factor dividing m

with a multiplicity greater than 1 does not divide p — 1:

¢|lm=qtp-—1.

5.1 Brute force
Let us first consider the following brute force algorithm.
procedure BruteForce(p)
repeat
choose E {i.e. a and b) at random and compute m = #E(Z/pZ) using Schoof’s algorithm
until m is squarefree.

From a theoretical point of view, this is quite nice, since the proportion of squarefree numbers is
6/7% =~ 0.608 and that Schoof’s algorithm runs in polynomial time. However, this is not a practical
algorithm.

Let us turn to a more subtle way. We simply use ECPP and just modify it in such a way that we
select a squarefree number of points in the process. The idea is that we will find a good squarefree
m by looking at a list of D with small class numbers for which 4p = z? + Dy®. Once we find a good
m, we can build the curve by using a process similar to that of BuildCurveGivenM, but this time,

the degree of Hp is small. The algorithm is then



procedure ModifiedECPP(p)

1. repeat
1. find D such that 4p = z? + Dy?; compute m = ((z — 2)* + Dy?)/4
until m is squarefree and m is completely factored, maybe with a large prime cofactor.

2. Build E as in BuildCurvaGivenM. It is cyclic.

3. end.

To examplify this idea, take the smallest 100-digit prime number, namely

p = 10 + 289.
Using ECPP, we find that
4p = A* + 1435B8°
with
A = 21227399023578515608454660935335447183037478036989,

B =1572719859536665825156799896734976642256008720081.

We get
m=p+1-A=TxTIxp

where p, is a probable prime. In order to prove the primality of p, we have to find a curve £ of
cardinality m. The degree of Hy4s(X) is equal to 4 and it is easy to compute this polynomial. We
find that the right curve is E : y%z = 23 + azz? + b2® with

a = 89332580780315577971243129589054863098634217387660751864455044211315789505524515985449257586521766.

b = 18613904516032152217956335334173823605916083569265109985354 760506956584 258703397 3762816073756498461

and FE is cyclic with generator P = (z: y : 1) where
= = 90873632635002532442296404364966023081 742894541 464194966 48433254196 35009283637466281698211 268422360,

y = 809864355101745232805373245697861867706292687110023680570612827450398140872860725704901655610280810.

We end this by the following results.
Conjecture 5.1 Procedure ModifiedECPP has running time O((log p)®*).

Proof: 1t is easy to see that the complexity of ModifiedECPP is at most that of ECPP, which can be
heuristically estimated to O((log p)***) (see [17]).

Acknowledgments. The author wants to thank A. Miyaji for some valuable remarks on the pre-

liminary version of this paper.
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