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Abstract: Hash functions are used to compress messages into digi- 

tal signatures. A hash function has to be collision free; i.e., it must be 

computationally infeasible to construct different messages which out- 

put the same hash-value. This paper shows that five hash functions 

are not collision free, including the assumptions that an attacker can 

modify an initial value of the hash function. These hash functions are 

analyzed from the standpoints of their structure, the complementa- 

tion property and the weak keys of the block ciphers used in them. 

As a result, it is clear that many pairs of messages can be created to 

generate the same hash-values. Therefore, users desiring to use these 

hash functions should be notified of their weakness. 

1 Introduction 

Digital signature techniques are methods that can confirm the 

contents of a communication message and its origin 111. It is recom- 

mended to sign a compressed form of the message, the hash-value, in 

order to enhance digital signature efficiency. Hash functions are nor- 
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mally used for this purpose, especially for long messages. The hash 
function used to generate the hash-value has to be collision free; i.e., 
it must be computationally infeasible to construct different messages 
which output the same hash-value. When a hash function is not colli- 

sion free, an attacker or malicious sender first signs a message M ,  and 
then later changes M into a false message kl' that yields the same 

hash-value, and hence the same signature, as message Ad. Therefore, 
senders can abuse the signature system. 

An n-bit hash function is a hash function that outputs n-bit hash- 

values. Some existing schemes (3, 41 are 64-bit hash functions, i.e., 
n=64, which include a 64-bit block cipher algorithm [9, 121. However 
the birthday attack method [2, G] can attack any n-bit hash func- 
tion and about 2n/2 attacks have a success probability of about 0.5. 
Consequently, the collision free property requires that the length of 

the hash-value should be at least about 100-bits (128-bits to ensure 
a sufficient safety margin) to attain the comparable security of a 64- 
bit block cipher algorithm. Therefore, several 2n-bit hash functions 
based on n-bit block cipher algorithms were recently proposed [5, 71. 

In this paper, five hash functions are analyzed from the stand- 
points of their structure, the complementation property and the weak 
keys of the block ciphers used in them. We show that they are not 
collision free. 

A hash-value is calculated from a message and an initial value. 
Although there are several ways of sharing the initial value between 
sender and verifier, we will consider the collision free property of the 
hash functions in the worst case scenario. That is, attacker might be 

able to modify both the message and the initial value. It is clarified 
under what conditions the hash functions are collision prone. 
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2 Notation 

Hereafter, we use the following notation. Hash function H, 

II = h( Al, I ) ,  is represented as follows: 

E-lo = I ( Initial value ) 

Hi = O ( M i , H ; - i )  
H = h ( M ,  I )  = H N  ( Hash-value ) 

for i from 1 to N 

where, hI = M I  1 1  . . . llMil] . . . I IMN : message 

1 1  : concatenation, 

8 : the iterative function of the hash function 

e K ( P )  : ciphertext block of plaintext block P ,  enciphered by an 
n-bit block cipher using key I< 
d K ( C )  : plaintext block of ciphertext block C, deciphered by an 
n-bit block cipher using key I -  
X @ Y : bitwise exclusive-or of data X and Y 
XllY : concatenation of data X and Y 
N x’ : complement of X (All bit inverse of X) 

C# : n-zeros 

3 Meyer-Matyas hash function [8] 
3.1 Algorithm 

This is described as: 

Ho = I ( Initial value ) 
Hi = &(hIi, Hi-1) = eHi- l (Mi)  CD Mi for i from 1 to N 
H = h i ( M , I )  = HN 
Mi , Hi , I : n-bit blocl<s 

3.2 Consideration of collision prone property 

We will describe four kinds of attacks. Three attacks are deter- 
ministic and the other one is probabilistic. 
3.2.1 Attack 1 

We assume that an n-bit block cipher satisfies the cornplementa- 
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tion property below: 

e - I<(N P )  =- el<(P) 

Then, 

holds. Therefore, h l ( f i f , I )  = h l ( M ' , ~  I )  for any given M and I ,  
where M = f i ! ~ ~ ~ A d ~ / ~  . . . 1 1 M ~ ,  f i l l  = (- f i f l )~~f i f2~~ .  . . IIMN. 

The DES [9] cipher has the complementation property shown in 
Equation( 1). Thus, the Meyer-Matyas hash function is not collision 
free if the DES cipher is used in its iterative function. 
3.2.2 Attack 2 

When this hash function includes the DES cipher in its iterative 
function, the substantial bit length of Hi is 56. Therefore, an example 

of the collision prone property is found with 228 attacks where the 
success probability is about 0.5 using the birthday attack [2, 61. 

For example, define a message 5 and a mapping @ as follows: 

t = M1 IIM2II * - * I l f iL-1 

S(<)  = I i - k ,  

where l c k  is the substantial bits of f Ik - l (k  2 2). Keep both I and 
M ,  constant, apply the birthday attack to \I, in order to find < and 
< I  as: 

Since ICk is 56-bits long, a pair of < and < I  is found with 2" attacks 
where the success probability is about 0.5. Define M and kI' as: 

Q(<> = W<') , < # < I  

M = < l l M k ~ ~ f i f k + l ~ ~  - * * IIwv 7 MI = <'llfifk~~~k+lll * - IIMN- 
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Then, hl ( M ,  I )  = hl ( M ' ,  I )  holds for any given I and  MI,^) . . . I~MN 

3.2.3 Attack 3 
(k 2 2). 

We assume that an n-bit block cipher has the weak keys, K1 and 
I i2 ,  satisfying Equation(2) for an arbitrary n-bit block K .  

Then, 
61 ( K ,  1 - 1 )  = eh'l (I<) @ I- 
&(eI<1(K),K2) = eK2(eII'l(I<)) @ eKl (K)  = eKl (K)  @ IC 

The DES cipher has the weak keys. Thus, the Meyer-Matyas hash 
function is collision prone if the DES cipher is used in its iterative 
function. This attack can work well with the Attack 1. 
3.2.4 Attack 4 

We assume that an n-bit block cipher has the collision keys, I<', 
and I<, as: 

eK,(P) = eK,(P) ,  KZ # Ii, for some data bloclc P 
Then, 

f?I(P,Kz) = e K Z ( P )  CB P = eKY(P) @ P = &(P,X,)  
The DES cipher has the collision keys. An example of collision keys, 
I<, and I-, is given (6, 111 below in hex. 

P =  04 04 04 04  04 04 04 04 

Ii', = CE 80 6E EE 7 C  FC D2 EC 
Ify = AE 88 38 90 48 74 C6 06 
eI<,(P) = eIirY(P) = 15 OE OB 6F F3 5B 4F OE 

Then, the Meyer-Matyas hash function is collision prone. This attack 
can work smoothly with the Attack 1. 
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4 Davies-Price hash fuiictioii [4] 

4.1 Algorithin 
This is described as: 

Ho = I ( Initial value ) 
Hi = 02(Mi, Hi-1) 

= eiVfi(Hi-1) @ Hi-1 for i from 1 to N 
EI = h2(M, I )  = H N  

M i  , Hj , I : n-bit bloclis 
4.2 Consideration of collision prone property 

The basic idea to find collision prone exanlples will be described 
below. Find an n-bit block II and a message K so as to satisfy: 

Then, the following relation holds and the hash function is proven to 
be collision prone: 

hz(h1, H )  = h2(M', H )  = H ,  
where M = Ii' , M' = Kll. .  . IIK. 

satisfy: 
Furthermore, find an initial value I and a message I{* so as to 

H = &(I<*,l) ,  
where H is the value obtained above. The following relation holds: 

h2(hf, I )  = h2 ( M ' ,  I )  = H ,  
where M = I<* , hf' = I<*~~Ii'-~~ . . . ]/I<. 
4.2.1 Attack 5 

Define an n-bit block fI as follows: 
fI = clK(4) for arbitrary Ii' 

Then Equation(3) holds. Thus the following relation holds: 

hz(A4, dIi '(4)) = hz(M' ,  d K ( 4 ) )  = dIi'(4), 

where M = I<, M' = I<[[ . . . \[I<. 
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This attack beconies so powerful because it combines the meet- 
in-the-middle attack [3, 8, 101 that it is used when an initial value is 
given. 

Let I be any given initial value. A pair of I<* and Ii' can be 

found with 232 attacks so as to satisfy the following: 
eI<*(I) @ I  = ClK(q5) 

Then, 

where Ad = I<*, M' = I < * ~ / K ~ ~ .  . . [/I<. 
4.2.2 Attack 6 

hZ(M, I )  = h2(M',  I )  = dK(+) for any given I ,  

We assume that an n-bit block cipher satisfies the complementa- 
tion property of Ecluation(1). Define an n-bit block H as follows: 

H =- cl I<(- #) for arbitrary I< 
Then Equation( 3) holds. Thus the following relation holds: 

hz(h1,- cl N I<(- 4 ) )  = h2(A!! ' ,~  d N I<(- 4)) 
=N cl N I+ #), 

where M = I{, M' = I</ / .  , . IIK. 

as well as Attack 5. 
This attack can be extended to the case an initial value is given 

Let I be any given initial value. A pair of I{* and Ii' can be 
found with 232 attacks so as to satisfy the following [3, 8, 101: 

Then, 

where &I = I<*, &I' = II'*I/I</I.. .Ill<. 
4.2.3 Attack 7 

e K * ( I )  CB I =N d N I<(N 4) 

h2(M,I) = h&M',I) =N d N I+ 4), 

We assume that there is a pair of keys, Kl and Ii'z, in a block 
cipher satisfying Eyuation(4). 
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Note that the weak keys satisfy this equation. Then, 

O2 (Kl, 4) = eKl(4)  @ # = eIG(#) 
e2(~i2,e~{1(4))  = eI<2(eI<l(+)) @ eIi'l(4) = e&(+) 

Thus, h2(M,4) = h2(M',eI<1(4)) = e&(@),. 

where M = K 1 ~ ~ K z ~ ~ .  . . IIIiz, &I' = K 2 I I . .  . llI<z. 
4.2.4 Attack 8 

We assume that there is a pair of keys, Ii'l and I(2, in a block 
cipher satisfying Equation(5) and (6). 

Note that the weak keys satisfy Ecluation(5), and if the block cipher 
has the complementation property of Equation( l), the weak keys also 
satisfy Equation(6). Then, 

0 2 ( I i 1 , ~  4) = eKl(N #)@ N # =- eI<l(N 4) 
6 2 ( -  Ic2,- e K l ( N  4)) = e N Iir2(- e K l ( N  @))@ - eI{l(w #) 

=- eI<l (- #) 
Therefore, 

where M = IC11I N Ii'211.. . 11 N K 2 ,  &I' =- IC2II.. . I 1  N I(z. 
4.2.5 Attack 9 

h z ( M , ~  4) = h 2 ( M ' , ~  eK1(N  4 ) )  =- eli ' l(N #), 

This attack is similar to Attack 1, that is, the complementation 
property of Equation( 1) is assumed. Then, 
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4.3 Summary 
The above mentioned results are summarized in Table 1. The 

DES cipher has the complementation property of Equation( 1) and 

its weak keys satisfy Equations(4) and (5). If the Davies-Price hash 
function includes the DES cipher, all the examples listed in Table 1 
exist. 

5 Quisquater-Girault hash function (April version) [5]  

In this section, the 2n-bit hash function presented at Eurocvpt 
'89 [5] by Quisquater and Girault will be analyzed. 
5.1 Algorithm 

Figure 1 shows the iterative function, 03'  of this 2n-bit hash 
function. Its procedures are shown below, where Hi and M; are 2n- 
bit blocks, while the others are n-bit blocks. 

HO = b-lllbo ( Initial value ) 
H;  = e 3 ( ~ i , ~ i - 1 )  
where 

for i from 1 to N 

Mi = m2i-1 llm2i 
wi = em2i-1 (b2i-3 @ 7722;) @ m2i @ b2i-2 

b i - 1  = emti(wi @ m2i-1) @ mzi-1 @ h i - 3  @ b2i-2 

bp i  = wi @ b2i-3 

Hi = h i - 1  1162i 

H = h~(hf, I )  = H N  (Hash-value) 
5.2 Consideration of collision prone property 

Considering a state transition of hash-values for this hash func- 
tion yields Figure 2. Typical examples are as follows: 
Assume the key I< in a block cipher satisfies Equation(7) and (8): 
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Note that the weak keys satisfy Equation(7), and if the block cipher 
has the complementation property of Equation( l), the weak keys also 
satisfy Equation( 8). 

Define Ho =N 6116 and MI = Kll N K ,  then 

holds, where Equations(7) and (8) are used. 

This state transition is indicated from the state H ~ ( = N  g5llg5) to 
the state H1 (= # l l e K ( K )  @ K )  using the input MI(= Kll N I{). The 
arrow from Ho to HI drawn with a straight line means the weak keys 
and complementation property are necessary. 

Define M2 = KIIK, then 

holds, where no condition is necessary. 
Define &I3 = KIIK, then 

holds, where Equation(7) is used. 

Here, because H3 = H1 holds, the two states, H1 and H2, are 

connected and form a loop. There are many initial values other than - $116 but all reduce to the state, HI or EI2, as shown in Figure 2. 
Moreover, consider the complementation of an arbitrary message 

block Mi. Then 
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holds, where the coniplenientation property of Equation( 1) is used. 
Therefore, there are two invoking messages between each state in 
Figure 2. One message is always the complement of the other. 
5.2.1 Attack 10 

For any block cipher, the following relation holds: 

h3(M,  $lle&(&) @ I<a) = h3(M’,  4llelcb(lcb) @ rcl) = #]I#, 
where M = II?alll<a, &I’ = I<g(lI{b, I{, and I‘b are arbitrary n-bit 

blocks, I<= # Kl.  
5.2.2 Attack 11 

This attack can modify any message component Mi to - M i  

without changing the initial value and the hash-value. The comple- 
mentation property of Equation( 1) is assumed. Then 

holds for an arbitrary message block Mi. Thus the following relation 
holds: 

h3(M, I )  = h3(M’, I )  for any given M and I ,  
where M = MIJI.. . l\hli\l . . . IIMN, 

5.2.3 Attack 12 

03(- Mi,  JIj-1) = B3(1Lif j ,  Hj-1)  

M‘ = MI 11 * .  - IlMi-1 11 N iWi[lMi+lII. . . I I M N .  

The state transition diagram shown in Figure 2 allows us to con- 
struct many examples of the collision prone property. 

(9), ( lo),  (ll), the following relation holds: 

where 

For example, when we use the three state transitions, Equations 

h 3 W ,  - 4l#) = 123(M’,N $114) = +]I#, 

M = 11‘11 N I i - p i - ~ ~ K ,  
hl‘ = Ii‘ll N ~ ~ ~ ~ I ~ ~ ~ ~ ~ ~ ~ ( ~ ~ ~ ~ ~ ~ ~ ~ 1 ~ ~ ~ I ~ ) ~ ~ .  . . / ~ ( K p q ~ l i - ~ ~ K ) .  

If this hash function includes the DES cipher in its iterative function, 
all the collision prone examples obtained from Figure 2 exist, because 
the DES cipher has the complementation property and the weak keys. 
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6 Quisquater- Girault hash function (October version) [7] 
6.1 Algorithim 

This scheme was proposed as a modification of the Quisquater- 
Girault hash function (April version) by originators [7]. In this algo- 
rithm, a new message block, M N + ~ ,  is introduced as a pseudo message 
block . 
MI,. . . , &IN: real message blocks, where Mi=rn2;-, Ilm2; 
n / r ~ + 1 :  a pseudo message block, where MN+1=m2N+11l??x2N+2 

m2~+2 = m1+m2+ . . .+m2~-1+ m 2 N  mod (Y-1) 

Ho = b-11160 ( Initial value ) 
Hi = 04(n/r,, Hi-1) 

m 2 N + l  = ml @ m2 @ - - - @ m 2 N - 1  @ m 2 N  

Hi ,  Mi ,  I : 2n-bit blocks, others : n-bit blocks 

for i from 1 to N + 1 
where 

w, = e m z .  r- hi--3) h i - 2  

b2i-1 = e m 2 i ( w i )  @ b2i-3 @ 6'21-2 

b2i = W i  @ b2i-3 

Hi = b2i-1 l l h i  

H = h4(M, I )  = H N + ~  ( Hash-value ) 

6.2 Attack 13 
For any block cipher, 

holds, where a is an arbitrary n-bit block. Furthermore, 

= m2 @ mi 03 . . . fB 7722 N-1 @ 7722 N , 
m l @  m2 @ - .  . (3 m2~--1@ m 2 ~  

and 

ml+mz+. . .+m2~,l+m2~ mod (2"-1) 
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7 2n-bit hash funtion [S] 

block cipher as the parallel processing element. 

7.1 Algorithm 

A 2n-bit hash function has been proposed that includes an n-bit 

This is described as: 
HoIIHA = IllI' ( Initial value ) 
H;IIH: = &(Mi, Hi-lllHI-l) for i from 1 to N 

where 

Ti = eKi(M;) @ Mi where Ki = AdjlO (Hi-1) 
T;' = eKf(n/r) @ M, 
Hi = Ti[left](/T:[right] 
T;[left]: Left half of Ti 
T/[left]: Left half of T;' 

where I<: = AdjOl (H:-l)  
HI = T;'[left]llT;[right] 
TiIright]: Right half of T; 
T;"right]: Right half of T;' 

H = hS(M, I )  = H N [ I H ~  ( Hash-value ) 
Hi, HI,  Mi, I ,  I' : n-bit blocks 

Here, AdjlO(X) means that: bit positions 2,3 of X are set to 'lo', 
and other bits (i.e., bit positions l(MSB), 4,5,. . .,64(LSB)) remain 
unchanged. AdjOl(X) means that: bit positions 2,3 of X are set to  
'Ol', and other bits (i.e., bit positions 1,4,5,. . .,64) remain unchanged. 

Paper[8] has the following comment about the initial values: 
These  (initial values) can be standardized, or randomly gener- 
ated b y  the authenticator.  If static origin keys  (initial values) 
are used, t h e y  are defined here I = 5252525252525252 in hex, 
I' = 2525252525252525 in hex. 
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7.2 Attack 14 

such that: 
Find collision keys, I{z and K,, using the birthday attack [2, 61 

eIi',(P) = eKY(P) ,  Ii', # ICY, for some data block P 
bit positions 2,3 of I<, are 1,0, 

Then, the following equations hold: 
AdjlO (K,) = K,, 
AdjlO ( N  K,) =N KY, 

bit positions 2,3 of K ,  are 0,l. 

AdjOl (Icy) = Ii', 

We assume the complementation property of Equation( 1). Then, 

The DES cipher has collision keys [ll]. Thus, users of the 2n-bit 
hash function have to adopt a t  least the initial values as specified by 

AdjOl (N Kz) =N Kz 

H ~ I I H ~  = e 5 p ,  K J I ~ ~  = s+ P , ~  1 . ~ 1 1  IC,). 

PaPer[81 * 

8 Conclusion 
The collision free property of hash functions has been analyzed 

considering hash function structures, the complementation property 
and the weak keys of the block cipher used in their iterative functions. 
This paper has shown that five hash €unctions are not collision free. 
One of our assumptions is that an attacker can modify the initial value 
of the hash function. Thus, users desiring to use these hash functions 
should be notified of their weakness. The authors recommend that 
the initial value should be standardized to decrease collision-prone 
cases. We have proposed a new 128-bit hash function, N-HaSh[l3], 
which seems to be collision free. 
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Table 1. Examples of collision messages 
in the Davies-Price hash function 

Notation: 
Ho-l (initial value), Ci : message chain 
Hi -eCi (Hi-l)t3HI-l , from i-1 to n 
C=eK(P). P-dK(C) : e:enciphering, d:deciphering 
K : key, C : ciphertext, P : plaintext, 6 : null data block 
-X : all blt Inverse of x, I I  : concatenation 

Notes: 
1) K is arbitrary 84-bit data block. 
2) K* and K are 64-bit data blocks that satisfy eK*( I ) 8 I-dK( 4 ). A pair of K* and K 

can be found by the meet-in-the-middle attack using any given initial value 1. 
3) K* and K are 64-bit data blocks that satisfy eK*( I ) @ I--d-K(-b ). A pair of tP 

and K can  be found by the meet-in-the-middle attack using any given Initial Value 1. 
4) The encipherment algorithm should satisfy the following for massage block K: 

e-K(-P )--eK( P ) 
5) The encipherrnent algorithm should satisfy the followlng for a palr of keys, K i  and K2: 

eK2(eKi ( d ))-Q 
6) The enclpherrnent algorithm should satlsfy the followlng for a palr of keys, Ki  and KP: 

eKz(eK1 ( 9 ))=# and e-K2(-eK1( $ ))=-eK~(eKl( (d )) 
7) The encipherment algorithm should satisfy the following for a pair of keys, K i  and Kz: 

eKz(eKl (4  ))-4 and e-K2(--eK1 (-6 ))--eK;?(eK1(-6 )) 
The DES cipher has the properties listed in notes 4)-7). 
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H i-1 = b 2i-3 I I b 2i-2 

M i =m2i-i I l m 2 i  

(i=l,2, ..., N) 
m 2i-1 m 

b 
i 

K, 

E 
P C 

L VW 

H i =b2i-1 I I b2i  

K : Key input, P : Plaintext input, C : Ciphertext output 
E : n-bit block cipher 

b2i 

Figure I .  Iterative function of the Quisquater-Girault 
hash function (April 1989 version)[5] 
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Necessary conditions: 
no conditions 

- - - - - - - -  complementation property 
weak keys 
weak keys and complementati 

---- 

----- 

Figure 2. State transition of the Quisquater-Girault 
hash function (April 1989 version) 
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