Confirmation that Some Hash Functions
Are Not Collision Free

Shoji Miyaguchi Kazuo Ohta Masahiko Iwata

NTT Communications and Information Processing Laboratories
Nippon Telegraph and Telephone Corporation
1-2356, Take, Yokosuka-shi, Kanagawa, 238-03 Japan

Abstract: Hash functions are used to compress messages into digi-
tal signatures. A hash function has to be collision free; i.e., it must be
computationally infeasible to construct different messages which out-
put the same hash-value. This paper shows that five hash functions
are not collision free, including the assumptions that an attacker can
modify an initial value of the hash function. These hash functions are
analyzed from the standpoints of their structure, the complementa-
tion property and the weak keys of the block ciphers used in them.
As a result, it is clear that many pairs of messages can be created to
generate the same hash-values. Therefore, users desiring to use these

hash functions should be notified of their weakness.

1 Introduction

Digital signature techniques are methods that can confirm the
contents of a communication message and its origin [1]. It is recom-
mended to sign a compressed form of the message, the hash-value, in

order to enhance digital signature efficiency. Hash functions are nor-
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mally used for this purpose, especially for long messages. The hash
function used to generate the hash-value has to be collision free; i.e.,
it must be computationally infeasible to construct different messages
which output the same hash-value. When a hash function is not colli-
sion free, an attacker or malicious sender first signs a message M, and
then later changes M into a false message M’ that yields the same
hash-value, and hence the same signature, as message M. Therefore,
senders can abuse the signature system.

An n-bit hash function is a hash function that outputs n-bit hash-
values. Some existing schemes (3, 4] are 64-bit hash functions, i.e.,
n=64, which include a 64-bit block cipher algorithm [9, 12]. However
the birthday attack method [2, 6] can attack any n-bit hash func-
tion and about 27/? attacks have a success proba,bility of about 0.5.
Consequently, the collision free property requires that the length of
the hash-value should be at least about 100-bits (128-bits to ensure
a sufficient safety margin) to attain the comparable security of a 64-
bit block cipher algorithm. Therefore, several 2n-bit hash functions
based on n-bit block cipher algorithms were recently proposed [5, 7].

In this paper, five hash functions are analyzed from the stand-
points of their structure, the complementation property and the weak
keys of the block ciphers used in them. We show that they are not
collision free.

A hash-value is calculated from a message and an initial value.
Although there are several ways of sharing the initial value between
sender and verifier, we will consider the collision free property of the
hash functions in the worst case scenario. That is, attacker might be
able to modify both the message and the initial value. It is clarified

under what conditions the hash functions are collision prone.
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2 Notation
Hereafter, we use the following notation. Hash function H,
H = h(M,I), is represented as follows:
Ho =1 ( Initial value ) 4
H;=0(M;, H;_y) for ¢ from 1 to ¥V
H =h(M,I)= Hy ( Hash-value)
where, M = M||...|[|M;]]...||My : message
|| : concatenation, ¢ : n-zeros
@ : the iterative function of the hash function
e (P) : ciphertext block of plaintext block P, enciphered by an
n-bit block cipher using key K
dK(C) : plaintext block of ciphertext block C, deciphered by an
n-bit block cipher using key K
X @Y : bitwise exclusive-or of data X and Y
X||Y : concatenation of data X and Y’
~ X : complement of X (All bit inverse of X)

3 Meyer-Matyas hash function [§]

3.1 Algorithm
This is described as:
Ho =1 ( Initial value )
H;=0(M;,H,_1)=eH,_1(M;) ® M; for ¢ from 1 to N
H=h(M,I)=Hy
M; , H; , I : n-bit blocks

3.2 Consideration of collision prone property

We will describe four kinds of attacks. Three attacks are deter-
ministic and the other one is probabilistic.
3.2.1 Attack 1

We assume that an n-bit block cipher satisfies the complementa-
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tion property below:
e~ K(~ P) =~ eK(P) (1)
Then,

0y(~ Mi,~ Hi_1) = e ~ Hi_y(~ Mi)® ~ M;
=~ eH;_1(M;)® ~ M;
=eH;_1(M;) & M;
= 01(M;, H;_1)

holds. Therefore, hy(M,I) = hy(M',~ I) for any given M and I,
where M = M, ||M:||...||My, M' = (~ M1)||M:]|...||MnN.

The DES [9] cipher has the complementation property shown in
Equation(1). Thus, the Meyer-Matyas hash function is not collision
free if the DES cipher is used in its iterative function.

3.2.2 Attack 2

When this hash function includes the DES cipher in its iterative
function, the substantial bit length of H; is 56. Therefore, an example
of the collision prone property is found with 22 attacks where the
success probability is about 0.5 using the birthday attack [2, 6].

For example, define a message £ and a mapping ¥ as follows:

§= Mi||My||. .. [[ My

¥(¢) = K,
where K} is the substantial bits of Hy_3(k > 2). Keep both I and
M, constant, apply the birthday attack to ¥ in order to find £ and
& as:

U(E) = ('), # €
Since K} is 56-bits long, a pair of £ and ¢’ is found with 228 attacks
where the success probability is about 0.5. Define M and M’ as:

M = &|| M| M| .- ||My , M' =&\ Mg||Miga]| - - - | M.
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Then, hy(M,I) = h1(M',I) holds for any given I and My||...||Mn
(k > 2).
3.2.3 Attack 3

We assume that an n-bit block cipher has the weak keys, K; and
K, satisfying Equation(2) for an arbitrary n-bit block K.

eKy(eK1(K)) =K (2)

Then,
(K, K1) =eK{(KN)d K
01(eK1(K),K3) = eKa(eK1(K)) ®ek;(K)=eKi(K)® K
The DES cipher has the weak keys. Thus, the Meyer-Matyas hash
function is collision prone if the DES cipher is used in its iterative
function. This attack can work well with the Attack 1.
3.2.4 Attack 4
We assume that an n-bit block cipher has the collision keys, K
and K, as:
el (P) = eKy(P), K, # K, for some data block P
Then,
01(P,K:) = eK,(P)® P =el,(P)® P = 6:;(P,K,)
The DES cipher has the collision keys. An example of collision keys,
K and K, is given [6, 11] below in hex.
P =04 04 04 04 04 04 04 04
K. =CE 80 6E EE 7C FC D2 EC
I&'y = AE 88 38 90 48 74 C6 06
el\;(P)=eK,(P)= 15 OE OB 6F F3 5B 4F OE
Then, the Meyer-Matyas hash function is collision prone. This attack
can work smoothly with the Attack 1.
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4 Davies-Price hash function [4]
4.1 Algorithm
This is described as:
Hy = I ( Initial value )
H; =0,(M;,H; )
=eM;(H;_1)® H;,_; forifrom1ltoN
H=hy(M,I)=Hy
M; , H; , I : n-bit blocks
4.2 Consideration of collision prone property
The basic idea to find collision prone examples will be described

below. Find an n-bit block H and a message K so as to satisfy:
H=0,(K,H) 3)

Then, the following relation holds and the hash function is provén to
be collision prone:
ho(M,H)=hy(M',H)=H,
where M = K , M' = K||...||K.
Furthermore, find an initial value I and a message K* so as to
satisfy:
H = 0,(K*,1),
where H is the value obtained above. The following relation holds:
ho(M,I) = hoy(M',I)=H,
where M = K* , M' = K*||K||...|
4.2.1 Attack 5
Define an n-bit block H as follows:
H =dK(¢) for arbitrary K
Then Equation(3) holds. Thus the following relation holds:
ha(M,dK(¢)) = ha(M',dK(¢)) = dK(¢),
where M = K, M' = K||...||X.

n.
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This attack becomes so powerful because it combines the meet-
in-the-middle attack {3, 8, 10] that it is used when an initial value is
given.

Let I be any given initial value. A pair of K'* and K can be
found with 2%% attacks so as to satisfy the following:

eK*(I)® [ = dK(¢)
Then,
ho(M,I) = ho(M',I) = dK($) for any given I,
where M = K*, M' = K*||K||...||K.
4.2.2 Attack 6

We assume that an n-bit block cipher satisfies the complementa-

tion property of Equation(1). Define an n-bit block H as follows:
H=~d~ K(~ ¢) for arbitrary K
Then Equation(3) holds. Thus the following relation holds:

ho(M,~d~ K(~ ¢)) = ho(M',~ d ~ K(~ ¢))
—rv d ~ I{(N (b),
where M = K, M' = K||...||K.

This attack can be extended to the case an initial value is given
as well as Attack 5.

Let I be any given initial value. A pair of K* and K can be
found with 22 attacks so as to satisfy the following [3, 8, 10]:

eK*(I)®I=~d~ K(~ ¢)

Then, ,
ho(M,I) = ho(M',I) =~ d ~ K(~ ¢),
where M = K*, M' = K*||K|]...||X.
4.2.3 Attack 7

We assume that there is a pair of keys, K; and K3, in a block

cipher satisfying Equation(4).

eKy(eKi(9) = ¢ (4)
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Note that the weak keys satisfy this equation. Then,
02(K1,9) = eK1(4) ® ¢ = eK1(¢)
02(K2,eK1(9)) = eK2(eK1(d)) @ eK1(¢) = eK1(9)
Thus, ho (M, @) = ho(M',eK1(¢)) = eK1(9),
where M = K1||Ka||...||K2, M' = K,||...||K2.
4.2.4 Attack 8
We assume that there is a pair of keys, K7 and K,, in a block

cipher satisfying Equation(5) and (6).
eKa(eK1(~ ¢)) =~ ¢ (5)

e~ IX’Q(N 61{1(“4 ¢)) =~ el{y (61{1 (N ¢)) (6)

Note that the weak keys satisfy Equation(5), and if the block cipher
has the complementation property of Equation(1), the weak keys also
satisfy Equation(6). Then,
02(K1,~ @) = eKi(~ ¢)® ~ ¢ =~ eK1(~ ¢)
Oz(~ Ka,~ eK1(~ ¢)) = e ~ Ko(~ eK1(~ ¢))® ~ eK1(~ ¢)
=~ eKi(~ ¢)

Therefore,
hz(M,N ¢) = hz(M',N eK1(~ d))) =~ eK; (N ¢),
where M = K| ~ IG]| ... || ~ Kpy, M' =~ K;||...|| ~ K.

4.2.5 Attack 9
This attack is similar to Attack 1, that is, the complementation
property of Equation(1) is assumed. Then,

Or(~ Kiy~ Hiy) =e~ Ki(~ Hi1)® ~ Hi—4
=~ el;(H;—1)® ~ Hi_1 = 0,(K;, Hi_1)

holds. Therefore, ho(M,I) = ho(M',~ I) for any given I, where

M = 11’1”11’2” v HIX’N, M' = (N I&’])”Ifz“ | I{N.
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4.3 Summary

The above mentioned results are summarized in Table 1. The
DES cipher has the complementation property of Equation(l) and
its weak keys satisfy Equations(4) and (5). If the Davies-Price hash
function includes the DES cipher, all the examples listed in Table 1

exist.

5 Quisquater-Girault hash function (April version) [5]
In this section, the 2n-bit hash function presented at Eurocrypt
'89 [5] by Quisquater and Girault will be analyzed.
5.1 Algorithm
Figure 1 shows the iterative function, 03, of this 2n-bit hash
function. Its procedures are shown below, where H; and M; are 2n-
bit blocks, while the others are n-bit blocks.
Hy = b_1]|bo ( Initial value )
H; =03(M;,H;_1) for i from 1 to N
where
M; = m2i—1||m2i
w; = ema;_1(bgi—3 & ma;) @ ma; ® bai_»
bai—1 = emai(w; ® mai—1) ® Mai—1 ® bai_z ® bgi—2
bei = w; @ byi_3
H; = bz;_1|ba;
H = h3(M,I) = Hy (Hash-value)
5.2 Consideration of collision prone property
Considering a state transition of hash-values for this hash func-
tion yields Figure 2. Typical examples are as follows:
Assume the key K in a block cipher satisfies Equation(7) and (8):

el(eK(K)) =K (7

e~ K(~eR(R)) =~ ek (eK(K)) (8)
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Note that the weak keys satisfy Equation(7), and if the block cipher
has the complementation property of Equation(1), the weak keys also
satisfy Equation(8).

Define Hy =~ ¢||¢ and M; = K|| ~ K, then

Hy = 03(M;, Hp) = ¢|leK(K)® K (9)

holds, where Equations(7) and (8) are used.

This state transition is indicated from the state Ho(=~ ¢||¢) to
the state Hy (= ¢||eK(K) & K) using the input M;(= K|| ~ K). The
arrow from Hy to H; drawn with a straight line means the weak keys
and complementation property are necessary.

Define M, = K||K, then

Hy = 03(Ma, Hy) = || (10)

holds, where no condition is necessary.
Define M3 = K||K, then

H3 = 93(M3,H2) = ¢”€I{(I{) oK (11)

holds, where Equation(7) is used.

Here, because Hz = H; holds, the two states, H; and H., are
connected and form a loop. There are many initial values other than
~ ¢||@ but all reduce to the state, H; or H;, as shown in Figure 2.

Moreover, consider the complementation of an arbitrary message
block M;. Then
H; = 03(~ M;, H;_;)
= O3(~ mai_q|| ~ ma;, Hioy) = 03(mai_q|lmai, Hiz1)

= 0;(M;, Hi_y)
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holds, where the complementation property of Equation(1l) is used.
Therefore, there are two invoking messages between each state in
Figure 2. One message is always the complement of the other.
5.2.1 Attack 10

For any block cipher, the following relation holds:

hs(M,¢l|leK.(K,) ® K,) = hs(M', ¢||eKy(Kp) & Ky) = 9|,
where M = K ||K., M’ = K||Ks, K, and K, are arbitrary n-bit
blocks, K, # K.
5.2.2 Attack 11

This attack can modify any message component M; to ~ M;
without changing the initial value and the hash-value. The comple-
mentation property of Equation(1) is assumed. Then

O3(~ M, Hi_y) = 03(M;, H;_y)
holds for an arbitrary message block M;. Thus the following relation
holds:
hs(M,I) = h3(M',I) for any given M and I,

where M = Ml||...||M:]|...||Mu,
M’ = M. [[Mi—q|| ~ Mi(|Migal[. .. [[My.
5.2.3 Attack 12

The state transition diagram shown in Figure 2 allows us to con-
struct many examples of the collision prone property.

For example, when we use the three state transitions, Equations
(9), (10), (11), the following relation holds:

hy(M,~ ¢ll¢) = ha(M',~ ¢l|¢) = ¢ll¢,

where

M=K|~ K|K||K,

M' = K|| ~ K||K||K||(K||K||K||K)]|-.. (K||K|K]|K)-
If this hash function includes the DES cipher in its iterative function,

all the collision prone examples obtained from Figure 2 exist, because

the DES cipher has the complementation property and the weak keys.
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6 Quisquater- Girault hash function (October version) [7]
6.1 Algorithm
This scheme was proposed as a modification of the Quisquater-
Girault hash function (April version) by originators [7]. In this algo-
rithm, a new message block, M 41, is introduced as a pseudo message
block.
My, ..., My: real message blocks, where M;=mq;_1||ma;
Mn41: a pseudo message block, where My 1=manyti1||man2
mantg1 =My Ome D ... dman—1 @My
MaN+2 = Mi+mae+ ... +man_1+ moy mod (2"—1)
H;, M;, I : 2n-bit blocks, others : n-bit blocks
Hy = b_1]|bo ( Initial value )
H; =64(M;, H;_1) for: from 1 to N 41
where
w; = emg;—1(bai—3) D bai_o
bai—1 = ema;(w;) ® bzi—3 D bai_2
ba: = w; @ b2i_3
H; = bgi_1|by;
H="hy(M,I)= Hyy1 ( Hash-value )

6.2 Attack 13
For any block cipher,

0s(my||mae, allem;(a) @ «) = 04(m2||m1, allemsz(a) & a)

— eml(a) ® €ms (a)“¢

holds, where a is an arbitrary n-bit block. Furthermore,
m@me@...0dmaN_1 D man
=My PmiB...BmMmaN_1 DMy,
and

mi+ma+.. . +may-1+meny mod (2"—1)
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= mq+mi+...+men_1+moy mod (27-1)
hold. Thus the following relation holds:

hy(M,allem;(a) ® a) = he(M',allem2(a) & a)
where M = (my||mo)||Mz]| ... ||MNn||Myy1,

M' = (ma]im)||Mz]| .. | MN || Mp 1.

7 2n-bit hash funtion [§]
A 2n-bit hash function has been proposed that includes an n-bit
block cipher as the parallel processing element.
7.1 Algorithm
This is described as:
Hyol|Hy = I||I' ( Initial value )
H;|H! = 0s(M;,H; 1||H!_;) for i from 1 to NV
where
T, = eK,-(M,-) & M; where K; = Adj10 (H,‘..])
T! = eK[(M;)® M; where K! = Adj01 (H!_;)
H; = T;[left]||T! [right]  H! = T} [left]||T;[right]
T;[left]: Left half of T;  T;[right]: Right half of T;
T![left]: Left half of 7!  T7[right]: Right half of T}
H = hs(M,I)= Hy||Hy ( Hash-value )
H, H!,M;,I,I' : n-bit blocks
Here, Adj10(X) means that: bit positions 2,3 of X are set to ‘10’,
and other bits (i.e., bit positions 1(MSB), 4,5,...,64(LSB)) remain
unchanged. Adj01(X) means that: bit positions 2,3 of X are set to
‘01’, and other bits (i.e., bit positions 1,4,5,...,64) remain unchanged.

Paper([8] has the following comment about the initial values:
These (initial values) can be standardized, or randomly gener-
ated by the authenticator. If static origin keys (initial values)
are used, they are defined here I = 5252525252525252 in hex,
I' = 2525252525252525 in hex.
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7.2 Attack 14

Find collision keys, K, and K,, using the birthday attack [2, 6]
such that:

el (P) =eK,(P), K, # K,, for some data block P

bit positions 2,3 of K, are 1,0, bit positions 2,3 of K, are 0,1.
Then, the following equations hold:

Adjl10 (K;) = K., Adjol (K,) = K,

Adjl0 (~ K,) =~ K,, Adj0l (~ K;)=~ K,
We assume the complementation property of Equation(1). Then,

Hi||Hy = 05(P, K;||Ky) = 05(~ P,~ K,|| ~ K;).

The DES cipher has collision keys [11]. Thus, users of the 2n-bit
hash function have to adopt at least the initial values as specified by

paper(8].

8 Conclusion

The collision free property of hash functions has been analyzed
considering hash function structures, the complementation property
and the weak keys of the block cipher used in their iterative functions.
This paper has shown that five hash functions are not collision free.
One of our assumptions is that an attacker can modify the initial value
of the hash function. Thus, users desiring to use these hash functions
should be notified of their weakness. The authors recommend that
the initial value should be standardized to decrease collision-prone
cases. We have proposed a new 128-bit hash function, N-Hash[13],
which seems to be collision free.
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Table 1. Examples of collision messages
in the Davies—Price hash function

Initial value| Message chain |Hash-value|Note | Attack
dK(¢) KIKIKIL .. | dK(8) | 1) |
given | KHIKIKI. . - dK(¢) | 2)

~d~K(~¢ ) KIKIK]L .. | ~d~K(~¢)|1),9) 5
given | KMIKIKIL. .. | ~O~K(~$)|3),4)

d~K(~¢ ) ~K|IKIIKII. . . ~d~K(~¢)|1),4)| 6,9
¢ KillKallKzll. .. | eKi(9) 5 | 7

eKi(9) KallK2lIKz]l. . . eKi(¢)

~eKi(9) | ~KallKzlIK2ll... | eKi(9) | 6) | 7,9
~9 Kill~Ka Kzl .. | ~eKi(~¢) nl s

~eKi(~9 ) |~KaolKalMKzll. . .| ~eK1(~0 )

eKi(~9) | Kal~Kall~Kzll. .. |~eKi(~0)| 7) | 8,9

given Lalnd 25'1|'2;<I|2|’y2;.lll|-}-<|{\;(ind Hy 4 | 9

Notation:
Ho=! (initial value), Ci : message chain
Hi=eCi(Hi-1)) ®H-1, fromi=1ton
C=eK(P), P=dK(C) : e:enciphering, d:deciphering
K: kay, C : ciphertext, P : plaintext, ¢ : null data block
~x : all blt Inverse of x, {| : concatenation
Notes:
1) K is arbitrary 84-bit data block.
2) K* and K are 64-bit data blocks that satisfy eK*( 1) @ I=dK( ¢ ). A pair of K* and K
can be found by the meet-in—the~middie attack using any given initial value .
3) K* and K are 84-bit data biocks that satisfy eK*( 1) @ I=~d~K(~¢ ). A pair of K*
and K can be found by the meet—-in—-the—middle attack using any given initial value I.
4) The encipherment algorithm should satisfy the following for massage block K:
a~K(~P )=~eK(P)
5) The encipherment algorithm should satisfy the following for a palir of keys, K1and Ka:
eKz2(eK1( ¢ ))=9
6) The enclpherment algorithm should satisfy the following for a palr of keys, K1 and Kz:
eKza(eK1{ ¢ ))=¢ and e~Kaz(~eKi(¢))=~ekKa(eK1i(9))
7) The encipherment algorithm should satisfy the following for a pair of keys, K1 and Ka:
8Kz (oK1 (~9 ))=~¢ and e~Kz(~eKi(~¢ ))=~eKza(eKi(~9))
The DES cipher has the properties listed in notes 4)-7).
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Hi-1=b2-3 ||ba-2

M | =Maiq lIma;
s (=1.20N) b
M 2i-1 My
Ky
E
P C i
\

b2i-1 Hi=b2ai-1||bai b2

K: Key input, P : Plaintext mput C : Ciphertext output
E : n-bit block cipher

Figure 1. lterative function of the Quisquater—GiraUlt
hash function (April 1989 version)[5]
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~¢ |l eK(K)® K ~eK(K)@ K| eK(K) @K

~KIl
Kil~K| ~K]] Kil~K
KIIK KII K
TR elle [T eK(K)eKlleK(K)@K
i : ~K ||~K
| ~KlI~K
| Kqu.; ~K [I~K
s K1l K
L] ¢lleK(K)®K [~ " eK(K)®K|l ¢
~K ||~K
~K | KT TK||~K NIIK
K|~
~¢ |l ¢ ~eK(K)e K|l ¢
Necessary conditions:
— — — - no conditions
-------- complementation property
—-—-— weakkeys

weak keys and complementation property

Figure 2. State transition of the Quisquater—Girault
hash function (April 1989 version)
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