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The general scheme 

El Gamal's Public Ke-y Cryptosystem (El Gamal 1985) can be 
generalized as follows (compare Shamir 1980) giving a public key 
exchange system: 

The potential receiver of encrypted messages chooses a furction f . 
and publishes his public keys 

s,k where k=f(s), f remains secret 
G a set of functions commutative to f 

The sender of message m chooses q E G and computes 

k'=g(k)=g(f(s)) 

He uses k'as a key for a symmetric Cryptosystem such as DES or 
even simpler computes 

m'= m xor k' 

and sends m’ , g(s) to the receiver. The latter computes 

f(q(s)) = q(f(s)) = k' 
and 

m' xor kl =m 

and has received m in a safe way. 

Associative Operations 

(Modular) Multiplication per se does not offer a secure way of 
encryption. But multiplying an integer m n times by itself gives 
a very popular encrypting function, modular exponentiation, which 
has been used by El Gamal (El Gamal 1985) and by Rivest-Shamir- 
Adleman (Rivest 1978) as well. 

The advantage modular exponentiation gives the friend against the 
foe is the possibility to compute f(x) in la n steps (cf Knuth 
1981, p 441) whereas the enemy nearly has to go through O(n) 
step5 to get n by trial and error. This advantage is caused by 
the associativity of (modular) multiplication. 

Associativity of the basic operation causes commutativity of the 
exponentiation, too. 

Y X 
X Y 

a = a 
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General i s  a t i o n  of e x p o n e n t i a t i o n  

M u l t i p l i c a t i o n  c a n n o t  be  t h e  o n l y  p o s s i b l e  a s s o c i a t i v e  o p e r a t i o n  
i n  t h a t  r e s p e c t .  Pe rhaps  t h e r e  a r e  o t h e r  o p e r a t i o n s  t h a t  a r e  
easier  t o  compute and more s e c u r e  i n  a c r y p t o g r a p h i c  s e n s e .  T h a t  
would imply  t h a t  t h e  r e s u l t i n g  pseudo-exponen t i a t ion  i s  more 
e a s i l y  a p p l i e d  t o  r e a l  l i f e  c ryp tography  w i t h o u t  s p e c i a l  h a r d -  
ware. Rueppel (Rueppel  1 9 8 8 )  i s  f o l l o w i n g  t h e  t r a c k  o f  c o n s i d e r -  
i n g  f u n c t i o n  c o m p o s i t i o n  as a b a s i s  f o r  p seudo-exponen t i a t ion .  I n  
t h i s  p a p e r  b i n a r y  o p e r a t i o n s  a re  cons ide red .  

The " p s e u d o - e x p o n e n t i a t i o n "  d e f i n e d  as  fol lows - a t  l e a s t  t o  t h e  
a u t h o r  - sounds v e r y  p r o m i s i n g  i n  t h e  l i g h t  of  f a s t  computa t ion :  

L e t  
x . . . b i t s t r i n g  
f ( x )  = p a ( p a (  . . . p a ( p a ( x ,  x ) , x )  . . . ) , X I  

i n t e g e r  
t h e  p s e u d o a d d i t i o n  a s  d e f i n e d  below a p p l i e d  n times t o  X ,  n 

f u n c t i o n  ps  e u d o a d d i t i o n  ( x ,  y )  
(x ,  y ,  a c c l ,  acc2 ,  c a r r y :  b i t s t r i n g s  
a c c l :  =x 
acc2: =y  
wh i l e  a c c 2 < > 0  

c a r r y :  = a c c l  and  acc2  
a c c l : =  a c c l  x o r  acc2  

of l e n g t h  1 )  

( *  T r a n s f o r m a t i o n  of c a r r y  i n t o  acc2 * )  
acc2: = 0 
f o r  i: = 1  t o  1 d o  

i f  ( B i t  i i n  c a r r y  e q u a l  t o  1 )  
t h e n  acc2: =acc2  o r  t a b e l l e  [ i ] 

end-for 
end-while 

T a b e l l e [ i ]  i s  a b i t s t r i n g  of l e n g t h  1, t h e  i - t h  b i t  b e i n g  z e r o  
and none o r  a n o t h e r  f e w  b i t s  b e i n g  one. For a l l  b i t s  i n  
t a b e l l e [ i ] ,  i = l  . .  1, t h e  j - t h  b i t  ( j = 1  . .  1) o n l y  once h a s  v a l u e  
1 because  o t h e r w i s e  t h e  o r - f u n c t i o n  i n  t h e  above pseudo-code must 
be r e p l a c e d  by a r e c u r s i v e  c a l l  o f  p seudoadd i t ion  i n  o r d e r  t h a t  
psi e u d o a d d i t i o n  r ema ins  a s s o c i a t i v e .  

I n  g e n e r a l  t h e r e  e x i s t  lz p o s s i b l e  va lues  for t a b e l l e ,  as t a b e l l e  
d e s c r i b e s  t h e  maaping of 1 s o u r c e  b i t s  i n t o  1 b i t s ,  w h e r e  e a c h  
s o u r c e  b i t  may be used zero t o  1 t imes ( V a r i a t i o n s  w i t h  r e p e -  
t i t i o n ) .  

The w h i l e - l o o p  must t e r m i n a t e ,  because a f t e r  t h e  a n d - o p e r a t i o n  
any b i t  of  t h e  c a r r y  has  v a l u e  one w i t h  p r o b a b i l i t y  p=O. 25 and 
a f t e r  t h e  x o r - o p e r a t i o n  any b i t  of a c c l  has v a l u e  one w i t h  p=O.5 
w i t h  b o t h  p r o b a b i l i t i e s  c l e a r l y  b e i n g  s m a l l e r  t h a n  one. The or- 
o p e r a t i o n  w i t h  a t a b e l l e  s a t i s f y i n g  t h e  above g iven  c o n d i t i o n s  
does n o t  change t h e  number of  o n e - b i t s ,  
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Example f o r  t a b e l l e  w i t h  1 = 4  

t a b e l l e l l ]  = 0010 
t a b e l l e [ 2 ]  = 0000 
t a b e l l e [ 3 ]  = 0001  
t a b e l l e l 4 1  = 1100 

Note t h a t  t a b e l l e [ 4 ]  r e s u l t s  i n  t h e  u r g e n t l y  needed n o n - l i n e -  
a r i  t y !  

Remark: T a b e l l e  w i t h  v a l u e s  

0010  
0100 
1000  
0 0 0  1 

d e s c r i b e s  b i n a r y  a d d i t i o n  modulo 1 5 .  

Lemma 
Pseudoaddi ti on i s  a s s o c i a t i v e .  

Proof 
Can e a s i l y  be  v e r i f i e d  by c o n s i d e r i n g  t h e  s i m i l a r i t y  w i t h  
a d d i t i o n .  

Lemma 
By r e p e a t i n g  p s e u d o a d d i t i o n  a pseudo-exponen t i a t ion  c a n  be  
de f ined .  P s e u d o - e x p o n e n t i a t i o n  t a k e s  I d  n ( n  be ing  t h e  number of 
times p s e u d o a d d i t i o n  i s  r e p e a t e d  i n  t h e  t r i v i a l  way of compu- 
t a t i o n  1 ps eudoadd i  t i  ons . 
Proof 
J u s t  t a k e  t h e  squa re -and-mul t ip ly -a lgo r i thm f o r  e x p o n e n t i a t i o n  
and s u b s t i t u t e  p s e u d o a d d i t i o n  f o r  m u l t i p l i c a t i o n  ( c f  Knuth 1981, 
p 441). 

Example 
P s e u d o a d d i t i o n  u s i n g  t h e  above g iven  t a b e l l e ,  (2, 0, 1, 1 2 )  when 
r e p r e s e n t i n g  t h e  b i t s t r i n g s  as decimal numbers, a p p l i e d  t o  0011 
o r  3 g i v e s  v a l u e s  when r e p e a t e d :  3, 1 3 ,  1, 14, 2, 12 ,  1 5 ,  3, . . . 
a sequence t h a t  c a n n o t  be  matched w i t h  t h e  modular powers of 3 
wi th  any i n t e g e r  modulus. 

Computat ional  Complex i ty  

Pseudoadd i t ion  t a k e s  n b i t - o p e r a t i o n s  i n  t h e  f o r - l o o p  t i n e s  t h e  
number of t i m e s  t h e  w h i l e - l o o p  i s  taken.  The l a t t e r  depends  on 
t h e  e f f e c t  of c a r r y - p r o p a g a t i o n .  By app ly ing  t h e  i d e a  o f  a C a r r y  
Save Adder (Vgl B r i c k e l l  1982 and t h e  l i t e r a t u r e  g i v e n  t h e r e )  t h e  
wh i l e - loop  c e a s e s  t o  e x i s t  ( e x c e p t  i n  t h e  case  of n o r m a l i z i n g  t h e  
r e s u l t  of t h e  whole o p e r a t i o n ) .  By us ing  s p e c i a l  ha rdware  



26 

0 0 0  

o p e r a t i n g  on a l l  n b i t s  a t  once, Pseudoadd i t ion  on ly  t a k e s  O ( 1 )  
s t e p .  P s e u d o e x p o n e n t i a t i o n  t h e r f o r e  t a k e s  O ( l d  n )  s t e p s ,  which is 
f a s t e r  t h a n  modular e x p o n e n t i a t i o n  by a f a c t o r  of n, as t h e  
l a t t e r  t a k e s  O ( n  . l d ( n ) )  s t e p s  i n  good hardware. 

0 0 0  0 0 1  010 011 100 101 110 111 

Remark 
By implementing t a b e l l e  i n  hardware n* b a s i c  f u n c t i o n s  c a n  be 
chosen, add ing  e v e n  more s e c u r i t y  a g a i n s t  p o s s i b l e  a t t a c k s .  I n  
o r d e r  t o  p r e v e n t  e a s y  r e a d i n g  of t h e  ch ip ,  i t  shou ld  n o t  zespond 
t o  r e q u e s t s  w i t h  low exponents .  

0 1 1  
l o o  
101 
110 

S e c u r i t y  A s s  a s s  n e n t  

Up t o  now t h e  a u t h o r  d i d  not  do a c o n c i s e  e x p l o r a t i o n  o f  t h e  
p r o p e r t i e s  of t h e  r e s u l t i n g  s e t  of b i n a r y  o p e r a t i o n s .  B y  u s i n g  
t h e  f o l l o w i n g  3 - b i t - p s e u d o a d d i t i o n  some p r o p e r t i e s  o f  t h e  
o p e r a t i o n s  a r e  C i s c u s s e d .  

0 1 1  101 110 i l l  111 0 0 1  010 0111 
100 1 0 1  110 111 0 0 0  0 0 1  010 0111 
101 110 111 0 0 1  001 010 011 1 0 1  
110 111 0 0 1  010 010 0 1 1  101 1 1 0  

t a b e l l e [ l ] =  0 1 0  
t a b e l l e [ 2 ] =  101  
t a b e l l e [ 3 ] =  000 

r e s u l t s  i n  t h e  Cay ley  t a b l e  f o r  p seudoadd i t ion  

Some p r o p e r t i e s  c a n  be  deduced: 

* There i s  a n  I e e n t i t y  Element: 0 0 0  and a s o r t  of  dua l  r e 9 r e s e n -  
t a t i o n  o f  i t:  111 (Compare t o  a d d i t i o n  w i t h  n e g a t i v e  numbers 
r e p r e s e n t e d  a s  cr .e 's  complement).  The l a t t e r  l i . ,  111 c o u l d  be 
c a l l  ed ps eudo-i  d e  n t i  t y .  

* For each  p o s s i b l e  ope rand  x t h e r e  e x i s t s  a v a l u e  y s o  t h a t  
p a ( x , y )  = 1 1 1 . .  . 1111, t h e  p s e u d o - i d e n t i t y .  T h e  Pseudo- Inve r se  of  
each b i t s t r i n g  c a n  be c a l c u l a t e d  b y  app ly ing  t h e  NOT-OperaZion. 
* Opera t ions  i n  g e n e r a l  a r e  n o t  commutative a s  can  be  shown by 
u s i n g  a second  o p e r a t i o n  g d e s c r i b e d  by t a b e l l e  110 ,  0 0 0 ,  0 0 1  o r  
t h e  Cayley t a b l e :  
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9 

000 
001 
010 
011 
100 
101 
110 
1 1 1  

- 

- 
For 

000  001 0 1 0  011  1 0 0  1 0 1  110 1 1 1  

0 0 0  0 0 1  010 011 100 101 110 1 1 1  
001 110 011 100 101 011 1 1 1  001 
010 011 000 001 110 1 1 1  100 101 
011 100 001 110 1 1 1  001 101 011 
100 101 110 111 0 0 1  110 011 100 
101 011 1 1 1  001 110 1 1 1  100 101 
110 1 1 1  100 101 011 100 0 0 1  110 
111 0 0 1  101 011 100 101 110 1 1 1  

= f ( 1 0 0 ,  1 0 1 )  = 001  and 

* Opera t ions  f w i t h  any t a b e l l e [ i ]  t h a t  i n c l u d e s  two o n e - b i t s ,  
a p p l i e d  0 times t o  one v a l u e  x r e s u l t  i n  t h e  v a l u e  x i t s e l f .  0 i s  
E u l e r ' s  T o t i e n t  F u n c t i o n  of t h e  l a r g e s t  ?rime-number i n  t h e  v a l u e  
range used. I n  t h e  example g iven  above 0 = p-1 = 6 a s  7 i s  t h e  
l a r g e s t  prime number r e p r e s e n t a b l e  wi th  3 b i t s .  

P o t e n t i a l  Weakcesses: 

1. P s e u d o - e x p o n e n t i a t i o n  cou ld  be r e p r e s e n t e d  as m u l t i p l i c a t i o n  
and t h e r e f o r e  e a s i l y  i n v e r t e d ,  as  one of t h e  p s e u d o a d d i t i o n s  is 
a d d i t i o n .  Examples chosen  a t  w i l l  show t h a t  p s e u d o e x p o n e n t i a t i o n  
cannot  be r e p r e s e n t e d  n e i t h e r  a s  a d d i t i o n  nor a s  m u l t i p l i c a t i o n s ,  
excep t  i n  t h e  l i n e a r  c a s e  of  a d d i t i o n  or p e r m u t a t i o n s  of 
a d d i t i o n '  6 c a r r y -  t abel 1 e. 

2 .  By a p p l y i n g  p s e u d o a d d i t i o n  r e p e a t e d l y  t h e  i d e n t i t y - e l e m e n t  may 
be produced. T h a t  i s  t h e  same problem with modular e x p o n e n t i a t i o n  
and t h e r e f o r e  d o e s  n o t  seem t o  be c r i t i c a l .  

3. For some v a l u e s  i n  t h e  example-f 
p s e u d o a d d i t i o n ( a ,  b )  = p s e u d o a d d i t i o n (  a + ? ,  b - 1 )  

The a u t h o r  eic! n o t  find a way how t o  e x p l o i t  t h a t  p o t e n t i a l  
weakness . 
I f  o t h e r  s e c u r i t y  t h r e a t s  t o  t h e  system should become known i t  
seems t o  be p c s s i b l e  t o  expand t h e  algczi thm f o r  p s e u d o - a d d i t i o n  
i n  a number o f  -days - e.  g. b y  u s i n g  a mcre complex t r a n s f o r m a t i o n  
of  c a r r y  i n t o  2 c c 2  - w i t h o u t  changing the  r u n - t i m e  c o r n p l e x r t i y  of  
t h e  a lgo r i thm.  

Conclusion 

The above g ive r .  i d e a  of  c r e a t i n g  pseudcadd i t ions  has t w o  advan- 
t a g e s  o v e r  E l  Carnal' s scheme: 

* The b a s i c  f u - c z i o n  o n l y  t a k e s  O ( 1 )  s t e p .  E l  Gamal's t akes  O ( n ) .  
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* NO l a r g e  p r imes  have t o  be c a l c u l a t e d  f o r  i n i t i a l i z l n g  t h e  
system. 

The new o p e r a t i o n  pseudo-exponen t i a t ion  can  be a p p l i e d  t o  a l l  
c r y p t o g r a p h i c  p r o c e d u r e s  u s i n g  modular e x p o n e n t i a t i o n  as a one- 
way-function, e. g. t h e  Pohlig-Hellmann P u b l i c  Key D i s t r i b u t i o n  
System ( P o h l i g  1 9 7 8 )  or t h e  one-way encipherment of pas swords  i n  
computer-systems.  Thus a new s e t  of o p e r a t i o n s  worth s t u d y i n g  f o r  
c r y p t o g r a p h i c  p u r p o s e s  seems t o  emerge. 
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