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1. Introduction 

At Eurocrypt 88 Cl1 we introduced the notion of a multiple key 

cipher and illustrated it with an example based on RSA which we 

called "multiple key RSA". In this paper we consider another 

multiple key cipher also based on a well known cryptographic 

function, exponentiation in a prime field. The important 

difference from multiple key RSA is that this function does not 

possess the trapdoor property, At the end of Cl1 we speculated 

that such functions may have useful applications and here we 

give as one illustration a new voting scheme. 

One of the app!ications of multiple key RSA given in Cl3 was a 

simple voting scheme. Although that scheme allowed voters to 

verify that their votes were counted while maintaining anonymity 

with respect to other voters, it did not maintain anonymity of 

voting from the "government" or vote-issuing authority. Indeed, 

we suggested, as had others C51, that the t.WO properties that 

voters could only vote ones. and that votes were anonymous to 

the authority, were incompatible. However, a t the same 

Conference Chaum C31 proved us wrong with a counterexample. 

As an application of our new multiple key cipher we qive an 

improved version of our voting scheme which also has the 

property that Chaum's has. It could equally be implemented with 

multiple key RSA. 
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2 .  Multiple K e y  Ciphers 

In C 1 3  we defined a Multiple Key Cipher ( M K C )  to be an abelian 

group o f  transformations of some message space, M. In a 
particular application a set of transformations (parametrised by 

a set of keys) kl, k 2 ,  . . .  k n  are chosen so that 

kl o k Z  o ... o kn = identity(M). 

The keys are distributed to the authorised users and then 

messages of the form kl o k 2  o . . .  o kj(M) can be written b y  a 

set of users possessing keys kl, k 2 ,  . . .  k j  and read by a set of 

users possessing k(j+l), k(j+Zt), ..., kn, or their product. 

With the trapdoor property it is not feasible to calculate 

inverses in the group o f  keys without knowledge df the trapdoor. 

The applications described in C 1 3  exploited this property Of 

multiple key R S A .  Next w e  examine a MKC without this property. 

3. The new MKC 

The new MKC is simply that defined by the group O f  

exponentiation transformations in a prime field with exponent 

prime to p-1. The message space is equal to the integers in the 

same field. This function has received much attention in modern 

cryptography starting with Diffie and Hellman’s well known 

public key distribution scheme C61. This MKC can properly be 

called a generalisaton o f  the cryptosystem proposed by Pohlig 

and Hellman in C87. The important di6ference between this 

function and multiple key R S A ,  is the absence o f  a trapdoor. 

Thus i F  a is a known key defining the transformation 

M ; - >  M * * a  mod p 

then the inverse transformation with exponent b is easily 
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calculated by solving 

a.b = 1 mod p-1. 

What can we say about the security of the multiple key cipher? 

Clearly a known plaintext attack is no harder than the discrete 

logarithm problem. In view of this w e  should certainly choose 

the prime p carefully as suggested by C81, for example p = ?p’+l 

for some prime p’ . According to the arguments from C81, a large 

number of plaintext/ciphertext pairs should not give a n  attacker 
any advantage. 

Before going o n  to the main application we briefly mention that 

this MKC can also be used for schemes such as the selective 

distribution scheme from C11 if the keys are hidden from the 

users by tamperproofing. 

In the selective distribution scheme each user has all keys 

except a single one which distinguishes the user. In order to 

distribute to a particular set of users the centre encrypts with 
exactly those keys that distinguish the users who are not t o  

receive the information. 

4. The, improved Voting Scheme 

A s  in Chaum’s scheme C 3 1  w e  assume the existence of a voting 

authority who will faithfully carry out elections and issue 

valid voting slips to every authorised voter exactly once. W e  

assume the existence o f  some universally publicised large 

(enough) prime p so that it is universally accepted that the 

discrete logarithm problem in the field of integers modulo p is 

hard. 



620 

4 .1  Choos inq  t h e  p a r a m e t e r s  

I n  t h e  f i r s t  s t a g e  t h e  v o t i n g  a u t h o r i t y  s e l e c t s  t h r e e  

complementary keys a,b, and c. F o r  example t h e  f i r s t  two c a n  be 

chosen randomly  ( b u t  c o p r i m e  t o  p -1)  and t h e n  t h e  t h i r d  s e l e c t e d  

so t h a t  

a. b.c = 1 mod p - I .  

One o f  t h e s e  k e y s ,  say  a,  is t h e n  made p u b l i c  f a r  t h e  pu rposes  

o f  t h i s  p a r t i c u l a r  e l e c t i o n .  No te  t h a t  t h e r e  is a s u f f i c i e n t  

s u p p l y  o f  numbers p r i m e  t o  p-1  as e s t i m a t e d  i n  [El; f o r  example ,  

when p = Z p ' + l  t h e  p r o p o r t i o n  o f  such numbers is about  a hal - f .  

A p r i m i t i v e  e l e m e n t  e o f  t h e  group o f  t r a n s f o r m a t i o n s  p r i m e  t o  

p-1 is also p u b l i s h e d .  I t  may be a u n i v e r s a l  e lement  f o r  a l l  

e l e c t i o n s  as  w e l l  as p.  

4.2 R e a i s t r a t i o n  Phase 

A t  t h e  n e x t  s t a g e  each  v o t e r  r e g i s t e r s  +or  t h e  e l e c t l o n  by 

f o r m i n g  a b l o c k  M c o n s i s t i n g  o f  a component o f  redundancy ,  a 

component o f  randomness and  h i s  v o t i n g  i n t e n t i o n .  (Here 1 5  t h e  

c r u x  o f  t h e  d i f f e r e n c e  between t h i s  scheme and o u r  fo rmer  

scheme, i n  t h a t  t h e r e  t h e  b l o c k  was formed by t h e  a u t h o r i t y . )  

The component oC redundancy  s h o u l d  be t h e  5ame For  all v o t e r s  

and c o u l d  e i t h e r  be f i x e d  Fo r  a l l  e l e c t i o n s  o r  s h o u l d  be 

b roadcas t  t o g e t h e r  w i t h  t h e  k e y  a d u r i n g  t h e  f i r s t  s t a g e  OF t h e  

e l e c t i o n .  I t  s h o u l d  be l a r g e  enough t h a t  random e n c r y p t i o n s  

s h o u l d  have n e g l i g i b l e  chance o f  c o n t a i n i n g  i t . 

The component o f  randomness s h o u l d  be chosen u n i q u e l y  by t h e  

u s e r  f o r  t h a t  p a r t i c u l a r  v o t e .  However i t  s h o u l d  a l s o  be chosen  

so t h a t  t h e  who le  v o t i n g  b l o c k  M Is p r i m e  t o  p-1. A s  m e n t i o n e d  

above t h i s  c o n d i t i o n  I S  e a s i l y  s a t i s f i e d  and t h e  randomness 

component needs t o  be l a r g e  enough t o  ensure t h a t  many t r i e s  a r e  

p o s s i b l e  u n t i l  i t  c a n  be s a t i s f i e d .  The v o t e r ' s  v o t i n g  i n t e n t i o n  
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may be specified in a selected number o f  bits depending on the 

number o f  possible outcomes o f  the election. 

The voter now performs two encryptions on M before sending it to 

the authority f o r  registration. First the voter forms 

B = e**M m o d  p. 

Then the voter “blinds“ B C21. This may be done by splitting the 
public key a as -follows. The voter selects a1 at random (but 

prime to p-1) and then calculates a2 such that 

al.a2 = a mod p-1. 

8 is encrypted with a1 by the voter and sent to the authority. 

Thus 

is sent to the authority. The point OF the double encryption is 
to guarantee anonymity since all votes will be an exponentiation 
o f  e by a random power prime to p-1. In order to reduce 

computation M . a l  mad p-1  can be calculated first and then a 

single exponentiation is required. 

The authority will require authentication o f  the user’s identity 

which may be done in several ways which w e  do not consider here. 

The authority records the +act that the voter has registered in 

order that no voter may vote twice, and encrypts the voting 

block with the secret key b and returns Bll(a1.b) mod p to the 

voter. 

4.3 Votins Phase 

Each voter completes his vote by encrypting the returned block 
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with a2 to form 

and returning it anonymously to the authority together with the 

original block M. This may need to be done using a completely 

untraceable protocol such as that defined by Chaum in C41 in 

order to ensure that the vote is not traced. 

The authority will encrypt the received anonymous block with C 

to recovey the plaintext block. It will also check that B = elXM 

mod p. If the redundancy condition is satisfied then the 

authority will accept the vote. Note that in order to preserve 

anonymity all voters should register their votes before any 

voter returns a n  anonymous vote. The authority will publish all 
plain voting blocks with the result of the election. Each voter 

may then check that his random number is present to verify that 

his vote is counted. In order that voters may be able to 
distinguish their votes, the number OF possible randomness 

components should be large in comparison with the number of 

voters. All identical votes are discarded by the authority to 
avoid repeat voting. I f  the randomness element is large enough 

this will result in disenfranchisment of any voters only with 

negligible probability. 

5 .  8ecurlty of the Scheme 

We consider the security of the scheme from two aspects. Firstly 

the difficulty of discovering the voting intentions of any 

voter, and secondly the difficulty to any voter- o f  cheating to 

make more than one vote. 

5. I Plnonvrnf ty 04 ‘ J o t e s  

When considering t.hs anonyrnit.y of v o t e r s  we assi ime that. during 
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the voting phast there is a p e r c e c t : y  u n ~ f l 3 : e a b ! a  ~ r - o t o ~ c l  which 

allows the voter to deliver the v o t ~  tc tta autho-ity. Then the 

only informaticn available to the a L t P , c r i t /  or a?‘/ other entity 

in order to discover vctevs’ intenticns i s  the set of messages 

passed in the re2istv;tion phase a r c :  the sat a+ publisned votes. 

It is impossikle i o t -  any entity to ascociaze any oublished vote 

with any registered , v c - e  s ~ n c i  the . ~ sq :~_ : i roc !  x,otes all 

random exponen2:ations oz e b.{ 3 nLr?aer c“:’ne tz 5 - 1 .  T h e t - e f o t - e  

any registerei v o t e  c o ~ i ! z  t a h e  t h e  v ~ ! ~ E  cz any # : the ) -  - e q i s t e r e d  

vote if the CJC!LC key a hid beer s ! : : ~ :  5>/ 1 -1 a 

diCferent way. Thcs ar\ony-n:ty C F  di -== - + - -  is uncond;tional ! v  

guaranteed. 

5 . 2  Forserv 0: V c t e s  

Attempts to iorge votes ma‘< be made bat i  z/ l e q i t i ~ a t e  voters 

who want to vote more t ? a n  once and b\  c-rnrdern who wish to 

influence the oLtcome. F o r g e r s  v a v  t v i  zc b r e a v  t ’ ? e  system 

completely by ‘inding the autboritv’s s e ; ’ - s z  k e v s  or trey may 

try to forge vctes w i t h o ~ t  finding t i e  Le\,s. I n  adaitiop they 

may want to forge votes without ever hnoh:ng the:r values i n  

order to simply disrupt t h e  electian. 

In order to forge a vote it must be ccss:i:e t3 c o i i i i r c ~ ?  the 

authority that t n e  forged vote 3eliJered :I the F i q a !  phase is a 

registered v o t e .  This $means that t5e t-cc,-dancy cond:tis- must 

be satisfied. T n ~ s  the Forger must he a b : e  to construct a p a i r  

(M,ett(M.ab)) wit7 M satisfying the r e l u q c a i c y  ccqdition. 

For  an outsice- to a:scover the secret a ~ t - o r i t y  key he mast use 

the random ( X , Y f ; k b )  pairs exchaicjed i r  tL,e registration p % a 5 e  to 

find b, o r  t b e  Cv,eti(V.a.b)j pairs sint in the votinq p h a s e .  

In other w o r c z  qe musc solve the discrete :ogar:thm prs3:em +o r  

this instance. F3’ a r  insider t3 f i - d  t -,e qay 31sc - 3 v e  a 
( X , X t X b )  p a i r  * ~ ~ i t p  X chosen d u r i n g  t-e r25:stcation p h s s e .  - h i s  
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is obviously related to the discrete lzgarithm problem and is 

equivalent to finding the key for the Pohl ig-Hel lman 

cryptosystem with a chosen plaintext aztack. 

T o  forge a particular vote (includiig random inumber) means 

finding a M , e * * ( M . a . b )  pair which is equivalent to breaking the 

Pohlig-Hellrnan cryptosystem without f:nding the seci-et hey. 

However care must be taken to avoid attacks based o n  the 

multiplicative property of exponentlatior-,. Thus for all iitegers 

k ,  if M , e * *  (M.a.b) 1s a valid p a ~ r  the? s 3  is k M , e b S ' M . 3 .  b ) k .  

Therefore the redundancy condition sho-ld be choser sa that this 

is not possible. 

6. Variations 

As already mentiored the scheme could equallv be implemented 

with multiple key RSA. In order to give further confidence in 

the difficulty of forging votes, one variation that might bear 

further investigation is to use multiple key R S A  but with a 

modulus as defined by McCurley in C71 and then w1t.h 16 a s  the 

primitive element it follows that f:ncinq the key for a n  

observer is equivalent to factoring the modulus as well as 
Solving the discrete logarithm for the factors o f  the modulus. 

A more radical variatior, is to discense with the primitive 

element e and inslead make each voting block M tie a pi-imitive 

element by suitable adjustment ta the rar,dorn part. (Checking 

this condition is harder than checking M is prime to p - !  but is 

straightforward if p-1 = 2p'.) T h e n  M * %  a1  mod p is sent by the 

voter to the authority who returns M * *  a 1 . b  m o d  p. Finally M 3 1  

a b  mod p is delivered anonymoilsly in t n e  voting phase .  T h i s  has 

the advantage that the vote does nat have to be sent in 

cleartext since it is recoverea completely by the authority. 

This variation m a y  well be more  secure against forgery since no 

plaintext/ciphertext pairs with the redundancy condition m a y  he 

obtained. 
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