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Abstract. We call a distribution on n-bit strings (¢, ¢)-locally random,
if for every choice of e < n positions the induced distribution on e-bit
strings is in the Li~norm at most ¢ away from the uniform distribution
on e-bit strings. We establish local randomness in polynomial random
number generators (RN @) that are candidate one-way functions. Let N
be a squarefree integer and let fi,..., fe be polynomials with coeffi-
cients in Zy = Z/N7. We study the RNG that stretches a random
¢z € Zy into the sequence of least significant bits of fi(z),..., fe(z).
We show that this RNG provides local randomness if for every prime di-
visor p of N the polynomials fi,..., f¢ are linearly independent modulo
the subspace of polynomials of degree < 1 in Zp[z]. We also establish
local randomness in polynomial random function generators. This yields
candidates for cryptographic hash functions. The concept of local ran-
domness in families of functions extends the concept of universal families
of hash functions by CARTER and WEGMAN (1979). The proofs of our
results rely on upper bounds for exponential sums.

1 Introduction and Summary

A major open problem in cryptography is to establish one-way functions. While
we cannot prove one—wayness it makes sense to analyse candidate one—way func-
tions and to prove properties of these functions that are useful in cryptographic
applications. We call a distribution on n-bit strings (g, e)-locally random if for
every choice of e < n positions the induced distribution on e-bit strings is in
the Li—-norm at most ¢ away from the uniform distribution on e-bit strings. We
prove (g, e)-local randomness for large classes of candidate one-way functions
and candidate cryptographic hash functions.

We show that £-tuples of polynomials (fi,..., fr) € Zy[z])* with fixed coeffi-
cients in Zy and for arbitrary odd squarefree N provide local randomness if for
every prime divisor p of N the polynomials fi,..., f; are linearly independent
modulo the subspace of polynomials of degree < 1 in Z,[z]. To give an example
let N be prime N > 2" let fy,...,ft € Zn[x] be any polynomials that
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are linearly independent modulo the subspace of polynomials of degree < 1 in
Z n[z). We prove in Corollary 2 that for random z € Zy the bit string

(fl(x)[li - -Jfl(z)[l)

consisting of the parity bits fi(z)[1 of the residues fi(z) mod N in [0, N —1]
is (¢, e)-locally random provided that ¢, n, £ and e satisfy the inequality

(1) 27*/%(2nlog2)**t'2¢ < ¢ ,

where log denotes the natural logarithm E. g we can chaose n > 64, £ =
12¢7], e = 277, e = |n/(Tlogn)]. Our main result comprises the case that
N is an arbitrary odd squarefree integer, that the output contains several bits
from each of the residues fi(z) mod N, 7 =1,...,¢, and that z is chosen to
be random in a subinterval [0,M —1] of [0, N -1].

Note that the above function

2 ON=-13z — (A@L,..., fu(x)[1)

is a candidate one—way function. No inversion algorithm is known that is poly-
nomial time in min(¢, log, N). So far the one-wayness of the function (2) has
only be proved for random RSA-moduli N and RSA-polynomials f; = z¢ (see
below) provided that the RSA-scheme is secure. It is however possible that this
one~way function is more secure than the RSA-scheme. We are not aware of
any inversion algorithm which for RSA-moduli N runs in time min(2¢, ¥)°(}).
On the other hand the RSA-scheme can be broken by factoring N using only
exp(y/Tog Nloglog N) many steps. Is there any inversion algorithm that uses
knowledge of the factorization of RSA-numbers N ? Is there any inversion al-
gorithm that uses the structure of particular odd moduli N and of particular
non-constant polynomials f; 7 Of course the function (2) can easily be inverted
for N =2 since fi(z)[{1 only depends on z[l = z mod 2. Also the problem
of inverting is trivial for constant functions as fi(z) = z¥~!(modN) with N
prime. Are there more exceptions? Almost nothing is known about the problem
to invert (2). However if we cannot even find inverting algorithms for particular
cases given the factorization of the modulus then this may be a sign that the
function (2) 1s a truly one-way function.

It is important that the source of randomnmess in (fi(z)[1,..-, fe(z)[1) is the
random argument z while the coefficients of fi,...,f; are all fixed. Such
functions are cryptographically interesting. A well known example is the ran-
dom number generator (RNG) related to the RSA-scheme by ALEX1, CHOR,
GOLDREICH and SCHNORR (1988) and MICALI, SCHNORR (1991). E.g. let N be
the product of two large random primes and let the integer ¢ > 3 be relatively
prime to @(N). Then the mapping

0,N—-1]3z + (z°[1,2°1,...,2*[1)

where z¢' is taken modulo N, is a perfect (in the sense of Yao (1982) and BLUM,
MicaLl (1982)) RNG provided that the RSA-scheme is secure.
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The functions z — (fi(z)[1,..., fe(z)[1) extend the class of polynomial ran-
dom number generators (RNG) proposed by MicALI and ScuHNORR (1991)
which stretch a random seed z € (I,N27%] into a polynomial residue
P(z)(mod N). Micali and Schnorr prove that the m least significant bits of
P(z)(mod N) are in the Li-norm at most Q(N~1/22¥+m(log N)? degy(P))
away from the uniform distribution provided that N is prime and degy(P) > 2
where degy () is the degree of P when P is considered modulo N.

So far local randomness has mainly been studied in functions that are easy to
invert, see ALON, BABA1, ITal (1986), LuBY (1986), SCHNORR (1988), MAURER,
MAsSEY (1989), Naor, Naor (1990), N1san (1990) and ALoN, GOLDREICH,
Hastap, PERALTA (1990). Most of these constructions are methodically simple
and are not directed towards cryptographic applications. They aim at minimiz-
ing the number of random bits that are used in randomised algorithms. Merely
the quadratic character construction by ALON et alii (1990) is similar to our
generator, it relies on Weil’s theorem. Qur proof of local randomness relies on
upper bounds for exponential sums and an inequality on quantitative Fourier
inversion. We use upper bouuds for the discrepancy of polynomial residues from
NIEDERREITER (1977) and we extend these bounds from prime moduli to arbi-
trary squarefree moduli.

We also establish random function generators, associated with fixed polynomi-
als, that provide local randomness. These generators are candidates for crypto-
graphic hash functions. We associate with a polynomial P € Zy[z] of degree
d a polynomial function family P,(y) = P(z+y) where z is the function name
and y is the input. For fixed k,m < logy N we associate with arandom z € Zy
a random function

P™ 00,2 —1] — {0,1}™, y— P(z+y) [m

where P(z + y)[m denotes the bit string consisting of the m least significant
bits of the residue P(z+y) mod N in [0,N —1].

We call a function family {P;} (g,e)-locally random if for random z and
for any e distinct points y;,...,y. the distribution of the em-bit string
P.(y1) - P:(y.) 1s in the L;—norm at most ¢ away from the uniform distri-
bution on em-bit strings.

We prove in Theorem 6 that the above family of functions {P} is (¢, ¢)-
locally random, if N is prime, d = degP satisfies ¢e4+1 £ d < N and
if

N~ (log N)etigemt2d < ¢,

A family of functions is an e-universal family of hash functions as introduced
by CARTER and WEGMAN (1979) if and only if it is (0, e)-locally random. Our
hash functions require fewer random bits than those of Carter and Wegman since
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we only randomize the input of the polynomial whereas Carter and Wegman
randomize all its coeflicients. The main point however is that our hash—functions
are — 1if deg P is sufficiently large — candidates for cryptographically secure
hashing whereas the Carter~-Wegman hash functions are easy to invert. Thus for
the first time we establish local randomness in families of cryptographic hash
functions.

2 Random Number Generators that Provide
Statistical Local Randomness

We present in Theorem 1 our main result and we derive from it RN G’s that are
locally random. In order to prove Theorem 1 we establish in Theorem 3 an upper
bound on the discrepancy for multidimensional polynomial number sequences.
This upper bound relies on an upper bound for exponential sums given in Lemma
4 and on an inequality of Niederreiter (1977) on quantitative Fourier inversion.

Notation. Let pi,...,p, be r distinct primes, N = p;---p, (i.e. N is
squarefree) and Zy = Z/NZ. Let F = (fi,..., ft) be an £-tuple of polyno-
mials f; € Z(z], j = 1,...,£. We denote by d;(f;) the degree of f; when
fi is considered mod p; and we put di(F) = max;<;j<edi(f;). We define
¢i(F) = min(di(F) — 1,/pi) for i=1,...,r and ¢(F) = []i_,(ci(F) +1).
We call F N-admissible if for every prime divisor p; of N the polynomi-
als fi,...,ft are linearly independent modulo the subspace of polynomials of
degree < 1in Z,,{z]. In this case we also call the set of polynomials fi,..., fe
N-admissible. Thus f1,..., fs are N—-adrmssuble iffor i =1,...,r and for
all a1,...,a¢ € Z either the polynomial }: 1 8; fj(mod p;) is non-linear or
a; = - = ar = 0(mod p:).

We let log N denote the natural logarithm of N. We identify Zy with the
integer interval [0, N —1]. We abbreviate the set {0,1}" as I, and we identify
the integer interval [0,2"—1] with I, .If y€[0,N—-1)=Zy and n <log, N
we let y[n € I, denote the bit string consisting of the n least significant bits of
y. Let IN denote the set of positive integers.

A collection of m least significant oulput bits. We associate with F =
(fi,....f) € (Z[z])*, Ne N and m = (my,...,m;) € N* the mapping

W 0,N =1~ I, Hf, (z)[m;) with f;(x) € Zn,

where m = Z;=1 m; and J] is the concatenation of strings. The mapping
F™® outputs a collection of m least significant bits of F(z), where F(z)
taken modulo N.
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Our main theorem provides explicit estimates for the max—norm difference be-
tween the distribution induced by F™(z) for random z € [0, M —1] C [0, N - 1],
N-admissible F' and the uniform distribution on {0,1}™.

Theorem 1. Let N be odd and squarefree, let F,m, m,F™ be as above and let
F be N-admissible. Then for N > 148, 1 < M < N and random z € [0, M — 1]

we have that

4
m m| « I+1 .
zer{r:)zlml)% lprob[F (z) =2]~2 I ——MV N(log NY* e(F)

The condition that F is N —-admissible cannot be completely removed from The-
orem 1. Theorem 1 does not hold for linear polynomials f,..., f: with £ > 2.
This is because the least significant bits in two linear polynomials are highly
correlated. On the other hand our proof shows that Theorem 1 holds for a single
polynomial of degree 1 in the case that N = M.

For example let N > 2512

be prime and let d = 2%2, 'T'hen the polynomials
z?,...,z¢% are N-admissible. Consider for random z € [0, N—1] the bit string
(£%(1,...,2%[1) € I4 ;. For any choice of 24 bit positions 2 < i; < iy <

i34 < 2%% and every z € {0,1}?** we have that
lprob(z’1{1-2'[1 = 2) — 2—24I < 7%

This follows from Theorem 1 with £=24, f; = 2% for j=1,...,24, N=M
and c(F) < 232

Definition. A random variable y ranging over a finite set S is called statis-
tically random within £ (in S) if 37, ¢ |prob(y = s) — 1/#35| < €, i.e. the
Li-norm statistical difference of y from the uniform distribution on S is at most
€.

Definition. A probability distribution 12 on I, is called (¢, e)-locally random
if for any sequence of positions 1 < j; < j2 < -+ < j, < n the substring
(Y51,--+1¥5.) € I of a D-random string y = (v1,...,%,) is statistically
random within e.

Using Theorem 1 we can stretch a short random seed into a long bit string that
is “locally random”.

Corollary 2. Let N =p,---p, be a product of r distinct odd primes, 1 <
M <N and N > 148 . Let f1,...,ft € Z[x] be polynomials of degree
at most d that are N-admissible. Then for random =z € [0, M — 1] the bit
string (fu(@)[V, ., f(2)[1) € I, with fi(z) € BN is (¢,€)-locally random
with € = Qg(mogN)‘“d’ for e=1,...,¢L
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Proof. Let 1 < j; < j2 < -+ < je < £ be any sequence of e output bit
positions. We apply Theorem 1 with F = (f;,,...,f;.), m = (1,...,1) € N°
and m = ¢ = e¢. The L{—norm difference between the distribution induced by
FI(z) € {0,1}¢ and the uniform distribution is at most 2°~times the max—norm
difference. We have c¢(F) < d”, and thus by Theorem 1 F(z) is statistically

random within QJgQIOg Nyetidr, a

The discrepancy DS‘? = Dg‘?(yl, ..o, ¥m) of M points yi,...,ym € [0, 1)¢
is defined to be

D1, - ya) = oup [Far(Z) = V(D)]
where Z ranges over all half opcn subintervals Z of [0,1)¢, 1e.
Z-{(z1,...,2¢) € [0,1)‘ g <z<bfori=1,..., £}

with 0 < ¢; < b <1 for i =1,...,8. V(T) is the volume of 7 and
Fu(T)=M~'#{kly: €T} .

The proof of Theorem 1 relies on the following upper bound for the discrepancy
of multidimensional polynomial sequences. For a real number a we let {a}
denote the residue of a mod Z iu the real interval [0,1).

Theorem 3. Let N be squarcfree and let Dgé) be the discrepancy of the M
points ({0}, {LBY) efo,1) for k=1, M. If F=(fi,.... £
is N-admissible then Dy < 38 /N (log N)*H¢(F) for 1< M < N and
N >148. Here B=+2 if N isevenand B=1 if N isodd.

The proof is based on a bound for exponential sums. For f € Z[z] and n € N
define

n
S(f,n) = Ze (ﬂz_)) with e(u) = ™Y~ for u € R.
n
r=l
The proofs for Lemmata 4 and 5 are omitted due to lack of space. They are
contained in the complete paper that is to appear in Siam J. Computing.

Lemmad. If N =p,...p, issquarefree, B is asin Theorem 9, and f € ZL[z]
is arbitrary, then |S(f, N)| < BV N [Ti-; i(f), where cj(f) = /pi if di(f) <1
and ci(f) = min(d:(f) — 1,/p:) if di(f) 2 1.

Lemmab. Let Dgf[) be the discrepancy of the M poinis yi € [0,1)* for
k—-1,...,M and lct D%"’l) be the discrepancy of the N poinis (yk, -kTT,-l-)
for k=1,...,N. Then DY < HD for 1<M<N.
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Proof of Theorem 8.Let N have r distinet prime factors. Put Cp(N) =
(=N/2,N/2)* N Z*, C;(N) = Co(N)\{0} (here we use, as in NIEDERREITER
(1977), the interval (—N/2, N/2) rather than [0, N)) . For h = (hy,..., k) €
Ci(N) we put

£
r(h, N) =[] r(h;, N) with r(hj, N) =
j=t

1 if & =0
N sin 2l ip p; 20,

By Lemma 2.2 of Niederreiter (1977), we get

£+1 1 1
(3) D%“H)S T—F—N‘ Z ;(—h—N—) ‘S(h1f1+..-+ hofe + heyrz, N,
hecy, (V) ’

where h = (hy,...,heq1) and fy,..., f € Z[z]. By Lemma 4

(4) 'S(hlfl + .. .+h£f¢ +h[+12,N)I _<_ BNUZHC:-(,II 1+ . .+h£fz+h[+11?).
i=1
If he Gy (N) with (hy,...,h) =0, then c(hyfi+.. Ahefet+hepiz) =
c;(hey1z) =0 for some 7, namely when hz41 # 0 mod p;, and so

r

H C;(hlfl + .+ hefe + h¢+1.’z:) = 0.

1=1

Thus we only have to consider those h € Cii(N) with (hy,... k) # 0.
We split up the set of (ky,...,h;) € C}(N) according to the set of i’s for
which di(hifi +...+ hefe) < 1. For I C A, = {1,2,...,r} weput H(I)=
{Ch, .. he) € CF(N) « di(h1 fi +...4+hef) <1 ifand only if 7 € I}. If
(hi,...,he) € H(I) and i€ A/\I, then for any hey, € Ci(N) we have

dithafr+ oo+ hefe+ hoprz) = di(hifi + ..+ hefy) 2 2.
Since di(hifi+...+ hefe) < di(F), it follows that
Glhifi+... + hefe + heprz) < ei(F).

Using the trivial bound ¢/(f) < p}lz, we obtain

[Tethsi+ .t hefet bz <J]p? ] w(®)
i=1

icl i€ANT

for any (hy,..., he) € H(I) and hy; € Ci(N). Together with (3) and (4) this
yields

D%.H)S f[—:—(l

1

-1 1_
+ BN /2ZHP3/2' H ¢i(F) Z r(h, N) Z m

ICA,iel i€A NS heua(n T 41 €CL(N)
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Using the inequality
) 2

heCt(m)

from Niederreiter [14, (2.7)] this yields

logm+z for m>2

1
r(h, m) 5

£+1
DY <~

+BN‘1/2( log N + )EH L e > r(hN.

ICA,iel i€AN] her()

By the assumption of the theorem (fi,..., ft) is N-admissible. Therefore if
(hy,...,he) € H(I) we get hy =0modp; for i €1 and 1< k < £, thus
hy =0 mod [Liespi for 1<k < ¢ Therefore with L = [Ticrpi we obtain

1 1 1
S = < > = Y !
h,N) — h,N Lh, N
hen() ( ) hec; v r( ) hecu /L) ( )
h OmodL

¢
L , N -1
heCy (N/L) r(Lh, N)
?
— 1 -1
heC (N/L) r(Lh, N)

£
L )
heC'(N/L) r(h, N/L)
£
L

¢
( lo g T 2)) -1 (by the inequality (5))
7\t
< = (; log N + g) )

5
where we applied the mean—value theorem in the last step. It follows that

pen AL g1z (2ggn 4 ] " -1/2 (F
N + = 108 +x ZHP.' 'ch()

<

N : .
ICA, i€l i€ANT
i1 9 7\ T
=L e (;mgm 3) [T(e:(®) +27H?)

i=1

-1/2 41 £+1 2 e
< BN™*log M) e(F) | Fizagogayet TE\7 1 5Tog W

< BN~ l/2(1og,r1v)‘+1c(15‘)( (£+1)5-‘+z( + = )‘+l)
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< 4BN~Y?(log N)*+'¢(F)

provided that logN > 5, i.e. that N > 148 . Together with Lemma 5 we get
the result of Theorem 3. a

Proof of Theorem I Let N be an odd squarefree integer and __f-j € Z[z]) be
polynomials such that ?j (z) = 27™ fj(¢)(modN) for j =1,...,£. Applica-
tion of Theorem 3 to F = (f,,.--,f;) shows that the discrepancy _13(1:,) of
{AKE)/NY, .. {fe(k)/N}) for k=1,..., M satisfies

DY < & VW (log NY'*e(F),

where we use that ¢(F) = ¢(F). We apply to this inequality the equivalence
{Fi(=)/NY € h;27™, (k; + 1)27™) =
[fi(z)]n = —k; N(mod2™7) for j=1,...,¢,

where [f;j(z)]nv Is the residue of f;j(z) mod N in [0, N—1],and 0 < k; < 27%.
To see the equivalence we note that {f;(z)/N} € [k;27™, (k;4-1)27™/) implies
that there is an integer y satisfying

kiN <y < (kj +1)N, y= f;(x) mod N, y = 0mod 2™ ,

and thus [fj(z)]ny = —k;jN(mod2™i). This proves one direction of the equiva-
lence and the converse direction is an immediate consequence.

We see from the above inequality and the equivalence that for every y €
{0,1}™

1

#1e C 11, M) F®(2) - y) = 5| < 2oV (log V) e(F).

1
5
]

The above proof of Theorem 1 extends to the following larger class of functions
FY. Let the polynomials f,..., fr € Zy[z] be N-admissible and let uy, ..., us
be integers that are relatively prime to N, F = (f1,..., fi) and u = (uy, ..., us)-
Define FU s

FU:[0,N-1]3z — ((fi(z) mod N) mod y; lfori:l,...,l).

Corollary 6. For N > 148, 1< M < N and random z € [0, M —1] the maz-
norm difference belween the distribution induced by ¥(z) and the uniform
distribution on [0,u; — 1] x -+ x [0,u¢— 1] is at most 5/ N(log N)**1e(F).

Theorem 1 deals with the particular case that the integers u; are powers
of 2. It is necessary that wu;,...,u; are relatively prime to N. The proof of
t}}e Qorollary uses the polynomials f; = uj_l fi(modN) and thus requires a
division by u; modulo N.
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3 Random Function Generators that Provide
Statistical Local Randomness

Let Hey = I{" = “the set of functions f : I — I,”. A random function
generator F is an efficient algorithm that generates from names z € I, a
function f, = F(z,*) € Hi».

We call a probability distribution D on Hy ¢ (¢, e)—locally random if for random
f, f €p Hyy, for any set of e distinct inputs y;,...,y. € I the concatenated
output f(y1)f(y2) - fye) € I 1s statistically random within €.

The concept of (¢, e)-locally random distribution D on Hy ; extends the con-
cept of universal hash functions of Carter and Wegman (1979). If D is (0,¢e)~
locally random then for any distinct inputs y1,...,y. € I the bit string
Fy)f(y2) - f(ye) € I is truly random, i.e. D is the probability distribution
of an e—universal family of hash functions in the sense of Carter and Wegman.

Carter and Wegman show how to generate an e—universal family of hash func-
tions in Hy x from ke random bits. Let K = GF(2¥) be the field with 2* ele-
ments. If (ag,...,a.~1) € K*® is random then the polynomial P = Zf;ol a;zt €
K[z] yields an e—universal family of hash functions in Hy ;.

Let N be a prime and P € Zyn[z] be a polynomial with coefficients in the
field Z . We associate with P and k,£€ IN, k, £ < log, N, the function

P Zy x [0,28 — 1) — I, (2,9) = Py + 2)[L.

Here we let P(y+ 2)|¢, for ¢ <log, N , denote the bil string consisting of the
¢ least significant bits of the residue of P(y+ z) mod N that isin Zy. We let
Pt Iy — I denote the function PY(z,*).

Theorem 7. Let N be prime, N > 148, P € Zin[z], k,£ < logy N, let
P! Iy — Iy be as above and let e+ 1 < degP < N. Then for random
z € Zy the family of functions {P!} is (¢, e)-locally random with € =
N=Y2(log N)et12¢¢+2 deg P.

Proof. Let d = degP, let wy,...,y. € Zn be pairwise distinct and let
fi € Zn[z] be the polynomial fi(x) = P{y;+z) for i =1,...,e. We
next show that the polynomials fi,..., fe are linearly independent modulo the
subspace of polynomials of degree < 1 in Zx|[z]. For suppose that there are
bi,..., be € ZZy such that

deg (i: bi P(y: + x)) <1.

i=1
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Then for j =d—e+1,...,d the j—th derivative of this linear combination
vanishes at z =0, hence

e
Zbip(i)(y,-):ﬂ for j=d—e+1,...,d.
i=1

It is sufficient tu prove that the coefficient matrix [PU)(y)] 1<ice is non-
d-eF1<j<d

singular since this implies that & = .-- = b, = 0. Suppose that there exist
ha—et1y..., hg € Zn such that

d
Y hPU(y)=0 for 1<ige
j=d—e+l

Put g¢(z) = Zgzd_eﬂ h; PU)(z), then g(y) = 0 for 1 < i < e . Since
Y1,-..,¥e are distinct and deg(g) <d—(d~ec+1)=e—1 wehave g=20,s0

d
> hiPYz)=0.

j:d—€+1

Comparing coefficients of 2°7! we get hg_o41 = 0 (the coefficient of z°~!
in P(d=¢+t1) is nonzero since d < N). Continuing in this manner, we obtain
hgoey1 = =hg=0. :

Since fi,...,f. are linearly independent module Zy + zZy we can apply
Theorem 1 to F = (fi,..., fe). Since []:_, f;(z)[€ € Lot the m in Theorem
1 is ef. The £ in Theorem 1 is e. Hence H;:l P(y; + 2)[€ € I.¢ is statistically
random within & = N~Y%(log N)*+t1d 2°/+2. Therefore {P!} is (g,e)-locally
random. w]
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