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Abstract The security bounds we will define and discuss in this paper is an universal 
security measure for parallel versions of identification protocols. From this bound we car1 
judge which of the security measures defined in FFS],[FeS].[OO] are satisfied. The bounds 
are controllable in the sense that they are connected with a security parameter. When the 
bound is a "sharp-threshold" security bound, it is tight enough to describe the security of the 
protocol precisely, Using this bound, we discuss the generalized Fiat-Shamir identification 
scheme ID(L,k,t,n) which is defined in [CDL]. Under the assumption that there is no 
polynomial time algorithm of factoring, the parallel version of the scheme is secure in the 
sense that even cheating verifier B can get some information from the interacting with the 
prover, the information he get is absolutely useless for cheating. 

1. Introduction 

The zero-knowledge property is a perfect measure for the security of identification 
scheme. But in most cases, especially for parallel versions, we can not establish this 
property. Therefore many researchers have been trying to define other security measures to 
explore its security([FFS],[FeS],[OO]). The security bound we will give is a more universal 
one. From this bound we can judge that which of the security measures defined before is 
satisfied. 

Because most discussions are developed for the generalized Fiat-Shamir identification 
scheme with four parameters ID(L,k,t,n) defined in [CDL], we first introduce it here. 

The scheme assumes the existence of a trusted center as in Fiat-Shamir scheme. The 
center chooses and makes public a modulus n, where n=pq, p and q are odd primes, and 
a pseudorandom function f. The center produces vj = f( I, j ), j = 1,2,.. . ,k for user UI, such 

that for every vi there exists 3 satisfying s/ vj = 1 mod n. J=(v,, v2, ..., vJ is public 
key. S=(S,, s,, ..., s3 is secret key. In the identification scheme, A want to prove to B that 
he is valid A, because he knows secret key S. The basic protocol is as follows: 

1. A picks a random r€Z,,, and sends 
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x=rL mod n 

to B; 

2. B sends a random vector d=(e,, e, ..., 4, OSejSL-l, j=1,2 ,..., k,to A; 

3. A sends to B 
c 

y E r *nsj’/ mod n; 
111 

4. B checks that if 
i 

x = y L  * ]IIv? mod n. 
j=l 

Repeat the basic protocol t times. This 4 parameter identification scheme is called the 
ID(L,k,t,n) identification scheme. 

Among all the security measures for identification schemes, what we are most 

interested in is the concept of security level defined in [OO]. Here after, we use 2, 
to represent honest prover and verifier, and A ,  B , cheating prover and verifier, 
separately. A protocol (A,B) is said to release no transferable information with security level 

p ,  if after a polynomial number of executions of (A, g) , the probability of (A, 6 
succcss is not larger than p. 

First, p is a bound for security of the parallel version of idcntification protocol. 
Generally in a protocol, we take In 1 as security parameter. The larger In I is, the smaller 
the probability of an impersonation event is. 

- 
Second, p is a measure of the amount of information leaking during executing( A, ) 

i n  parallel, which is meaningful only when we compare it with the probability of one 
cheating prover’s success. Generally, what a coalition can do is better than one cheating 

prover A’ can do, because for a coalition, A may use the information which was 

extracted by B’ from executing (A, B )  polynomial number of times. But for one 
cheating prover, what he can do is just guessing the verifier’s query in advance. Of course, 

we can consider A and 2 to be one person but play different roles at different 
protocols. The question is how much it is better. From the security point of view, it should 
not be “much” better, if we require that the protocol release no transferable information. The 
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extreme situation is another concept given by Ohta and Okamoto " the protocol (A,B) 
releases no transferable information with a strict sharp-threshold security level p " which 
means that what a coalition can  do is "not" bettcr than one cheating prover can. This concept 
may have some significance. But it is hard to find a general identification protocol 
ID(L,k,t,n) satisfying this condition. So we would likc to give a more general concept and 
discuss it. 

Now we give the definition of security bound. 

Definition 1.1 The protocol ( A', B' ) releases no transferable information with a 
security bound p( I n 1) if 

1. It succeeds with probability 1; 

2. For any coalition of polynomial time machines A , i ,after a polynomial number 

) success is not larger than or equal of executions of ( A" , B' ), the probability of ( A , 
to dlnl). 

The protocol ( A, li ) releases no transferable information with a sharp-threshold 
secufity bound p(ln1) if it satisfies condition 1 and 2 above as well as the following 
condition: 

3. If the probability of A cheating B' is p,,(lnl), then 

2. Protocols with Controlable Security Bound 
For protocol ID(L,k,t,n), we can prove that even the parallel versions of it can not 

be proved to be zero-knowledge protocol, if some information is leaked during the execution 
of it, the information the cheating verifier can get is useless for successfully cheating. More 
precisely, the information leaked during the execution can not make the probability of 
success increase nonnegligibly. 

Theorem2.1Let p' =(L,p-l)> q' =(L,q-1), p'q' >1, k = 0 ( log I n I ) . 
Then if one of the conditions C1, C2, (C3) is satisfied,the parallel version of ID(L,k,I,n) 
releases no transferable information with security bound 



464 

for any positive constant c, if therc is no probabilistic polynomial time algorithm of factoring 
n, 

N 

C1. p' = n p i  , where pi is a prime, pi# pj ( i f j ) ,  and N21. 
i-1 

c2. ( p' , q' )=l .  

M 
C3. q' = n q, , where Q is a prime, qiic q (izj) ,  and M 2  1. 

(-1 

Definition 1.1 can also be used to describe other protocols than those of Fiat-Shamir 
type. For example, we can use this definition to discuss the modified Schnorr scheme[BM] 
which can be proved releasing no transferable information with security bound 2'+ In * for 
any constant c if there is no polynomial time algorithm of computing discrete logarithm. 
Here, t is the number of bits in the verifier's challenge. 

As a security bound, p( I n I) could be very loose so that no protocol can really be close 
to it. Theorem 2.2 will point out which kind of the bounds are tight enough to describe the 
security of the protocols. 

Theorem 2.2 The protocol ID(L,k,l,n) relwses no transferable information with 
sharp-threshold security bound 

for any constant c satisfying 

l i m @ y = o  ( l i m - = O )  (Q qk ( I ) ,  
W-* b$ H.- w 

if there is no polynomial time algorithm of factoring n. 

3. Connections to Other Definitions of Security 
In this section , we would like to explore the relationship between security bounds and 

other security measures defined in FFS], [FeS] and [OO]. From the following three 
theorems, it is reasonable to claim that the security bounds we have given are more universal 
compared with other security measures. 

Theorem 3.1 If for any positive constant c, (A,B) releases no transferable information 
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with security bound 

then (A,B) is secure according to the definition given by Feige, Fiat and ShamirFFS]. 

Theorem 3.2 If protocol (A,B) is a proof of knowledge, and satisfy the condition 
given in Theorem 3.1, then (A,B) is witness hiding according to the definition given by 
Feige and Shamir[FeS]. 

Theorem 3.3 If p is a constant, such that for any positive constant d, protocol (A,B) 
releases no transferable information with security bound 

1 
P d n l )  = P + P * -  

I n P ’  

then it releases no transferable information with strict security level p according to the 
definition given by Ohta and Okamoto[OO]. 

4. Discussion 

For convenience, we give a representation of the probability we will discuss here. Let 

po = Prob { A’ cheats B’ 1. 
And let 

= Prob { ( , ) succeeds I after executing ( A’ , fi ) 
polynomial number of times } 

Obviously, if (A,B) is a zero knowledge protocol, p o =  pm for any d and B 

But in most cases p o <  pa . The security bound p ( l n ( )  is a upper bound for p a  , 
i.e.which describes the amount of usable information leaking during excuting (A$). 

For protocol ID(L,k,l,n), under the assumption that there is no polynomial time 

pB - po < - for any constant c, i.e. the 
I n F  

algorithm of factoring n, for any A, B’ , 

increasing of probability gained by borrowing the information from executing ( A’, 
negligible. 

1 is 
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