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Abstract

Elliptic curves defined over finite fields have been proposed for Diffie-Hell-
man type crypto systems. Koblitz has suggested to use “anomalous™ elliptic
curves in characteristic 2, as these are nonsupersingular and allow for efficient
multiplication of points by an integer.

For anomalous curves E defined over F; and regarded as curves over the
extension field F», a new algorithm for computing multiples of arbitrary points
on E is developed. The algorithm is shown to be three times faster than dou-
ble and add, is easy to implement and does not rely on precomputation or
additional memory. The algorithm is used to generate efficient one-way permu-
tations involving pairs of twisted elliptic curves by extending a construction of
Kaliski to finite fields of characteristic 2.

1 Introduction

Elliptic curves defined over finite fields have been proposed for Diffie-Hellman type
crypto systems [7,4] as well as for implementation of one-way permutations [2]. In
particular, in [3] Koblitz has described the class of “anomalous” elliptic curves which
in characteristic 2 have the following useful properties

1. They are nonsupersingular, so that one cannot use the Menezes-Okamoto-
Vanstone reduction {6] of discrete logarithms from elliptic curves to finite fields.

2. Multiplication of points by an integer m can be carried out almost as efficiently
as in the case of supersingular curves.

According to [3] an elliptic curve E defined over the field F, is called anomalous if
the trace of the Frobenius map ((z,y) — (z%7y%)) is equal to 1. Equivalently, an
elliptic curve over F, is anomalous if and only if the number of Fy-points is equal
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to ¢. As in [3] we will concentrate on curves in characteristic 2, and in particular on
the anomalous curve
E:ydtzy=2+2"+1 (1)

defined over F,. We will also consider its twist £ over F,, which is given by the
equation y? + zy = z® + 1. Subsequently these curves will be considered over the
extension fields Fi». Hereby let E, denote the Fya-points of the curve E, and E, its
twist over Fan.

In applications, e.g., in a Diffie-Hellman key exchange, multiples mP of points
P on the curve E, have to be computed. In standard algorithms for multiplication,
e.g, by double and add, this is reduced to a number of additions of points on E..
Since these additions consume most of the computation time, it is desirable to have
algorithms which need fewer additions on E,. In (3] it is suggested to express multi-
plication by m as linear combinations of powers of the Frobenius map ¢, as these can
be computed by iterated squaring in Fy» which, in a normal basis representation, is
easily accomplished by shift operations. In [3] expansions of the form

m=3 ¢’ (2)

are considered with ¢; € {0,+1}. With this representation of m the computation of
mP can be reduced to [ ~ 1 additions where ! is the number of nonzero terms in (2).
Therefore it is desirable to have short expressions (2). The expansions given in [3] in
the average have twice the length of the binary expansion of m.

In this paper we elaborate constructions of short expansions (2). In particular, in
Section 2 we prove that there always exists an expansion m = E;-‘;g ¢;¢’ of length n,
where n is the degree of the extension field (Theorem 1). The proof of Theorem 1
leads to an efficient algorithm which produces expansions where half of the coefficients
¢; are expected to be zero {Corollary 4).

Our construction exploits the fact that the endomorphism ring End(E) of the
curve E is related to the ring Z[o] = {a+ba|a,b€ Z} C C, where a = (1 +v/—T7)/2.
In particular we will reduce the problem of finding ¢-expansions in End(E) to finding
a-expansions in Z[a], where we make specific use of the rich algebraic structure of the
ring Z[a]. The computational complexity of the reduction algorithm is of magnitude
of a n-bit integer multiplication.

Since execution of ¢ is obtained almost for free, the ¢-expansion of m allows to
compute mP for an arbitrary point P on E, with n/2 additions in the average. As
the computation of the ¢-expansion is negligible compared with a full multiplication
by m on the curve, this results in an improvement by a factor 3 compared to double
and add without using precomputation or additional memory. At this point we note
that other methods have been proposed for accelerating this operation (see e.g., [1}).
However these methods only apply if the point P is assumed to be fixed. Furthermore
they need precomputation with this predefined point P (and additional memory).
Observe for example that P cannot be assumed to be fixed in the second step of a
Diffie-Hellman key exchange protocol.

Our results also apply to generate efficient one-way permutations based on elliptic
curves. In [2] Kaliski has proposed a construction of one-way permutations involving
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pairs of twisted elliptic curves over F, for large prime numbers p. It is easy to
generalize the treatment in [2] to any extension field Fyn of F,. In Section 3 we
apply the construction to extension fields Fan in characteristic 2. The treatment
in characteristic 2 differs from the treatment in odd characteristic. However the
construction in characteristic 2 appears to be particularly attractive, as arithmetic
can be carried out efficiently. On certain curves, arithmetic can be accelerated by
using the ¢-expansion of multiplication by m. Restriction to curves with short ¢-
expansion leaves enough freedom to find examples of curves with good cryptographic
properties.

2 Frobenius Expansion of Multiplication by m

On an anomalous curve over F,, the Frobenius map ¢ satisfies the characteristic
equation T? — T + ¢ = 0. We will also consider the twisth of E, whose Frobenius
satisfies T? + T+ ¢ = 0. The number of F,-points on £ is ¢ + 2. The “n-twist”

E, is the twist of E regarded as curve over the extension field F ». Using the Weil
conjecture (see [8, p. 136]), the number N, of F,--points can be computed as

Na=la" =1 =" ~1' =1+ ¢" ~a" - ", ()

where o and 8 in C are the roots of the characteristic equation 72 — T + ¢ = 0. The
number N, of points on the twist E, is given by N, = o™ + 1> = 1 + ¢" + a™ + 8.
Equivalently, N, and N, can be computed as NV, = ¢"+1—a, and N, =q¢"+14a,,
where a, = a® + 3" for n > 2 satisfies the recursion a, = a,_; —qa,_, with the initial
values ag = 2 and a; = 1.

We now will concentrate on anomalous curves in characteristic 2, and in particular
on the anomalous curve £ : yv?+zy = 1 + z? + 1 defined over F,. Its twist over
F; is given by £ : y* + zy = 23 + 1. Let E, denote the curve E regarded over the
extension field Fjn, and E, its twist over Fan.

Our aim in this section is to express multiplication by m as short linear combina-
tions of powers of the Frobenius map ¢, as this will lead to an efficient computation
of multiples mP of arbitrary points on E,. In [3] expansions of the form

m =3 e (4)

are considered with ¢; € {0,%1}. The expansions given in (3] in the average have
twice the length of the binary expansion of m. On the other hand, from [5, p. 149]
one concludes that there must be shorter expansions of the form

n-1

7=0
possibly with larger coefficients, however. From [5] one can merely deduce that
la;] < 7.
In the following theorem we show that one can construct expansions which simul-
taneously satisfy the conditions of (4) and (5).
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Theorem 1 For the anomalous curve E : y* + zy = 22 + z? + 1 defined over F5, let
E, be the curve regarded over the eztension field Fyn. Then on E, multiplication by
an integer m can be expressed as

n-—1
m=3 c¢, (6)
=0
with ¢; € {0,+1}.

This theorem also holds for E,. The proof proceeds in several steps. First observe
that the Frobenius map satisfies the equation ¢? — ¢ + 2 = 0, and that there is
a natural homomorphism from the ring Z[a] = {a + ba|a,b € Z} C C to the
endomorphism ring End(E) of E which maps a = (14+/=7)/2 to ¢. Thus, if we have
an expansion m = 3 ¢;o? in Z[a], we immediately get a corresponding expansion
m = 3;¢;¢’ in End(E). This means that mP = 3, ¢;¢/(P) for every point P on
E,. For finding such an expansion in Z[a] we will make use of the algebraic structure
of the ring Z[a]. Note that Z[a] is an Euclidean domain with respect to the norm
N{a + ba) = la+ ba|? = (a + ba)(a + b@) = a* + ab+ 2b%,a,b € Z. For the proof of
the theorem we will make use of the following stronger property.

Lemma 2 For any s,t € Zla), t # 0, there exist q,r € Z[a] such that s = qt +r with
, 4
N(r) < =N(t). (7)

Proof. The elements of the ring Z[e] form a lattice in C, and the whole of C can be
covered by triangles whose vertices are in Z[a], as depicted in Figure 1. Consider the

Figure 1: The lattice Z[e].

triangle with vertices 0, 1 and a. The point 7 = 1/24(3/(2/7)) ¢ is the center of the
circumscribed circle of the triangle, as is easily verified by computing the distance of
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r to each vertex, that is |7 — 0| = |7 — 1| = |7 — o] = 2//7. It follows that any other
point in the triangle has distance less than 2/+/7 to some vertex. Since any point
z € C lies in some triangle, we conclude that for any complex number z € C there is
an element u € Z{a] with N(z —u) < (2/V7)* = 4/7.

Now let s,t € Z{a] with ¢t # 0. Consider the quotient v = s/t computed in the
quotient field of Z[«], i.e., in the fleld Q(a) = {a + ba|e,b € Q} C C. Then, as
discussed above, there is an element ¢ € Z[a| with N(v—q) < 4/7,and r=s— gt =
t(v — g) has norm N(r) = N(v— q)N(t) < (4/7)N(t), which implies that g,7 € Z[o]
have the properties as stated in the lemma. O

Lemma 3 For any s € Z{a] with norm N(s) < 2%, n € N, there is an ezpansion
n-1 )
s=3 ¢’ (8)
ot

of length n with ¢; € {0, £1}.

Proof. The proof is by induction on n. For n = 1,2, consider the elements in Z[c]
with norm less than 4. These are the element 0 with norm 0, the elements £1 with
norm 1 and the elements +a, (1 —«) with norm 2. For these elements the statement
of the lemma holds as is seen by direct inspection.
Now consider s € Z{a] with ¥(s) < 2", n > 2. Since Z[a] is an Euclidean domain,
s can be expressed as
s=sa+c (9)

with N(c) < N(a) = 2, i.e., with ¢ € {0, £1}. The idea is to reduce the problem of
finding an expansion for s to the problem of finding an expansion for 5. f e =10, i.e,,
if & divides s, the reduction (9) is unique. Otherwise, as o divides 2, there is always
a reduction with ¢ = 1 and another reduction with ¢ = —1. If the reduction could
be done such that N(s") < N(s)/2 < 2"~!, the proof would easily be completed by
induction. There are situations however, where there is no reduction with N(s") <
N(s)/2, as we shall see below, We will distinguish between the following three cases:

1. Non-critical case: There is a reduction (9) with N (s') < N(s)/2.
2. Semi-critical case: There is a reduction (9) with N(s') = N(s)/2.
3. Critical case: There are only reductions (9) with N(s') > N(s)/2.

If o divides s, we have the reduction s = s’a with ¢ = 0 and N(¢') = N(s)/2, e, s
is semi-critical. If a does not divide s, « is a divisor of both, s — 1 and s+ 1. In this

case the type of the reduction turns out to depend on the absolute value of the real
part R(s) of s:

1. Non-critical case: |R(s)] > 1. Assume for example that R(s) > 1, as illustrated
for s = s1 in Figure 2. Then N(s —1) < N(s), and we have the reduction s = s'a+1
with N(s") = N(s—1)/N(a) < N(s)/2. Similarly, if R(s) < —1, we have s = s'a — 1
with N(s") < N(s)/2.



338

2. Semi-critical case: |R(s)] = 1/2. Assume for example that R(s) = 1/2, as
illustrated for s = s, in Figure 2. Then ¥(s — 1) = N(s), and we have the reduction
s =s'a+ 1 with N(s') = N(s — 1)/N(ea) = N(s)/2. Similarly, if R(s) = ~1/2, we
have s = s'a — 1 with N(s) = N(s)/2.

3. Critical case: R(s) = 0. This is illustrated for s = s3 in Figure 2. Then, by

Pythagoras’ theorem, N(s — 1) = N{s + 1) = N{(s) + 1, and we have the reductions
s=sa+1and s =s"a—1 with

N(s)+1
2

Since 8" — s’ = 2/a = 1 — q, either ' or s" is not divisible by . Assume that ¢’ is
not divisible by . We claim that s’ has a non-critical reduction. For this it suffices
to show that (R(s")] > 1.

Since R(s) = 0, s must be of the form s = a/—7 for some odd integer a € Z.
Then s’ can be computed in Q{a) as

N(s') = N(s") = (10)

Ta—1 a+1
+

v-r.
4 4

1t follows that [R(s")| > 3/2. Hence s’ is non-critical. Similarly, s” is non-critical if o
does not divide s”.

d=(s-1at = (av~T~- 1)—11-(1 V=T =

1 1 1
T | 1 1 1 g} 1
Non-critical case Semi-critical case Critical case
Figure 2:

Now the proof of the lemma is easily accomplished. In case that s has a non-critical
or semi-critical reduction s = s'a + ¢, we have N(s’) < N(s)/2 < 2*~1. By induction
hypothesis, s” has an expansion in « of length » — 1, which yields an expansion of s
in a of length n.

In case that s has a critical reduction s = s’a 4+ ¢, we have according to (10),
N(s') = (N(s) +1)/2 < 2*~1. Since the inequality N(s’) < 2"! does not hold
strictly, we cannot apply the induction hypothesis to s’. However, as discussed above,
the reduction can be done such that s’ has a non-critical reduction s = s"a + ¢, i.e.,
N(s") <« N(s')/2 € 2% Thus s = s"a® + ¢'a + ¢, and by induction hypothesis, s”
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has an expansion in a of length n — 2, which yields an expansion of s in « of length
n. This completes the proof of the lemma. O

Now we are in position to prove Theorem 1. As the curve E, is regarded over
the extension field Fa», the Frobenius map satisfies the equation ¢™ = 1. It follows
that for any two a-expansions which are congruent modulo o™ — 1 the corresponding
¢-expansions yield the same endomorphism on E,. Therefore we compute the a-
expansion of the remainder m’ of the division of m by o™ — 1,

m = g(a" = 1) + m/, (11)

where, according to Lemma 2, N(m') < (4/7)N{a"~1). To obtain a bound on N(m')
we compute (see formula (3))

N(@*-1)=(a"=1)(8"-1) = (af)"~(a"+8")+1 =2"+1—(a"+8") = Na. (12)

By Hasse’s theorem (see {8, p.131]), N. < f(n) = 2* +1 + 2%?*! and for n > 4,
(4/7)f(n) < 27, as g(n) = 2" — (4/7) f(n) is strictly increasing for n > 1 and strictly
positive for n = 4. Hence for n > 4, N(m') < 2" and the theorem follows from
Lemma 3. For n < 3 the statement of the theorem can be verified directly. O

Note that an arbitrary element s = a + ba in Z[a] is divisible by « if and only if a
is even. Hence with probability 1/2 this element has a reduction of the form s = §'a,
i.e., with ¢ = 0. Continuing the reduction, it is to be expected that the intermediate
results s’ also have this property. This would imply that half of the coefficients ¢; in
(8) can be expected to be zero. This has been confirmed experimentally.

Corollary 4 (Experimental result) In the ezpansion m = ¥727 ¢;¢7 half of the co-
efficients ¢; are ezpected to be zero.

It is easy to compute the a-expansion of an arbitrary element s = a + ba € Z[a].
From the proof of Lemma 3 one can derive the following simple and efficient procedure
which outputs ¢; in ascending order for ;.

While a # 0 or b # 0 do begin
if @ is even then
¢:=0;
else begin
if 2a + b # 0 then c := sgn(2a + b);
if 2a + b = 0 then begin
ifa=1 (mod 4) then ¢:= —1;
ifa=3 (mod 4) then c:=1;
end;
end;
z:=(a—c)f2; a:=z+b b:=-z
output(c);
end.
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The problem of efficiently finding short ¢-expansions of multplication by an arbitrary
m was addressed by Koblitz in [3]. In the above procedure, the amount of work
to perform the division (11) is roughly of the same magnitude as to perform the
reduction. This is of magnitude of a n-bit integer multiplication, and is negligible in
comparison with a full multiplication by m on the elliptic curve.

As execution of ¢’ is obtained almost for free, according to Corollary 4, multipli-
cation by m can be carried out with n/2 additions in the average. This resuits in an
improvement by a factor 3 compared to double and add without using precomputation
or additional memory.

The results of Theorem 1 and Corollary 4 may also be applied to the key exchange
procedure suggested by H. Lenstra as mentioned in (3, p.285]. In this suggestion
one chooses expansions m = Z;;ol ¢;¢’ where only a certain maximum number of
coefficients ¢; are allowed to be nonzero. However it is unclear which multiples are
obtained when applying this restriction. Furthermore certain multiples could occur
more than once which would result in a non uniform probability distribution of the
chosen values of m, or in a non uniform distribution of the keys. Theorem 1 allows to
obtain every multiple with the same probability by choosing m first and then making
the reduction.

3 One-Way Permutations on Elliptic Curves in
Characteristic 2

In [2] elliptic curves have been suggested as a tool for generating one-way permu-
tations. Two constructions have been proposed in [2], one involving single elliptic
curves and the other one involving pairs of twisted elliptic curves. Both construc-
tions deal with curves over F, for large prime numbers p. As already observed in
{2], the elliptic curves used in the first construction are supersingular, so that the
Menezes-Okamoto-Vanstone reduction [6] can be applied. The second construction
applies to arbitrary elliptic curves over F, for any odd prime number p > 3. It is
easy to generalize the treatment in [2] to any extension field Fpn of F,.

In this section we apply the second construction to extension fields Fjn in charac-
teristic 2. The treatment in characteristic 2 differs from the treatment in odd char-
acteristic. However the construction in characteristic 2 appears to be particularly
attractive for the following reasons.

1. Arithmetic in characteristic 2 can be carried out efficiently.

2. On certain curves, arithmetic can be accelerated by using the é-expansion of
multiplication by m.

3. Even restriction to anomalous curves leaves enough freedom to find curves with
good cryptographic properties.

In the following all curves are considered to be defined over fields with characteristic
2. Recall that an elliptic curve in characteristic 2 is nonsupersingular if and only if
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the j-invariant is nonzero (see [8, p. 145]). The normal form of an elliptic curve E
with 7(E) # 0 is given by

v+ 2y =27 + apz’ + g, (13)

where ag # 0. If ag,aq are in Fin, the curve is defined over Fyn. The twist Eof E,
up to isomorphism, is given by

v 42y = 22 + (ap + D)z? + ag, (14)

where D € Fjn is such that the polynomial t? 4+t + D is irreducible over Fyn. Observe
that E and E are non-isomorphic over F;» but are isomorphic over Fznt1. Now we
prove the analogue of Lemma 4.1 in [2].

Lemma 5 Every nonzero z € Fon appears either as z-coordinate of ezactly two points
on E or as z-coordinate of ezactly two points on E. The elliptic curve E together
with its twist E have order 2(2" + 1), f.e., #E + #E = 2(2" +1).

Proof. For a fixed z # 0 the equation in y for (z,y) to be on E can be written as
24+t4+c=0, (15)

with ¢ = y/z and where ¢ = (z° + a22% + a6)/z” is a constant. Similarly, with the
same notation, the equation in y for (z,y) to beon E is

2 +t+(c+D)=0. (16)

The equation $?+¢+¢ = 0 has a solution if and only if ¢ is in the image of the mapping
Q@ : Fyn — Fyn, Q(t) = t* + ¢. Since Q is 2 homomorphism of the additive group Fs-,
with kernel F;, the image imQ is a subgroup of index 2 in Fi». By assumption
t* +t + D is irreducible over Fy», hence D ¢ im Q. As a consequence exactly one of
the two elements c and ¢+ D is in im Q. This implies that exactly one of the equations
(15) and (16) has (two) solutions. Thus we conclude that every nonzero z appears
either as z-coordinate of exactly two points on £ or as z-coordinate of exactly two
points on £, which implies the first part of the lemma.

For z = 0 we get the equation y* = ag for both curves. This equation always
has exactly one solution, as squaring in Fin is a bijecticn. The latter holds as 2 is
relatively prime to [F3"| = 2" — 1. Counting the points on E and E we get 2(2" —1)
points with z ?’: 0, two points with z = 0 and the two points at infinity. This implies
that #E + #F£ = 2(2" + 1) (which also follows from the Weil conjecture (3)). O

' Our aim is to identify the elements of £ and E with certain integers. For a
gven representation of the elements of Fy» as residues modulo a fixed irreducible
P°1¥n0mial, we first identify the elements of F;» with the integers 0,1, ... ,2"—1 as
‘Ollowsf The polynomial f(t) = c,1t" 1 +... +c1t +co € Fy[t] considered as element
Osz-: 13 identified with the integer c,-12" "' +...+ 12+ co. This bijection defines an
ordering of Fyn. This ordering is in no way compatible with the algebraic structure

”0‘ the field, but we can use it to construct a map ¢ from EU E to the integers.
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First we define £ on E. For z # 0 suppose that {z,y) € E. Then (2,2 + y) is
the other point on E with the same z-coordinate. The idea in the definition of £ is

to map the point with the smaller y-coordinate to the set 1, ... ,2*—1 and the point
with the larger y-coordinate to the set 2742, ... 27+l
Lz,y) = 0 if z=0 and y = /as (17
Uz,y) = = fz#0and y<z+y (18)
Hzyy) = z4+2°+1 ifz#£0andy>z+y (19)
floo) = 2° (20)
The definition of ¢ on E is similar.
Uz,y) = 2 +1 if =0 and y = /ag (21)
Uz,y) = =z fz#0and y<z+y (22)
fzyy) = z+2°+1 ifz#0andy>z+y (23)
o) = 27141 (24)

Theorem 6 Let E:y* +zy = 2% + a3z + a¢ be a nonsupersingular elliptic curve,
and E : P +zy =23+ (a4 D)xz? + ag its twist over Fya. Then the map £ as defined
in (17) - (24) is a bijection from EU E to the set of numbers {0,1, ... ,2" "1 4+1}.

Proof. According to Lemma 5 the set of possible nonzero z-coordinates of points on
E and on E are disjoint. Therefore £, as defined in (17) - (24), is injective. Hence ¢
is bijective, as by Lemnma 5 the two sets have the same cardinality. O

We now assume that both curves E and E are cyclic with generators G € E and

G € E. Let N denote the order of £. Then we define a map f: {0, ... ,2"+ +1} —
{0,...,2™1 41}, as in [2] by

f(m)

f(m)

As a consequence of Theorem 6 we obtain the following

H

émG) if 0<m<N
{mG) if N<m<2 12

N TN
[ G- g
S

St

i

Corollary 7 Let E : y? + zy = 7% 4 ayz? + ag be a nonsupersingular elliptic curve,
and B:y? + 2y = 28 + (ay + D)x?* + ag its twist over Fyn. If both curves E and E
are cyclic, then the function f as defined in (25) and (26) is a permutation of the set
{o,...,2**1+1}.

As observed in (2], inverting the permutation f is equivalent to solving the discrete
logarithm problem on the elliptic curves.

Our aim is to find practical examples where both curves E and E are cyclic. At
the same time the order of each curve should have at least one large prime divisor
such that computation of discrete logarithms is supposed to be hard. A finite abelian
group is cyclic if and only if the p-primary component of the group is cyclic for each

prime p dividing the order of the group. For the p-primary component for p = 2 we
have
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Proposition 8 For a nonsupersingular elliptic curve in characteristic 2 the 2-pri-
mary component is always cyclic.

Proof. Let Py = (20,y0) € £ be a point of order 2, i.e. 2Py = 0, or P, = —F,. For
j(E) # 0 the curve E has the normal form y? + zy = 7% + ;2% + ¢4, and the negative
of a point P = (z,y) is computed as —P = (z,—y — z) (see [8, p. 58]). This implies
that yo = —¥o — Zo, hence zg = =2y, = 0 and yo = /as, l.e., there is only one point
of order 2. O

In order to guarantee that the p-primary component is cyclic for odd primes p we
are looking for curves whose order is not divisible by p?. For examples we concentrate
on the anomalous curve E : y2 + zy = z° + z? + 1 defined over F; as discussed in
Section 2. Thus denote by N, the number of Fs»-points on £ and by N, the number
of Fyn-points on E. The degrees n = 107 and n = 181 of the extension fields turn
out to be favourable in view of the desired criteria. The prime factorization of the
corresponding orders N, and N, are given as follows.

Nior = 2-81129638414606692182851032212511
Nigr = 4-40564819207303335604363489037309

2-122719 - 23531 - 530697483168464396730940889115599370835266943
Mg = 4-1087-12671 - 115117 - 307339 - 1572431197704155598636826628289553813

lVl 81

The first example contains prime numbers with 32 decimal digits. This example is

already mentioned in [3]. The second example contains prime numbers with 45 and
37 decimal digits, respectively.
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