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Abstract

This paper describes a strictly deterministic digital signature scheme using public-key cryp-
tosystems. This scheme is in discussion inside a working group of ISO on signature schemes
(TC97/5C20/WG2). A working draft has been written and accepted recently (with formal
modifications to be added). By this presentation we hope to receive useful remarks for im-
proving this scheme. This scheme is the fastest known scheme for the verification of signature
(only one square plus some very easy operations).

We introduce the notion of signatures with shadow - that is, when the signature is math-
ematically attached together the message to sign — and with imprint — that is, where the
message and the signature are two separate entities.

This scheme is RSA-based and, in some aspects, is a variant of Rabin-Williams schemes.
However, if the scheme is correctly implemented, it is immune against the attacks by chosen
messages. The technique is well-known: You introduce a redundancy in the message before
you sign with your secret function. This trick permits to the secret function to be defined
nearly nowhere: The multiplicative attack of Davida, for instance, is then without effect.

The original part of the paper is an effective and efficient proposition for the function of
redundancy and its uses and a structured way to sign and to verify with a weak dependence
from the functions. If you use the RSA or one of its variants, you are in a context where each
known optimisation is possible.

The function of redundancy is defined in such a way that the system resists to any known
attack; moreover the redundancy is used, if necessary, to identify the correct message from the
possible ones when you verify the signature . Indeed, in the scheme of Williams, the operation
of signature needs a square root: The message thus needs to be a quadratic residue. A useful
result is that from the set {a, —a, a/2, —a/2}, there is one and only one quadratic residue
. So, in fact, you can detect the unique quadratic residue from this set then you extract the
square root of this one. The redundancy is also used to indicate the length of the signed
message (if the message Is short) or of the hashed value of the message.

Many useful details will be given in the full paper.
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