
iI 

Components and Cycles o f  a Random Function 

J. M. DeLaurentis 

Sandia National Laboratories 

Albuquerque, New Mexico 87185 

This i n v e s t i g a t i o n  examines t h e  average d i s t r i b u t i o n  o f  the components and cyc les  of a 

random funct ion.  Here we r e f e r  t o  t h e  mappings from a f i n i t e  set  o f ,  say, n elements i n t o  

i t s e l f ;  denoted by Tn. 

P(7) = n-n, Tern. The d i r e c t e d  graph t h a t  i s  n a t u r a l l y  associated w i t h  y c o n s i s t s  o f  

several components, each wi th a unique cyc le.  

components i n  y c o n t a i n i n g  a t  l e a s t  the f r a c t i o n  s o f  the t o t a l  number o f  nodes, w i t h  the 

s i ze  o f  each component's c y c l e  n o t  exceeding tnl". 

X ( s , t )  can be approximated by t h e  double i n t e g r a l  

Suppose t h e  elements o f  r are assigned equal p r o b a b i l i t y ,  i .e. n 

Def ine X (s , t ) (y)  as the number of n 

We show t h a t  t he  expected va lue of 

n 

The average number o f  components o f  a given s i ze  w i t h  cycles o f  a s p e c i f i e d  l e n g t h  

approximately equals t h e  volume under the graph o f  the integrand. 

used t o  est imate t h e  p r o b a b i l i t y  t h a t  a func t i on  has a component which con ta ins  a 

s i g n i f i c a n t  percentage o f  t h e  t o t a l  number o f  nodes and y e t  i t s  cyc le  i s  r e l a t i v e l y  small. 

This express ion can be 

I n t r o d u c t i o n  

Random func t i ons  o f t e n  a r i s e  as  a model f o r  the pseudo-random funct ions generated by 

a cryptosystem. T y p i c a l l y ,  t he  experiments performed on the l a t t e r  are concerned w i t h  the 
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s i ze  o f  i t s  components and t h e  l e n g t h  o f  the corresponding cycles. 

address s i m i l a r  problems f o r  random mappings. 

components o f  a g i ven  s i z e  t h a t  con ta in  cycles o f  a speci f ied length.  

expression of t h i s  average va lue  f o r  random mappings provides some i n s i g h t  i n t o  the  

behavior o f  pseudo-random func t i ons .  

It i s  n a t u r a l  then t o  

This  paper analyses the  expected number 

The asymptotic 

To b e t t e r  understand Hellman's time-memory c r y p t a n a l y t i c  scheme [l] ,  Hellman and 

Reyneri [ Z ]  est imated t h e  expected s i z e  o f  the l a r g e s t  component o f  a random func t i on .  

They compare t h i s  va lue  w i t h  t h e  average s i ze  o f  t he  l a r g e s t  component o f  t h e  pseudo- 

random func t i ons  generated by t h e  Data Encryption Standard (DES). 

considered mappings f (  * )  f rom t h e  key-space i n t o  i t s e l f .  S p e c i f i c a l l y ,  t he  f u n c t i o n a l  

value f ( k )  was d e f i n e d  by app ly ing  t h e  DES operat ion S ( - )  t o  a f i x e d  p l a i n t e x t  b lock  Po k 
and then reducing t h e  6 4 - b i t  b l o c k  S (P ) t o  56 -b i t s  through a reduc t i on  opera t i on  R ( - ) ,  

I n  t h i s  case they 

k o  

Choosing a d i f f e r e n t  p l a i n t e x t  b l o c k  def ines a new funct ion.  

t e s t s  t o  be i n  c l o s e  agreement w i t h  the  expected outcome f o r  random maps. 

They found t h e i r  s t a t i s t i c a l  

More r e c e n t l y ,  a t  Crypto '86, G. J. Simmons presented a study by Qu isqua te r  [31 i n  

which the  c y c l i n g  experiments i nvo l ved  DES funct ions s i m i l a r  t o  those descr ibed above. 

h i s  i n v e s t i g a t i o n  Qu isqua te r  found a func t i on  w i t h  a r e l a t i v e l y  l a r g e  component (= 3% o f  

the t o t a l  number o f  nodes) t h a t  conta ined a r e l a t i v e l y  small cyc le  ( cyc le  s i z e  = 2 ). As 

we w i l l  see, t he  p r o b a b i l i t y  o f  such an event f o r  random funct ions i s  = 10 

I n  

16 

- 3  . 

A v a r i e t y  of d i f f e r e n t  f unc t i ons  have been introduced t o  analyze cryptosystems. TO 

examine t h e  c losu re  p r o p e r t i e s  o f  DES, K a l i s k i  e t  a l .  [ 4 ]  defined a set  o f  mappings from 

the cipher-space i n t o  i t s e l f .  I n  c o n t r a s t  t o  the preceding example, they a p p l i e d  a 

t o  ob ta in  a key k = g (x ) .  I n  tu rn ,  t h i s  key pseudo-random func t i on  g(.) t o  t h e  c iphe r  x 

was used i n  t h e  DES o p e r a t i o n  t o  produce 

f ( x )  = Sk(X 
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Again, these s tud ies  de tec ted  no s t a t i s t i c a l  anomalies. Assuming t h a t  random func t i ons  

are a reasonable model f o r  t h e  maps i n  question, t he  methods developed i n  t h i s  paper are 

appl icable. 

Beyond these p r a c t i c a l  mo t i va t i ons  the study o f  random func t i ons  i s  o f  some i n t r i n s i c  

combinatorial i n t e r e s t .  Examples o f  p r o b a b i l i t y  d i s t r i b u t i o n s  r e l a t e d  t o  random funct ions 

are presented i n  [ 5 ] ,  [61, [7 ] ,  and [8]. A r e l a t i o n s h i p  between branching processes and 

random maps i s  d iscussed i n  [9] and [ l o ] .  For a survey o f  r e s u l t s ,  see [ll].  

I n  t h e  f o l l o w i n g  s e c t i o n  we in t roduce the necessary d e f i n i t i o n s  and n o t a t i o n .  

we consider t h e  average number o f  components o f  s i z e  k conta in ing a cyc le  o f  l e n g t h  e (a 

(k,t)-component). 

allowed t o  range over  an e n t i r e  reg ion.  

d iscover ing a f u n c t i o n  t h a t  has a component which contains a s i g n i f i c a n t  percentage o f  t he  

t o t a l  number o f  nodes and such t h a t  i t s  cyc le  i s  r e l a t i v e l y  small .  

F i r s t  

Next we analyze t h e  expected number o f  such components when k and e are 

F i n a l l y  we estimate the  p r o b a b i l i t y  o f  

ComDonents and Cvcl es 

The se t  of mappings from an n element set i n t o  i t s e l f  endowed w i t h  t h e  un i fo rm 

d i s t r i b u t i o n  i s  c a l l e d  t h e  s e t  o f  random funct ions o r  random mappings and i s  denoted 

rn,(P(7)=n 

graph w i t h  a v e r t e x  f o r  each element o f  t he  domain and a d i rec ted  edge from v e r t e x  i t o  

ver tex j if and o n l y  i f  7 ( i )  = j. 

t rees  attached t o  i t s  nodes c y c l i c  p o i n t s ) .  

has a c e r t a i n  p r o p e r t y  when n f a c t  i t  i s  the associated graph t h a t  has t h i s  property.) 

We are i n t e r e s t e d  i n  es t ima t  ng t h e  average number o f  components o f  a g iven s i z e  and w i t h  

a s p e c i f i e d  c y c l e  l e n g t h .  

- n  
,7€rn). The d i r e c t e d  graph n a t u r a l l y  associated w i t h  each f u n c t i o n  7 i s  the  

The components o f  such a graph cons is t  o f  a cyc le  w i t h  

( I n  the fo l l ow ing  we sometimes w r i t e  t h a t  7 

F i r s t  we d e f i n e  t h e  random v a r i a b l e  Y ( k , t ) ( r )  t h a t  counts the  number o f  (k,e)- n 
components i n  r (a  (k,t)-component has k nodes and t c y c l i c  p o i n t s ) .  Next we in t roduce 
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the function 

The following lemma, whose proof is postponed until the end of 

estimate for the average value of Yn(k,!). 

his section, provides an 

For Yn(k,e) defined as above with 1 5 e 5 k/2 and k 5 n - we have 

-3/2 
E Yn(k,ll = f(xk,yl)n (1 + Rn(k,f)) 

3 2 -1 -1/31a For where xk = k/n , ye = !//n and Rn(k,!) = O(! /k tk tn 

n-t~”~ < k n the left hand side is 0 [ f(xk-l,ye)n - 3 ~  . 

The main features of this result are best explained by means of the graph of f(X,Y) 

(see figure 1). 
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From t h e  graph we see t h a t  t h e  expected number o f  (k,t)-components approximately equals 

the volume of t h e  p a r a l l e l e p i p e d  w i t h  he ight  f ( x  ,y ) whose bas is  i s  t he  rec tang le  of area 

n-3/2 centered a t  ( x  y ) .  
k t  

k' e 

Except f o r  k ex t reme ly  c lose  t o  0 o r  n the  sum over a range o f  these average values 

approximately equals t h e  volume under the graph o f  f over a g iven region. 

l e t  Xn(s,t) rep resen t  t h e  number o f  (k,t)-components w i t h  sn s k s n ( O t s t l )  

and I 5 e < tnl/*, t h a t  i s  

For example, 

Excluding t h e  terms n-n1j3 < k 5 n, the expected value o f  the expression on t h e  r i g h t  i s  

asympto t i ca l l y  e q u i v a l e n t  t o  t h e  i n t e g r a l  o f  f (x ,y)  over s 5 x 5 1 - n 

The sum i n v o l v i n g  t h e  excluded terms i s  measured by the i n t e g r a l  o f  m in ( t , l }  

over the  i n t e r v a l  1 - n 

the lemma t h a t  f o r  s f i x e d ,  0 c s < 1, and n s u f f i c i e n t l y  large,  we have: 

- 2/3 , 0 -< y s t. 

x (1-X) 

It follows from 

[ 3 1-112 

- 2/3 < x s 1, and the  l a t t e r  i s  O( rn i r~ { t , l } n - ' / ~ ) .  

Theorem 1 

1/2 is The average number o f  (k,!?)-components i n  the reg ion sn s k < n, 1 s e s t n  

approxi mate1 y 

3 -2n- 1/2+s-  ln- ltn-1/3 where Rn(s,t) = O ( t  s 1 .  

Note: 

remainder term. 

y-coord inate i n d i c a t e s  c y c l e  l e n g t h  (see f i g u r e  2). 

The e r r o r  made by r e p l a c i n g  the sum w i t h  the  i n teg ra l  has been inc luded  i n  the 

A lso ,  n o t i c e  t h a t  t he  x-coordinate r e f e r s  t o  t he  component's s i z e  and the 

Although (3)  i s  an asymptotic expression f o r  an expected value, i t  can be used t o  

estimate p r o b a b i l i t i e s .  As an example, we consider the p r o b a b i l i t y  o f  f i n d i n g  a func t i on  

t h a t  has a component which con ta ins  a s i g n i f i c a n t  percentage o f  the t o t a l  number of nodes 
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and yet its cycle is relatively small. That is, we want to estimate the probability that 

a random function has a (k,t)-component in which k is a significant fraction o f  the total 

number of nodes and yet i! i s  relatively small. 

6g 2 GRAPH OF F (X. Y) 

1/2-a To make these terms precise, we consider a cycle o f  order n , 0 < a < 1/2, as 

small (since the total number o f  cyclic points i s  on average n'/*). A component i s  

considered large i f  it contains at least the fraction s of the total number o f  nodes, 

0 < s < 1. The number of such components is given by Xn(s,t) where t = n 

notation the problem is to estimate the probability that Xn(s,t) is at least one. 

-0 . Using this 

The main idea is that if a function possesses a relatively large component with a 

small cycle, then it is most likely the only such component. It follows that 

P(Xn(s,t) 2 1) = EXn(s,t) . 

More precisely, by Bonferroni's inequality [12], we have 

EXn - E Xn(Xn-1) 5 P(Xn>l) 5 EX,. [ 1 
- 1  -2a It can be shown (see the appendix) that E X ( X  -1) is O ( s  n ) .  Thus we need only 

estimate the mean of Xn(s,t). 
[ n n  1 

( 4 )  
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Omitt ing, f o r  t h e  present ,  t h e  e r r o r  terms i n  Theorem 1, we ob ta in  

r e c a l l  t h a t  t = n-'. 

i s ,  rep lac ing  t h e  exponen t ia l  i n  (5) w i t h  1 + O(y / s )  y i e l d s  

For small  t t h e  innermost integrand approxmiately equals one. That 
2 

EXn(s,t) = (2x) -1/2 n -a Is 1 x - ~ / ~ ( ~ - x ) - ~ / ~ ~ x [ ~ + O ( S  -1 n -2a,] 

Fortunate ly ,  t h e  i n t e g r a l  in ( 5 )  can be evaluated e x p l i c i t l y  as 

Using the  est imate f o r  t h e  second f a c t o r i a l  moment and inc lud ing  the  remainder terms g iven 

i n  (3) leads t o  t h e  conc lus ion  

Theorem Z 

1 $ .t 5 tnl" where 0 < s < 1 and t = n-a i s  given by 

The p r o b a b i l i t y  o f  f i n d i n g  a t  l e a s t  one (k,!)-component w i t h  sn $ k < n, 

-2 -1/2-3a + S-1/2n-a + n-l/3 here r ( s )  = s n n 

Consider t h e  example presented i n  the i n t roduc t i on  [3 ] .  I n  t h i s  case 

-3/14 = 2- l '  and a = 3/14), and s = 0.03. 56 , tnl" = 216 ( i .e . ,  t = n It fo l l ows  n = 2 

t h a t  

- 12 -3 P(Xn(s,t) 2 1) = ~(0.03)2 = 10 , 

w i t h  r (0.03) S ~ x I O - ~  (see f i g u r e  3). The key observation i s  t h a t  even i f  a DES Cycl ing n 
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experiment occas iona l l y  produces a r e l a t i v e l y  l a r g e  component w i t h  a small cycle, t h i s  

does no t  necessa r i l y  imply a s t a t i s t i c a l  i r r e g u l a r i t y  i n  OES. 

0 .00s  

0.003Q 

0.0025 

0.0020 

0.001s 

0.0010 

fig 3 GRAPH OF C(S) 
0.wa 

0 .00s  

0.003Q 

0.0025 

0.0020 

0.001s 

0.0010 

0.WOS 
0.010 0.01s 0.020 0.023 0.030 0.035 0.040 0 . 0 4  0 . W  0 

Dr2w18 Ar2rr17 

0.WOS 4 
0.010 0.01s 0.020 0.023 0.030 0.035 0.040 0 . 0 4  0 . W  0 

Dr2w18 Ar2rr17 

Note: Here m = tnl/' = nl/'-"is t he  maximal cyc le  length. 

We t u r n  now t o  the  p r o o f  o f  t he  lemma. 

on k nodes w i t h  t c y c l i c  p o i n t s .  

L e t  C(k,t) denote the number o f  connected mappings 

It i s  known [ l l ]  t h a t  

Using S t i r l i n g ' s  fo rmu la  [I21 
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we compute 

2 
[1 + o(t3/k2)1 , k-le-t /2k C(k,t) = k 

for 1 5 ! 5 k/2. 

The main idea in the proof involves writing Y (k,t) as the sum of identically 

i 

n 
distributed random variables. 
component, otherwise set E = 0. 

We define e = 1 if the i-th node belongs to a (k,!)- 

i 

It follows that 

Y (k,!) = - 1 e i  and E ( Y  (k,!)) = P(c.=l) . n n k i  Ijijn 

The probability that the i-th node belongs to a (k,t)-component is given by 

(13) 
n-k n C(k,t) (n-k) /n . 

The first term is the number of  ways to select the other members of the (k,P)-component; 

the second term is the number of connected mappings consisting of k nodes and P cyclic 
points; the third term is the number of functions on the n-k remaining elements; and the 

last term is the total number of mappings on an n element set. 
yields the expression 

Combining (11) - (13) 

2 
(14) n-kkk-le-t /2k n -n [lt0(l3/k2)] . 

Applying Stirling‘s formula (10) to the first term in (14)  and simplfying leads to the 
desired result 

(15) 3 2+k-l+n-I/3 E [Yn(k,t)] = f(xk,yt)n-3’2[ltO(! /k 1 1  , 
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for 1 5 e 5 k/2, k 5 n-n1l3, xk = k/n and y = e / J i .  The proof of the last statement in e 
the lemma is similar. 

auxiliary random variables c 

The key step in these arguments is the introduction o f  the 

i' 

Summary 

To better understand the structure of random functions we have examined the average 

distribution of its components and cycles. 

and its cycle length is best illustrated by the graph of f(x,y). 

graph and over a specified region represents the expected number of components in a given 

range with cycle lengths belonging to a prescribed interval. In turn this mean value is 

used to estimate the probability of discovering a function containing a relatively large 

component with a small cycle. 

The relationship between a component's size 

The volume under the 

Aooendi x 

The derivation o f  the asymptotic expression for the second factorial moment 

E[X (X -1)] is similar to the development for the mean of Xn. 
s 5 1/2 since Xn(s,t)(Xn(s,t)-1) = 0 if s > 1/2. 

First, we may assume that n n  
Expanding the product yields 

I , 
where 6 = 1 if k = k and e = f! ; otherwise 6 = 0. 

estimating the mean value of the terms in the sum. 

So the problem is reduced to 

As in the proof of the lemma, the main idea is to represent these terms as the sum of 
, I  

identically distributed random variables. F i x  (k ,e )  and (k , e  ) ;  set 6 

belong to different (k,t), (k , e  )-components, respectively; otherwise, let c = 0. A 

= 1 if i,j 
I I  ij 

i j  
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straightforward calculation shows that 

The average value of the right-hand side of (17) is given by 

n(n-1) 
P ( € i  j=l) 

f 

kk 

, 
’ n-k-k -n I ,  n! 

- C(k,t)C(k ,k! )(n-k-k ) n 
I , 

k!k !(n-k-k ) !  

Here we have used arguments similar to the ones employed in the derivation of (13). As 

before we apply Stirling‘s formula (10) and expression (11) to obtain the estimate 

with 

I -1/2 I -3/2 
g(x,x = x -3’2x (I-x-x ) 

I f 

and xk = k/n, x I = k /n. 

e’. Summing (19) over e,tf where 1 5 e, t f  _c tn1l2 = n1/2-a leads to 

Notice that the right-hand side of (19) does not depend on ! or 
k 

I 

Finally, replacing the sum over k,k where sn 

g(x,x ) over the region s 5 x,x , x t x _c 1, 
I I I 

I I 

5 k ,k, k t k < n by the double integral of 
produces the desired conclusion. 
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