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Abstract,. We give cryptographic schemes that help tracc the SOIIFCC 

of leaks when sensi t ive o r  proprietary data is made ava.ila.ble to  a la.rge 
set, of parties. This is particularly import an t  fo r  broadcast aid database 
access systerris, where the  data. should br iicwssible only to authorized 
users. Such schemes are very rel(%vaiLt, in t,he conkxt  of pay tdcvisiori, aiid 
easily combine w i t h  a.nd complement. the  Rroii.dca.st, Encryption schelnrs 
of [ti]. 

1 Introduction 

If only one person is told about some secret,, and this iiext appears on t,hP evening 
news, t,hcn the guilty party is evident,. A more complex situation arises if t8he 
set, of people that have access t80 t,he secwt is large. The problem of determining 
guilt or innocence i s  (rna.t,hematically) insurmountable if all people get, the exact 
same dat2a and one of them behaves treacherously and reveals the secret. 

Any da ta  that, is t.o be available t,o sonic while it should riot be ava,iIable t,o 
ot8hers caii obviously b e  prottct,cd by encrypt,ion. The d a h t  supplipr may give au -  
thorized parties cryptogra.phic kcys allowirig them t,o decrypt the data. This does 
not solve the  problem above hccause it, does not, prrvent, one of those aut,liorized 
to view the  messagc (say, Alice) from t#raiisferririg t,lie cleartext message to soiiic 
unauthorized party (my, Bob). Ome this is donc t8hen h r e  is no (cryptogra,phic) 
inea,ns to t,race t l i p  sourcc of tlie leak. We call all such unaut.liorized access t80 

data piracy. Tlic: lraibor. or traitors is Ihe (set. of) authorized user(s) M ~ ~ O  allow 
other, non-authorized part,ies. t,a obtain t,he tlat,a.. These noii-aut,liorizecl pa.rtries 
arc called pirate users. 

ive piracy if the relevalit 
cleartext messages must, be transmitt,ed by t . 1 ~  “trait>or” lo tjhe “enemy”. ‘Typical 
cases where this is so include 

111 many int,ereslirig cases it is sorriewlial me 

- Pay-per-view or subscription t,elevision broadcast,s. It is simply Loo experisive 
and risky to sta,rt a pirate broadcast sta.tioti. 
C>D ROhT dist,rihutioii of dat,a where a surcharge is charged for different, parts 
of the da ta .  The clearkxt da.t,a can only be distributed on a similar storage 
device. 

-- Online databases, freely accessible (sa,y on t,he int,ernet,) where a charge may 
he levied for ac:cess to all or certaiii rec,ords. 
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In all t,hcsr cases, t,ransiriit,t,ing: the cleart,ext from a tra,itor, Alice, to an pirate- 
user, Bob, i s  either irrelevant or ratslier expensive. As piracy in all these cases is a 
criminal coiiiriiercial enterprise the risk/beiiefit rat,io becomes very unat’tractive. 
Thesc t.hree cxairiples ca,ii be considered generic examples covering a wide range 
of data, services offi:red. 

Our coiitrihution in t,his paper may bc viewed in  t,he following Iriariiier: Con- 
sider a ciphertext, that  may IIC decrypted by a large set of parties, hut, each and 
every party is assigiicd a different, 1JCr.SOnd key used for decrypting the cipher- 
t8ext. (We use t,he term 1)ersoiial key rather than private key to avoid coilfusion 
with public key t,erininology). Shoiiltl t,lie I’ersonal key h e  discovered (by takiiig 
apart a television piratme decodt:r or by counter-cspioriage), t8he traitor will he 
ident#ified. 

We riot,e t.liat. iii fact,. our schc-rrirs have t,hc very desirable propertmy tha t  t8hr 
ident,it.y of the tra.it,or ca,n he est,al>lishcd by considering t,he pirate decryption 
process as a black box. It. suffices t,o cnpt.ure one pirate dec,oder and it’s behavior 
will idcnt,ify t.1w t.rait,or, there is n u  iieed to “hreak it open” or read any data 
stored insidr. W e  use thc t,errri piratje cIccocler to represent, t,he pirate decrypt,ion 
process, this m a y  or may not, be a physical hox, this may simply he be some 
code on a cornpiit~er. 

Clearly, a possible soliit~ioii is to encrypt, the  data separately under different 
personal keys. ‘ lhis iiieans t,hat tlir total length of t,he ciphertext is at least n 
times the lengt8h of tlir cleartext,, whrre n is the number of authorized parties. 
This is clearly impossible iii  any broadcast eiivironmetit. This is also very prob- 
lematic in the coiltext, o f  C.!D ROM distributed databa,ses because this Irieaiis 
that  every CD ROhl iiirist be different, An encrypt,ed online dat,ahase, freely 
accessible as above, inlist store an individually encrypted copy of the databa.se 
for eacli aiid cvery aut.liorizcd user. 

I he underlying s;cciirity assumpt,ion of our schcriies is either inforinntioil 
theoretic securit#y (where the leiigt>li of the personal keys grows with the  length 
of the  messages t,o be Iraiismit,t,ctl) o r  it. may bc based on the security of any 
symmetric sche111~ of your choice. In both c,ases, security depetids on a scheme 
pararriekr k ,  the largest, group of colliding t,raitors. 

111 practice, t.oclay it. is oft,cri coilsidered sufficient, to prevent piracy by supply- 
ing t>hc authorized part,ies wit,h so-called sectire hardware solutions that are de- 
signed t80 prcveiit interfrrcncr itrid access t80 ericlosed cryptographic keys (smart,- 
cards aiid their like). O u r  schemes do not, rcyuire any such assiirriptioti, they 
obta.in their claimed securit,y wit,liout, aiiy secure hardwa.re requirements. Should 
such devices t~w used t,o stmore t.lie krys t,hey will undoubt,edly make the attack 
more expeiisive. hiit, this is not, a rcquirernent. 

i ,  

Fighi$ing piracy iii general has the following cotnponeiits: 

1. Ideritify t,hat8 piracy is going on a,nd prevcrit !,he t,rarisiiiitt,al of information 

2 .  ‘lhkc legal mPasiires against t,l-ie s o ~ i r c e  of such piracy, supply legal evidenc,e 
to pirate users, while Iiarining no legitiiii. d t ,e Ilscrs. 

of tlir piratme ident ity. 
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Any solutioii tmo fight.ing piracy iiiust, br c.orisitlt-.retl in light, of the foilowiug 
performauce pa.ra.metters: 

(a) What, are the iiiriiiory arid rmiiput.atiori requireniwt,s per aiit,horixed user? 
( I ) )  Wha t  are t,he meiiiory a.nd coiiiput,at,ion requirements for t>he &a supplier‘! 
( c )  W h a l  is tlie da ta  redundancy overhead’? This is measured in ~iiiilt~iples of 

t,he the crypt,ograpliic security pararriet,er anti refers to thr  coininunicat~ions 
overhead (in broadcast or online syst,c:iiis) or the :tddit,iorial “wa.sled” st’orage 
in CD BOM t)ype systems. 

Consider a pirate iiser who hn.s alrcatly ol)taiiied all kcys required l o  read a 
CD R.OM in it,’s entiret,y. Clearly, h e r e  is little oiic can do tm-hnically t,o prevent 
her from coiit,iiiuing to use the C‘D ROM. The  sit,uation is sornewha~tl different, if 
the systscrii requires soiiie actioii on behalf of t.he data% supplier, e ,g . ,  television 
broadcast or oiiline ~Iat~abase.  

The broadcast, encryption scheine of Fiat, and Naor [B] deals with disa.bling 
act#ivc pirate users very efficient,ly. These schenies allow o ~ i e  to broadcast, mes- 
sa.ges to a.ny dynamic subset of the user set,, this is specifically suitable for pay- 
per-view T V  a.pplications but, also iniplies t,lie pira.cy prot,ectioii above. These 
schemes require n single short t8ransinissiori l o  disablt~ all piraoe decoders if t,hey 
were manufactured via a collaborat,ive effort. of no iiiore t,lian /c traitors. 

The iiumher of 1,railors a.hovc, k ,  is a paramet,er of Qlie broadcast encryption 
schemes. While this ma.y riot he evident, at, first., the same s c h i n e  coii\d he iised 
by any online database supplier t o  kill off illegitimate access siriiply by telling 
users who log: on what, usws arc curreiit,ly bla.cklist,rd. 

The  goal of t.liis paper is l o  deal traitor tracin,g. ( i t m i  1 above), i .e. ,  to ident>ify 
the source of the problcni arid to den1 wit,li it, v i a  legal or extra-legal iiieans. Our 
solution, called t,raitor tracing, is valid for all exariiples cited above, broadcast,, 
online, and C‘D K.OM type systems. 

We devise k-rcsjlien t traceability sclieiiies wit,h t#lie following propert,ies: 

1. Either the cleartext, iiiforirialion itself is contiriuoiisly transmit,t>ed t,o thc 

2. Any capt.ured pirat.e decoder will correct11 ideiit.ify a tra.itor and will protect 
eiiemy by a t>raitor, or 

I ,he innocent even if ‘  u p  t~o k t,raitors combine and collude. 

It, would iiiakt: w i s e  to have hotah hroacfcast riicrypt.ion and t,raitor Lracirig 
schemes available, at, differentt security levels. ‘The costs of such schemes are mea- 
sured in the memory requirenieiit,s at the user end and in t<he total t,raiismission 
length required. In prarbice one would warit, a I,roadcast, encryption scheme with 
a differcut, securit,y level (measured in tlir iiuinbers of t,raitors required t,o disable 
the scheme). Fortu~iat~ely, b o h  types of sclieiiie, at, arbitrary security levels, can 
be trivially combined siriiply by XOIt’ing t,he results. 

We deal wit,li schcriies of tlie followiiig geiieral foriii: The  dat,a supplier gener- 
atses a base set R of T raiidom keys and assigns subsets o f  t,liese keys to  users, m 
keys per user (1,liese pmainekrs  will hP spr:cified l a k r ) .  These rri keys jointly form 
the user pcrsoiial key. Notc t,hat, different, pcrsorial keys may have a norierriptmy 
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intersection. We denot,e t,he personal key for user u by P ( 7 / ) ,  t,his i s  a set, of keys 
over tJie Imsc set, H .  

A trailor tracing iiiessage coi1sist.s of‘ inany pairs of (cnahling block, cipher 
block). T h e  cipher block is t,he symrnet,ric encryption of the actual da ta  (say afew 
sccoiids d a video c l ip ) ,  under sotric‘ secret random key Y. Alt)ernately, it c o ~ l d  
simply IIE the XOR of the message wit,h S arid we would get. an  infornia.tion 
theoretic seciirc vrrsion of the scheme. Thc  ciiabling block allows authorized 
users t,o obt8ain S .  ‘I’lie enn  tiling block corisists of enc ryp td  values under some 
or all o l  the 1’ keys at t>he da ta  supplier. Every user will be a.hle t o  comput8c S by 
decrypt.ing t,ht\ values for which he has keys and t,heri corriputing the actual key 
from t,liese values. ‘I’hr c.omput.atiori 011 the user end, for all schemes wc present, 
is simply thc  (’xclusivt: or of all values t>he uscr has beeii able to decrypt.. 

Figures 1 and 2 describe tlie general nat,ure of our traitor t.racing schemc-.s. 
Trailors iiia,y conspire aiiti give a.11 iina.iit81iorized user (or users) a subsct’ of 

t>heir keys so that t,lie iiiiaut,liorizetl user will also be able lo compute the real 
iriessa.ge key from t,lic values he has been able to  clccrypl. The goal of the system 
designer is t,o assign keys t80 t,he users such  t1ia.t when a pirat,e decoder is capt<ured 
and  t81ie keys it possesses a.rr esaniiiied, it should be possible to detect, at least 
one trait.or, suhjcct, t,o (,lie liinitjat,ioii t,liat, t8he number of tra.it,ors of is a t  most 
k .  (We cannot hopc t80 det.ecl all t.raitsors as one t,raitor may simply provide his 
persoiia.1 key aiid others ri1a.y provide riothirig). 

Fig. 1. 
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clc&xt block i 

Fig. 2. 

We remark t,hat, in many es i t ,  is prcfcra t)lp t,o predetermine a. fixed number 
of users I ? ,  arid l o  assign thcni pprsonal keys, even if' tlie act,iial nuinher of users 
is smaller. L i t k r  iisers who joiii t.lie systtm by yurcliasirig a subscription t>o a 
tclcvisiori stat,iori, otiliiic dabahase, or CI) ROM access privilege are assigned 
personal kcys froiii those prcinst~alletl. '1'111s is espccia.lly iiriport,ant, in t,he case of 
data dist,rihut.c-.cl oii CD ROM. 

1.1 An Examplo 

Using t!he 1-level secret, sclieiiie d e s c r i l d  hcrciiiaft8er, allocat,ing 5% of a com- 
pressed MPEG I1 digital video chariiiel t,o thf. t,rait,ur tracing scheme allows 11s 
to change kcys every minute or so (a  new rnnbling block every minute). 

'The tra.it,or t,rac.iiig scheme i s  rtsilitlnt. to k = 32  t!rait,ors, with prohahility 
1 arid can  accoiritriodatr i i p  t,o 1 , O ~ O , ~ O ~ ) , O O O  aut,horizcd users. T h e  t,ot,al 1 - 2- L O  

n u m b c r  of keys st.orrd I)y the da ta  supplicx (t,lie television broadcast,cr) is 2",  
the personal key of every user coiisist,s of 2'" keys. These paramet,ers a,rp overly 
pessimistic becaiiscl f~t iey are drrivrd frotit (#lie general t,hrorcrri concerning the 
scheme using t,lie C'hernoff boiincl. 

In pract>ice. t,herc. is 110 real need to  chaiige keys rvwy in i~ iu t~e ,  evtw charigiiig 
keys oiice every hoiir will make a n y  pirat,e broadcast3er give 1111 in despair. 

2 Definitions 
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A UYC' I '  ~ n t t ~ a l z z n t i o n  s c h t m c ,  iiscd by t h e  tiat,a supplier to add riew users. 
'I'he data supplier supplics tist'r (1,  with her personal key, in our case t'liis 
consist,s of a. set, P (  u i )  containing d ~ r y p t ~ i o n  keys. 
A decryptron s c h e m r ,  used by w e r y  user t,o decrypt, nit'ssages gcnerat,ed 
by  t,he da,ta supplier. I n  our scIicrtic.s, tlir me iges are  decrypkd block by 
hlock wherc every block decryptioii coiisist,s a preliminary decryption of 
encryptrd keys i n  tlie enabling block, combining the resu1t.s l,o obtain a 
c.o~iiiiion Itey, followcd by a decrypt,ion of t,hc cipher block. 

- A trcirlor. trcl.riny cilgorzfhrrr, used iipoii confiscation of a pirat,e decoder, Ijo 
rlet,erinirie t.lie ident,ity of a t,rait,ot. LVe a s s i i ~ i i e  hclow t81iat the croiikiitms o f  a 
piratme decoder can h e  viewed by t, l ie t,raitor taracing algorit,hm. 

We tlistminguisfi bet.wem circuiristaiices wlierr tali? dccrypt8iori scheiiies used by 
all users are in the public dormin, whm;as t,he decryption keys themselves are 
kept scxret. cnlletl npcu schenits, versus t,lie case where the actual decryptioii 
scheme as well as tlie keys are 1ic:pt8 , 

'The goal of an a.dversary is to corisi.ruct, a. pira.t.c decoder khat allows tlc- 
cryption and prevents the guilt,y I'roni being identilied. 111 part,iculat, one way to 
ensure t,liat the guilty are safe is  I,O try t,o iiicriminatme sonieone else. Clcarly, the 
adversaries task is no harder wit>h an open scheme cornpareid to a secret scheme. 
On t8he otsher harid, stwet, schemes pose additiona.1 sc?curitsy reyuirrrrierits at' the 
d a t a  supplier cit.e anti t.he correctness of t,he traitor identit,y may b e  ba.sed on 
probabilistic argument,s, which ii1a.y h(3 somrwha.t, less convincing i n  a court of 
law. 

We present, cfficicnt, schemes of bot81i t,ypes, and our ronstruct,ions give better 
result,s for secret schem(2s. I t  is clearly advant,ageous to use secret, scheiiies in 
pra.ct'ice, and any real i i i i~~lement~ation wi l l  do so. 

To simplify thc definilioris below wc will assuiiie t,Iiat it, is impossible t,o guess 
a. secret, key. The prohabi1it)y ol  giiessiiig a secret, key is exponentially sillall in 
the length of' l h e  key, and thus we will ignore this quest,ion in the defiiiitioiis 
below. An dteraative would be t80 talk about, probahilit,y ditfercnccs rather than 
absolut<e prohabilities, t8his is dorie in [6] a.nd analogous definitions could l x  used 
liere. 

ret,, called s r r w t  schemes. 

Definitioril. An n user open traceabilit,y sclienie is called k reszlzeni if for every 
coalition of at, most k trnit,ors tthe following holds: Suppose the coalit$iori uses the 
informa.tion its members got in the iiiit,ializat~ion phase to construct a pirate 
decoder. If this decoder is capable of applying the decryption scheme, t,lien t,he 
trait,or tmracing algorit,hni will correclly identify one of the coalition inerribers. 

Defiriitioii2. A n  7) user secret tr:tcra.hility scheriie is called ( p ,  t)-resilJent if for 
all bu l  at most p of t,he (;) coalition of A: trait,ors the following holds: Suppose 
the coalitioii uses t,he iiiforniat~ioii it.s mriiibers got, in the initialization phase lo 
couslruct. a pira.t,e decoder. If t,his tlccoder is capable of applying the decryp- 
t,ion scheine, then t,he t,ra.it,or traciiig aIgorit,hm will identify one of t,he coalit,ion 
members with probahilit,y a,t Icast, 1 - 1). 
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3 Construction of Traceability Schemes 

In this section we describe three constructiorls of k-resilient traceability schemes. 
All these schemes are based on tlie use of hash functions, combined with any 
private key cryptosysteiri. (For more informatmiori 011 hash functions and tsheir 
applications, see [7, 3 ,  9, 51.) Thc ba.sic use of hash fi~nct~ions is to  assign de- 
cryption keys to authorized users in a manner which prevents any coalition of 
traitors from combining keys taken from the persorial keys of it)s members into 
a set, of keys that, allows decrypt.ion yet is “close” to the personal key of any 
innocent user. 

The  first. sclieiiie is thc sirriplest one. I t  is an operi scheme, based on “one 
level’’ hash funct,ions. F h c h  hash furictioii maps t,lie n users i1it.o a set of 2 k 2  de- 
cryption keys. The keys themselves are kept, secret. but the mappirig (which user 
is mapped to wliat key) is publicly known. ’I‘his is a. simple scheme, but its per- 
formance can be improved upon: Every user personal key consists of 0 ( k 3  log n,) 
dccrypt,iori keys, and the enabling block consists of O(k4 log n )  encrypted keys. 

The second scheme is an open “two level” schemr. Here, a set of Grst level 
hash functions ma,p t,he 11 users into a set. ofsizc k .  each function t,hereby induces 
a p a d t i o n  of thc n users t o  k subset,s. Ea.ch of t,lirse subsets is riiapped separalely 
by “second level” hash furictioiis into log? k decryption keys. This scheme re- 
quires O(k2 log2 k log n )  keys pcr user, and an enabling block of 0 ( k ”  log4 k log n )  
encrypt& keys. 

The  third scheme is a “one level” secret. scheme. Here, we assuriie that, t,he 
hash functions, as well as the dec.rypt,ion keys, are kept secret,. There is a positive 
probability 1’ ( 0  < y < 1) that, the adversary will be able to produce pirate 
decoders which prevent, t8he ident,ification of ally h i t o r .  

However, even if t,he keys known to the k collaborat,ors enable t.he construc- 
t8ioii of such “wrongly incriminating” pirat,e decoders, choosing such set, is highly 
improbable. Even if t,his unlikely event occurs ,  t,he a.dversary will not, know t8hnt 
t,his is the  case. 

Heirig a, secret scheme implies that. the advcrsary does not, know what, keys 
corresponds to any  specific user. The  petsoiial key consists of O(k log(n/y)) 
decryption keys, arid has C)( k 2  log(n/p)) encrypted keys per eriabling block. 

All schemes arc const,ructrd by choosiilg Iia.sh values at random, arid usirig 
probabilistic arguments t80 assert, t,hat, t,hc desired properties hold wit,h ovcr- 
whelming probability. ‘lherefore, these schemes arc not construct,ive. However, 
the  properties of t h e  simplest, scheme c a n  be verified. 

3.1 A Simple Sctienie 

Let, k be an  upper bound on t,hc, nurriber of t,rait,ors. Every eriabling hlock consists 
of 1’ encrypt,ions, and rri deriot,cs t,he iiuriiber of keys coinprising a user personal 
key. 

= 2 logn keys 
s:, s:, s;, s f , .  . . , s&,,~, s/ , ,~ , ,  . The  1)Prsonal kcy for user i is the set of r n  = log ii  

We first, deal wit,h the case k = 1. ‘Fhc data supplier geiierat,es 

where bi is t,he it81i hit i n  t,lie I11 of u .  b b  bi,, 1L keys S L l ,  522, . . . ~ Slog,, , 
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To eiicrypt, R secret, s. the da ta  supplier split,s it  into log?? secret,s s 2 ,  . . . 
slogn.~ i.e., t.he d a h  s i ipp l i~ r  chooses randoui .s1, sz, . , . , qoyn sncli t)hat (1 is [‘lie 

hit,wise XOR, of t.lir (it,s j-th bit, c-qcials s ( J )  = S O R ~ , , s ~ ’ ) ) .  ‘I’he value s; is 
encrypted using keys si’ a.nd s,’ and I,ot,h eiicrypt,ions are added tmo the enabling: 
block. Every user can reconstruct, all t,he si’s and hence can decrypt s. On 
t8he ot#Iier haiid, any piratre tiecodw milst, colikiin a kcy for rvery 1 5 i 5 log 11 

si would reniain ii~ikiiowi~ and  coiiseyueiit~ly s could r io t ,  h e  obt,ainrd). 
Thus,  given t81iat a t  most o w  t,rait,or is iiivolvcd, tlie keys storcd in t,hc pirate 

decoder uniquely idciitify t,he trn.it,or. 
When dealing wit,h larger coalitioii, the idra is to generaJim thc a.hove scheme. 

Irist,ead of oiie bit per index we will liave largczr domains (aiid have a, key for every 
element in  the  doiiiain). Wc will also split, s int80 more than log ri part,s and have 
a.ppropriately niorc iridices or hash lunc,t,ions. The  major difficulty we cncountcr 
is in t,he procedure for det,ecting traikx-s. Since, unlike t,he case k = 1, keys may 
be mixed from several menihers of the coalition, we must, makc sure that, tlie 
t.wo users are not, oiily differniit UII soiiie indices, but are different in almost all 
indices. A detailed dcscription ofthc, sclieme is given below. 

In i t ia l i za tron:  A set, of C “first level” hash functions h l ,  h 2 ,  . . . ht is chosen 
at random by the d a h  siipplifx. Each hash function h i  maps { 1, . . , , 7 1 )  irit8o a11 
independent set, of 2 k z  randoin kcys, = { s , ~ ,  .s,j,z. . . . , s i , 2 k ~ } .  The personal 
key for user (1 is the sc:t P ( u )  = t keys { h l ( u ) ,  h ? ( . u ) ,  . . . , h ( ( u ) j .  

Ilistrzbutiny a Key:  For each i ( i  = I ,  2 ,  . . . P) thc da t a  supplier encrypt>s a 
key s, undcr each of the, 2 k 2  keys i n  Sf. Tlie final key s is the bilwise XOR of 
the si’s (its j-t,h bit equals s ( J )  = S O R ~ _ , s / ’ ) ) .  Each authorized user has one 
key from Si,  so he can decrypt c’vrry si, aiid thus compute s. 

Paranicter,s: ‘The mcmory required per user is m = t keys. An enabling block 
tm enc.ode a secret, value s consists of = 2k2C key cncryptions. 

Fraud: The k traitors can get, together and combine their personal keys. 
They may choosc oiie key from every set, Si ( i  = 1 , 2 ,  . . , , a ) .  These e keys are 
put togethcr in a pira.t,e decoder. This set of keys F ,  enables the  purchaser of 
such a decoder to decrypt, every s i I  arid thus compute s. 

Detec tza i i  uf 7knifor.s:  lipon confiscation of a, pirate decoder, the set of keys 
in i t ,  E’, is exposed. ‘I’lie set, F must, contain at least t keys (at least, one key 
per set Si). Denote tlie key with riiiiiimuin index in S, by fi E Si .  For each i ,  
the  users iii h i ’ ( f , )  are identified aiid marked. The user with largest number of 
iriarks is exposed. 

Goal: We want. t,o show t,liat, for all coalitions of size k ,  the probahilit,y of 
exposing a user who is not, a haitor is negligible. 

Clearly, at least one of the t,ra.it,ors coiit,rihut,es at, least, l / C  of the keys t80 
the  pirate decoder (we ignore duplicat,? keys from t,lir same ,Ti). We want to 
show that t,he probabilit,y (over all choices of hash funct,ions) that. a good user 
is marked P/k times is ncgligihle. Clonsider a specific user, say 1 ,  and a specific 
coalition 7‘ of b traitors (which does no t  include 1). As hash funclions are chosen 
at random, t,lie valiir, ui = fp( 1) i s  uniformly dist,rihuted in Si. The coa.lition g e h  
at most C keys in Si. The probability that. u j  is arriong t,liPse keys is ai. iiiost 1/%. 
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Let. A',; be a zero-one random variable, where A',- = 1 if «; £ hi('J'), The mean

value of 52i=i -^i ls ' '/2it. We use the following version of Chernoff bound (see [2],

Theorem A.12) to bound the probability tha t Yli~i ^ ' — ^-A- Let -^i> • • •<<^e

be mutually independent random variables, with

P r ( X j = [ ) ) = \ - V

Then, for all j3 > 1

^ h E A ' ^ ^ <\ j-
In our case, substituting p = l/2fc and 3 — 2, we have

»0i>*i)<Gr<'-"«-
In order to overcome all (^) coalitions and all n choices of users, we choose t
satisfying

namely C > 4k2 \ogn. With this parameter, there is a choice of £ hash functions
such that for every coalition and every authorized user not in the coalition, the
user is not incriminated by the tracing algorithm. We summarize these results
in the next theorem:

Theorem 3. There is an open k-rcsihent tract ability scheme, where a user per-
sonal key consists of m = 4k'\Qgn decryption keys, and an enabling block con-
sists of r — 8&4 log n key encryptions.

Explicit Constructions: The discussion above shows the existence of open k
resilient traceahility schemes, and does provide us with a randomized method for
constructing the scheme that works with high probability. It does not, however,
suggests an explicit construction. Note however that a given construction can
be verified quite efficiently. The idea is to examine all the pairs of elements u, v
and check the number of function /*,• such that hi(v) — hj(u). If this number is
smaller than £/k" than we can conclude that no coalition T of at most k elements
"covers" more than a 1/k fraction of the keys of u and hence cannot incriminate
u.

By considering pairwise differences, we can phrase the construction problem
as a problem in coding theory (see [8] for more information): construct a code
with n codewords over an alphabet of size 2k~ of length (. such that the distance
between every two codewords is at least £ — l/k1. The goal is construct such
a code with as small t as possible. There are no known explicit construction
that match the probabilistic bound. For the best known construction see [1]
and references therein. For small k the constructions there yields a scheme with
m e O(kG log n) and r £ O(ks log n).
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3.2 

‘The “two level” traccahility schenie, tlcscribed in this subsection, more compli- 
cated tliaii the siniple scheme. but it 5ave5 about a factor of k in t h e  broadcast 
ove1heacl 

An Open Two Level Schenie 

Proof. Wc clescribe the s y s k m ,  st,rp hy st,cp. As in t,he one-level scheme, the 
proof is existential. Wr do not, know however how to verify efficient,ly tha t  a 
given schenic is “good”, 

Inztzuli.:afzurL: A set, of l‘ Yirst, level” hash funct,ioiis till  h 2 ,  . . . , he, each ruap- 
ping { I , .  . . . n ]  t,o { 1, .  . t (  A : } ,  is choseii a.t8 ranrlom. For each i ( i  = 1 , 2 , .  . . , P )  
and each elenierit (1  ir i  { 1, . . . A > } ,  a set of cl “second level” hash funct,iorrs 
q i , a , l  . . . ~ ~ i , ~ ’ , < j  is chown at raiidoin. Phcli secoiid level furictioir yi,, ,j  maps t’hc 
users in / ,;‘(a) c ( 1 , .  . . , n }  into a set of4log’ k random indepcndent keys ( the  
ranges ol‘ different, t’iinct.iorrs are iiidepeiitlent,). 

Each usc‘r 1 4  E { 1,  . . . , 71.) rt,c.eives (’ . d keys 

~ / l , b l ( u ) , l ( ’ ~ l ~ ) t  . ’ .  ~ ~ l , h , ( u ) , d ( ~ )  

Y ! , h d U J , l ( t l )  > ’ ’ ’ t Y U Z t ( U ) , d ( ~ ~ )  

I ) a s t r i b i ~ t i n y  u Kfy: ‘The da ta  supplier chooses itt random B independent keys 

For eacA i ( i  = 1 , 2 , .  . . , t ) ,  u ( a  = 1 , .  . , , k ) ,  arrcl j ( j  = 1 , .  . . , d ) ,  let, ~ i , ~ , j  he 
s1, . . . , s p .  Thc filial key is s = R17’I~VI,YE - S O R ~ = , ( s 2 ) .  

an independent, raiiclom key. sat,isfyiiig 

s, = H I T W I S E  - .YOR(.s;,,,l,. . . , Si,l,d) 
= HITWISE: - >YOR(Si,.,, , . . . , S < , 2 , d )  

= H”I’LV1,SE - ; \ ’ ( 3 R ( S i , k , l ,  . . . ~ S , , k , d )  

Thc key ~ [ , < ~ , j ,  Pi1crypt.d uiider ex11 of t,he 4 log2 k keys in tthe range of the 
ftincAion ~ i , < ~ , j  I is added t,o t8he enabliitg block. 

1Ise.r 11. possesses the d keys g i , j L z ~ . t L l , , ( u ) 3 . .  . , g i > h , l u ) , d ( , i i )  and so he is capa- 
ble of tlrcodiiig sz ,~~, ( lLJ , l ,  . . . , s i , b t ( t L J , d ,  allowing him to reconstruct, si and then 
c o m p u k  t.he filial kcy s .  

Pnramt./t.r~a: ‘1’11~: ptmonal key coi1sist.s of 771 = Pd keys. The total nuriiber of 
key eiicrypt,ions in mi ena,bling block eiicotling s is 4k1‘cl log” k .  

Frurcdr ’rhe k trait,ors can get togct,hcr a.nd expose their  own keys in order 
t,o construct a pirnt.c, clecotler. By t,he hit  sensitivity of S O R ,  the box m u s t  
he able t,o dec ryp(  rvcry s, ( i  = 1. 2, . . . , P ) .  ‘lb do t,liis, the decoder must be 
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able t,o decrypt a corrlplet#e row S ~ , ~ , J ,  . , , , ~ , , , ~ ~ , d  for some u ,  1 5 a 5 k .  So, for 
each i ( i  = 1 . 2 , .  . . ~ C) t,he t.rait,ors choosp r i  T h , ( u )  for soiiie ZI E T, arld tl 

hi(ud) = a .  For. (=very i ,  t,hese d keys arc pla.ced i n  t,he pimtc tlecockr. 
D c f c c l i o i i  of ' l i a r l u 7 ~ s :  1Jpoii confiscat,ion of  a piratme decoder, t,he setr of keys 

in i t ,  F ,  is exposed. A s  argued above, t,he decoder must, cont,aiii a hlock of 
rl keys of t.hc form l e z , r L , l  = . y ~ , ~ , ~ ( u ~ ) ,  . , . , X:, ,a,c l  = g ; , u , d ( u d )  corrcsponding to 
each i (1 = 1, 2 ,  . . , , !). ( l f  iiiorv t1ia.n one row is iit h e  decoder, only thc- uric 

with mininium a i s  usid by the detect,ioii algorit,hiri.) For j = 1, . . . , d ,  the 
cIetect,ive ident,ifics the users in g,,l,j(ki,n,J ).  t+;':ac~i of t*Iiese users i s  called inarkmi. 
All users who are marked at Imst d /  log k times, arc'  suspect,^ for s;. 'I%<, IISW 

who is a, suspect, for the largest, nunihcr of s;'s is identified as a h i t o r .  
God:  We want to sliow tahatm t,here is a choice of ha.sh functions such tlhat for 

a.ll coalitioiis, a good user is never ident,ified a.s a trait.or. 
Consider a specific user, say 1 ,  and a specific roa.litioii T of k t,raitors (which 

does not include 1).  We first hound t,lie probal,ilit,y that  user 1 will be a, sus- 
pect for s* .  Thc firs1 level ha.sh funct,ion h ,  part,itiorts t.he usc'rs to I; subsets 

subsets is log k/loglogb. 'The probability tha t  user 1 is hashed to a subset' to- 
gether iiiore than logk traitors is at most 1/16k [ 2 ] .  Denot,e h,i( 1) = [ I , .  Consider 
the  coriditional probability spacc where 7'n h . i l (  u )  coiitaiiis indeed at most log X: 
trait,ors. In this conditiorial space, thc d keys k i , n , l ,  . . . , k i , , , d  in the pirate de- 
coder come from the personal keys of T n  hzF ' (n ) .  As this set, contains fewer h r i  

log k members, there niust he at least. one riteinher in T n h i 1  (a) who i s  marlied 
at least d /  logk times. Therefore at least one ritember of T is a. suspect, for si. 

Returning l o  our innocent user 1, t.he det.ect,ive marks user 1 with respect to 
g i , a , j  if there is sonie u E T n l q l ( u )  such t ,hat g i , , , j ( l )  = gi,,,J(u,). The range of 
~ i , ~ , j  contrains 4 log2 k keys. At, most log k of these a.re in gi,,, j (T n h i 1 (  a ) ) .  So 
the probability t,hat, user 1 is marked with respect to g r , a , j  is ai, most 1/(41ogk).  
The expect>ed number of t~iines user 1 will be rnarketl, with respect t80 t,he d 
functlions y i , , , ~ ,  . . . ) g i , , , d ,  is d l (4 logk) .  We use t81ie Chernoff bound t,o estinmte 
the  probability t,l.iat user I is a suspect, for si .  

Set X j  = 1 if user 1 is marked with respect, lo ~ i , < ~ , d ,  and X j  = 0 olherwisr. 
Then P r ( X j  = 1) 5 1/(4logk) .  By the version ofthe Chernoff bound ment8ioned 
above, with p = 1/ (4  l o g k )  and p = 4, 

keys Y i , , , i ( U l ) > .  . . 7 < ] d , u . d ( 7 1 c i ) ,  where U 1 , .  , , U,i E 'r al1d h i ( U l )  = h z ( l L ~ )  = . . . 

, h-' ( k ) ) .  The expect,ed maxiniutn nuinher of traitors irt these 

Setting d = 210g2k, the conditional probability trliat, user 1 is a suspect, for s i  

is at most 2-Y10gk/2 < 1/16k:. The probability of the condition not happening 
is at most 1/1Gk. So ovcrall, t,he tsotal (uncoiidil.iorial) probability t,hat user 1 is 
the suspect for s j  is at most 1 / R k .  
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For 1 = 1, . , f, let = 1 if 1 IS the siispc~t for b, and 11 = 0 otherwise. 
Then 

So wilh probabilit,y at, least 1 - 2- ' I k .  user 1 is a suspect, for fewer than I! /k  of 
the s7 .  

For every s, ( i  = 1 . . . , t ) ,  a t  lea,stj one mernber of T is a suspect for si . T 
cont8airis k traitors, a.nd so there niiist, 1w one or more traitor who is a suspect for 
at least, I ' / k  s i ' s .  Therefore t8he probability t,hat, usfr 1 is niistakeiily identified as 
a traitor is smaller t,lian 2 - ' I k .  Thc probability that, for one of the ( y )  possible 
coalit,ioiis ?' of size k .  mine good user is mist,nkenly identified, is smaller than 
n . (i) .2-'/". Sct8t8ing P = k 2  l ogn ,  this prohahility i s  smaller than  1. This means 
that t,liere exist,s a choice of hash functions h i  arid yi,,,j such that a. good user is 
never niist'akenly ident,ified as a hait or. The resulting open IC-t,raceahilit,y scheme 
has para.met.rrs 712 = ~ c /  = 2 P  log2 IC logn a n d  1' = 2bl/c/log I; = 4 1 ; ~  log4 IC logn 2 

3.3 

We simplify the const,ruction and improve its cost,s by using a secret, scheme. 
The proposed sclienw is onc level, and t,he hash values of users are kept, secret. 
'rhc major source of saving is that, it. suffices to ruap the n users into a set, of 4k 
keys (&her tha,n k' keys as in t,he siiriple one level scheme). A coalitiori of size 
k will coiit,ain t,he key of any specific user wit,h constant, probability. However, a.s 
t,hr traitors do not. kiiow whicli key t,liis is, any key they choose t,o insert into tthe 
pirat,? decoder will miss t,hr key of t,be authorized user (with high prohahilitmy). 

I 7 1 1 l Z & U ~ l o ? l :  Each user 71 ( I I  t { 1, 2, . . . , T I } )  is assigned a raiidom name 71, 

from a universe ZI of s i x  txpotiwtial i n  7 1 .  Tlicse names w e  kept secret. A set of 
e hash fiinctmions h l ,  / I > ,  . . . ~ /7,! m e  chosen independently a.t random. Each hash 
fuiict'ion I r ,  ma.ps iA int,o n set, of 4k  random krys  Si = {s i , i , s i , z . .  . . . s; ,4~).  The 
hash functions arc kept secret, as wc.11. [iser u receives, upon initializat,ioii, f keys 

Lhsfrtbut.iiIg n [(cyr For each i ( i  = I ,  2 ,  . . . 4 )  the da ta  supplier encrypts a 
kcy sj  uridcr each of the 4k keys in S i .  The final key is t8he bitwise XOR, of t'lie 
s i ' s  ( the  j - l h  bit, is . s ( j )  = JL'OK~=,.s~."). Ehch authorized user has one key from 
S?,  so he call tlerrypt, every s i r  arid thus comput,e s. 

Parnmrtrm: The memory rcqiiired per user is 172 = t keys. 'Yhe total iiumher 
of hroadcashs, used i n  distributing t,he key s, is I' = 4kP. 

I;'ra.ud: 'rhc k t,rait.ors c m  get t,oget,Iier and expose t#tieir own keys. Given 
t,hesc keys, (,hey chow o w  key per set. ,h'f ( i  = 1 , 2 , .  . .~ t'). These ! keys are put 
t,ogether i n  a piratme decoder. This sclt of keys F ,  ciiables the purchaser of such 
decoder to decrypt, evc~ry sj, arid thus coinputti. s.  

D e l c c t i o n  CJ$ 7'rnLtors: Upon confiscation of a pirate decoder, the set, of keys 
in it,, k'? is exposed. h' cont,airis C keys, onc p c r  set S;. L)enot,e t,hese keys by 
li E 5';. For each i ,  the  users in h ; ' (  f i )  arc idciibified and markcd. The  user 
wit,li largest riuinber of inarks  is cxposrtl. 

A Secret One Level Scheiiic 

{h,1(7]t,), / ) ? ( n u ) ,  . . . , h P ( T h ) } .  
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Goal: We want to show that for all (almost all) coalitions, the probability of
exposing a user who is not a traitor is negligible.

Clearly, at least one of the traitors contributes at least, l/k of the keys to the
pirate decoder. We want to show that the probability that a good user is marked
ijk times is negligible. Consider a specific user, say 1, and a specific coalition
T of k traitors (which does not include 1). As the name assigned to user 1 is
random and the hash functions are random, the. value en — /i,(«i) is uniformly
distributed in Si, even given the k values hashed by hi from the. names of the
coalition members. The probability that the value /,, chosen by the coalition to
the pirate decoder, equals a,: is therefore q = l/4k. Let A'; be a zero-one random
variable, where A",; = 1 if «,- = /,;. The mean value of Yli=\ ^' ' s (j^k. By the
ChernofT bound

/ , l \ / .3 \ «'
•2-3C/4I:

In order to overcome all but p of the (") coalitions and all n choices of users,
choose f satisfying n • 2~3C/Ak < p. That is, 4Hog(»//>)/3 < t\ which gives

The.ore.m5. There is a (p,k)-irsilient secret traceability scheme, where a user
personal key consists of m = 4klog(n/p)/3 decryption keys, and an enabling
block consists of 16A?~ log(n/p)/3 key encryptions.

4 Lower Bounds

In this section we derive lower bounds for the case where incriminatiou has
to be absolute, i.e. with no error probability. We assume that the keys the data
supplier distributes to the users are unforgeable. This is not accurate, since there
is always the small chance that the adversary guesses the keys of the user it wants
to incriminate. However, we distinguish between the probability of guessing the
keys (which is exponentially small in the length of the key) and the probability
of incrimination for other reasons which we would like to be zero. Our view of
the system is therefore as follows: let the set of keys used be S — {si, *2, • • • sr}
and let each user i obtain a subset U, C S of size m.

C l a i m 1 If no coalition of k users i\,i-2, • • .it should be able to incriminate a

user i0 £ {ix, i2, . . . » ' * } , then for all such in, i\, ii, . . . ik we should have that

Proof. Suppose not, i.e. there exist *o, *i - - - - *fc such that Uia C UJLjf/^., then
the coalition of i j , i2 , . . .ik can reconstruct the keys of Ui0 and put them in the
pirate decoder for sale. Anyone examining the contents of the box will have to
deduce that i0 is the traitor that generated it.
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Luckily, the issue of set, systems ohrying the conditioiis of Claim 1 has been 
invest,igat,cd by Ertlos, Frankl and Fiiretli [4]. From Theorein 3.3 and Proposition 
3.4 there we can deduce t8hat r is Q(niin{n, k'e}) aiid from Propositmion 
2.1 there we get t.hat In 2 k s .  Hrncr we have: 

Theorem 6.  111 u n y  ope11 k-wsi lae i i l  Iruceubrlrty schenre drstributrng e v e r y  one 
of th,e 72 u s e r  r n  k e y s  out ofr U I C  h,niw t h u f  I' is Q(niin(n. / c ~ , $ ~ ~ ~ , ,  } )  urid ni 2 
k w .  

log r 

Notme tha t  the lower bounds on bot,li r' arid r n  are roughly a factor of k smaller 
than  the best construct,ion we have for an open traceability system. 
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