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Preface

SAC ’98 is the fifth in a series of annual workshops on Selected Areas in Cryp-
tography. SAC ’94 and SAC ’96 were held at Queen’s University in Kingston and
SAC ’95 and SAC ’97 were held at Carleton University in Ottawa. The purpose
of the workshop is to bring together researchers in cryptography to present new
work on areas of current interest. It is our hope that focusing on selected topics
will present a good opportunity for in-depth discussion in a relaxed atmosphere.
The themes for the SAC ’98 workshop were:

• Design and Analysis of Symmetric Key Cryptosystems
• Efficient Implementations of Cryptographic Systems
• Cryptographic Solutions for Internet Security
• Secure Wireless/Mobile Networks

Of the 39 papers submitted to SAC ’98, 26 were accepted and two related pa-
pers were merged into one. There were also two invited presentations, one by
Alfred Menezes entitled “Key Agreement Protocols” and the other by Eli Biham
entitled “Initial Observations on SkipJack: Cryptanalysis of SkipJack-3XOR”.
There were 65 participants at the workshop.
The Program Committee members for SAC ’98 were Carlisle Adams, Tom

Cusick, Howard Heys, Henk Meijer, Doug Stinson, Stafford Tavares, Serge Vau-
denay, and Michael Wiener. We also thank the following persons who acted as
reviewers for SAC ’98: Zhi-Guo Chen, Mike Just, Liam Keliher, Alfred Menezes,
Serge Mister, Phong Nguyen, David Pointcheval, Thomas Pornin, Guillaume
Poupard, Yiannis Tsioumi, Amr Youssef, and Robert Zuccherato.
This year, in addition to the Workshop Record distributed at the workshop,

the papers presented at SAC ’98 are published by Springer-Verlag in the Lecture
Notes in Computer Science Series. Copies of the Springer Proceedings are being
sent to all registrants.
The organizers of SAC ’98 are pleased to thank Entrust Technologies for their

financial support and Sheila Hutchison of the Department of Electrical and Com-
puter Engineering at Queen’s University for administrative and secretarial help.
Yifeng Shao put together the Workshop Record and provided invaluable assis-
tance in the preparation of these Proceedings. We also thank Laurie Ricker who
looked after registration.

November 1998 Stafford Tavares and Henk Meijer
SAC ’98 Co-Chairs
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David M’Räıhi (Gemplus Corporation),
David Naccache (Gemplus Card International),
David Pointcheval, Serge Vaudenay (Ecole Normale Supérieure)

Storage-Efficient Finite Field Basis Conversion . . . . . . . . . . . . . . . . . . . . . . . . 81

Burton S. Kaliski Jr., Yiqun Lisa Yin (RSA Labs)

Verifiable Partial Sharing of Integer Factors . . . . . . . . . . . . . . . . . . . . . . . . . . 94

Wenbo Mao (HP Labs U.K.)

Analysis of Secret Key Cryptosystems

Higher Order Differential Attack Using Chosen Higher Order Differences . 106

Shiho Moriai (NTT Labs), Takeshi Shimoyama (TAO),
Toshinobu Kaneko (TAO & Science University of Tokyo)

On Maximum Non-averaged Differential Probability . . . . . . . . . . . . . . . . . . . 118

Kazumaro Aoki (NTT Labs)



VIII Contents

Cryptanalysis of RC4-like Ciphers . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 131
Serge Mister (Entrust Technologies),
Stafford E. Tavares (Queen’s University)

Cryptographic Systems

Key Preassigned Traceability Schemes for Broadcast Encryption . . . . . . . . 144
Doug R. Stinson, R. Wei (University of Waterloo)

Mix-Based Electronic Payments . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 157
Markus Jakobsson (Bell Labs), David M’Räıhi (Gemplus Corporation)
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