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Abstract. We study network invariants, abstractions of systems con-
sisting of arbitrary many identical components. In particular, we study a
case when an instance of some fixed size serves as an invariant. We study
the decidability of the existence of such an invariant, present a proce-
dure that will find it, if one exists, and finally give conditions under
which such an invariant does not exist. These conditions can be checked
in finite time, and if satisfied, they can be used in further searches for
an invariant.

1 Introduction

The ability to create abstractions has been key in formal verification of com-
plex digital systems (for example, see [3]). Usually, an abstraction is generated
manually, at the considerable expense of time by the expert with the deep un-
derstanding of both the verification tool, and the system being designed.

One specific class of abstractions applies to systems with many identical com-
ponents (also referred to as networks or iterative systems). Ideally, an abstraction
of such a system should not depend on the actual number of components. Such
an abstraction is called a network tnvariant. Once an invariant of manageable
size is found it allows:

— a verification of a large system with a fixed number of components; and at
the same time also

— a verification of the entire class of systems with the same structure but with
different number of components.

This is of particular interest for distributed systems where algorithms (e.g. mu-
tual exclusion) are usually designed to be correct for systems of any number of
concurrent processes. ‘
Although iterative systems have been studied for a long time [4], only recently
there has been a significant interest in the formal verification of such systems.
Browne, Clarke and Grumberg [2], and Shtadler and Grumberg [8] have studied
conditions under which the satisfaction of formulae of certain temporal logics is
independent of the size of the system. In [8] the conditions seem to be quite re-
strictive, while in [2] the conditions cannot in general be checked automatically.
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Wolper and Lovinfosse [9] have studied formal verification of iterative systems
generated by interconnecting identical processes in certain regular fashion. They
also present some decidability results for related problems. Kurshan and McMil-
lan [5] present slightly more general results which can be applied both to process
algebra and automata-based approaches. In both cases, automatic tools are used
only to verify that a finite state system suggested by the user is indeed an in-
variant. Kurshan and McMillan have hinted that it might be a good idea to
check whether a system of some fixed size serves as an invariant. This idea was
further developed by Rho and Somenzi [6, 7], who have studied different network
topologies and presented several sufficient conditions for the existence of such
an invariant,.

In this paper we address a problem of finding an invariant automatically.
More precisely, we introduce a notion of a fight invariant, and give some results
that can help a search for it. Intuitively, an invariant of a class of systems is a
finite-state system that can exhibit any behavior that some system in the class
can, and possibly some additional behaviors. Thus, in pre-order based formal
verification paradigms (where a system is verified if it does not exhibit any
undesirable behavior), an invariant is a conservative abstraction: if an abstraction
is verified, so is every system in the class, but not vice versa. A tight invariant is
an exact abstraction: if an abstraction is verified, so is every system in the class,
and if an abstraction is not verified than there exists a system in the class which
exhibits undesirable behavior. Thus, a tight invariant must exhibit ezactly those
behaviors that are exhibited by systems in the class.

Finding a tight invariant is easy if a finite invarient exists, i.e. if there exists a
finite subclass such that any behavior exhibited by any system in the class is also
exhibited by some system in the subclass. The main contribution of this paper
is the test that can show that a finite invariant does not exist. The test is con-
structive in a sense that if successful, it identifies a set of behaviors that cannot
be “covered” by any finite subclass, but must be exhibited by a tight invariant.
Once identified, such a behavior can be added to the behaviors of some finite
subclass to possibly generate a tight (but not finite) invariant. Unfortunatety,
we can not hope for a general algorithm that identifies all such sets of behaviors,
because the existence of a finite invariant is undecidable (see Theorem 1). To
the best of our knowledge no other algorithmic tests for the non-existence of a
finite invariant are available.

In this paper we consider only networks of chain structure, i.e. every compo-
nent can communicate only with its left and right neighbors. Also, we consider
only automata on finite tapes. Thus, using our approach only safety properties
can be verified.

The rest of the paper is organized as follows. In Sect. 2 we formally define
the class of automata we consider, as well as rules by which these automata can
be combined to form iterative systems. In Sect. 3 we illustrate these concepts on
typical examples. The focus of our paper is the computation of the finite invariant
presented in Sect. 4, where results on the decidability and the existence as well
as the test for the non-existence of a finite invariant are given.
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2 Basic Definitions

In this section we formalize the notion of an iterative system consisting of many
identical automata. We assume that a state of the basic cell is fully observable
and that transitions of the basic cell can depend on the present and next states
of its left and right neighbors (see Fig. 1). These restrictions still enable us to
model many regular hardware arrays, such as stacks, FIFO buffers and counters.
Other examples that fit into our framework are a token passing mutual exclusion
protocol [9] and the ever-so-popular Dining Philosophers Problem (e.g. [5]).
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Fig.1. An open network Nj.

In this paper, we adopt a standard definition of an automaton. More precisely,
an automaton A over some finite alphabet X is a quadruple (S, I, T, F'), where
S is some finite set of states, I C S is a set of initial states, T C S x X x S
is a transition relation, and F C S is a set of final states. The language of A
(denoted by L(A)) is a set of all strings ziz5...2x € Z* for which there exists
a sequence of states sg, s1,...,5; such that sp € I, sp € F and (s;—1,2;,8) €T
foralli=1,...,k.

We say that an automaton A = (S,I,T,F) is a cell if it is defined over
alphabet S® and the following condition holds:

(s,(s1, 82, 83,84, 55,56),t) €E T ifand only if s =s3 and t =54 .

Intuitively, the alphabet of a cell consists of three parts: s; and sg are the
present and the next state of the left neighbor, s3 and s4 are the present and the
next state of the cell itself, and finally s5 and ss are the present and the next
state of the right neighbor, as shown in Fig. 2.

To formalize connecting cells into larger units in [1] we define concatenation
“» Given two automata A and B the automaton the automaton A - B is well
defined only if the alphabet of A is S” and the alphabet of B is S¥~"+*  where
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Fig. 2. A basic cell; ps and ns denote present and next states.

S is the state space of the basic cell and & > n > 4. The alphabet of 4 - B if S¥,
and L(A - B) satisfies the following:

[ (511 | [ 51s),1 -\
S1n-3 .| §s|,;n-3
: € L(A - B) if and only if
Sin S|s|,n
\Lsie | Lows 1/
S1,1 Sis|,1 ( 51,n-3 Sls|,n—-3
: € L(A) and : S € L(B) .
Sin Slslln S1.k Slsl,k

Given a cell C = (S,1,T, F) and an automaton E over alphabet 5* (called
an environment) a network of length n is defined by:

N,=E-C-C-...-C .
N e’
n times

If the behavior of the environment is unrestricted, i.e. if L(E) = (S*)* we say
that the network is open. Otherwise, we say that the network is left-closed. In
this paper, we will consider only open and left-closed networks, but the results
are easily dualized for right-closed networks.

To compose networks into larger ones, only “peripheral” components of their
languages need to be considered (see Fig. 1). Therefore, we introduce a notion
of an observable part, first for elements of $*"+4:

O((s1,52,...,52n+4)) = (51,82, 83, 84, 52041, S2n+2, 52043, S2n44)

and then, we extend the notion naturally to strings and languages (for technical
details see [1]). For clarity, we write £, instead of O(L(N,)).
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An iterative system is the class of all networks of different length generated
by the same cell and environment. If {N,|n > 1} is an iterative system and
Lo = nw; Ln, then an invariant is any finite-state automaton A over alphabet
S8 satisfying £(A) D Loo. If L(A) = Lo, We say that A is a tight invariant. If in
addition £(A4) = U,':=1 L, for some n* < co, we say that A'is a finile invariant.

Obviously, a tight invariant exists if and only if Lo, is regular. One may try
to find a “tightest regular invariant”, i.e. an invariant that is not tight, but that
has a language contained in the languages of all other invariants. Unfortunately,
if L is not regular, such an invariant does not exist. To see this assume that A
is such an invariant. Let @ be some string in £(A) — L (since L(A) is regular
and L, is not, such a string always exists). Since a language containing just z is
also regular, one can construct an automaton A’ such that £(A4’) = £(A4) — {z}.
Now, A’ is an invariant and £(A) € L£(A’), contradicting the assumption that
A is the tightest regular invariant.

3 Examples

The following three examples illustrate three possible cases: when a finite invari-
ant exists (Example 1), when a tight invariant exists, but a finite one does not
(Example 2), and finally when a tight invariant does not exists (Example 3). All
three examples are abstractions of buffers with different discipline of passing a
token. In all three cases cells are initially in idle state. The state token indicates
that a particular cell holds a token. In Examples 1 and 2, a cell moves to a
special dead state ornce it has delivered a token. In the description that follows
variables ps,_1, n8n_1, PSn4+1 and ns, 41 take value of the present and the next
state of immediate neighbors of the cell under consideration. In all examples, all
states are final and all systems are open.

Ezample 1. In this example a cell can hold a token for any (possibly infinite)
number of steps before delivering it to its neighbor. A cell can deliver only one
token. More precisely the transition relation of the cell is defined by:

tdle — idle : if psp—1 # token or ns,_1 # dead
idle — token : if ps,,_y = token and ns,_1 = dead
token — token : always

token — dead : always

dead — dead : always

In this case a finite invariant exists. In fact, it is achieved for n* = 3. For
n > 3, a language £, can be described by languages of the leftmost and the
rightmost cell and the following additional constraint:

“If the rightmost cell ever moves from idle to token it will happen at
least n — 2 steps after the leftmost cell leaves the token state.”

Clearly, L3 (strictly) contains all £,,’s, n > 3.
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Ezample 2. In this example a cell holds a token for exactly one step. Again,
once it delivers a single token, a cell will move to the dead state. The transition
relation of the basic cell is:

tdle — idle :  if ps,_y = idle

idle — token : if ps,_; = token
token — dead : if ps,-1 = dead
dead — dead : if ps,_; = dead

In this case a finite invariant does not exist. All strings in £, (n > 2) that
are long enough must satisfy the following constraint:

“The rightmost cell moves idle to token exactly n — 2 step after the
leftmost cell leaves the token state.”

Obviously, for all n > 3 there are some strings in £,4+1 which are not in £,.
However, a tight invariant exists, and it is similar to the one in the previous
example, except that the peripheral cells are restricted to remain in the token
state for one step only.

Ezample 3. This example is similar to the previous one, except that once a cell
delivers a token it will move back to the idle state and become ready to accept
a new token. '

idle — idle : " if ps,—1 # token
idle — token : if ps,,—1 = token
token — idle : always '

In this case L., is not regular, so a tight invariant cannot exist. Indeed,
Lo, must include £; and all strings for which there exists £ > 0 such that the
rightmost cell moves from idle to token exactly k steps after the leftmost cell
leaves the token state. Notice that for any given string £ must be constant. It is
straightforward to show that such a language is not regular.

However, if we include in the description of the system an environment which
allows at most one token in the system, a tight invariant exists and is similar to
the one in Example 2.

4 Computing a Finite Invariant

4.1 Decidability and Existence

In this section we give some results on decidability as well as a simple semi-
decision procedure that will find a finite invariant if one exists. Due to the space
limitations we omit the proofs. They can be found in the extended version of
this paper [1].

Theorem 1. The ezistence of finite invariant for a left-closed iterative system
is undecidable.
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The proof is by reduction of the finite memory problem for Turing machines.
At present, it is not clear whether that proof can be extended to open systems. In
fact, this result is similar to Theorem 4.3 in [9] and Theorem 4 in [4]. In all cases,
the proofs substantially rely on the ability to distinguish one cell in the network:
in our case, it is the environment, in [9] the first cell is explicitly distinguished,
and in [4] one cell is distinguished by different boundary condition. Therefore,
the decidability of the existence of a finite invariant for open systems is still an
open problem.

Theorem?2. Let {Ny|n > 1} be an iterative system, and let A be some au-
tomaton. If L1 C L(A) and O(L(A - C)) C L(A), then A is an invariant of
{Nnln > 1}.

The proof is by induction. Both Kurshan and McMillan [5] and Wolper and
Lovinfosse [9] require by definition that an invariant satisfy the conditions similar
to those in Theorem 2. We have adopted a broader definition, motivated by the
application to language containment. Still, Theorem 2 provides the only finite
procedure known to us, for verifying that a given automaton with non-trivial
language is indeed an invariant.

Theorem 3. A finite inveriant of an ilerative system {Ny|n > 1} ezists if and
only if there ezists n* < 0o such that:

Lnog1 €| Ln (1)
n=1

In fact, a stronger claim follows from the proof of Theorem 3: if (1) holds,

then an automaton with the language U2;1 L, is an invariant. This immediately
gives us the following semi-decision procedure:

for every integer n*: if (1) holds then HALT.

If the procedure terminates, it will produce n* which can be used to construct

a finite invariant with the language Uz;l L,,. However, if a finite invariant does
not exist, the procedure will not terminate.

4.2 Proving Non-existence of Finite Invariant

In this section, we show a sufficient condition for non-existence of finite invariant.
The condition can be checked algorithmically, and, if satisfied, it provides useful
information on sets of strings that every invariant must include in its language.

In this section we consider a generic open iterative system induced by a cell
(S,I,T, F). Unless stated otherwise, we assume that s is some string in (S2")*.
We use | - | to denote the length of a string. To refer to parts of the string we
use the naming scheme detailed in Fig. 3. We call a pair s,y = (s} ,,52,) a
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Fig. 3. A naming scheme for parts of the string.

transition, foralle = 1,...,|s|]and ally = 1,...,n.If 5, t and u are transitions,
for simplicity we write (s,%,u) € T instead of:

@t (' 8%t %0 0P, ) e T .

To prove the non-existence of a finite invariant, we search for a sequence of
strings: &1, &2, . .. satisfying O(z;) € L;, but O(x;) € L£; for any j < i. We will
show that in certain cases these relations can be established in a finite number
of steps. We consider only a special case when z;41 is obtained by extending z;
in a certain regular fashion. If that is the case we write z;41 = a(z;). Next, we
define precisely the extension operator a.

Given strings s € (527)" and t € (52"+2)* such that |¢t| = |s|+ 1 we say that
t = o;i(s) if the following holds:

1. t obtained from s by adding one row and one column of transitions, i.e.:
try =8gy foralle=1,... s, y=1,...,n, (2)

2. the observable part of ¢ is the same as the observable part of s, except that
the ’th column is repeated twice, i.e.:

_ [ O(s) forallz=1,...,¢,
Olte) = {O(sx_l)) forallze =i+ 1,...,t , (3)

3. the last column of ¢ is the same as the last column of s, except that the k’th
row is repeated twice, i.e.:

_ S5 forallz=1,.. k,
tm’x-{slﬂ,x—l forallz=k+1,...,n+1 . (4)
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In the rest of this paper we assume that all extensions have common i and
k, so without ambiguity we write a(s) for a;x(s). Also, we use the following
abbreviation for any j > 0:

ol (s) = afal...a(s)...) .
j times

Proposition4. A string a(s) ezists if and only if all of the following hold:

C1: Sz,n = Szn-1, forallz =1,...,1,
C2: spyin = Sgpn—1, forallz=1,...,{s|~1,
C3: 52,1 =81, Sp,2 = 8ij2, forallz =14,... |s]|.

If a(s) exists, then it is unique.
Lemma5. Ifs € L(Np—-2), and s satisfies:

C4: sin-1 = Sit1,n-1,
C3: 8is),k = S{s|,k+1 = S|s|,k+2:

then t = a(s) satisfies:

ti'y‘:tiﬂyy forallz=1,...)|s|-1, y=2,...,n, (5)
tig€lforallz=2,...,n, (6)
tII,I,IEFforaIIz=2,...,n, )
(tey-trte g toypr) €T forallz=1,... )|t} y=2,...,n—1 . (8)

Proof. By definition, the assumption s € £(N,—-2) is equivalent to:

siy=stp,forale=1..,|s|-1, y=2,...,n—1 ,(9)
si,IEIforall:c=2,...,n—1, (10)
s,lsl,xeFfor allz=2,...,n-1, 7 (11)
(S2,y~1:82,9,8o,y+1) ETforallz=1,...,|s|,y=2,...,n—1 . (12)

Now, (5) follows from (2), (4), C4, and (9); (6) follows from (2), (4), and (10);
(7) follows from (3), and (11); and finally (8) follows from (2), (3), C5, and (12).
a

From this point on, we do assume properties C4 and C5. We make this
assumption without loss of generality because they are always satisfied by a?(s),
which also satisfies all other restriction on s mentioned in this section.

The part of our strategy is to find a sequence of strings ¢, x3, ... satisfying
z; € L;. The following lemma describes a case when all of these relations are
satisfied if one of them is.

Lemma6. Let s satisfy C1-C5, and lett = afs). If:
C6: (txn-1,ten tont1) €T forallz=1,... |t
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CT: t|2t|—1,a: = tlltl,:c forallz=2,...,n,

then:

$ € L(Nn-2) =>t € L(Ny—1) , (13)
5 € L(Np-2) => &/ (5) € L(Nn—24;) forall§>0 . (14)

Proof. Conditions (5)-(8), C6 and C7 are exactly the conditions fort € L(N,_;)
to be satisfied. Thus, (13) holds. If s satisfies C6 and C7 so does a(s). Therefore,
we can repeatedly apply (13) to get (14). a

The second part of our strategy is to find a sequence of strings z1, z, . .. that
x; ¢ L; for any j < ¢. In Lemma 7 we establish a condition which enables us to
prove this relation in a finite number of steps.

Lemma 7. Let s satisfy C1-C5, and let t = a(s). If:

C8: s;,n-1 is the unique element of the set {u = (u',u?)|Iv,w,z = (u?,2?) :
(v,t5,n,u) E TA(W,toq1n,2) €T} forallz =1,...,]s|, and

C9: there exists a sequence of transition un,...,uq,us such that u, = yt),ns
and ug (for allz =n —1,...,3) is the unique element of the set: {v|Fw :
(w, Uzy1,v) € T},

then:

Ot) e Lno1 = O(s) € Lp_s , (15)
O(s) € Lrn—2=> O(c? (5)) & Ln—24j for all >0 . (16)

Proof. Assume O(t) € L1, let string ¢’ be such that t' € £L(N,_;) and O(t') =
O(t). Also, let s’ be the string obtained by removing from t' the (n41)’st row and
the last column. It follows from C8 that the (n — 1)’st row of s is exactly equal
to the (n — 1)’st row of 5. Since C1-C3 also hold, we have that O(s") = O(s).
We claim that s’ € £L(N,-2) and thus O(s) € £, _».

That s’ satisfies conditions analog to (9), (10), and (12) follows directly from
t' € L(Nn_1). Tt follows from C9 that tllt’l,x = uy for all z = n,...,3, so
t' € L(Np_1) also implies ul € F, for all = 3,...,n. It follows from C2 that
Slls’l,n—l = tllt’l,n = u,, SO We can again apply C9 to obtain (Si3'|>1')1 =ul, €EF,
forallz =n—-1,...,2.

It is easy to check that a(s) satisfies C8 and C9 if s does. Therefore, we can
repeatedly apply (15) to get (16). O

A reader will notice that the condition C9 is used only to establish termina-
tion. If all the states of the basic cell are final, Lemma 7 holds even if C9 is not
satisfied.

We are now ready to postulate sufficient conditions for the non-existence of
a finite invariant.
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Theorem 8. If s is such that it satisfies C1-C9 and:

8 € L(Nn-2) , (17)
O(a?(5)) € Ln—2, forallj >0 , (18)
O(a? (8)) € L, forallj >0, m=1,...,n-3 , (19)

then:

a) a finite invariant does not ezist,

b) Lo 2 {O(e?(s))ls 2 0}-
Proof. From (17) and Lemma 6 we have:
O(o?(s)) € Ln—34j forall >0 . (20)

We can rewrite (18) as O(a/ "™(s)) € Ln—2 forall j > 0,0 < m < j, and
combine it with Lemma 7 to get:

0(ai (s)) = O(@™ (&3 ~™(5))) & Ln-z4m forall >0, 0<m<j . (21)

Thus, for every j > 0 there exists a string (specifically O(a?(s))) in Ln—24j
(by (20)), which is not in £, for any m < n— 2+ j (by (19) and (21)), so a
finite invariant cannot exist. Also, part b) follows from (20). n}

Consider Example 2 in section 3 and the following string? in Ca:

idle idle idle idle — token
idle idle idle token — dead
s= {idle idle token dead — dead
idle token dead dead — dead
token dead dead dead — dead

It is straightforward to check that conditions C1-C9 are satisfied for ag ;1. It
is also straightforward: to define an automaton accepting {O(a2 1,(s)li > 0},
thus (17)—(19) can be easily checked by a language containment checklng tool.
Since C1~-C9, and (17)~(19) are all satisfied we conclude that a finite invariant
does not exist and that Lo, D (£ U L2U {O(cd ,(s))|F > 0}).

The following procedure shows how Theorem 8 can be used to search for an
invariant:

construct A s.t. L(A) = L4,

. choose a string s and let n denote its “width” (i.e. s € (§27)*),
construct B s.t. £L(B) = L(A)U U2 Li; let A := B,

if O(L(A - C)) C L£(A) then HALT,

if s satisfies C1-C9, (17)-(19) for some o4, where 1 < i < |s | |
then construct B s.t. £(B) = L(A)U {O(d,(s))]j > 0} let A

if O(L(A-C)) C L(A) then HALT else go to step 2.

o g o

<k<n
= B,

>

2 We omit writing si,y for z < 4, and assume that s";,y = 3;+1,y-
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If the procedure terminates it will generate a tight (but possibly not finite)
invariant A. Unfortunately, we can not claim that the procedure will terminate
even if a tight invariant exists and all strings are systematically enumerated in
step 2. It might be more efficient to apply this procedure interactively, i.e. to let
the user choose a string and then execute other steps automatically.

5 Conclusions

We have studied the existence of the finite invariant of an iterative system con-
sisting of many identical automata. We have shown that if constraints on the
environment are allowed, the existence is undecidable, but we have also pointed
out that the proof does not exist presently for the case of an unconstrained envi-
ronment. We have presented a semi-decision procedure that will generate a finite
invariant, if one exists. We have also provided sufficient conditions for the non-
existence of a finite invariant. Those conditions can be checked in finite time so
a semi-decision procedure can be defined that will recognize a pattern satisfying
those conditions, if such a pattern exists. These results can then be used in a
search for an invariant that is possibly tight but not finite. It is possible that
neither of these procedures terminate. This is consistent with the decidability
result (at least for closed systems).

This work can be naturally extended in several ways. From the theoretical
point of view, the decidability of existence of a finite invariant for open iterative
systems needs to be studied. From the practical point of view, it would be useful
to generalize the conditions for non-existence. This can be done by analyzing
sequences of strings where not only a single element, but a whole substring
is repeated many times. It is also possible to construct cases where the non-
existence can be proved by analyzing a sequence of sets of string, rather then
just a sequence of strings. Finally, in order to verify liveness properties, these
results need to be extended to the automata on infinite tapes.
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