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PREFACE

Practically every day, the media report that malfunctioning of a computer
system resulted in incidents. This does not necessarily mean that the software
and hardware making up such a system has not been designed with as much care
as is commercially feasible. However, as the burden of controlling complicated
systems is shifted onto computers, so does the complexity of computer software
and hardware increase.

The sobering description of failures of some systems has led to the belief that
there is a need for a distinct engineering discipline with its own theoretical
foundations, objective design standards and supporting tools in order to develop
reliable systems.

The term ‘reliability (of a system or its components)’ in computer science is
often defined as the “probability that a certain system component functions
correctly over a certain period of time”. This requires that reliability is mod-
elled in a time-dependant, quantitative probabilistic formal framework. How-
ever, reasoning about correctness of a system — i.e. an ability to deliver an a
priori defined function, which is a qualitative issue — can be separated from
quantitative probabilistic notions of reliability. A reliability of a system (or a
subsystem) in qualitative sense can be expressed in terms of properties that
qualitatively characterize the behaviour of a system that is error-prone.

The term ‘fault-tolerance’ describes that a system has properties which enable
it to deliver its specified function despite of (certain) faults of its subsystem.
Fault-tolerance is achieved by adding extra hardware and/or software which
corrects the effects of faults. In this sense, a system can be called fault-tolerant
if it can be proved the resulting (extended) system under some model of relia-
bility meets the reliability requirements.

The chapters in this volume deal mostly with reliability from a qualitative point
of view. It contains a selection of papers that focus on the state-of-the-art in
formal specification, development and verification of fault-tolerant computing
systems. Preliminary versions of some papers were presented at the School and



Symposium on Formal Techniques in Real-Time and Fault-Tolerant Systems
held at University of Nijmegen in January 1992. Other chapters are written
versions of lectures and tutorials presented at the same event.

The main theme of this volume can be formulated as follows: How does a
specification, development and verification of conventional and fault- tolerant
systems differ? How do the notations, methodology and tools used in design
and development of fault-tolerant and conventional systems differ?

The purpose of this book is to explore these important issues, the definite
answers, if they exist at all, are in my opinion still some years in the future.

The book is divided in two parts: Concepts and Foundations and Appli-
cations. Each part contains a number of contributions written by different
researchers. Each chapter is self-contained and may be profitably studied with-
out prior detailed familiarity with previous chapters. However, it is advisable
to examine each chapter carefully because only then do many of the important
and subtle differences in approach become evident.

The First Part: Concepts and Foundations sets the stage for what follows
by defining the basic notions and practices of the field of design and specifica-
tion of fault-tolerant systems. The chapter by Henk Schepers: “Terminology
and Paradigms for Fault Tolerance” analyses the interaction between fault-
hypothesis and design decisions.

A definition of the notion “fault-tolerance” that does not refer, as usually, to
the functional correctness properties is given in chapter “Fault-Tolerance as
Self-Similarity” by Doug Weber.

The chapter “Parameterized Semantics for Fault Tolerant Real-Time Systems”
by Jos Coenen and Jozef Hooman presents a denotational semantics to describe
real-time behaviour of distributed programs. In this semantics, the occurrences
of hardware faults and their effects on real-time behaviour of programs can be
modelled.

The effects of these faults upon the behaviour of the programs can be described
as well. Hans A. Hansson in his chapter “Modeling Real-time and Reliability”
provides a framework for specification and verification of distributed systems
in which the reliability, timeliness and functionality can be modelled.

The Second Part: Applications is the “how-to” Part. It contains examples of
the use of formal methods in specification and development of fault-tolerant sys-
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tems. The chapter by John Rushby: “A Fault-Masking and Transient-Recovery
Model for Digital Flight-Control Systems” presents a formal model and analysis
for fault-masking and transient-recovery among replicated computers of digital
flight-control system. This model has been specified in the language of EEDM
and the crucial theorem and its corollary have been mechanically checked.

Zhiming Liu and Mathai Joseph in their chapter “Specification and Verification
of Recovery in Asynchronous Communicating Systems” presents a method for
specification and verification of general checkpointing programs. It combines
the considerations of checkpointing, interference by physical faults and subse-
quent recovery so that the properties of fault-tolerant programs can be proved.

The chapter by Jan Peleska, “CSP, Formal Software Engineering and the De-
velopment of Fault-tolerant Systems”, describes the use of formal techniques
in development of flight control system in real industrial environment. In this
article the Structured Method of Ward and Mellor is combined with formal
specification language CSP of C.A.R. Hoare. The transformation schemata of
Ward and Mellor are interpreted by means of translation rules so that a struc-
tured specification can be transformed into a CSP program. The use of the
method is illustrated by showing that a dual computer system is tolerant to
certain types of failures.

This book is suitable for graduate or advanced undergraduate course use when
supplemented by additional readings that place the material contained herein
in fuller context. Most of the techniques and notations described in this book
are not yet ready for widespread use in commercial settings although some have
been used in realistic setting.
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