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Abs t r ac t .  Anonymity of the participants is an important requirement 
for some applications in electronic commerce, in particular for payment 
systems. Because anonymity could be in conflict with law enforcement, 
for instance in cases of blackmailing or money laundering, it has been 
proposed to design systems in which a trustee or a set of trustees can se- 
lectively revoke the anonymity of the participants involved in suspicious 
transactions. From an operational point of view, it can be an important 
requirement that such trustees are neither involved in payment transac- 
tions nor in the opening of an account, but only in case of a justified 
suspicion. In this paper we propose the first efficient anonymous digital 
payment systems satisfying this requirement. The described basic pro- 
tocol for anonymity revocation can be used in on-line or off-line payment 
systems. 

Keywords :  Digital payment systems, electronic money, cryptography, 
privacy, anonymity revocation. 

1 I n t r o d u c t i o n  

In most  presently-used payment  systems the protection of the user 's privacy re- 
lies exclusively on administrat ive and legal measures. Using cryptographic tools, 
in part icular  blind signature schemes [9], it is possible to design electronic pay- 
ment  systems tha t  allow the customers to remain anonymous, without affecting 
the other security requirements of the system (e.g. [2, 6, 10, 11]). However, 
while protect ing the honest customers '  privacy, the anonymity also opens the 
door for misuse by criminals, for instance for perfect blackmailing [19] or for 
money laundering. 
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Therefore, in order to make anonymous payment systems acceptable to gov- 
ernments and banks, they must provide mechanisms for revoking a participant's 
anonymity under certain well-defined conditions. Such anonymity revocation 
must be possible only for an anthorised trusted third party or a set of such par- 
ties. In this paper we refer to trusted third parties as trustees. In a concrete 
scenario a trustee could be a judge or a law enforcement agency. 

The concept of anonymity-revocable payment systems, sometimes called fair 
payment systems, was introduced independently in [4] and [18]. The customer's 
privacy cannot be compromised by the bank nor by the payee, even if they 
collaborate, but the trustee or a specified set of trustees can (in cooperation with 
the bank) revoke a customer's anonymity. It is understood that the trustee(s) 
answer a request only if there exists sufficient evidence that a transaction is not 
lawful. 

All previously proposed anonymity-revocable systems [4, 7, 8, 13, 18] are 
either inefficient because they are based on the cut-and-choose paradigm, or 
they require the trustee's participation in the opening of accounts or even in 
withdrawal transactions. 

From an operational point of view, it is an important requirement that a 
trustee can be passive, i.e., that he need not be involved in regular transactions 
nor when a customer opens a new account. The goal of this paper is the design of 
the first efficient anonymous digital payment systems satisfying this requirement. 

2 D i g i t a l  p a y m e n t  s y s t e m s  

An electronic payment system consists of a set of protocols between three in- 
teracting parties: a bank, a customer (the payer), and a shop (the payee). The 
customer and the shop have accounts with the bank. The goal of the system 
is to transfer money in a secure way from the customer's account to the shop's 
account. It is possible to identify three different phases: a withdrawal phase in- 
volving the bank and the customer, a payment phase involving the customer and 
the shop, and a deposit phase involving the shop and the bank. In an off-line 
system, each phase occurs in a separate transaction, whereas in an on-line sys- 
tem, payment and deposit take place in a single transaction involving all three 
parties. 

The bank, the shop and the customer have different security requirements. 
The bank must ensure that money can be deposited only ff it has previously been 
withdrawn. In particular, double-spending of digital money must be impossible. 
The shop, upon receiving a payment in an off-line system, must be assured that 
the bank will accept the payment. Finally, the customer must be assured that 
the withdrawn money will later be accepted for a payment and that the bank is 
not able to claim that the money has already been spent (framing), i.e., falsely 
accuse him of double-spending. Furthermore, the customer may require that 
his privacy be protected. We refer to [6] for a detailed discussion of security 
requirements for payment systems. 
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Anonymous electronic payment systems (e.g. [2, 6, 10, 11]) are based on a 
cryptographic mechanism called a blind signature scheme [5, 9]. Such a signature 
scheme allows a signer (the bank) to sign a message without seeing its content. 
Purthermore, while anyone, including a shop or the bank, is able to verify such 
a signature, even the bank is not able to link a particular signature with a 
particular instance of signing a message. In order to implement an anonymous 
payment system based on a blind signature scheme, any message signed (blindly) 
by the bank with the secret key corresponding to a particular public key is agreed 
to have a certain value (e.g. $10). 

An obvious problem with such a scheme is that money can in principle be 
spent more than once. In an on-line system, double-spending can be prevented 
by checking for multiple deposits. This requires that all deposit transactions 
(at least within the validity period of the bank's public key) are stored by the 
bank. In an off-line system, double-spending cannot be prevented, but it is 
possible to design systems that allow to revoke a customer's anonymity when 
the money is spent more than once. This can be achieved by assuring that the 
customer's identity is properly encoded in the signed message and by having the 
customer answer a challenge message during the payment such that the identity 
can be computed from the answers to two different challenges. Alternatively, 
the anonymity revoking mechanism of this paper can be used. 

3 A n o n y m i t y  r e v o c a t i o n  b y  a t r u s t e e  

Anonymity revocation by a trustee means that, when the need arises, the trustee 
can link a withdrawal transaction with the corresponding deposit transaction. 
There are two types of anonymity revocation, depending on which kind of infor- 
marion is available to the trustee: 

- Withdrawal-based anonymity revocation: Based on the bank's view of a with- 
drawal transaction, the trustee can compute a piece of information that can 
be used (by the bank or a payee) to recognize the money when it is spent 
later. This type of anonymity revocation can for instance be used in case of 
blackmailing. When the owner of an account is forced to withdraw money 
and to transfer it to an anonymous criminal, the account owner could secretly 
inform the bank and the trustee could be asked to compute a value that can 
be put on a black list and linked with the money when it is deposited. 

- Payment-based anonymity revocation: Based on the bank's view of a deposit 
transaction, the trustee determines the identity of the person who had with- 
drawn the money. This may for instance be needed when the suspicion of 
money laundering arises. 

One of the security requirements of such a payment system is that the trustee 
must be capable only of anonymity revocation but that he cannot play a different 
role in the system. In particular, the trustee must be unable to forge money. 

It it possible to distinguish three different approaches to achieving the above 
goals according to the type of the trustee's involvement. 
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1. The trustee is involved in every withdrawal. In such systems [7, 13] the 
trustee plays the role of an intermediary during the withdrawal protocol and 
performes the blinding operation on behalf of the customer. The trustee can 
then trivially revoke the anonymity if needed. 

2. The trustee is involved in the opening of accounts, but not in transactions 
(e.g. [8]). Such systems are potentially more efficient because normally an 
account is used for more than a single transaction. 

3. The trustee is not involed in any protocols of the payment system but is 
needed only for anonymity-revocation. In such systems the customer proves 
the bank in the withdrawal protocol that the coin and the exchanged mes- 
sages contain information, encrypted under the public key of a trustee, that 
allow revoking the anonymity. This can in principle be achieved by applica- 
tion of the well-known cut-and-choose paradigm, as described independently 
in [4] and [18]. However, such a system would be inefficient as explained in 
the following rough description of the scheme of [18]. A more efficient scheme 
is proposed in this paper. 

We now describe the scheme of [18]. In order to obtain a blind signature on a 
message m, the customer prepares 2K blinded messages, each of which contains 
m encrypted with the trustee's public key as well as a session identifier encrypted 
with the trustee's public key. K is a security parameter. These encryptions are 
probabilistic (i.e. the text is padded with a random string of at least 64 bits 
before encryption) in order to prevent decryption by an exhaustive search over a 
small set of possible values. To check that these messages are properly formed, 
the bank chooses a random subset of K blinded messages and asks the customer 
to open all of them, where "open" means presenting the random padding used 
for encrypting the session identifier. For the purpose of possible later anonymity 
revocation, the bank stores the corresponding K encryptions of m. Then it 
blindly signs the remaining K messages that were not opened. The verification 
of such a coin (a blind signature for the message m) consists of the verification 
of the bank's signature as well as the verification that m had correctly been 
encrypted for the trustee. 

In the described system, withdrawal-based revocation can be achieved by 
asking the trustee to open the encryptions of m the bank obtained during the 
withdrawal protocol. Payment-based anonymity revocation can be achieved by 
asking the trustee to decrypt the encrypted session ID contained in each of the K 
components of the signature. The probability that a dishonest customer manages 
to escape payment-based anonymity revocation is 1/(2KK ) ~-. 2 -2K/x/-~-K. The 
same holds for withdrawal-based revocation. To achieve a reasonable security, 
/ (  should be at least 20; hence both signatures and the revocation information 
stored by the bank are long. 

The goal of this paper is to propose an efficient anonymity-revocable payment 
system that allows both types of anonymity revocation and in which, in contrast 
to the previously proposed efficient systems, the trustee is completely passive 
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unless he is asked to revoke the anonymity of a person. In particular, after 
initially publishing a public key, the trustee need neither be involved in the 
opening of an account nor in any withdrawal or deposit transaction. 

4 B u i l d i n g  b l o c k s  

We briefly describe a few well-known cryptographic building blocks based on the 
computational difficulty of the discrete logarithm problem and then describe our 
main building block (protocol P). Variations of this protocol P have previously 
been proposed in [2] and [12]. 

Let G be a finite cyclic group of order q and let g E G be a generator 
of G, such that computing discrete logarithms to the base g is infeasible. Let 
7/t : {0, 1}* -+ {0, 1} l (g ~ 128) denote a cryptographically strong hash function. 
For a number of different cryptographic schemes, a public key is constructed by 
computing y = g~ for a secret key x chosen at random from Wq. 

We will make use of extensions of the Schnorr signature scheme [16]. A 
Schnorr signature for a message m is a pair (c, s) with c E {0, 1} l and s E Wq, 
satisfying the verification equation 

Such a signature can be generated only if one knows the secret key x, by choosing 
r at random from 7/q and computing c and s according to 

c = n (mllg 

and 
s =- r - cx (modq). 

Basically, a Schnorr signature with respect to a public-key (g, y) is a proof (de- 
pending on the message m to be signed) that the signer knows the discrete 
logarithm of his public key y to the base g. 

We now give definitions for two cryptographic primitives for proving knowl- 
edge and equality of discrete logarithms, respectively. A proof of knowledge of 
the discrete logarithm of a group element h to the base g, denoted P K L O G ( g ,  h) 
consists of a Schnorr signature with respect to a public-key (g, h) for the message 
gllh, i.e., 

PKLOG(g ,  h) = (c, s) 

with 
c = 74~(g]lhllgShC). 

A (message-dependent) proof of equality of the discrete logarithm of hi to the 
base gl and the discrete logarithm of h~ to the base g2, denoted P L O G E Q ( m ,  gl,  
h i ,  g2, h2), is a pair (c, s) satisfying the following condition: 

P L O G E Q ( m ,  gl,  hi ,  g2, h2) = (c, s) 
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with 

h h * c  ~h ~ ~=n~(~llg~llg~ll 111 21191h11192 2). 

Such a proof can be obtained if and only if one knows the discrete logarithms 
logg~ hi and log92 h2 and if they are both equal to some value x. One first 
chooses r at random from ~q and computes c = 7{~(rnNglllg211hlllh2Hg{Ng~) and 
s =_ r - cx  (rood q). Note that the message m can be the empty string. 

The following protocol is a blind Schnorr signature protocol [15]. When a 
message m is signed by this protocol, the signer B learns neither m nor the 
resulting signature (c, s). 

c(.~, g, v) B(g, ~) 

7, 5 ER 77q 
t := tg~y~ 
c := n ~ ( m ] l t  ) 
5 : = c - 5  (mod q) 

s : = g + 7  (modq) 

ER Zq 
:= g~ 

: = ~ - S x  (modq) 

$ ; 
(c, ,) (e, ~, e, ~) 

If both C and ~ follow the protocol, C obtains a valid Schnorr signature (c, s) of 
the message m: 

gSyC = g~+Tye+S = g~-~x+7+~y~ = ~g~/y~ = t .  

The signature is valid because c = N t ( m l [ t  ) holds. B's output of the protocol is 
the entire view consisting of ~, t, ~, and ~. Note that the pair (c, s) is statistically 
independent of the pair (~, ~) because 7 and 5 are randomly and uniformly 
chosen from 7/q, and that therefore the message-signature pair and B's view are 
unlinkable. 

This basic blind issuing protocol for Schnorr signatures is now extended to 
a protocol that not only proves B's knowledge of the secret key x, but simul- 
taneously that the discrete logarithm of a value z~ to the base h~ is equal to 
x. G can then modify this proof in order to obtain a message-dependent proof 
of equality of B's secret key and the logarithm of a value Zp to a base hp, with 
hp = h ~ g  ~, and zp = z ~ y  ~ for some a, ~ E 7]q. 
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P r o t o c o l  P: 

C(m,g,y ,h~,a ,  fl) 

hp := h~g ~ 
Zp : =  Zwy 

9 

7, 5 CR 7/a 
tg := ~ggTy~ 

z,~TZ T ,~ th := thtghpz ~ 

5 : = c - - 5  (modq) 

s : = ~ + 3 ,  (modq) 

Zw 
z~ :=h~  

En Zq 

5 

:=~ - -hx  (modq) 

$ $ 
(m, hp, zp, c, s) (h~, z~, ~, tg, th, 5, ~) 

Note that (c, s) is a valid message-dependent PLOGEQ(m, g, y, hp, zp) for 
message m. It can easily be proved that B's view of protocol P is unlinl~ble to 
(i.e., statistical independent of) C's output (m, hp, Zp, c, s). 

An important property of protocol P is that C can obtain a valid output only 
if he computes hp as h~g p for some a, fl C 7/q. The following payment system 
will make use of this property to construct an anonymity-revocation mechanism. 

5 A n  e f f i c i e n t  a n o n y m o u s  p a y m e n t  s y s t e m  w i t h  a p a s s i v e  

a n o n y m i t y - r e v o k i n g  t r u s t e e  

For simplicity, we describe only a simple on-line payment scheme with a single 
denomination of coins. An extension to multiple denominations is trivial. The 
scheme can also be extended to off-line payments, as described in Section 6. The 
withdrawal protocol described in this section is based on a fair blind signature 
scheme proposed in [17]. 

System setup: 

1. The bank chooses a finite group G of prime order q > 2170, such that com- 
puting discrete logarithms in G is infeasible. Note that such a group is cyclic 
and every element (except the neutral element) is a generator of the group. 
Three elements g, gl and g2 are chosen by a publicly verifiable pseudo- 
random mechanism which guarantees that the discrete logarithms of none 
of these elements with respect to another one is known. Finally, the bank 
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chooses a secret key x En 7]q and computes the public key y = g~. The 
bank publishes G, g, gl, g2, and y. 

2. The trustee randomly chooses his secret key w E 2~q and computes his public 
key 9T ~- g~. He publishes gT. 

The withdrawal protocol, which makes use of our building block (protocol P), 
is described below (e denotes the empty string). 

Customer (g, y, g l, g2, gT) Bank (g, x, gl, g2, gT) 

Identification 

choose a random coin number c# 
a @n :7]; 

O~ - 1  

h~ : =  g l  92 
d := g~ 
U := PLOGEQ(e, gl, (h~/g2), d, gT) 

h~, d, U 
verify U and stop if 
verification fails 

C(c#, g, y, h~, a, O) ]3(9, x, h,,) 
I Protocol  P . . . . . . . . . .  

4 $ 
(c#,hp, zp,c,s) (h~,z~,~,tg,th,5, g) 

V := PKLOG(g2, hp/gl) 
W := (c, s) = PLOGEQ(c#, g, y, hp, zp) 

debit customer's account 

(c#,hp, zp, V, W) (hw,z~,U,d,~,tg,th,5,~) 

The withdrawn coin consists of the coin number c# and the values hp, zp, 
V, and W and can be verified by checking the two proofs V and W. For the 
purpose of later anonymity revocation, the bank keeps the value d. 

Note that (in contrast to protocol P) now the bank's view and the generated 
signature (coin) axe only computationally unlinkable: i.e., the bank could link 
by testing whether loggr d =-- logg~ (hp/gl). However, this is intractable because 
the bank does not know logg 2 gT (see [2] for a discussion about the so called 
decision-Diffie-Hellman problem). 

In the computation of U we have made use of the fact that by exchanging base 
and input element of a discrete logarithm computation, the resulting discrete 
logarithm is inverted modulo the group order: 

logg h ~ (log h g)-I (mod q). 

Therefore, the proof U = PLOGEQ(c, gl, (h~/g2), d, gT) in the withdrawal pro- 
tocol proves that the discrete logarithm logg 1 (h~/g2) is inverse to logg T d. 
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We now discuss the anonymity-revocation mechanism. The facts that  the 
customer 

- knows logg 1 (h~,/g2) as can be verified by checking U, 
- knows logg 2 (h, /gl)  as can be verified by checking V, 
- neither knows loggl g, logg 2 g, nor logg 1 g2 (which is guaranteed by 

the way these elements were generated), 
imply that  the customer has executed protocol P with 

c~ = (logg~ (h~/g~)) -1 = logg r d -- logg 2 (hp/gl) 

and/~ = 0. This relationship can now be used for anonymity revocation. 
Withdrawal-based anonymity revocation is achieved as follows. Given the 

value d observed in a withdrawal transaction, the trustee computes 

- - I  O~ 
gld = gig2 = hp. 

This value can be put  on a black list and recognised when the coin is spent. 
Payment-based revocation is achieved as follows. Given the component hp 

observed in a payment transaction, the trustee can compute the value 

( h p / 9 1 )  = = d 

which can be compared with the corresponding value in the revocation database 
obtained from the withdrawal transactions. 

6 E f f i c i e n c y  c o n s i d e r a t i o n s  a n d  e x t e n s i o n s  

We now compare the efficiency of the proposed scheme with the previously pro- 
posed schemes based on the cut-and-choose paradigm. In a scheme of the latter 
type, a blind signature consists of K ~ 20 components, each of which consists of 
a random padding string and a public-key encrypted value. In order to achieve a 
reasonable security level, the lengths of these two values must be at least 64 and 
512 bits, respectively, resulting in a total signature length of close to 12,000 bits. 
The  value stored by the bank for each withdrawal transaction is of a comparable 
size. The withdrawal transaction requires 4K public-key encryption operations, 
which in general is quite inefficient, but could be as fast as our scheme if RSA 
with small exponents is used. 

In contrast, the signature in the proposed scheme consists of two group ele- 
ments, two hash values, and two numbers smaller than q. When the group allows 
for a compact representation of its elements, the signatures can be quite short. 
For instance, elements of an elliptic curve with order q over a field of cardinality 
close to q can be represented by two field elements. Hence for q m 2170, the 
total signature length is roughly 6 log 2 q + 256 ~ 1300 bits. This could even be 
reduced to about  1000 bits if the representation of group-elements is compressed 
and the challenges for the proofs V and W are chosen to be the same. The 
signature length compares favourably with a cut-and-choose based scheme. 
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To achieve higher security against fraudulent anonymity revocation, the pro- 
tocol described in the previous section can be extended to incorporate several 
trustees who can only in cooperation revoke a customer's anonymity. This is 
achieved by letting each trustee choose a secret key wi and defining w to be the 
product of the wl. Raising a value to the power w or w -1 during anonymity 
revocation is achieved by asking all trustees to consecutively compute the ~i-th 
or w~l-th powers, respectively. 

To extend our scheme to off-line payments, the customer replaces the coin 
number c#  by t = g~ for r chosen at random from ~q. To spend a coin the 
customer must provide a Schnorr-signature (c, s), where c must be 7t(mll t ) ,  and 
the public key is hp/g l .  The message m must depend on (or be chosen by) 
the shop. This signature is a message-dependent proof of knowledge with t as 
commitment. If the customer spends a coin twice the bank can, upon receiving 
both signatures, calculate a and thereby identify the double-spender. 

Another method for extending our scheme to off-line payments would be 
that the customer replaces the coin number c#  by a randomly chosen public 
key of any (fixed) signature scheme. To spend the coin he signs a message 
containing some shop-dependent data. Thus double-spending can be detected by 
the fact that more than one message was signed with respect to the same public- 
key. However the offender can be identified only by invoking the anonymity- 
revocation mechanism which is acceptable if it happens rarely. This could be 
guaranteed by so-called observers (as proposed in [3] and [12]) which would 
imply that double-spending required breaking a tamper-proof component. This 
method has the advantage that an arbitrary and hence very efficient signature 
scheme could be used (e.g. [1, 14]). 

As is the case with most complex cryptographic protocols, the proposed 
protocol can quite convincingly be argued to be secure if computing discrete 
logarithms in the underlying group is infeasible, but the security cannot be 
proved rigorously. It is an open problem to prove that the protocol is as secure 
as the discrete logarithm problem. 
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