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Abstract. Therehave beensignificantadvanceson formal methods
to verify comple systemsrecently Neverthelessthesemethods
have not yet beenacceptedasa realisticalternatve to the verifica-

tion of industrialsystemsOnereasorfor this is that formal meth-
ods are still difficult to apply efficiently. Another reasonis that
currentverificationalgorithmsarestill not efficient enoughto han-
dle mary complex systems.This work addresseshe problem by

presentinga languagedesignedespeciallyto simplify writing time-

critical programslt is animperatve languagewith a syntaxsimilar

to C. Specialconstructsare provided to allow the straightforvard

expressiorof timing propertiesThe familiar syntaxmalkesit easier
for non-expertsto usethetool. Thespecialconstructsnake it possi-
ble to modelthe timing characteristic®f the systemnaturallyand
accuratelyA symbolicrepresentationsingBDDs, modelchecking
andquantitatve algorithmsareusedto checksystemntiming proper-
ties. The efficiengy of the representatiorallows complex realistic
systems to beaerified.
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1 Intr oduction

Formal verification tools are becomingmore and more efficient every day Until

recently it wasnot possibleto verify large industrial systemsausingformal methods.
Todaythis scenarichasbeenchangeddy the developmentof moreefficient verifica-
tion methodssuchas symbolic model checking[4,22]. It is now possibleto verify

systemaof realisticcomplity suchasthe Futurelus cachecoherencerotocol[11]

and the PCI Local Bus [9].
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However, in spiteof significanttechnicalsuccessformal methodshave yetto be
recognizedasa viable alternatve to the verificationof industrialsystemsOnereason
is becauseeven thoughcurrentalgorithmsare significantly more efficient thantheir
predecessorshereis still alimit onthesizeof problemsthatcanbe handled Unfor-
tunatelyseveralinterestingexamplesarestill out of reach.This problemis especially
evidentin systemswheretime is a vital parametessuchas controllersfor industrial
machinery power plantsor airplaneslin thesesystemsa late responseanhave seri-
ousor evenfatal consequence§Ve will referto this type of systemsastime critical

systemé&. Modelingtime is difficult andfrequentlythe time components the bottle-
neck of the verification. Another difficulty in the use of formal verification is that
mosttools are not simpleto use.Extensve knowledgeaboutthe verificationmethod
is frequentlyrequired.Also, the languageausedto verify the systemis usuallysignifi-
cantly different from the languageusedto implementit. As a consequencethe
designemust maintainseparatalescriptionsof the system,leadingto problemsin
managingifferentversionsof the codeandpotentiallyintroducingtranslationerrors.
Moreover, thetwo goalsof increasinghe verificationefficiency andthe development
of more expressve and simplerto uselanguagesan be contradictory A language
with powerful constructscanbe easyto programin, but the verificationof thosecon-
structs can bexpensve.

This work addresseghese problemsby presentinga new languageused to
describetime critical systemsalledVerus.Verusprovidesa familiar environmentfor
writing timed programslts syntaxresembleshe syntaxof C, thelanguagemostfre-
quentlyusedto implementsuchsystemsThedevelopmenibf themodelandits verifi-
cationcanbe performedfastersincebothlanguagesresimilar. Also, thetranslation
processds lesserrorprone.This work describes/erusin detail andshavs how time
critical programs can befafiently represented and manipulated symbolically

Verususesa discretenotion of time. The model of a Verusprogramis a finite
state-transitiographandtime passe$y onetime unit at eachtransitionin thegraph.
Thesimplicity of thisrepresentatiomakesit amenabldéo a symbolicimplementation
usingbinarydecisiondiagramsThis representatiors very efficient, we have applied
this methodto the verification of seseral real systemssuchasan aircraft controller
[8], aroboticscontroller[10] andadistributedheterogeneousme critical system7].
In all caseshe examplesverified are eitheractual systemsor usecomponentsand
protocols emplged in current industrial products.

The Verus Language

Themaingoalof Verusis to allow engineeranddesignerdo describeimedsystems
easily and efficiently. Specialprimitives are provided for the expressionof timing
aspectsuchasdeadlinespriorities, andtime delays.Theseprimitives make timing
assumptiongxplicit. A differentapproacltis takenby mary otherlanguagessuchas
C, thatallow programswheretiming assumptionsre not clearly stated.This results
in ambiguousspecificationghataredifficult to prove correct.The approachakenin
Verus maks the specification clearer and more complete.

1. They arealsocalledreal-timesystemsn the literature,but this term canbe confusingsincereal-time
also connotes the use of a continuous time representation.



The datatypesallowed in Verusare fixed-width integer and boolean.Nondeter-
minism is supportedwhich allows partial specificationdo be describedLanguage
constructshave beenkeptsimplein orderto allow a very efficient compilationinto a
state-transitiomgraph.Smallerrepresentationsanthenbe generatedwhichis critical
to the eficiency of the \erification and permits lger examples to be handled.

Related Work

There are several other languagedor specifying finite-statetime critical systems.
Esterel[5] is onesuchlanguagelt is animperatize languagehut its syntaxmay be
very unfamiliar to mostdesignerf time critical systemsaccustomedo program-
ming in C or similar languageskor example,specifyingthe executionof a periodic
proceswith adeadlings notasstraightforvardasin Verus.Procesalgebrasarealso
usedto specifytime critical systemg3,14,16,25put they arealsofrequentlyunfamil-
iar to designersThedisadwantageof usinganunfamiliar languagss thatthedesigner
needgso adopthis/hercodingstyleto that of the new language Forcing designergo
dosocanleadto lossof interestin the method sinceextra effort hasto be spentto use
it. Frequentlydesignergyive up on new tools becausehey cannotafford the time to
learnit properly By usingafamiliar languagdor verificationwe overcomethis extra
obstacle in making formal methods a practical tool to be used directly by designers.

Modechart[13,20] and Statechar{23] are other examplesof specificationlan-
guagedhatcanbe usedto modeltime critical systemsThey aregraphicallanguages
in which nodesrepresenstates andtransitionsare explicitly dravn betweenstates.
However, comple constructssuchas periodicaredifficult to drav. Moreover mary
systemsaretoo large to be naturally describedusinglanguagesn which individual
states are dven in the program.

In this work we usea discretenotion of time. In recentyears therehasbeencon-
siderableresearcton algorithmsthat usecontinuoustime [1,2,18,19].Most of these
techniquesusea transitionrelation with a finite setof real-valuedclocks and con-
straintson timeswhentransitionsmay occurt It canbe arguedthat suchalgorithms
leadto moreaccurateesultsthandiscretetime algorithms.However, anuncountable
infinite statespaces requiredto handlecontinuougime, becaus¢hetime component
in the statescantake arbitrary real values.Unfortunately the representatiomf this
infinite statespacecanbe very expensve in practice.This makesit very difficult to
verify mary large comple systemausingcontinuougime tools. Discretetime tools,
however, compromiseaccurag for efficiencgy. It is possibleto verify larger systems
usingdiscretetime, but with lessaccurag. In mary caseshowever, thelossof accu-
ragy is not a problem.For the verification of controllersfor mary mechanical17],
electrical [9] and chemical processes[24], for example, discrete time is
acceptablesincemary otherfactorsin thesecontrollersalreadyaffect theaccurag of
measurementssome of thesefactorsinclude the use of synchronousircuits, the
granularity of operatingsystemtimer interruptswhich affects the obsenrability of
eventsin thecomputeror eventhe slow speedn which someof theseprocessesper-
ate.In suchcasesdt is preferableto usea discretetime tool, sincethis may simplify
verification,speedingt up considerablyandpossiblyenablingthe analysisof larger
systems.



2 Overview of Verus

This sectionprovidesanoverview of thelanguageby presentinga simpletime critical
program.This programimplementsa solutionfor the producefconsumeproblemby
boundingthe time delaysof its processesNo synchronizatioris neededf the time
delaysof producerandconsumeiaredefinedproperly The codefor the pr oducer
procesds shavn belaw. Variablep is a pointerto the buffer in which datais stored
andthe pr oduce variablesignalsthe productionof anitem. After initialization, the
programentersa nonterminatingoop in which itemsare producedat a certainrate.
Line 7 introducesatime delayof 3 units.Line 8 marksthe productionof anitemand
in line 9 p is updatedappropriatelyLine 10 makessurethatthe eventpr oduce is
obsenred. It is neededecausdhe stateof a Verusprogramcanonly be obsered at
wai t statementsAs it will beseerbelaw, if awai t is notintroducedn line 10, line
11 would cancel the &ct of the assertion @fr oduce before it can be obsezd.

1 producer(p)

2

3 bool ean produce;
4 p =0;

5 produce = fal se;
6 whil e(!stop) {

7 wai t (3);

8 produce = true;
9 p = p+l;

10 wait (1);

11 produce = fal se;
12 }

13 }

Figure 1. Producer code

Wait Statements

In Verustime passe®nly onwai t statementsor example,lines4, 5 and6 execute
in time zeroandtime elapsenly aftertheloop conditionhasbeentested.This fea-
ture allows a moreaccuratecontrol of time, andeliminatesthe possibility of implicit

delaysinfluencingthe resultsof the verification. It alsogeneratesnodelswith fewer
states, since contiguous statements are collapsed into one transition.

Nondeter minism

To illustrate anothercharacteristiof Verus,let's assumeahatthe pr oducer is not
requiredto actuallyproduceanitem after3 time units,but mayinsteadeave thevalue
of p unchangedThis characterizea nondeterministichoice,andcanbe modelledin
Verus by changing line 9 to:

9 p = select{p, p+1};



Theconsuner processs very similar to thepr oducer . The basicdifferences
arethatit waitsfor lesstime beforeconsumingandthatit only consumesf p andc
have different \alues p == ¢ signals an emptyuifer).

14 consuner(p, c¢)

15 {

16 bool ean consune;

17 c = 0

18 consune = fal se;

19 while (!stop) {

20 wait(1);

21 if (p'=-¢c¢){

22 consune = true;
23 c =c¢c + 1;

24 wait(1);

25 consune = fal se;
26 }s

27 }s

28 1}

Figure 2. Consumer code

Process | nstantiation

In themai n function,the pr oducer andconsumer processesareinstantiatedas

canbe seenin figure4. An implicit instantiationof the mai n moduleis assumed,
wheremai n executesas anothermodule. Processnstantiationin Verusfollows a

synchronousnodel.All processesxecutein lock step,with onestepin ary process
correspondingo onestepin the otherprocessesParallel processcompositionis dis-

cussedin section3.4. Asynchronoushehaior can be modeledby using stuttering,

which introducesnondeterministictransitionsand effectively models the desired
behaior. We can usenondeterministi@assignmentso variablesto determineif the

systemwill wait for anotherstepor not, asseenin the figure belown. Notice thatthe

individual statementscan be hidden in a preprocessingstep. This techniqueis

described in detail if6].

wait(1);
r = select{false, true};
if (r) wait(1);
r = select{false, true};
5 if (r) wait(1);
Figure 3. A stuttering transition of between 1 and 3 time units

A WN PP

Themain function

Specificationganalsofollow the codeascanbe seenbelon. Thesespecifications
computethe minimum and maximumtime betweenproducingan item and consum-
ing it, as well as checkingthat a pr oduce is always followed by a consune.
Details about thearification method can be found in sectibn



29 nmain()

30 {

31 int p, c;

32 process prod producer(p),

33 cons consuner(p, c);

34 spec AQ prod. produce -> AF cons. consune)
35 M N[ pr od. produce, cons. consune]

36 MAX[ pr od. produce, cons. consune]
37}

Figure 4. Producer/consumer main function

Periodic Execution and Deadlines.

To illustrate different featuresof Verus someextensionsto the programabove are
consideredThe first comesfrom realizing that both processesvill always execute,
evenwhenno dataexists. In this caseCPU cyclesarewasted the processearebusy
waiting. For example theconsumner usegheprocessoevenif thepr oducer does
not generatatems. In real systemsbusy waiting is virtually never used.In orderto
modelsystemsasrealistically as possible busy waiting shouldbe avoided. In Verus
this can done using periodic execution, where execution is scheduledat specific
pointsin time. It canbeeasilyspecifiedn Verus.Thepr oducer canbemadeinto a
periodic processexecutingonce every 10 time units as seenin figure5. The first
parametef the peri odi ¢ statementis the start time, which specifieshow mary
time units the periodic codewill idle beforestartingits executionfor the first time.
Thesecondparameters theperiod. In this casethe statementollowing per i odi ¢
will executeonceevery 10time units. Thethird parametedefinesadeadline. It states
thatthe executionmustfinish in lessthan10 time units or anexceptionwill beraised
(exceptionhandlingis discussedater). Deadlinescanalsobe definedindependenof
period using theleadl i ne(n) statement.

1 producer(p, c)

2 |

3 bool ean produce;

4

S p =0;

6 produce = fal se;

7 periodic(0, 10, 10) {
8 wait (3);

9 produce = true;
10 p = p+i;

11 wait(1);

12 produce = fal se;
13 }

14 }

Figure 5. Periodic producer



Exceptions

Theonly exceptioncurrentlydefinedin Verusis a missed deadline. It occurswhenthe
codeinsideadeadl i ne oraperi odi ¢ statementioesnotfinishwithin the speci-
fied time. An exceptionhandlermust be specifiedfor the exceptionto take effect.
Whena deadlineis missedthe codedesignatedshandleris executed After the exe-
cutionof the exceptionhandlercontrolis passedo the statemenfollowing the dead-
line statement. This can be, foraenple, the ne instantiation of a periodic process.

producer (p, c)

{

bool ean produce;

1

2

3

4

5 handl er {

6 error = 1;

7 } for {

8 p = 0;

9 produce = fal se;
10 periodic(0, 10, 10) {
11 wai t (3);

12 produce = true;
13 p = p+l;

14 wai t (1);

15 produce = fal se;

16 }s

17 }

18 }

Figure 6. Exception handling

Figure6 shawvsthetypical exceptionhandlingmechanismWheneer adeadlinds
missedanerrorflagis assertedTheverificationprocedureanthencheckto seeif the
error condition is reachable.

Internal and External Variables
Therearetwo typesof variablesin Verus,internal and external. Unlessassigneda
specificvalue, the value of both types of variablesis chosennondeterministically

from all possiblevalues(true or false for booleansand0..2"19™-1 for integers).The
two typesdiffer, however, regardingthe rulesthat control whentheir value changes.
Thevalueof aninternalvariablechange®nly whenassignmentareexecuted Exter-
nal variableson the otherhandmodelthe interactionof the modelwith the erviron-
ment. They correspondo inputs from the outsideworld, and the programhas no
control over their value. Assignmentdo externalvariablesare not allowed andtheir
valuecanchangenondeterministicallat ary transitionof the model. Thedeclaration
of external \ariables is preceded by th&t er n keyword.



3 Semantics

The meaningof a Verusprogramis a state-transitiomgraph.Section3.1 explainshow
state-transitiorgraphsare representedn Verus.Also, in section3.1 the conceptof
wait graphs is introduced.Wait graphsare an abstractiorusedto keeptrack of the
controlflow of theprogram.Theformal semanticss describedn section3.2. Theini-
tial discussioris restrictedto a singleprocessthatis, only oneflow of execution.The
semantics of concurrepdn Verus is not discussed until section 3.4.

3.1 State-Transition Graphsin Verus

Thestate-transitiomraphconstructedrom aprogramP is Gp = (Sp, Ip, Tp), whereS,
is thesetof states]p is the setof initial statesandTp is thetransitionrelation.The set
of states is defined by thanables in the prograne andTp will be seen shortly

Symbolic Representation

Statesare definedby the assignmentf valuesto programvariables.Eachpossible
assignmento the programvariablesis a state.For example,if the programhasthree
boolearvariablesa, b andc, examplesof statesare(a,b,c), (a,b,c) and(a,b,c), where,
for variablev, v meansthe variableis true in the state,andv meansthe variableis
false.Booleanformulasover programvariablescanbetrue or notin agivenstate.The
value of a booleanformulain a stateis obtainedby substitutinginto the formulathe
valuesof the variablesin that state.For example,the formula (a [ ¢) is true in all
statesshavn above. The graphrepresentatiomsedby Verusis a directconsequence
of this obsenation. Setsof statesare representedby booleanformulas,whereeach
formularepresentshe setof statesn which theformulais true.For example,thefor-
mulatrue representshe setof all statestheformulafalse representshe emptysetof
statesandtheformula(a [ c) representshe setof statesn which a or c aretrue. The
sizeof the BDD representatioffor a setof stateds not directly relatedto the number
of statesin it. Frequentlythe BDD for a setof statesis significantly smallerthan
anothercorrespondingepresentatiofor the samesetof statesThisis oneof therea-
sonsfor the efficiency of the method However, in the worstcasethe sizeof theBDD
canbe exponentialin the numberof variablesin the formula. In this casethe BDD
representationis not smallerthan an explicit representatiorior the states,possibly
making verificationimpossible.This problemis known asthe stateexplosion prob-
lem. Fortunatelythereexist several efficient heuristicsto manipulateBDDs thathelp
avoid this exponential blavup of states in the majority of cageg].

Transitionscan also be representedby booleanformulas.A transitionT(s, S) is
representedsingtwo setsof variables,onefor the currentstateand anotherfor the
next state Eachvariablein thenext statesetcorrespond$o onevariablein thecurrent
stateset.If statesis representetly theformulafgoverthe currentstatevariablesand
states is representedby formulafy over the next statevariablesthenthe transition
T(s, S) is representedby the formulafg O fy. For example,a transitionfrom state
(a,b,c) to state(a,b,C) is representethy theformula-a O-b O-~cO-a Ob' O-c.
Thetransitionrelationof a graphis the disjunctionof all transitionsin thegraph.The
meaningof the formula representinghe transitionrelation is the following: there



existsatransitionfrom sto s’ iff the substitutionof thevariablevaluesfor sin thecur-
rent statevariablesands' in the next statevariablesof the transitionrelationyields
true. Further details about this representation can be foujéj2a].

Tracking the Control Flow — Wait Graphs

In Verus,the programstatecanonly be obsenedatwai t statementsWhenawai t
is executedall changesausedy the executionof the block of statementsincethe
previouswai t take effect at the sametime. As seenin figure 7, transitionsin the
graphoccuronly whenwai t statementsreexecuted Eachtransitioncorrespond$o
time elapsingoy oneunit. Longerwaitsaremodeledby a sequencef unit transitions.

S a: true b: true
wai t (1) c: false d: 13 S
a = fal se;
true;
d=d + 1;
wait(1);

o
1

a: false b: true
c:true d: 14 S1

Figure 7. Wait statementxample: ifsy is the current state at the fivgdi t ,
s, will be the current state at the second.

It is easiernto understandhe behaior of a Verusprogramby concentratingn its
wai t statementsThisis doneby translatingthe programinto await graph. Thewait
graphcorrespondindo a Verusprogramis a graphin which the statesarethewai t
statement the program It is anintermediateepresentatiobetweerthe Veruspro-
gramandthecorrespondingtate-transitiomraph.lt is usedonly to illustratehow this
translationoccursandis notactuallyconstructedln the discussiorbelow, to differen-

tiate betweerdistinctwaits, wai t ; representshei™ occurrenceof awai t statement

in the source program. Traversingthe samewai t statemenmorethanoncedoesnot
changeits number Subscriptshave beenaddedto the sampleprogrambelow to aid
the presentation, no subscrigists in actual programs.

As discussedeachwai t in the programis a statein the wait graph.Transitions
betweennai t s aredefinedasfollows. A transitionbetweenai t ; andwai t  exists

iff wai t; canbe reachedfrom wai t ; in the control flow of the programwithout

goingthroughintermediatenai t s. Edgesof thewait grapharelabelledby arelation
Tij betweerary two statesin the state-transitiorgraph.Intuitively, giventwo statess

ands, Tjj(s, s) meanghatif programexecutionis in wai t ; andthe currentstateis s,
then thereexists a pathin the control flow leadingto wai t ; without intermediate
waits, and gecuting the statements on this path changesshatte states'.



NoticethatT;; representgxactly all transitionsfrom sto s’ in the stategraphsuch

thats ands arerespectiely the currentstateof the programbeforeandafter control
is transferredrom wai t ; towai t ;. This malesit possibleto constructhe statetran-

sition graphthatcorrespond$o a givenVerusprogramfrom its wait graph.The setof
all relationsbetweernwai t statementsepresentall transitionsin the programand
their disjunction constitutes the transition relation of the state-transition graph.

Wait Counters
SinceeachrelationT;; correspondso a setof transitionstheir disjunctionshouldcor-

respondo thetransitionrelationof the program However, this is nottrue becausd;;
doesnot containinformationaboutwhereit camefrom (wai t ;) andwhereit leadsto
(wai t ;). Thedisjunctionof all relationswould not maintainconsisteng of thevalues

of variables after thexecution of a sequence @i t s.
001 waitq(1);

002 S;;

003 while condl {

004 if cond2 { wai t 5

005 S,;

006 wai t 5(1); T13 Ti2

007 Ss;

888 } gL;se { wai t 3 wai t
010 wai t 5(1); ) /
011 35; 34 24

012 }; T43 it 42
013 Se; 4

014 wai t 4(1); .

015 }: (S; s correspond to blocks of assignments

Figure 8. A Verus program and part of its correspondirait\graph

This problemis solved by creatingan extra variablein the programto recordthis
information,thewait countenc. Eachwai t statemenis precededy anassignment
we = i, wherei is the occurrencenumberof thewai t statemen(this assignments
introducedby thecompiler;it is not partof thesourcecode).TherelationT;; now con-
tainsinformationaboutwhereit leadsto, sincethe assignmentvc = j is introduced
beforewai t ;. As detailedin the next section,the previous valueof the wait counter

indicateswhere this transition camefrom. Now T;; hasall information neededto

maintain consisteng acrosssequencesf wai t statementsThe disjunction of all
relations betweewnai t s is the transition relation of the program.

Determining the Initial State Set
Theinitial statesetof a Verusprogramis the stateit reachegust after executingthe
firstwai t . In orderto computetheinitial stateset, Verusprogramsstartwith anini-



tial wai t , with the wait counterof 0 (introducedby the compiler). The stateof the
programatthis point, S, is representetly theformula(wc = 0). Theinitial statesetis

definedasthe setof stateseachedrom &, in onetransition.Alternatively, theinitial

statecould be definedas (wc = 0). However, this cancausea nonintuitive behaior
becausén the setof statedefinedby (wc = 0) no variablehasbeeninitialized. Defin-
ing theinitial statesetasthe setof stategeachabldrom (wc = 0) in onestepensures
that all variables hee been initialized in the initial state.

Efficient Representation of Time

Time is representedby transitionsin the statetransitiongraph.Eachtransitionrepre-
sentsonetime unit. This representatioiis extremelysimple,but alsoextremely effi-

cient.Eventhougheachtime unitis individually describedn the sourceprogramijt is
not necessarilyexplicitly representednternally The BDD representatiorused by
Verusminimizesthe booleanformulasthat correspondo thesetransitions.This usu-
ally generates small representationsrefor \ery long transitions.

Two casescanbe consideredvhendealingwith long transitionsrepresentedy a
sequencef unit transitions If atthe intermediatestepsnothingelsehappensexcept
for the passag®f time, the correspondind8DD will be smallsincethe only eventto
represenis theincrementbf thewait countervariablevalue.lf mary eventshapperat
intermediatestepstheir representatiomay be complex andthe correspondind3DD
large. But in this caseit would be necessaryo representheseeventsregardlessof
whichrepresentatioof timeis used.For example timedautomataiseclock variables
to representime[1,2,18,19]. Their value is not necessarilyincrementedoy one, so
long time delayscan be representetby onetransition.However, if othereventsmay
occurduringonesuchlong delay they mustbetakeninto accountmakingthe verifi-
cationof suchsystemsconsiderablymoreexpensve. This is oneof the mainreasons
for thecompleity of theverificationof time critical systemsrepresentedsingtimed
automata, BDDs or grother method.

The representatioproposedn this work doesnot add a significantoverheadto
this problem,and it takes advantageof the efficienoy of BDD manipulationalgo-
rithms. This efficiency canbe attestedy the varioussystemsrerified suchasthe PCI
local bus[9], a heterogeneousme critical systemin which multimediadatatravels
over several differenttypesof communicatiorlinks [7] and others.For example,the
full aircraftcontrollerexampledescribedn section5 has15 concurrenprocesseand
we have beenableto producecountergampleswith depthgreatethan2000statesn
minutesusinga PCworkstation.The depthof a countergampleis relevantbecauseét
measureshe depthof the breadtHfirst searchperformedao verify the property In this
examplewe have beenableto representhe parallelcompositionof 15 processeand

performan extremely deepbreadthfirst searchon a statespacewith morethan 10M°
states.

3.2 Formal Semantics

The statespaceof a Verusprogramis definedby a setof booleanvariablesA statein
the modelis an assignmenbf valuesto the variables.The setof all statesis ST. A
relation between antwo states belongs Relation = Powerset(ST x ST).



The function R given below constructsthe relationsbetweenwai t statements.
Intuitively, givenarelationr describingthe programuntil the executionof statement
Smt, function R will producethe relationr’ describingthe programafter executing
Smt. Thefunction R alsoconstructsanothermrelationt by accumulatinghe relations
constructed for alhai t statements. FunctidRis defined by

R: STMT - Relation x Relation - Relation x Relation

wherepairsof relationsare [, tC] r beingthe relationcontainingchangego the pro-

gramstatesincethelastwai t statementandt beingthetransitionrelationof the pro-

gram, thatis, the disjunctionof the relationsbetweenall pairsof wai t statements.

Relationg andt are represented by boolean formulasxgsained preiously.

The state-transitiomraphcorrespondingo a programP is constructeasfollows.
Given programP, function R constructd, t0= R[[P]]avc = 0, falsel] wheret is the
transitionrelationof the state-transitiomgraphcorrespondingo P, andtheinitial state
set is constructed froimas discussed abe.

Additional definitions are needed before presenting the semantic functions:
* Thereareonly booleanvariablesin the program.Integervariablesareencodedn

binary and substituted for the corresponding booleaiables.

* VandV aretwo setsof booleanvariablessuchthatfor eachvariablev in the pro-
gramthereare correspondingariablesv 0 V andv' O V'. The valueof program
variablev in thecurrentstateis representetly v O V, andin the next stateby v' [
V'. A transition is a relation betweeanables inv andV'.

¢ A variablewc (wait counter)is introducedn themodel.An assignmenéc = i ;
exists just before statemendi t ;.

* Programs start with the sequenae: = 0; wai t g;

* All programs are assumed tovieaas the last statement:
while (true) wait(1);
This statemenguaranteethattransitionswill begeneratedor all programssince
transitionsareonly generatet wait statementdt alsoensureghatafterthe pro-
gram terminates its state will remain unchanged.

Primary Expressions
The meaningof a Verusexpressions a booleanformulacorrespondingo the syntac-
tic expressionSincethe corelanguageonly allows booleanexpressionsthe transla-
tion is straightfonard; it is described baloby the functiorkE:

E[true] =true E[ fal se] =false

E[v]=V, wherev is an internal ariable and/ 00 V'.

E[v]=v wherev is an gternal \ariable ana/ 0 V.

Internalvariablesarerepresentefy their next statevalue,while externalvariables
arerepresentedy their current statevalue.This choiceof representatiosignificantly
affectsthe behaior of eachtype of variable.Initially, lets considetow internalvari-
ablesbehae. All referencedo aninternalvariablewill be denotedby its next state
variable.For example,a referenceo variablev in the left-handof anassignmen(as
inv =fal se)will bedenotedby the next statevariablev', andthe assignmenvill
changethe value of V' in the currentrelation (seesemanticof assignments)This is
expected, since assignments determine #iaevof \ariables in the ne state.



However, otherreferenceso v (asin x = !v) alsorefertoVv'. In theassignment
x = lv thevalueof X in the currentrelationwill be assignedhe negation of the
valueof V. Two casesnustbeconsideredlf variablev hasbeenassigned valuepre-
viously, this assignmenhasupdatedthe value of V' in the currentrelation. Conse-
quently theassignmento x usesthe mostrecentvalueassignedo v. In the casethat
variablev hasnotbeenassignedary value,the currentrelationenforceghatthevalue
of internalvariablesdoesnot changevia the clause(Q, ; internalvariables = V') intro-
ducedin thecurrentrelationatwai t statement¢seeR[wai t ])). This clauseguaran-
teesthatthe currentandnext statevariablesof internalvariableshave the samevalue
(the clauseis automaticallyoverriddenif anassignmenis made).This hasthe effect
that the wlue of an internalariable does not change if no assignments are made.

External variables,on the other hand, are not includedin the wai t statement
clauseintroducedn the currentrelation. This is becauseheir valueis not maintained
acrossmai t statementsExternalvariablesmay changevaluenondeterministicallyat
wai t statementandthey cannotbeassignedo. Thevalueanexternalvariablehasat
ary pointin the programis the valueit hadin the previouswai t statementsinceno
assignmentsxast. This \alue is represented by its current statdgable.

A final casethat mustbe considereds what happensvhenthe value of the next
statevariablev' changesfteranassignmenthatrefersto its old value.For example
inthecodex = !'v; v = fal se; wemustbesurethatthenew valueof v’ does
not affectthe valueassignedo x'. This doesnot happenhowever, becauseluringthe
assignmento V', its old valueis assignedo a new variabley which is substitutedor
V' in r, eliminatingcrossreferencingoetweertheold andnew valuesof v'. Thiscanbe
seen in detail in the semantics for the assignment statement belo

Boolean Expressions
El expry | | expra]l = E[ expry [ OE[ expra ]
ET expry && expr,]l = E[ expry | DE[ expr, |
E[!'expr]=- EJ expr]

3.3 Statements

Assignments

RIv = expr ], t0= {0y [ v=Expr Y, Or Y,]), tO
wherev = E[ v ], Expr = E[ expr ]| andy is anew variable.Thisexpressiorcomputes
the strongespost-conditiorfor theassignment = expr givenr asa pre-condition.
If r is the setof valid transitionsin the graphsincethe lastwai t , the expression
above determineghelargestsetof transitionsthatsatisfythe assignmenandthat sat-
isfy r for variablesotherthanv. Intuitively, it substituteghe previousvalueof vin r
for Expr, while maintaining thealues of otherariables.

RIv = sel ect{exprq, expro} 10, tC=letd, tO=RI v = exprq 0, t0)
", tC=ERI v = expr,p ]I, thin
' Or", t0



Therelationfor anondeterministi@assignmenis thedisjunctionof the expressiorfor
eachpossibleassignmentin otherwords,a nondeterministi@ssignmenis trueif ary
possiblevalueis assignedThe extensionof R for the casein which morethantwo
expressionsast is a simple ension of this disjunction and is omitted for\ite.

Sequential Execution
RIS, ; S 10, tH= R S I(RT Sy 1, t)

Wait Statements
RIwai t;(1) IO, tC=Qwe=i) 00, qyVv=V), tOrQ
wherelV is the set of internalariables in the program.
FunctionR for thewai t statementhangeshe previousrelationin two ways.At this
point in the programtransitionsthat leadto wai t ; are generatedThesetransitions
arerepresentedy relationr beforethewai t is executedr is thendisjointedwith the
previous transition relatioh This is the only clause that changes thleie oft.

Moreover, the currentrelation after the executionof wai t ; mustreflectthe fact
thata new setof transitionswill be computed.The new relationspecifieghattransi-
tionsstartin wai t ; with theformula(wc =i). Thedestinatiorof thenew setof transi-
tions will be establishedvhenthe next wai t statemenis found. At that point the
assignmentwe = j beforewai t ; introducesthe formula(wc’ = j) in the currentrela-
tion, specifyingwherethe transitionleadsto. Becauseof thesetwo conditions,all
transitions specify aalue for both the current andxtestate vait counters.

Finally, it is necessaryo introducethe expression, o |y vV = V' into the current
relation.For internalvariablesthis expressionguaranteeshat unlessassigneda nev
value,internalvariablesmaintaintheir previous value acrosgransitions.This allows
the useof the next statevariableasthe semanticvalue of internalprogramvariables.
Wheneer aninternalvariableis referencedits next statevariablewill haveits previ-
ous \alue (via the clause= v above) or its ne/ value (via an assignment).

Conditionals
RI[if condS; el se S, ], ttHletl’, t'C= R S; JHr O cond), tC)
@, t"O0=R[ S; 1Qr O-cond), t0n
o' Or”, v gty
Eachbranchin thei f statements executedby restrictingits parameteto the setof
transitionsthatsatisfythe appropriateconditional— S; recevesthosetransitionssat-
isfying cond, and S, receves transitionsnot satisfyingcond. In this way, if control

reacheghei f statementhrougha statethatsatisfieshe condition,controlwill pro-
ceedto S;. If the statedoesnot satisfythe condition,controlproceeddo S,. Therep-

resentation of a conditional is the disjunction of the representation of its branches.

L oops
Therepresentationf awhi | e loop canbe seenasunrolling theloop into nested f
statementsi f cond {S;; i f cond{S; ..} }; . We describebelow this recursve



structureusingthefix operatoywhich returnstheleastfixpoint of thefunctionalgiven
as its agument.

RI whi | e condS; ] = fix(Af Al tMletdd', ' O=f(RL S, J&@r O cond, t0),

0", t"=Qr O-cond, tlin
' Or', t Ot'n

The operationgperformedby the functionalabove are projection(from the result
of theapplicationof f into r' andt’), disjunction(of r', r' andt', t"') andpairing (of the
resultsof thedisjunctions) Sincetheseoperationsarecontinuouq26], ary functional
constructedrom themis alsocontinuousBy beingcontinuousthe functionalis also
monotonic, and therefore it has a fixpoint.

However, not all programswith while statementhave well behaed semantics.
For example,a fixpoint characterizatioffior aninfinite loop without waitsis the rela-
tion false which corresponds$o non-terminationBut sincetherearenowai t sin the
program time doesnot pass.Non-terminationn this casemeanghatif the program
is in stateswhenthecodebelow is executedthere will beno outgoingtransitionfrom
s, thatis, the non-terminatingpehaior is not obsenable.In orderto avoid thisanom-
alousbehaior, we imposetherule thatall executionsequencemsideall whi | esin
the programmustexecuteat leastonewai t statementThis ensureghat even non-
terminatingwhi | e programs are walays obserable.

Schedule Statements
schedule_statement=

deadl i ne ( constanf) compound_statement

The deadlinestatements translatednto the Veruscorelanguageby creatinganinte-
ger variableti ner. At the deadl i ne keyword an assignmentti ner = 0 is
inserted.Within the scopeof the deadline,eachwai t ( n) statements precededy
timer =tinmer +n; andby acheckif (tiner >= deadl i ne) error_code
where the gception handler definesror_code

schedule_statement=

peri odi c ( constant constant constanf) compound_statement

The periodicstatements handledin a similar way. The differenceis thatan infinite
loopis insertedenclosingthe periodicstatementandoncethe periodicstatemenhas
finished eecuting, a loop is inserted to enforce the periodicity:
while (timer < period) {
timer = timer + 1;
wait(1);

A similar loop is insertedbeforethe main loop at the beginning of the periodic
statemento accountfor theinitial offset. Notice thatby usingmultiplet i nmer vari-
ables it is possible to ngsér i odi ¢ anddead!| i ne statements.

Exception Handling
schedule_statement=

handl er compound_statemehbr compound_statement



Thefirst compoundstatements the exceptionhandler andthe seconds the scopeof
the handler The exceptionhandlingstatemenhandl er S, f or S; is translatedby

substitutingthe error_code createdby deadlinestatementin S, for: S; el se {. The
compoundstatemen§, is executedn caseof amisseddeadlineandtheel se clause

guaranteeshatthe restof the deadl i ne statements skippedin caseof a missed
deadline. The¢ after theel se is closed at the end of the deadline statement.

3.4 PRarallel Process Composition

Givenasetof processesdefinedby their statetransitiongraphsit is possibleto con-
structa global statetransitiongraphcorrespondingo the ervironmentin which all
processesxecuteconcurrently The concurreng modelimplementedn Verusis syn-
chronousthatis, onetransitionin the globalmodelcorrespondso exactly onetransi-
tion in each process.

Giventwo processeslefinedby their statetransitiongraphsG; = (S, 14, T1) and

G, = (S, 15, Ty) we can construct a global state transition g@ph(S I, T) by:
* S={(s1,5) |51 08, s 0S;, ands, W= s,lul] for all sharedvariablesv}, where

slv[denotes the truthalue of \ariablev in states.
Eachstatein the global modelcontainsonecomponentn eachprocessHowever,
oneconstraintmustbe satisfied If a variableis referencedn morethanonepro-
cessjts valuein eachcomponentf the global statespacemustbethe same.This
model guarantees consistgraf the \alues of sharedaviables.

* 1={(ipix |ip Ol ip00and (1,in) 0 S
An initial statein G is a statein the global modelthatis aninitial statein all pro-
cesses.

* T((s1 82 (1, 1)) iff Ta(sy, ty) andTy(sy, to)
A transitionin the global modelexistsiff it correspondso existing transitionsin
eachcomponentSymbolically T is constructedby conjunctingT,; and T,. The

meaningof the formularepresentinghe globaltransitionrelationis thata transi-
tion eists if transitions @st in all components.

4  The Verification Algorithms

CTL and RTCTL Model Checking

Verusallows the verification of untimedpropertiesexpressedas CTL formulas[22]
suchas AQ prod. produce -> AF cons.consune). This propertymeans
thatit is aninvariantof the system(the AG part) thata pr oduce is alwaysfollowed
by aconsune (the AF part). TimedpropertieccanbeexpressesRTCTL (real-time
CTL formulas[15]. CTL formulasallow the verification of propertiessuch“p will
eventuallyoccur”, or “p will never beasserted”However, it is not possibleto express
boundedpropertiessuchas*p will occurin lessthan10ms”directly. RTCTL model
checkingovercomeghis restrictionby allowing boundson all CTL operatorgo be
specified [15].



Many importantpropertiesof timed systemscanbe verified usingboth CTL and
RTCTL modelchecking.For example,we have usedit to shav the existenceof prior-
ity inversionin atime critical system[6]. In this example,we have modeleda simple
systemin which processesommunicatén a non-regular pattern.The main objectve
is to determinewhich problemscanarisefrom this communicatiorandhow to avoid
them. The boundeduntil operatorallows us to determinethe existenceof priority
inversion,andto checkthatthe solutionimplementedpriority inheritanceavoidsthe
problem.

Quantitative Algorithms

Most verification algorithmsassumehat timing constraintsare given explicitly.
Typically, thedesigneiprovidesa constrainion responséime for someoperationand
theverifier automaticallydeterminedf it is satisfiedor not. Unfortunatelythesetech-
niguesdo not provide ary informationabouthow much a systemdeviatesfrom its
expectedperformancealthoughthis informationcanbe extremelyusefulin fine-tun-
ing the beheior of the system.

Verusimplementsalgorithmsthat determinethe minimum and maximumlength
of all pathsleadingfrom a setof startingstatego a setof final stateslt alsohasalgo-
rithmsthatcalculatethe minimumandthe maximumnumberof timesa specifieccon-
dition can hold on a path from a set of startingstatesto a setof final states.Our
algorithmsprovide insightinto how well a systemworks, ratherthanjust determining
whetherit worksatall. They enablea designeto determinghetiming characteristics
of acomple systemgiventhetiming parametersf its componentsThis information
is especiallyusefulin the earlyphase®f systemdesignwhenit canbe usedto estab-
lish how changes in a parametefeat the global system bekiar.

Several typesof information canbe producedby this method.Responsdime to
eventsis computedoy makingthe setof startingstatescorrespondo the event, and
the setof final statescorrespondo the responseSchedulabilityanalysiscanbe done
by computingtheresponsé¢ime of eachprocessn the systemandcomparingt to the
procesdeadline.Performancecan be determinedn a similar way. The algorithms
have beenusedto verify several time critical and non time critical systemsMore
information about theerification algorithms can be found[#8,9,10].

5 A MoreComplex Example: An Aircraft Controller
This sectionpresenta morerealisticapplicationof the Verustool thanthe producer/
consumemrogramdescribedabore. We will briefly describean aircraft controller
systemthatis basedon controllersemployedin existing military aircrafts[21]. Some
examplesof the Veruscodeusedto modelthe systemare alsoshovn. We conclude
with a brief analysis of the results obtained. A full analysis can be foBfl in
The control systemfor an airplanecanbe characterizedy a setof sensorsand
actuatorsconnectedo a central processarThis processoexecutesthe software to
analyzesensordataand control theactuators Our modeldescribeghis control pro-
gram and defines its requirements so that the specifications for the airplane are met.
The aircraft controlleris divided into systemsand subsystemsEachsystemper-
forms a specifictaskin controllinga componenbf theairplane.The mostimportant



systemsareimplementedn our modelto provide arealisticrepresentationf thecon-

troller. Examples of systems being controlled are:

* Navigation: Computesaircraft position. Takes into accountdatasuchas speed,
altitude, and positioning data reeed from satellites or ground stations.

* Radar Control: Processes data reegifrom radars. ldentifies/positionsgats.

* Display: Updates information on the pi®screen.

Eachsystemis composedf oneor moresubsystemsTiming constraintdor each
subsystenmarederived from factorssuchasrequiredaccurag, humanresponsehar-
acteristicandhardwarerequirementsThereare 15 subsystem# our example.Con-
current processesare used to implement each subsystem.Processesexecute
periodicallyandaredefinedby their periodandthe executiontime of eachinstantia-
tion. Periodsrangefrom 25 to 200 ms, and executiontimes rangefrom 1 to 9 ms.
Communicationamongthe variousprocessess doneindirectly. No dataare shared
directly; processesommunicateonly throughdatasenerscalledmonitor tasks. The
time to access shared data is included in the progesaten time.

The code belw models a process with a 200ms period and a ewugon time.

radar_control ()

{
bool ean radar _activate, data_avail abl e;
radar _activate = fal se;
data_avail abl e = fal se;

a b~ wdNPE

Initially we declaretwo booleanvariablesthatflag the beginningandendof exe-
cutionof eachinstantiationof the processThey areusedwhencheckingprocessun-
ning time. Initially both ariables aredise.

6 periodic(0, 200, 0) {
7 radar_activate = true;
8 wai t (1);

We thenstartthe periodicexecutionandflag the beginningof theexecution.A one
time unit wait is insertedso otherprocessesanobsere thatr adar _acti vate is
true.

9 radar _activate = fal se;
10 wai t (2);

Variaber adar _act i vat e is deassertedindtheproces®ndsthisinstantiation.

11 data_avail abl e = true;
12 wai t (1);

13 data_avail abl e = fal se;
14 }s

15 }



Finally the endof executionis assertedndthe periodicloopis iterated.The code
for the other14 processess similar. The codefor the schedulecompletegshe model.
But before presentingthe schedulerit is importantto understandhe interaction
between processesand scheduler Processesrequest execution by assertinga
r equest variablewhich is readby the schedulerUpon decidingwhich processes
executesthe schedulerassertsa variablegr ant ed readby all processesTo make
thisinteractionclearwe repeathe codefor the sameprocessbut now translatednto
the core languageto shav the featuresdiscussed Another modification has been
implementedbelon, moving the periodic statemeninto the schedulerin this way
morethanoneprocescanmale useof the samevariableusedto implementthe peri-
odicity.

1 int tine, granted,
2 boolean reql, req2,... ;

Variablet i e is thecounterusedto enforceperiodicity Thevariablesgr ant ed
andr eqi are used by the scheduler

pl(time, granted, reql)
{

bool ean radar _activate, data_avail abl e;

3
4
5
6
7 reql = fal se;
8
9
0
1

radar _activate = fal se;
data_avail abl e = fal se;

1 while (true) {

1 while (time '= 0) wait(1);

The periodicstatemenhasbeenreplacedoy aninfinite loop thatonly startswhen
ti e is 0. Noticethatwhenwaiting on line 11 variabler eql is false,andtherefore
pl does not requeskecution at this point.

12 reql = true;

13 radar_activate = true;

14 while (granted !'= 1) {

15 wai t (1); radar_activate = fal se;
16 }s

17 wait(1);

18 radar _activate = fal se;

When executionstartsthe requestvariableis assertedandthe processmustwait
until being grantedthe processol(lines14 to 16) beforecontinuing.Line 17 corre-
sponds to the processeeuting for one time unit.



19 while (granted !'= 1) wait(1);

20 wai t (1);
21 while (granted !'= 1) wait(1);
22 wait (1);

The processexecutesuntil completionin lines19 to 22. But beforeeachstepit
must check to see if it still has the processor

23 data_avail abl e = true;
24 reql = fal se;

25 wai t (1);

26 data_avail abl e = fal se;
27 }

28 }

The end of thexecution is similar to the pvéous one.

29 scheduler(reql, req2,..., tine, granted)
30 {

31 time = 0;

32 while (true) {

33 if (reql) granted = 1; else
34 if (req2) granted = 2; else
35 C.

36 granted = 0;

The schedulerexecutesan infinite loop which startsby assigninga valueto the
gr ant ed variable.It checksrequestsn the priority order(highestpriority first) and
grantsthe processoto the higher priority requestingorocessin this examplepriori-
ties are static, tlyeare defined by the order in which requests are tested.

37 wai t (1);

38 if (tinme < 199) {
39 time = time + 1;
40 } else {

41 time = 0;

42 }s

43 }s

44 '}

Line 37 makesthegr ant ed variableobsenable.The schedulethenincrements
thet i me variable and repeats thgate.

In the main module all processesre instantiated,and their schedulabilityis
checledusingquantitatve timing analysis A time critical systemis schedulabléf all
processesinish executionbeforetheir deadline Usually the deadlineis the sameas



the period,thatis, processemustfinish beforetheir next instantiation We have been
ableto determinegthatthe systemis schedulableWe have alsobeenableto determine
several otherpropertiesof the systemsuchasthe responsdime of the weaponssub-
system.Wheneer the pilot presseghe firing button a complex sequencef events
occurs We have beenableto determineits fastestandits slowestresponsdimes.The

completeanalysisof this examplecanbefoundin [8]. Thefinal modelhasabout10t®
states,and the transitionrelation usesapproximately4600 BDD nodes.Properties
have been computed in seconds in all cases.

45 main()

46 {

47 process P1 pl(tinme, granted, reql),
48 P2 p2(tine, granted, req2),
49 C.

50 SCH schedul er(reql, req2,...,
51 tinme, granted);
52

53 spec

54 M N(Pl.start, P1.end)

55 MAX(P1l.start, P1.end)

56 M N(P2.start, P2.end)

57 MAX(P2.start, P2.end)

58

50 }

6 Conclusions

This work presentsa new languageto be usedin the formal verification of time
critical systemsthe VeruslanguageVerusprovidesa familiar erwvironmentto verify
time critical systemsThe syntaxis similar to the syntaxof the C languagesimplify-
ing theuseby non-eperts.It hasspecialconstructgo expressthetiming characteris-
tics of the program naturally and accurately

Verusprogramsarecompiledinto state-transitiorgraphswhich provide a simple
andextremelyefficient representationf time. The discretemodelof time allows the
useof fastsymbolicalgorithmsfor verification. The simplicity of the internalrepre-
sentationdoesnot restrictthe languagehowever, asattestedy the examplesof sys-
temsthat have beenverified. Several large comple time critical systemshave been
verified using Verus.Most examplesare eitherexisting industrialapplicationsor use
components empy@d in real systems.
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