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Preface 

Information is of strategic and operational importance to any organization. 
With rapid advancements in computer and network technology, it is possible 
for an organization to collect, store, and retrieve vast amounts of data of all 
kinds quickly and efficiently. Databases of today no longer contain only data 
used for day-to-day data processing; they have become information systems 
that store everything-vital or not-to an organization. 

Aggregation and derivation are important and desirable effects of collecting 
data and storing them in databases. Aggregation is the combining of informa- 
tion from various sources. Derivation goes one step further; it uses different 
pieces of data to deduce or create new or previously unavailable information 
from the aggregates. 

Unfortunately, aggregates and derived data pose serious problems since 
new information can be derived from available information in several different 
ways. If the concerns related to security are not properly resolved, security 
violations may lead to losses of information that may translate into finan- 
cial losses or losses whose values are obviously high but difficult to quantify 
(e.g., national security). At the same time, these large information systems 
represent a threat to the privacy of individuals since they contain a great 
amount of detail about individuals. Admittedly, the information collection by 
an organization is essential for conducting its business; however, indiscrimi- 
nate collection and retention of data represents an extraordinary intrusion on 
privacy of individuals. 

Privacy protection is both a personal and fundamental right of all individ- 
uals. Individuals have a right to expect that organizations will keep personal 
information confidential. One way to ensure this is to require that organiza- 
tions collect, maintain, use, and disseminate identifiable personal information 
and data only as necessary to carry out their functions. 

This book addresses the problem of disclosure in on-line analytical process- 
ing (OLAP) systems. These systems ,are designed to help analysts in gaining 
insights to the large amount of data stored in enterprise data warehouses. 
OLAP systems heavily depend on aggregates of data in order to hide in- 
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significant details and hence to accentuate global patterns and trends. As the 
underlying data model, a data cube can nicely organize multi-dimensional 
aggregates formulated using dimension hierarchies inherent to given data. 

It is critical that data cubes be analyzed for possible inference or deriva- 
tion problems. This book first provides a good understanding of the ways such 
inference problems may arise. Armed with this understanding, the book then 
takes steps to eliminate these problems. Following a review of past research in 
statistical databases, the book shows how existing methodologies can be bor- 
rowed for developing security measures in OLAP data cubes. These measures 
produce improved results than by their counterparts in statistical databases, 
but they also inherit certain limitations from the latter. Taken such limitations 
as a lesson, the book discusses several novel methods that finally demonstrate 
a promising way to completely eliminate threats to privacy in OLAP systems. 

Fairfax, VA, Lingyu Wang, Sushi1 Jajodia, Duminda Wijesekera 
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