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Preface  

Anyone who has ever bought a car, rented an apartment, had a job or 
conversation that they would rather not see in their employee review may find 
this book of interest.   

There is a collision occurring in identity management.  Identity 
technologies are problematic, and many see light at the end of the identity 
theft tunnel.  Yet the innovation is driven by individual tendencies to seek 
convenience and business imperatives to minimize risk with maximized 
profit.  The light is an oncoming identity train wreck of maximum individual 
exposure, social risk and minimal privacy.   

The primary debate over identity technologies is happening on the 
issue of centralization.  RealID is effectively a centralized standard with a 
slightly distributed back-end (e.g., fifty servers).  RealID is a national ID card.  
Many mechanisms for federated identities, such as OpenID or the Liberty 
Alliance, imagine a network of identifiers shared on an as-needed or ad-hoc 
process.  These systems accept the limits of human information processing, 
and thus use models that work on paper.  Using models that work on paper 
results in systematic risk of identity theft in this information economy.   

There are alternatives to erosions of privacy and increasing fraud.  
There is an ideal where individuals have multiple devices, including 
computers, smart cards, and cell phones.  Smart cards are credit card devices 
that are cryptographically secure.  This may be shared and misused, or secure 
and privacy enhancing.  Yet such a system requires coordinated investment.   

There are strong near term incentives for low-privacy, cheap and thus 
technically flawed identity systems.  The expense is now, and the risk of fraud 
is in the future.  The immediate loss of privacy becomes a systematic loss in 
security over time.  Just as convenient credit cards have become even more 
convenient for criminals with the advent on e-commerce, the foreseeable 
diffusion of mobile commerce and pervasive computing will break many of 
the proposed Federated or centralized identity systems.  There are better 
choices. 

This book is organized with four major components, each more 
focused than the last.   

The book begins with a discussion about how the digital networked 
environment is critically different from the world of paper, eyeballs and pens.  
Many of the actual effective identity protections are embedded behind the 
eyeballs, where the presumably passive observer is actually a fairly keen 
student of human behavior.  Even a passive clerk notices when a two hundred 
and fifty pound man presents Emily Sue’s credit card.   
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The second section takes the observations about the profound divide 
between ink and bits, and applies that to the immediate problem of identity 
theft.  Identity theft best practices are included; but the core observation is 
that the average person can do nothing to avoid exposure to this risk.   

The third section looks at defining the problem of security in the 
context of identity.  What is the problem? That question is followed by a view 
at the proposed answers. 

After the overview of the technology and proposals for identity 
management comes a series of possible futures.  Examination of these futures 
indicates that there are two choices: surveillance, near term profits, and long 
term fraud versus near term expense, private secure credentials, and long term 
stability.   
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