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Preface

Security is as strong as the weakest link. The mathematical design and analysis
of cryptographic algorithms has evolved a lot over the last decades (ever since the
invention of public key cryptography at the end of the 1970s). The mathematical
strength of the cryptographic algorithms is now at such a level that the attacker will
choose the ‘implementation’ as the weak link in the chain. Many incidents have
been reported for hardware and software implementations. Even the human factor,
forgetting or using easy passwords, is often the weak link.

Weak implementations are becoming an even bigger problem as more and more
information processing moves to small portable embedded devices. These small
devices are cheap, lightweight, easy to carry around, and also easy to loose. The
need for embedded security is omnipresent in cell phones, PDA’s, medical devices,
automotive, consumer, smart cards, RFID tags, sensor nodes, and so on.

At the other end of the spectrum computations and storage of sensitive data move
from hard disks on our personal PCs to central servers and to the so-called clouds.
Also in these environments efficient and secure implementations are a necessity to
provide security and privacy.

The goal of this book, Secure Integrated Circuits and Systems, is to give the
integrated circuits and system designer an insight in the basics of security and cryp-
tography from the implementation viewpoint. This means that the designer should
aim at efficient implementations, i.e., optimizing power, area, throughput, as well as
secure implementations, i.e., implementations that resist attacks and more specifi-
cally side-channel attacks. This book therefore covers techniques both to improve
efficiency and to resist side-channel attacks.

The book consists of four major parts to introduce the topic. Part I gives the
basics. This includes an introduction to the basic arithmetic used in mostly public-
key algorithms and an introduction to side-channel attacks.

Part IT describes basic building blocks of any cryptographic systems. When build-
ing a complex system, such as a system-on-chip, a designer will build, obtain, or
license intellectual property (IP) modules. The basic modules are symmetric key
algorithms, public key algorithms, and hash functions. Other building blocks are
random number generators, nonce generators, and physically uncloneable functions
(PUFs).
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The aim of part III is to describe the design methods for secure design. Each link
in the chain has to be secure: this means that each part of the design process should
have security in mind. This has to be the case for back-end design from a register-
transfer level description down to layout. This also has to be the case for higher level
design: e.g., the GEZEL design environment promotes secure hardware/software
co-design.

Part IV is used to illustrate the topic by examples: security for RFID, end-point
security for FPGA’s, and securing flash memories.

Secure Integrated Circuits and Systems is written for any integrated circuit or
embedded systems designer who makes designs for ASIC’s, FPGA’s, small embed-
ded processors, and/or embedded systems. By no means, I claim that this book is
complete. It is only a start to get the designer going. And it is an attempt to bridge
the gap between the theoretical math of cryptography and the design issues to make
it possible in practice. I would like to thank the contributors of this book and the
people working in this field for their indirect contributions.

July 2009 Ingrid M.R. Verbauwhede
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