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1. Introduction
@.#< 3#<<B45(.4 64/J.#$; *(6 G44+ .464(./*4< 4W$4+6#?4B; #+ B#$4.($J.4 XY,

V, Z, [\& C*#B4 ?(.#9J6 "#<<B45(.4 64/J.#$; 64.?#/46 *(?4 G44+ <4?4B9D4<, $*4
J+#!/($#9+ (+< J64 9E 6J/* 64.?#/46 #6 B4E$ ($ $*4 <#6/.4$#9+ 9E $*4 #"DB4"4+$4.6&
C4 D.9D964 $9 <4?4B9D ( @.#<F4+(GB4< ID4.($#+1 :;6$4", /(BB4< H$.44"I:
X]\, 5*#/* *(6 +($#?4 6JDD9.$ E9. K#.$J(B I.1(+#6($#9+6 ^KI6_& 7+ $*4 /9+$4W$
9E @.#< (+< C4G 64.?#/46, ( KI #6 ( 6$($#/ 9. <;+("#/ 1.9JD 9E 4+$#$#46 ^9.N
1(+#6($#9+6, #+<#?#<J(B6, #+6$#$J$46 4$/&_ $*($ D99B .469J./46 (+< J64 64.?#/46
$9 (/*#4?4 /9""9+ 9GL4/$#?46& :4/J.#$; #+ H$.44"I: #6 ( "(L9. /9+/4.+, (+<
(<"#+#6$.($9.6 (+< J64.6 .4>J#.4 ( *#1* B4?4B 9E (66J.(+/4 #+ $*#6 (.4(& O9 $*#6
4+<, 54 (.4 #+ $*4 D.9/466 9E <4?4B9D#+1 ( 64/J.4 KI"(+(14"4+$ 6$.($41; (+<
(B69 DB(+ $9 J64 4?(BJ($#9+ /.#$4.#(, 6J/* (6 A9""9+ A.#$4.#(, $9 #+6D4/$ $*4
/B(#"4< 64/J.#$; D.9?#<4< G; H$.44"I:&
7+ $*#6 D(D4., 54<46/.#G4 9J. $*.4($ (+(B;6#6 (+< ($$(/)6 #<4+$#!4< #+H$.44"I:

G; J+<4.6$(+<#+1 $*4 G(6#/ $*.4($ "9<4B #+ @.#< (+< C4G :4.?#/46 (./*#$4/$J.4&
C4 (+(B;64 ?(.#9J6 ($$(/)6 D966#GB4 #+ 6J/* ( 64$$#+1 (+< GJ#B< ($$(/)4. $.446 $9
#+6D4/$ ?(.#9J6 ($$(/)4. $99B6& O*4 G4+4!$6 9E 9J. $*.4($ (+(B;6#6 (.4 "(+#E9B<&
:J/* ($$(/)4. $.446 5#BB 14+4.($4 ( +J"G4. 9E $46$ /(646 $9 $46$ ( 59.)#+1 D.9N
$9$;D4 9E H$.44"I: 9+/4 <4?4B9D4<& IJ. (+(B;6#6 5#BB (B69 #<4+$#E; $*.4($6,
#+ (<<#$#9+ $9 /9""9+ $*.4($6 #+ @.#<6 (+< C4G 64.?#/46 5*#/* (.4 /.4($4<
G; H$.44"I:& 7+/BJ<4< #+ $*4 (+(B;6#6 #6 $*4 6$J<; 9E .#6)6 #+ <46#1+#+1 6J/*
J+<4.B;#+1 64.?#/46 (+< ( /9+6#<4.($#9+ 9E "4/*(+#6"6 $*($ /(+ G4 J64< $9 "#$#N
1($4 6J/* .#6)6& C*#B4 ?(.#9J6 9$*4. .464(./* D.9D96(B6 (<<.466 @.#< ID4.($#+1
:;6$4"6 XTF`\a $9 9J. )+95B4<14, $*4.4 <946 +9$ 4W#6$ (+; $*.4($ (+(B;6#6 E9. (
@.#<N4+(GB4< ID4.($#+1 :;6$4"&

2. Threat Analysis
O9 /(..; 9J$ ( D.9D4. $*.4($ (+(B;6#6 54 !.6$ +44< $9 <4!+4 $*4 64/J.#$;

.4>J#.4"4+$6, #<4+$#E; (664$6 (+< /9+64>J4+$B; <4$4."#+4 $*.4($6 #+ $*4 6;6N
$4"& 7+ $*4 +4W$ 6JG64/$#9+ 54 6$(.$ 9J. (+(B;6#6 5#$* 64/J.#$; .4>J#.4"4+$6 9E
H$.44"I:&

2.1 Security Requirements and Objectives for XtreemOS
C*#B4 $*4 4W(/$ H$.44"I: (./*#$4/$J.4 #6 6$#BB J+<4. <4?4B9D"4+$, ( <4$(#B4<

<46/.#D$#9+ 9E $*4 9?4.(BB 6;6$4" (+< H$.44"I: #6 1#?4+ #+ X]\&
O*4 G(6#/ 64/J.#$; 9GL4/$#?46 9E H$.44"I: (.4 6#"#B(. $9 $*964 (DDB#/(GB4 $9

$.(<#$#9+(B 9D4.($#+1 6;6$4"6, +("4B; /9+!<4+$#(B#$;, #+$41.#$; (+< (?(#B(G#B#$;&
7+ (<<#$#9+ #+ $*4 @.#<, (J$*4+$#/($#9+ (+< (J$*9.#6($#9+ G4/9"4 ( D.#"4 /9+N
/4.+& b954?4., $*4 EJB!BB"4+$ 9E 6J/* 9GL4/$#?46 G4/9"4 "9.4 <#E!/JB$ <J4 $9
$*4 <#6$.#GJ$4< +($J.4 9E $*4 @.#<& IE 1.4($4. #"D9.$(+/4 (.4 6;+/*.9+#6($#9+
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#66J46, #+/9+6#6$4+/#46 5#$*#+ 5*#/* /(+ D(.$#/JB(.B; B4(< $9 +9+FEJB!BB"4+$ 9E
64/J.#$; 9GL4/$#?46& C4 /9+6#<4. G9$* 6$9.4< <($( (+< <($( #+F$.(+6#$& O*4 "96$
#"D9.$(+$ 64/J.#$; .4>J#.4"4+$6 54 /9+6#<4. E9. 9J. 6;6$4" "9<4B (.4c

A9+!<4+$#(B#$; 9E 6$9.4< <($(
A9+!<4+$#(B#$; 9E /9""J+#/($4< <($(
7+$41.#$; 9E 6$9.4< <($(
7+$41.#$; 9E /9""J+#/($4< <($(
7<4+$#!/($#9+ (+< (J$*4+$#/($#9+ 9E J64.6
!J$*9.#d4< (//466 $9 (DDB#/($#9+ 64.?#/46
@J(.(+$44< (//466 $9 64.?#/46 G; (J$*9.#d($#9+ D(.$#46
!//9J+$(G#B#$; 9E <($( (//466 (+< 64.?#/4 4W4/J$#9+
769B($#9+ 9E <($( 5#$*#+ ( KI
769B($#9+ 9E 64.?#/46 5#$*#+ ( KI

7+ 9.<4. E9. $*4 64/J.4 .J++#+1 9E $*4 H$.44"I:F6JDD9.$4< 6;6$4", $*464
.4>J#.4"4+$6 6*9JB< G4 EJB!BB4< at every point of time (+< +9$ LJ6$ <J.#+1 KI
E9."($#9+ 9. <#669BJ$#9+& :J/* 4"D*(6#6 G4/9"46 (G69BJ$4B; +4/466(.; <J4 $9
<#6$.#GJ$4< +($J.4 9E $*4 6;6$4"&

2.2 Assets
b(?#+1 <4!+4< $*4 64/J.#$; 9GL4/$#?46 (+< .4>J#.4"4+$6 54 B#6$ $*4 #<4+$#!4<

(664$6 #+ 9J. 6;6$4"& C4 /9+6#<4. G9$* 6$9.4< (+< /9""J+#/($#9+ (664$6 E9.
9J. (+(B;6#6& IJ. (664$6 E9. (+ H$.44"I:F6JDD9.$4< 6;6$4" (.4 (6 E9BB956c

J64. (+< (<"#+#6$.($9. (J$*4+$#/($#9+ /.4<4+$#(B6 E9. $*4 @.#<a
J64. (+< (<"#+#6$.($9. (J$*9.#d($#9+ /.4<4+$#(B6 E9. $*4 @.#<a
KIF"4"G4.6*#D /.4<4+$#(B6a
!B46;6$4"6 F G9$* B9/(B (+< !B46;6$4"6 6*(.4< 9+ $*4 @.#<a
J64. (+< D.9/466 <($( $.(+6"#$$4< G4$544+ +9<46 G; H$.44"I:a
KIF6D4/#!/ <($( 9+ ( .469J./4 ^$*4.4 5#BB G4 <($( 9E <#EE4.4+$ KI6 9+ (
.469J./4, 69 #69B($#9+ 9E $*464 <($( E.9" 4(/* 9$*4. #6 #"D9.$(+$_a
64.?#/46 5#$*#+ ( KI (+< $*4#. #<4+$#!4.6a
#+E.(6$.J/$J.4F6D4/#!/ #+E9."($#9+ ^6J/* (6 )4;6 E9. QJGB#/Fe4; 7+E.(6N
$.J/$J.4_a
J64. (+< 64.?#/4 ($$.#GJ$46a
.4DJ$($#9+ <($( 9E 64.?#/46 (+< .469J./46 ^54 4+?#6(14 J64 9E .4DJ$(N
$#9+ E9. 64B4/$#+1 64.?#/46 (+< .469J./46 ($ ( B($4. 6$(14 9E H$.44"I:
<4?4B9D"4+$_a
I:F6D4/#!/ #+E9."($#9+ ^4&1& 6;+/*.9+#d($#9+ <($(_a
B911#+1 #+E9."($#9+&
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!BB $*464 (664$6 .4>J#.4 ( B4?4B 9E D.9$4/$#9+ $9 G4 6D4/#!4< (+< "4/*(+#6"6
$9 G4 DJ$ #+ DB(/4 $9 D.9?#<4 6J/* D.9$4/$#9+&

2.3 Threats
O*.4($ "9<4BB#+1 E9. $*4 @.#< 6;6$4"6 *(6 G44+ <9+4 #+ "(+; 9$*4. .464(./*

6$J<#46 XUFR\& C*#B4 ?(.#9J6 /9""9+ $*.4($6 (.4 #<4+$#!4< E9. $*4 9?4.(BB @.#<
(./*#$4/$J.4, $*.4($6 #+ @.#< "#<<B45(.4 (+< $*4 J+<4.B;#+1 9D4.($#+1 6;6$4"6
*(?4 +9$ G44+ 6$J<#4< #+F<4D$*& 7+ $*4 /9+$4W$ 9E H$.44"I:, 54 /B(66#E; G4B95
69"4 /9""9+ $*.4($6 (+< 69"4 H$.44"I:F6D4/#!/ $*.4($6&

Threats to availability %4+#(BF9EF64.?#/4 ($$(/)6 (.4 $*4 "96$ /9""9+ ($N
$(/)6 #+ @.#< 6;6$4"6& !B$*9J1* +9$ 6D4/#!/ 9+B; $9 @.#<6, $*464 $*.4($6 (.4
4(6#4. $9 .4(B#64 $*(+ (+; 9$*4. $*.4($6 #+ @.#< 6;6$4"6& %4+#(B 9E 64.?#/4 $9
+9<46, <4+#(B 9E 64.?#/4 $9 64.?#/46, <4+#(B 9E 64.?#/4 $9 ( KI, <4+#(B 9E 64.?#/4
$9 !B46;6$4"6 (.4 (BB 4W("DB46 9E $*464 $*.4($6& f4/4+$B;, ( +45 )#+< 9E $*.4($
*(6 G44+ <4.#?4< E.9" $*464 $*.4($6a <#6$.#GJ$4< <4+#(B 9E 64.?#/4 ^%%9:_ 9+
$*4 7+$4.+4$ J6#+1 @.#< +9<46 ^4&1& %%9: ($$(/) 9+ :J+ @.#< #+ ]SSR_& O*4
.4(B#6($#9+ 9E 6J/* $*.4($6 #6 <.(6$#/ (+< <4E4($6 $*4 DJ.D964 9E /9BB(G9.($#9+ #+
@.#< 6;6$4"6, $*4.4G; "()#+1 $*464 $*.4($6 6#1+#!/(+$ $9 "#$#1($4 #+ (+; @.#<
6;6$4" #+/BJ<#+1 H$.44"I:&

Threats to authentication O*.4($6 #+ $*#6 /($419.; .(+14 E.9" #+L4/$#+1 E(B64
(J$*4+$#/($#9+ /.4<4+$#(B6, $9 $46$ "#6/9+!1J.($#9+6 #+ "(+(14"4+$ 9E (J$*4+N
$#/($#9+ "4/*(+#6"6, $9 "(6>J4.(<#+1 (6 14+J#+4 J64.6 9E $*4 @.#<& O*4E$ 9E
(J$*4+$#/($#9+ /.4<4+$#(B6, 4WDB9#$#+1 .4?9/($#9+ D9B#/; 5#$*#+ $*4 6;6$4" G; .4N
DB(;#+1 #+?(B#< /.4<4+$#(B6 (+< G.J$4FE9./#+1 J64. D.#?($4 )4;6 (.4 4W("DB46 9E
$*.4($6 #+ $*#6 /($419.;& O*464 $*.4($6 D.9G(GB; E9." $*4 64/9+< B(.146$ /($419.;
$*($ @.#< 6;6$4"6 (.4 4WD964< $9&

Threats to authorization !J$*9.#d($#9+ .46$.#/$6 (//466 $9 .469J./46 (+< 64.N
?#/46 9+B; $9 J64.6 5*9 D.9?#<4 .46D4/$#?4 /.4<4+$#(B6& O*.4($6 $9 (J$*9.#d($#9+
#+/BJ<4 E(B64 #+L4/$#9+ 9E (J$*9.#d($#9+ /.4<4+$#(B6, "(6>J4.(<#+1 (6 (J$*9.#d(N
$#9+ D.9?#<#+1 4+$#$; ^4&1& "(6>J4.(<#+1 (6 eOA #+ e4.G4.96_ 4$/& !B$*9J1*
.4(B#6($#9+ 9E $*464 $*.4($6 .4>J#.4 6)#BEJB ($$(/) 6$.($41#46, (J$*9.#d($#9+ $*.4($6
#E .4(B#64< /(+ G4 *#1*B; <("(1#+1 $9 $*4 +9."(B EJ+/$#9+#+1 9E @.#< 6;6$4"6&

Threats to confidentiality of data O*4 .4(B#6($#9+ 9E 6J/* $*.4($6 5#BB B4(<
$9 J+(J$*9.#64< <#6/B96J.4 9E <($(& -(?46<.9DD#+1 ^G9$* (/$#?4 (+< D(66#?4_
(+< "(6>J4.(<#+1 $9 .4?4(B <($( (.4 4W("DB46 9E 6J/* $*.4($6& A9+!<4+$#(B#$;
#6 .4>J#.4< 5*#B4 D(66#+1 L9G .46JB$6, #+$4.FKI /9""J+#/($#9+6 (+< <J.#+1
(J$*4+$#/($#9+ #+ @.#< 6;6$4"6&
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Threats to integrity of data 7$ #6 9+4 9E $*4 EJ+<("4+$(B .4>J#.4"4+$6 E9.
H$.44"I: $9 D.464.?4 $*4 #+$41.#$; 9E <($(& O*.4($6 $9 #+$41.#$; 5#BB (<<.466
J+(J$*9.#64< "9<#!/($#9+ 9E <($( #+F$.(+6#$ (+< 6$9.4< <($( $9 (/*#4?4 $*4 19(B6
9E $*4 ($$(/)4.^6_& 7$ G4/9"46 <#E!/JB$ $9 <4$4/$ 6J/* $*.4($6 #E $*4 /9+64>J4+$
6$($4 9E $*4 6;6$4" .4"(#+6 J+/*(+14<& !/$#?4 4(?46<.9DD#+1 (+< "(+F#+F
$*4F"#<<B4 ($$(/)6 (.4 .4(B#6($#9+ 9E 6J/* $*.4($6&

Threats to isolation of data 769B($#9+ 9E KIF6D4/#!/ <($( #6 9E 1.4($ /9+N
/4.+ #+ @.#< 6;6$4"6 <J4 $9 D966#GB4 /9+"#/$F9EF#+$4.46$6 G4$544+ KI6& O*464
$*.4($6 (.4 6D4/#!/ $9 @.#< 6;6$4"6 (+< $9 H$.44"I: #+ D(.$#/JB(.& KIF6466#9+
*#L(/)6, /9"D.9"#6#+1 +9<4 64/J.#$;, 59."6, $.9L(+6 4$/ (.4 4W("DB46 9E $*.4($6
#+ $*#6 /($419.;& O9 "#$#1($4 6J/* $*.4($6, 54 (.4 /J..4+$B; B99)#+1 ($ ?#.$J(B#N
6($#9+ (+< O.J6$4< A9"DJ$#+1 ^OAQ!_ (6 D966#GB4 69BJ$#9+6&

3. Attacks
b(?#+1 #<4+$#!4< ?(.#9J6 $*.4($6 #+ H$.44"I:, 54 "9?4 9+ $9 E9/J6 9+

($$(/)6 9+ H$.44"I: 6;6$4"& !$ ( B($4. 6$(14 54 ?#6J(B#64 ( E45 9E $*464
($$(/)6 G; J6#+1 ($$(/)4. $.446&
O*4 9?4.(BB H$.44"I: (./*#$4/$J.4 E.("459.) #6 1#?4+ #+ M#1J.4 Y&
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Figure 1. H$.44"I: !./*#$4/$J.4

M9. $*4 ($$(/) (+(B;6#6, #+ $*4 H$.44"I: (./*#$4/$J.4 9+B; $*4 $59 B(;4.6,
+("4B; H$.44"I:FM (+< H$.44"I:F@ B(;4. (.4 #"D9.$(+$ $9 J6& H$.44"I:F
M B(;4. #6 /9+/4.+4< 5#$* )4.+4BFB4?4B 4W$4+6#9+6 $9 $*4 +($#?4 '#+JW 9D4.N
($#+1 6;6$4"& !6 54 4+?#6(14 <4?4B9D#+1 H$.44"I: E9. ( ?(.#4$; 9E DB($N
E9."6, ?(.#9J6 "(?9J.6 9E H$.44"I: 5#BB 4W#6$ $9 6JDD9.$ "9G#B4 DB($E9."6
^H$.44"I:F3%_, E9. QA6 ^H$.44"I:FQA_ (+< E9. /BJ6$4.6 ^H$.44"I:F::7_&
O*4 H$.44"I:F@ B(;4. #"DB4"4+$6 $*4 1.#<F9.#4+$4< 4W$4+6#9+6 (+< 64.?#/46
E9. 64/J.#$;, 6/*4<JB#+1, <($( "(+(14"4+$ ^H$.44"M:_ (+< 6JDD9.$ E9. "9G#B4
DB($E9."6&
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A9+6#<4.#+1 $*#6 (./*#$4/$J.4 (+< $*4 9?4.(BB 6;6$4", $*4 E9BB95#+1 (.4 $*4
$;D46 9E ($$(/)6 $*4 ($$(/)4. "(; 4W4/J$4&

User and Admin Credential Attacks: !$$(/)6 9+ J64. #<4+$#$; /.4<4+$#(B6
(+< KIF"4"G4.6*#D /.4<4+$#(B6 E(BB #+$9 $*#6 /($419.;& ! @.#< J64. /.4<4+$#(B6
(.4 +9."(BB; D.9W; /4.$#!/($46 1#?4+ $9 $*4 J64. 9+ 6J//466EJB .41#6$.($#9+&
O*464 D.9W; /4.$#!/($46 *(?4 ( ?(B#<#$; D4.#9< ^4&1& E9. KI3: #$ #6 +9."(BB;
Y] *9J.6_, 5*#/* "()46 $*4 ($$(/) *(.<4. $9 4W4/J$4& O*464 ($$(/)6 /(+ G4
/(..#4< 9J$ 4#$*4. G; G.J$4FE9./#+1 J64. D(6659.<6, /9"D.9"#6#+1 J64. 6;6$4"
$9 .4?4(B D.#?($4 )4;6, .4DB(;#+1 .4?9)4< /.4<4+$#(B6 $9 #+6D4/$ /;/B#+1 9. 4?4+
"(6>J4.(<#+1 (6 A4.$#!/($4 !J$*9.#$;&

CommunicationAttacks: O*464 $;D46 9E ($$(/)6 E9/J6 9+ 1(#+#+1 /.4<4+$#(B6
(+< (664.$#9+6 #+ /9""J+#/($#9+6 G4$544+ +9<46, KI (<"#+#6$.($9.6 (+< KI
"4"G4.6& -(?46<.9DD#+1, D(/)4$F!B$4.#+1 9E J+4+/.;D$4< /9""J+#/($#9+6,
G.J$4FE9./#+1 4+/.;D$4< /9""J+#/($#9+6 4$/ (.4 4W("DB46 9E $*464 $;D46 9E
($$(/)6&

Site Management attacks: %4$4/$#+1 ?JB+4.(G#B#$#46 #+ 6#$4 "(+(14"4+$ (+<
4WDB9#$#+1 $*964 ?JB+4.(G#B#$#46 (.4 D(.$ 9E $*464 $;D46 9E ($$(/)6& H3' Q9#N
69+#+1, #+6JE!/#4+$ (J$*4+$#/($#9+ /.4<4+$#(B ?4.#!/($#9+ ^!J$*=gh_, #+64/J.4
B911#+1 4$/ (.4 4W("DB46 9E $*464 ($$(/)6& !$$(/)6 9E $*#6 +($J.4 6*9JB< G4 <4N
$4/$4< G; #+$.J6#9+ <4$4/$#9+ 6;6$4"6 ^7%:_ (+< G; *(?#+1 6$.9+1 D9B#/#46 (+<
"4/*(+#6"6 $9 #"DB4"4+$ $*4"&

Perimeter and Injection attacks: !$$(/)4.6 "(; $.; $9 /9"D.9"#64 ( 6#$4i6
D4.#"4$4. 64/J.#$; G; $J++4BB#+1 $*.9J1* !.45(BB6 ^::b $J++4BB#+1_, "(B#/#9J6
#+DJ$6, <#/$#9+(.; ($$(/)6, G.J$4FE9./#+1, :I!Q "466(14 D9#69+#+1 4$/& I+/4
($$(/)4.6 1(#+ (//466 $9 6#$4 .469J./46, $*4; /(+ $.; $9 <#6.JD$ /9""J+#/($#9+6
G; <4+;#+1 64.?#/46 9. 4(?46<.9DD#+1&

Denial of service (DoS) attacks: O*4 ($$(/)6 9E $*#6 )#+< $.; $9 <#6.JD$ /9"N
"J+#/($#9+6 (+< <4+; 64.?#/46 $9 .469J./46 $9 J64.6& O*464 (.4 D.9G(GB; $*4
G46$ #<4+$#!4< (+< D.4?(B4+$ ($$(/)6 #+ /J..4+$ @.#< 6;6$4"6& -W("DB46 #+/BJ<4
<4+;#+1 64.?#/4 E9. .41#6$.($#9+, L9G 6JG"#66#9+, .46JB$6 <4B#?4.; 4$/&
7+ /(64 9E H$.44"I:, #E 54 /9+6#<4. $*4 (./*#$4/$J.4 #+ M#1J.4& Y, #+ $*4

H$.44"I:FM B(;4. 54 +44< $9 /9+6#<4. j64. A.4<4+$#(B ($$(/)6, :#$4 3(+(14N
"4+$ !$$(/)6 (+< %9: ($$(/)6&
j64. A.4<4+$#(B6 (.4 6$9.4< #+ +($#?4 '#+JW (6 D(6659.<6 #+ /etc/passwd

(+< /etc/shadow !B46& :4/J.#$; 9E $*464 !B46 #6 9E D.#9. #"D9.$(+/4 $9 D.4?4+$
j64. A.4<4+$#(B !$$(/)6& Q.9W; A4.$#!/($46 (+< D.9W; (14+$6 J64< 6*9JB< G4
64/J.4< (+< J+(J$*9.#64< $("D4.#+1 6*9JB< G4 D.4?4+$4<& :#$4 3(+(14"4+$
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($$(/)6 /9JB< G4 .4(B#64< G; #"D.9D4. "(+(14"4+$, E9. 4&1& G; #+64/J.4 (J<#$N
#+1 9. B911#+1& M9. 4W("DB4, 54 DB(+ $9 4W$4+< $*4 QBJ11(GB4 !J$*4+$#/($#9+
39<JB46 ^Q!3_ $9 (J$*4+$#/($4 J64.6& O46$#+1 9E "9<JB46 6*9JB< G4 <9+4 D.#9.
$9 J6#+1 $*4" #+ H$.44"I:FM (+< (+; /9+"#/$6 5#$* 9$*4. "9<JB46 5*#/* (.#64
+44< $9 G4 #+6D4/$4<& 7+ (<<#$#9+, #+ 4?4.; (<"#+#6$.($#?4 <9"(#+ ( 6$.9+1 D(66N
59.< D9B#/; 6*9JB< G4 #"DB4"4+$4< #+ 9.<4. $9"#$#1($4 G.J$4FE9./#+1 D(6659.<
$*.4($6&
:#$4 3(+(14"4+$ !$$(/)6 #+/BJ<4 ( 5#<4 .(+14 9E ($$(/)6& 7E B911#+1 #6

4+(GB4< E9. (//9J+$(G#B#$;, B916 6*9JB< G4 64/J.4< (+< #E D966#GB4 G(/)JD6 6$9.4<
#+ ( B9/($#9+ 64D(.($4 E.9" D.9<J/$#9+ +9<46& M9. <4$4/$#+1 (G+9."(B#$#46 #+
J6(14, 7+$.J6#9+ %4$4/$#9+ :;6$4"6 ^7%:_ (+< !.45(BB6 6*9JB< G4 J64<&
%4E4+/4 (1(#+6$ %9: ($$(/)6 #6 <#E!/JB$& b954?4., D.9D4. D9B#/; "(+(14N

"4+$ (+< #"DB4"4+$($#9+ /(+ B4(< $9 B4664+#+1 9E 6J/* ($$(/)6& %4$4/$#9+ 9E
J+(J$*9.#64< J64 (+< D.9D4. (J$*4+$#/($#9+ D.9/4<J.46 5#BB "()4 #$ <#E!/JB$ E9.
($$(/)4.6 $9 /9"D.9"#64 64/J.#$; /9+$.9B6& 7+ H$.44"I:FM B(;4., (J$*9.#64<
(//466 /9+$.9B, D.9D4. (J$*4+$#/($#9+ (+< 64/J.4 B911#+1 (+< B91 #+6D4/$#9+ 5#BB
B4(< $9 ( /9+6#<4.(GB4 <4/.4(64 #+ 6J/* ($$(/)6&
7+ $*4 H$.44"I:F@ B(;4., $*4 9DD9.$J+#$; 9E ($$(/)6 G4/9"46 5#<4.& M.9"

$*4 (G9?4 /B(66#!/($#9+ #$ #6 9G?#9J6 $*($ (BB $*4 $;D46 9E ($$(/)6 /(+ G4 .4(B#64<
($ $*#6 B(;4.& ! 6*9.$ <46/.#D$#9+ #6 1#?4+ G4B95&
7+ $*4 H$.44"I:F@ B(;4., 54 #+/BJ<4 64/J.#$; 64.?#/46 D.9?#<4< $9 (/*#4?4

64/J.#$; 9GL4/$#?46& 7+ .46D4/$ $9 j64. A.4<4+$#(B ($$(/)6, 64/J.#$; 64.?#/46 E9.
(J$*4+$#/($#9+ G4/9"4 D.9"#+4+$& A9""J+#/($#9+6 G4$544+ J64.6, KI (<N
"#+#6$.($9.6, A4.$#!/($#9+ !J$*9.#$#46 ^A!6_ (+< 9$*4. (J$*9.#$#46 ^E9. 4&1& #E
e4.G4.96 #6 J64< $*(+ G4$544+ eOA (+< J64._ +44< $9 G4 4+/.;D$4<& O*#6 #6
+9$ 9+B; ( .4>J#.4"4+$ #+ H$.44"I:F@, GJ$ (B69 ( GJ#B<#+1 GB9/) E9. B4?4.(1N
#+1 9$*4. 64.?#/46 B#)4 (J$*9.#d($#9+& f4?9/($#9+ 9E J64. /.4<4+$#(B6 #6 (+9$*4.
#"D9.$(+$ (6D4/$ ($ $*#6 B(;4.& O*4 .4?9/($#9+ "4/*(+#6", 5#+<95 9E (//4DN
$(+/4 (+< JD<($46 $9 A4.$#!/($4 f4?9/($#9+ '#6$6 ^Af'6_ "J6$ G4 /9..4/$B;
#"DB4"4+$4< ($ $*#6 B(;4.&
:#$4 3(+(14"4+$ #6 ( "(L9. 64/J.#$; #66J4 #+ $*#6 B(;4.& !6 54 (.4 J6N

#+1 KI6, KI 3(+(14"4+$ ^KI3_ +44<6 $9 G4 .9GJ6$ (1(#+6$ ?(.#9J6 ($$(/)6&
KI3 6*9JB< +9$ *(?4 /9+"#/$#+1 D9B#/#46 (+< D9B#/#46 6*9JB< G4 #"DB4"4+$4<
(6 <46#1+4<& 7+ /(64 9E +9<4 E(#BJ.46, L9G /9+$.9BB4.6 (+< J64.6 6*9JB< G4 +9N
$#!4< (+< G4E9.4 .46$(.$#+1 L9G6 D9B#/#46 6*9JB< G4 /9+6JB$4<& !J$*9.#d($#9+
$9 J64 .469J./46 <4D4+<6 *4(?#B; 9+ 6#$4 "(+(14"4+$& j64. .9B46, /(D(G#B#$#46
(+< 9$*4. ($$.#GJ$46 +44< $9 G4 ?4.#!4< G4E9.4 1.(+$#+1 (//466 $9 .469J./4& 3#6N
/9+!1J.($#9+6 #+ (+; 9E $*464 /.#$#/(B <4/#6#9+6 5#BB B4(< $9 ?JB+4.(G#B#$#46 (+<
($$(/) .4(B#6($#9+&
%9: ($$(/)6 ($ $*#6 B(;4. /(+ G4 .4(B#64< G; <4+;#+1 (//466 $9 .469J./46 (+<

64.?#/46& M9. .469J./46, .4DB#/(6 9E !B46 /(+ G4 ( /9+6#<4.(GB4 <4E4+/4 (1(#+6$
$*464 ($$(/)6& 7+ (<<#$#9+, .41JB(. G(/)JD6 (+< .4DB#/($4< 6;6$4"6 /(+ *4BD #+
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D.9?#<#+1 +4(.F/9+6$(+$ (?(#B(G#B#$;& M9. 64.?#/46, D.9D4. $#"49J$ E4($J.46 (+<
6J#$(GB4 4..9. *(+<B#+1 /(+ D.9?4 $9 G4 ( <4E4+/4&
M9. D4.#"4$4. ($$(/)6, <4$4/$#9+ 9E J+(J$*9.#64< J64 #6 D.9G(GB; $*4 G46$

"4$*9<& :#$4 D4.#"4$4.6 (.4 9E$4+ <4DB9;4< 5#$* (DDB#/($#9+ (+< D(/)4$F
!B$4.#+1 !.45(BB6& :$.9+1 !.45(BB .JB46 G(64< 9+ (//466 D9B#/#46, (//9"D(+#4<
G; 7%: (+< /9+6$(+$ B91 #+6D4/$#9+6 /(+ *4BD $9 <#6.41(.< 6J/* ($$(/)6& Q9.$
6/(+6, J+6J//466EJB B91#+ ($$4"D$6 (+< H3'D9#69+#+1 <4$4/$#9+ $*.9J1* H3'
!.45(BB6 5#BB *4BD #+ 64/J.#+1 6#$46 (1(#+6$ D4.#"4$4. ($$(/)6&

4. Visualising Attacks
7+ $*#6 64/$#9+, 54 J64 ( /9""9+ (DD.9(/* $9 ?#6J(B#64 ($$(/)6 #+ +4$59.)6,

+("4B; ($$(/)4. $.446& b(?#+1 #<4+$#!4< ( 64$ 9E ($$(/)6 #+ H$.44"I: (+<
9?4.(BB 6;6$4" 54 *4.4 /.4($4 ($$(/)4. $.446 $9 #<4+$#E; 5*($ $99B6 ($$(/)4.^6_
"(; J64 $9 .4(B#d4 $*464 ($$(/)6& %J4 $9 6D(/4 .46$.#/$#9+6, 54 9+B; D.464+$ (
6#+1B4 ($$(/)4. $.44 *4.4, GJ$ /J..4+$B; 54 (.4 <4?4B9D#+1 ( +J"G4. 9E ($$(/)4.
$.446 /9?4.#+1 $*4 .(+14 9E $*.4($6 $9 H$.44"96 (6 D(.$ 9E 9J. $*.4($ (+(B;6#6&

Case Study: Unauthorised Access to Resources attack
! 6D4/#!/ ($$(/) 5(6 #<4+$#!4< 5*#B4 /9+6#<4.#+1 $*4 G4B95 ($$(/)4. $.44&

O*4 ($$(/) #6 ( :#$4 3(+(14"4+$ !$$(/) 5*4.4G; $*4 ($$(/)4. 9G64.?46 $*4
/9+"#/$ G4$544+ KI (+< B9/(B 6#$4 D9B#/; (+< 4WDB9#$6 6J/* ( ?JB+4.(G#B#$; $9
"9J+$ (+ ($$(/)&

Setting: !.4(B#6$#/ 64$$#+1 #6 (66J"4< #+ $*4 ($$(/)& ! 64$ 9E J64.6 (.4"4"G4.6
9E $*4 KI (+< (.4 (<"#+#6$4.4< G; $*4#. B9/(B 6#$4 D9B#/;& O*4 KI #$64BE *(6 #$6
KI D9B#/#46 #+ .46D4/$ $9 (//466, "4"G4.6*#D 4$/& ! KI "(+(14. 1.(+$6 J64.6
(//466 $9 .469J./46& I+ $*4 .469J./4 6#<4, B9/(B 6#$4 (<"#+#6$.($9.6 19?4.+ (//466
$9 .469J./46& '9/(B 6#$4 D9B#/; E9. (//466 $9 .469J./46 4W#6$6 E9. KIg@.#< J64.6&
M9. $*4 /J..4+$ ($$(/), 54 /9+6#<4. 9+4 D(.$#/JB(. /(64& !//466 $9 .469J./46 #6
1.(+$4< G(64< 9+ union 9E 6#$4 (+< KI D9B#/; ^E9. 9$*4. /(64 6$J<#46 54 (B69
/9+6#<4. 9$*4. (DD.9(/*46 $9 /9"G#+4 B9/(B (+< KI D9B#/#46_&

Assets: !664$6 #+ $*#6 /(64 (.4 J64. /.4<4+$#(B6, KI ($$.#GJ$46, .9B46 ^@.#<
j64., KI !<"#+, '9/(B !<"#+_, !B46;6$4"6 (+< (J$*4+$#/($#9+, (J$*9.#d($#9+,
<#6/9?4.;, KI .41#6$.($#9+ 64.?#/46&

Threats: :#+/4 54 9+B; /9+6#<4. 6$9.4< <($( #+ $*#6 /(64 6$J<;, 54 #<4+$#E;
$*4 E9BB95#+1 $*.4($6c

j+(J$*9.#64< <#6/B96J.4 9E #+E9."($#9+ (+< 6$9.4< <($(&
j+(J$*9.#64< "9<#!/($#9+ 9E 6$9.4< <($(&
j+(J$*9.#64< <#6/B96J.4 9E L9G .46JB$6&
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Attacker Tree: O*4 !$$(/)4. $.44 #6 6*95+ G4B95 5#$* $*4 ($$(/) "(.)4<&

Figure 2. !$$(/)4. O.44

Attack: O*4 ($$(/) 5(6 #<4+$#!4< 9+ .4/J.6#?4B; 4WD(+<#+1 $*4 ($$(/)4. $.44&
7+ $*#6 D(.$#/JB(. /(64, (6 $*4 (//466 #6 1.(+$4< G(64< 9+ J+#9+ 9E KI (+<
6#$4 D9B#/#46, 4#$*4. ( J64. 9. KI (<"#+ 5#BB 14$ "9.4 $*(+ .4>J#.4< (//466&
M9. 4W("DB4, #E KI D9B#/; 1.(+$6 9+B; read (//466 $9 ( J64. (+< $*4 B9/(B
D9B#/; 1.(+$6 9+B; write (//466, $*4 J64. 5#BB *(?4 read/write (//466 9+
$*4 .469J./4 .($*4. $*(+ LJ6$ ( read (//466& 34.1#+1 KI (+< 6#$4 D9B#/#46 #6
( <#E!/JB$ D.9GB4", GJ$ 54 (.4 .4>J#.4< $9 D.9?#<4 ( 64.?#/4 5#$*#+ H$.44"I:
$*($ /(+ <4$4/$ 6J/* /9+"#/$6 #E $*4; 9//J.&

5. Conclusions
C4 *(?4 D.464+$4< *4.4 ( D.4B#"#+(.; $*.4($ (+(B;6#6 9+ H$.44"I:, ( @.#<F

4+(GB4< 9D4.($#+1 6;6$4"& C4 *(?4 #<4+$#!4< ?(.#9J6 $*.4($6 (+< ($$(/)6 #+
(//9.<(+/4 5#$* 9J. 64$ 64/J.#$; .4>J#.4"4+$6 (+< ?#6J(B#64< ($$(/)6 #+ ($$(/)4.
$.446& O*#6 59.) #6 9+19#+1 (+< 54 5#BB /9+$#+J4 $9 4WD(+< 9+ 9J. $*.4($
(+(B;6#6 (6 9J. 6;6$4" <4?4B9D6 (+< <9/J"4+$ ( ?(.#4$; 9E $*.4($6 $*.9J1*9J$
$*4 D.9/466& ! .#19.9J6 $*.4($ (+(B;6#6 5#BB *4BD #+ "()#+1 H$.44"I: .9GJ6$
(1(#+6$ ( 5#<4 .(+14 9E ($$(/)6& C4 5#BB $*4+ J64 $*#6 (+(B;6#6 $9 D.9?#<4 (
64$ 9E $46$ /(646 (+<, $*J6, D.9?#<4 ( B4?4B 9E (66J.(+/4 $9 $*4 J64. /9""J+#$;&
O*#6 (+(B;6#6 5#BB (B69 G4 J64< E9. E9."(B 64/J.#$; "9<4BB#+1 9E $*4 H$.44"I:
6;6$4" (+< /9+64>J4+$B; *4BD #+ <4.#?($#9+ 9E $*4 6;6$4"i6 64/J.#$; D9B#/;&

Acknowledgments
C4 59JB< B#)4 $9 $*(+) (BB $*4 "4"G4.6 9E H$.44"I: /9+69.$#J" E9. $*4#.

/9+6$(+$ 6JDD9.$ (+< *(.<F59.)&

References



R` COREGRID SYMPOSIUM

XY\ @.#< :4/J.#$; 7+E.(6$.J/$J.4 *$$Dcgg555&1B9GJ6&9.1g64/J.#$;g9?4.?#45&*$"B&
X]\ A& 39.#+& XtreemOS: a Grid Operating System Making your Computer Ready for Partici-

pating inVirtualOrganizations& YS$* 7--- 7+$B& :;"D96#J"9+IGL4/$F9.#4+$4<f4(BF$#"4
<#6$.#GJ$4< A9"DJ$#+1 ^7:IfA ]SSV_ F $9 (DD4(.&

XT\ Q& Q(<(B(, @.#<I:, *$$Dcgg555&44/6&J"#/*&4<Jg DD(<(B(g.464(./*g1.#<96g
X`\ '41#9+ Q.9L4/$, *$$DcggB41#9+&?#.1#+#(&4<Jg#+<4W&*$"B
XU\ :& =(>?# (+< 3& f#1J#<4B& Threat model for grid security services& '=A:& K9BJ"4 T`VS

DD& YS`ZFYSUU, ]SSU&
XR\ %4"/*4+)9 0&, Web Services and Grid Security Vulnerabilities and Threats Analysis,

-@-- 8f!T O4/*+#/(B <9/J"4+$&
XV\ K& C4B/*, M& :#4G4+B#6$, 7& M96$4., 8& 2.46+(*(+, e& Ad(L)956)#, 8& @(59., A& e4664B"(+,

:& 34<4., '& Q4(.B"(+, :& OJ4/)4& Security for Grid Services. Q.9/44<#+16 9E bQ%AFY],
DD& `ZFUV, 7--- Q.466, ]SST&

XZ\ 7& M96$4., A& e4664B"(+, @& O6J<#), :& OJ4/)4& A Security Architecture for Computational
Grids. Q.9/44<#+16 9E $*4 U$* !A3 A9+E4.4+/4 9+ A9"DJ$4. (+< A9""J+#/($#9+6 :4N
/J.#$; A9+E4.4+/4, DD& ZTF[], Y[[Z&

X[\ f& !B!4.#, f& A4//*#+#, K& A#(6/*#+#, '& <4BBi!1+4BB9, !& M.9*+4., e& '.4+$4;, (+< M&
:D($(.9& From gridmap–file to VOMS: managing authorization in a Grid environment.
MJ$J.4 @4+4.($#9+ A9"DJ$#+1 :;6$4"6& K9BJ"4 ]Y^`_, DD& U`[FUUZ, !A3 Q.466, ]SSU&


