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Preface

Currently, it seems that each day the world is less reluctant to accept the truth: com-
munications will be shifted to Internet (whatever the generation is when it takes
place). Doubtlessly, this will result in a large number of advantages, speeding up the
way we have to make businesses and be in touch with each other. Some solutions
are already part of our lives and either enhance or provide new methods for com-
municating, purchasing, selling, reporting and in general transmitting information.
Some of these are: VoIP, Instant Messaging, E-Mail, E-commerce, Internet Payment
methods, P2P for file sharing, etc.

In some of these methods efficiency and functionality are of major concern. Fur-
thermore, tools (or protocols) providing this functionality have gained a place or
become a de-facto standard because they perform better at providing this key com-
ponents. Nevertheless, other solutions need to consider security as a key component
from the very beginning of their design. Moreover, fulfilling this important and at
the same time difficult to achieve property, some solutions have failed to accom-
plish their purpose as users are still unenthusiastic about adopting new solutions if
either security is important or otherwise this is not provided with a 100% assur-
ance. In other words, trust is not easily assumed by users in e-payment methods,
e-commerce, e-banking, contract signing applications, Internet biddings, etc.

But as security practitioners learn from the very beginning of their career, there’s
no unconditional and complete secure system. What’s more, it will never exist.
There is always something that could not work in the system, be broken up, ac-
cessed without authorization, leaked information, etc. And if not, the human com-
ponent (which will be present as long as we do) would need to be totally trusted not
to put in risk all the implemented security measures.

This is the reason for which in traditional paper-based procedures (as with con-
tract signing, money transfers, etc.) accountability as a means to solve possible dis-
putes among users has always played part of the procedure itself. Here the hand-
written signature plays the main role. It allows for (non-)repudiation of acts such
that, for instance, a bank cannot transfer our money from one account to another if
it does not have an application with our consent (signature). And of course, it exists
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the digital counterpart: the digital signature. And even better, most of the countries
already (or are in the way to) have legislated its use.

But unfortunately, the network communication grounds (and among them, dis-
tance and lack of trust) make translation of paper-based procedures to networked
digital ones hard to achieve. Thus, in order to realize security in Internet (or any
other networked including mobile) applications, special protocols are needed to
ensure that any dispute could be solved between users if the network fails or an
entity misbehaves. In the computer security field, these protocols are known as non-
repudiation protocols.

Research oriented to non-repudiation protocols has been active since late 90’s;
considering in most occasions Alice and Bob as the players of the protocol design
scenario. It is time to give a step forward and realize that in many applications
there are more than two entities and that two-party protocols are not appropriate for
scenarios in which multiple entities are involved. This is the main aim of this book.

This book is mainly targeted to professional audiences with in-depth knowledge
of information security and a basic knowledge of applied cryptography. This book
briefly settles the state of the art in non-repudiation protocols and gives insight of
its applicability to e-commerce applications. It organizes the existing scant literature
regarding non-repudiation protocols with multiple entities’ participation. It provides
to the reader with sufficient grounds to understand the non-repudiation property and
its applicability to real applications. Security practitioners will find it very useful in
the design of secure applications with multiple entities, helping them to envisage the
basics of multi-party non-repudiation as a necessary tool when trust is not present
among players. Additionally it could serve as text book for postgraduate students
who wish to understand the non-repudiation service and mechanisms in the presence
of an undefined number of players.

Malaga, Javier Lopez
September 2008 Jianying Zhou
Jose A. Onieva
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